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ABSTRACT

The United States has become an information scciety. Government at
every level and private industry have been collecting and using more per-
sonal information about individuals in the last several years than ever
before. The Congress has been aware of this trend, and of the potential
for misuse of the information so collected; it has enacted several laws
that protect the personal privacy of individuals, and respect the con-
fidentiality of the information maintained about individuals by third
parties. In this report, several privacy laws are summarized, and key
provisions of each are compared, in order to make individual citizens

aware of their rights, responsibilities and remedies under the law.
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I. INTRODUCTION

Over tne last decade, the United States seems to have become
an information society. In the 1960's and 1970's, Federal, State,
and local governments' and private industry's substantial increase in
the scope of information collection, use and disclosure, was largely
promoted by a rapid proliferation of computer data banks., As the
public became increasingly aware of the information orientation of
society, individuals also became aware of the vast amount of personal
information contained in the records of government and private
industry. while much of this information was originally supplied
to the primary user by the individual, the person had little or no
control over the accuracy, timeliness, relevance, or scope of the
record. The potential for misuse of accurate information also dis-
turbed individuals, since record information was exchanged between
government and industry, and among institutions and industries in
the private sector.

Congress has both investigated and responded to this concern
over the propriety of extensive Federal Government and corporate in-
formation gathering and disclosure. There have been series of hearings
and investigations into the extent of Government and private record

keeping and computerization of data, and several measures have been
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enacted to treat various aspects of the information control issue.
Some of the legislation deals with intrusive information gathering
on all levels, and attempts to set limits on the kinds and extent
of information which an individual should be expected to divulge

in order to qualify for a benefit such as a loan, or participate

in many routine functions of daily life, sucn as opening a checking
account. Most of the legislation requires institutions to be fair
in using information. This means that individuals from whom infor-
mation is collected are to know for what purposes the data will be
used, and to what persons or organizations it will be transferred.
The fairness principle also requires the record keeper to allow

the individual access to the records in order to review, copy, and
correct or amend the recorded information, and to give the consumer
notice if Government authorities or other interested parties are
seeking access to the same records. The last major feature of this
legislation is that certain expectations of confidentiality are
legitimized., While most individuals have long expected that infor-
mation used in such a relationship as a checking account with a
financial institution would be kept confidential by that bank, the
courts have not generally recognized the validity of such an expect-
ation. Some of the legislation restricts the discretion of the
record keeper to disclose information in order to validate such an
expectation, and several of the statutes provide the consumer with

access to courts if the expectation has been violated.



These laws lay the foundation for a code of fair information
practices by which citizens and others can exercise a measure of
control over the collection and use of information about themselves.
The principles evolving from the legislation are those requiring
records to be kept with accuracy, relevancy and fairness. For these
laws to reacnh their full effectiveness, citizens must be aware of
their rignts and responsibilities, and of the rights and responsi-
bilities of record keepers and Government agencies. The purpose
of this report is to summarize the various laws, and to compare the

provisions, purposes and remedies of each.
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II., SPECIFIC LAWS AND REGULATIONS

(1) Freedom of Information Act (FOIA) (5 U.S.C. 552), as amended,
requires disclosure with certain exemptions, of records and information
held by the Federal Govermment, It is a statutory reversal of long
held Government policy that required secrecy for most Government-held
information. Each agency publishes its rules and regulations pursuant
to the Act in the Federal Register (FR). These are made part of that
agency's title of the Code of Federal Regulations (CFR).

(2) Fair Credit Reporting Act (Fair Credit) (15 U.S.C., 1681
et seq.) regulates collection and dissemination of personal information
collected by consumer reporting agencies and persons (including corpor-
ations) who regularly procure or cause to be prepared investigative
consumer reports on any consumer for use by a third party. Regulations
promulgated under this Act are found at 14 CFR 374 and 16 CFR 1.71-1,73,

(3) Family Educational Rights and Privacy Act (FERPA) (20 U.S.C.
1232g) sets out requirements designed to protect the privacy of
parents and students and to govern the release of and access to educa-
tional records maintained by educational institutions., Regulations
promulgated under this Act are found at 20 CFR 1232g and 45 CFR 99.

(4) Protection of Pupil Rights (Pupils' Rights) (20 U.S.C. 1232h),
as amended by Section 1250 of the Education Amendments of 1978 (P.L.

95~561, Nov, 1, 1978), gives parents the.right to inspect educational
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materials used in research or experimentation projects, gnd restricts
educators from requiring intrustive psychiatric or psychological
testing. o regulations have been promulgated under this Act.

(5) Privacy Act of 1974 (5 U.S.C. 552a) restricts the Federal
Government in its collection, use and disclosure of personally iden-
tifiable information, and grants individuals access to Government
held information about themselves. Regulations are issued by each
agency, are published in the Federal Register and the Code of Federal
Regulations, and are compiled annually in a special multi-volume
publication. (U.S. Office of the Federal Register. Privacy Act Is-
suances; 1976 compilation. [Washington, 1976] 5 v.)

(6) Tax Reform Act of 1976 has two pertinent sections, The
confidentiality section (26 U.S.C. 6103) revises the Internal Revenue
Code to require that tax returns and return information are confiden-
tial. Wwith certain exceptions, they are not subject to disclosure
to Federal or State agencies or employees. Regulations promulgated
under this section are found at 26 CFR 401 and 404, The summons
section (26 U.S.C. 7609) requires the IRS to give notice to any person
who is specifically identified in a summons to produce records.

With certain exceptions, that person then has the right to intervene
in subsequent legal proceedings relating to the summons, and the
right to stay compliance of the summons. There are no regulations

promulgated for this section.
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(7) Kignt to Financial Privacy Act of 1978 (Title XI of P.L.
95-630, Nov. 10, 1978) generally requires Government agencies to give
the individual notice of, and chance to challenge, their intent to
obtain that customer's records held by a financial institution.

Regulations have not yet been issued.
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I1I. COMPARISON uF¥ SPECLIFIC PROVISIONS

(1) Types of Records Covered

FOIA~-with certain exceptions, applies to all governmental
records which do not fall within one of the exemptions
listed in the Act. [5 U.8.C. 552(b)] (see infra CRS-36-37).

Fair Credit--applies to any information bearing on a con-
sumer's eligibility for credit, insurance, employment,
rent, license, or government benefit. Medical records
are not included in disclosure provisions. [15 U.S.C.
l681(g)]

FEKPA--applies to most personal records concerning students
maintained by educational institutions receiving
Federal funding. [20 U.S.C. 1232g(a)(4)] (see infra
CRS=47)

Pupils' Rights--applies to educational materials, and to
requirements for tests, the results of which become
part of the pupil records. [20 U.S.C. 1232h]

Privacy Act--with certain exceptions, applies to all personally
identifiable records, including personnel records,

neld by Federal Government agencies. [5 U.S.C. 552a (a)(4,5)]

(see infra CRS-53)
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Tax Reform--Confideﬁtiality section: applies to all Federal
tax returns and return information. {26 U.S.C. 6103(a)]
Summons procedure: applies to all business records
maintained by a tnird party. [26 U.S.C. 1609(c)(3)]

Financial Privacy--applies to information contained in thne
financial records of a tinancial institution pertain-
ing to a customer's relationsnip with the financial

institution. {¢.L. 95-630, Nov. 10, 1978, Sec. 1101(2)]

(2) KRestrictions on Information Collected

FOlA--no provision

Fair Credit--no adverse information in the consumer report
(other than information which is a matter of public
record) may be included in a subsequent consumer report
unless such adverse information has been verified....
or if it was received within the three month period
preceding the date the subsequent report is furnished.
[15 u.S.C. 1681L]

FERPA--no surveys or data-gathering activity shall be conducted
by the Secretary otf HEW, or administrative head of an
education agency under an applicable program, unless
such activities are authorized by law. [20 U.S.C.

1232g(c)]



Pupils' Rights--information is not to be gathered by way
of psychiatric or psychological testing if the purpose
of the test is to reveal intimate or potentially
embarassing information, including but not restricted
to, sex behavior and attitudes, political affilia-
tions, or illegal, anti-social, self-incriminating
and demeaning behavior. [20 U.S.C. 1232h(b)]

Privacy Act--agencies shall maintain in thelr records only
that information about an individual that is necessary
and relevant to accomplish a purpose of the agency
required to be accomplished by statute or by executive
order of the President. [5 U.S.C. 552a(e)(1l)]
Agencies shall maintain no record describing how any
individual exercises rights guaranteed by the First
Amendment unless expressly authorized by statute
or by tne individual about whom the record is main-
tained or unless pertinent to and within the scope of
an authorized law enforcement activity. ([5 U.S.C.
552a(e)(7)]

Tax keform~-no provision in either section

Financial Privacy--no provision
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(3) Beneficiaries of tne Acts

FOIA--any individual or institution. {5 U.S.C. 552]

Fair Credit--an individual consumer on whom a consumer
report has been made. [15 U.S.C. 168la(b)]

FERPA--parents or legal guardians of a student under 18
years of age, or a student 18 years or older. [20 U.S.C.
1232g(e) ]

Pupils' Rights--parents or guardians of the children engaged
in certain research or experimentation programs oOr
projects. [20 U.S.C. 1232n]

Privacy Act--a citizen of the U.S. or an alien lawfully
admitted for permanent residence. [5 U.5.C. 55za(a)]

Tax Reform--Confidentiality section: person who files a
tax return, or, if deceased or incompetent, the
committee, trustee or guardian of that person's estate,
or a person designated by tne person filing the return.
[26 U.S.C. 6103]

Summons procedure: Any person who is individually
identified in the description of the records contained
in the summons. [26 U.S5.C. 7609(a)(1l)(B)]

Financial Privacy--any person or authorized representative
of the person who has utilized, or is utilizing any

service of a financial institution, or for whom a
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financial institution is acting or has acted as a
fiduciary, in relation to an account maintained in the

person's name. [P.L. 95-630, Nov. 10, 1978, Sec. 1101(5)]

(4) Institutions Covered

FOIA--all Federal executive agencies and departments, including
the U.S. Postal Service, the Postal Rate Commission,
and Govermment corporations. [5 U,S.C. 552(e)]} The Copyright
Office of the Library of Congress is the only legis-
lative branch agency covered under the Act, [17 U.S.C.
701(d) |

Fair Credit--consumer reporting agencies and persons
(including corporations) who regularly procure or
cause to be prepared an investigative consumer report
on any consumer for use by a third party. [15 U.S.C.
16814d]

FERPA--educational agencies or institutions which are the
recipients of Federal educational funds. [20 U.S.C.
1232g(a)(3)]

Pupils' Rights--educational agencies or institutions which
are the recipients of Federal educational funds.

[20 U.s.C. 1221(a)]

Privacy Act--all Federal executive agencies and departments,
Government corporations and Government-controlled

corporations, and independent regulatory agencies.

{5 U.8.C. 552a(a)]
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Agencies are to apply their Privacy Act regulations

to contractors who operate an information system on

behalf of the Government, [5 U.S.C. 552a(m)] The CIA,

FBI and other law enforcement agencies are permissively

exempt from tne disclosure requirement. [5 U.S.C. 552a(j)]

The Copyright Office of the Library of Congress is the only

legislative branch agency covered by the Act. [17 U.S.C., 701(d)]
Tax Reform--Confidentiality section: any officer or employee

of the United States, of any State or of any local

child support enforcement agency, who has access to

returns or return information. [26 U.S.C. 6103(a)]

Summons section: No provision,
Financial Privacy--Federal agencies and financial institu-

tions, including any office of a bank, savings bank,

card issuer, savings and loan, credit union, or consumer

finance institution. [P.L. 95-630, Nov. 10, 1978, Sec. 1101(1)]

The Securities and Exchange Commission is exempt from

provisions of the Act for two years. [P.L. 95-630,

Nov, 10, 1978, Sec. 1122]

(5) Restrictions on Access

FOIA--the Act specifies nine classes of information which
agencies are not required to disclose. These exemptions
range from information which, if disclosed, would
constitute a clearly unwarranted invasion of privacy,

to trade secrets and other confidential business
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information. The Act requires, however, that any
reasonably segregable portion of a record should

pe made available after the exempted information

is deleted. |5 U.S.C. 552(b)] (see infra, CRS-37)
Credit--Government agencies may only receive consumer
reports under certain circumstances, such as if the
report is to be used for employment purposes, or to
determine eligibility for a license or other benefit
for which the agency is required by law to consider
an applicant's financial responsibility or status.

{15 u.8.C. 168lp, f]

FEKPA--the Act requires that information not be disclosed,

except in certain instances, without the written con-
sent of the student or parent. Some of the instances

in which third parties may receive access to information
without that consent include transfer to other school
officials who have legitimate educational interests,

and in connection with a student's application for
financial aid. [20 0.S.C. 1232g(b)] Students are
restricted in their access to their parents' financial
records, and to some confidential recommendations.

[20 U.S.C. 1232g(a)(1)(B)]

Pupils' Rights--no provision
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Privacy Act--an individual cannot gain access to information
compiled in reasonable anticipation of a civil action
or proceeding. [5 U.S.C. 552a(d)(5)] Agency heads
may exempt certain records from disclosure if the
system of records fits into specified classifications
such as information maintained in connection with
Secret Service protective functions, and testing materials
used solely for appointment or promotion purposes,
the disclosure of which would compromise the objectivity
of the testing process. [5 U.S.C. 552a(k)] Central Intel-
ligence Agency records are also exempted from the access
provisions [5 U.S.C. 552a(j)]

Tax Reform--Confidentiality section: a taxpayer or designee
may not gain access to tax returns or return information
if the Secretary of the Treasury determines that such
disclosure would seriously impair Federal tax adminis-
tration. [26 U.S.C. 6103(c)] State tax officials
are granted limited access to certain tax information,
but not if the Secretary determines that disclosure
would identify a confidential informer or seriously
impair any civil or criminal tax investigation.

{26 U.S.C, 6103(d)] Governmental access in certain
other cases, as for the returns of a person under

consideration for appointment, is limited both as to
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the persons allowed to make such a request, and as
to the amount of information disclosed. [26 U.S.C.
0103(g)!

Summons section: no provision

Financial Privacy--generally, governmental access to financial
records is granted only if the agency uses recognized
legal process, and the consumer is notified in advance

of the request. [P.L. 95-630, Nov. 10, 1978, Sec. 1102]

(6) Notice of Access

FOIA--the Act is not intended to furnish notification to
specific individuals. Some agencies have adopted
regulations which require that a notice of anticipated
release of documents be sent to the submitter of
business information, trade secrets and other confiden-
tial commercial information. This information is
exempted from mandatory disclosure by the agency;
notice has allowed some information submitters to
argue the need for confidentiality before the material
is disclosed. [5 U.S8.C. 552(b)(4)]

Fair Credit--a person who procures, or causes to be prepared,
an investigative consumer report on a consumer, must
disclose to the consumer that such a report is being
made. The consumer must be notified in writing no

later than three days after the date on which the
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report was requested; the consumer must also be notified

of his or her right to request additional information.

[15 U.5.C. 16814d]

FERPA--specifies that students and their parents must be

informed of their rights under this Act. The notifica-

tion must include:

a)

b)

c)

d)

e)

£)

g)

h)

i)

the types of education records, and information
contained in them, maintained by the institution;

the name and position of the official who
has custody of tne information, the names
of persons who have access, and the purposes
for which they have access;

the policies of the institutions for review-
ing and expunging those records;

the procedures for obtaining access to records;

the process for challenging the content of
the records;

the cost for reproducing records;

the categories which the institution has
defined as '"directory information" (i.e.,
information wnich the institution will
disclose publicly);

notice under this Act must be in the language
of tne student or parent;

notice must be given at least annually.
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Pupils' Rignts=--no specific provision

Privacy Act-—each agency that maintains a system of records
1s required to inform each individual whom it asks
to supply information, on the form which it uses to
collect this information or on a separate form that
can be retained by the individual, of the authority
wnich authorizes the request for the information and
whetner disclosure 1s mandatory or voluntary; the
principal purpose or purposes for wnich the information
is intended to be used; the routine uses which may be
made of the information; and the effects on him or
ter, if any, of not providing all or any part of the
requested information. [5 U.S.C. 552a(e)(3)]

Agencies must also publish in the Federal Register

at least annually a notice of the existence and char-
acter of the system of records and any routine uses
to whicn they are put. [5 U.S.C. 352a(e)(4), (11)]
Agencies must keep an accounting of disclosures made
under the terms of the Act, except for disclosures
made in the agency, or pursuant to the FOIA. Most of
tnis accounting is available to the individual whose
records have been disclosed. {5 U.S.C. 552a(c)]

Tax Reform--Confidentiality section: the Secretary must
maintain an accounting of disclosures, similar to that

required by the Privacy Act, for some of the specific



CRS-148

categories of disclosure of tax returns or return
information. Most of this required accounting is
available to the individual whose tax returns or
return information have been disclosed. [26 U.S.C.
6103(p)(3)]
Summons section: if a summons identifies a specific
taxpayer, he or she is to be notified of the summons
by the IRS within three days of issuance. [26 U.S.C.
7609(a)(1)] No notice is required for a "John Doe"
i.e., no taxpayer identified summons, a summons issued
only to determine if business records exist, or if the
summons is to identify a person who has an arrangement
by which transactions are authorized by some means
not requiring disclosure of nis or ner identity.
{26 U.S.C. 7609(a)(4) and (c)(2)]

Financial Privacy-—Government agencies requesting access
to records by means of administrative subpoena or
summons, judicial subpoena, or formal written request
must deliver to the customer a copy of the applicable
legal process along with a notice which shall state
with reasonable specificity the nature of the records
sought, and tne customer's right to challenge disclosure
of the records. A simllar notice must be delivered to

the customer within ninety days of disclosure of
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financial records obtained pursuant to a search warrant,
or under emergency procedure provisions. [P.L. 95-630,
Nov. 10, 1978, Sec. 1105, 1106, 1107, 1108, 1109]

In most cases, tne customer must also be notified

by a Government agency if financial records originally
obtained under this law are transferred to any other
Government agency. [(P.L. 95-630, Nov. 10, 1978, Sec.

1112]

{(7) Consumer Challenge or Request

FOIA--individual addresses a request to see documents to
the officer or office specified in the appropriate

agency's procedures established in the Federal Register

or to the agency itself. [5 U.S.C. 552(a)]
Fair Credit--customer addresses a request to the appropriate
consuimer reporting agency, such as a credit bureau.
[15 U.8.C. 163ld (b)]
FERPA--parent or student addresses request to the appropriate
educational institution or agency. [20 U.S.C. 1232g (a)(1)(a)]
Pupils' Right--no specific provision
Privacy Act-—~individual addresses request to the officer or
office specified in the appropriate agency's procedures

published in the Federal Register, or to the agency itself.

{5 0.8.C. 552a (4)(£)]



CR5-20

Tax Reform--Confidentiality section: no specific pro-
vision. Secretary of the Treasury is required to
make available to taxpayers certain accountings of
tax return or return information disclosure.

[26 U.s.C. 6103 (p)]

Summons section: Any person who 1s entitled to receive
notice of a summons under this section has the right

to intervene in any proceeding regarding enforcement

of the summons. That person is also entitled to stay
compliance of the summons; he or she must notify the
person summoned and the appropriate IRS official.

[26 U.8.C. 7609(b)]

Financial Privacy--Customer files a motion or statement
challenging the disclosure in the appropriate U.S.
bistrict Court, in the case of administrative subpoena
or summons, or judicial subpoena or formal written request,
{P.L. 95-630, Nov. 10, 1978, sec. 1110] Customer has
the right to obtain a copy of the record of disclosures
made by a financial institution to Government agencies,
including the identity of the Government authority to
which the disclosure was made. ([P.L. 95-630, Nov. 10,

1978, sec. 1104(c)|
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(8) Consumer Authorization

FOIA~-no specific provision

Fair Credit--a consumer reporting agency may furnish a consumer
report in accordance with the written instructions of
the consumer to whom it relates. [15 U.S.C. 1681b (2)]

FERPA--parents or students may authorize the educational
institution to release education records or information

contained within those records. [20 U.S.C., 1232g (b)(1)]

Pupils' Rights--the parent or student is generally not allowed
to give consent for psychiatric or psychological testing,
the primary purpose of which is to reveal information in
specified categories, However, the parent or student may
give prior written consent if the information sought
relates to income. [20 U.S.C. 123h (b)(7)]

Tax Reform--Confidentiality section: the taxpayer may, by
way of a written request for or consent to disclose,
designate a person who may gain access to that
taxpayer's tax return and return information. The
disclosure may not be made if the Secretary of
Treasury determines that such disclosure would

seriously impair Federal tax administration. [26 U.S.C.

6103 (¢)]

Summons sections: no provision
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Financial Privacy--a consumer may authorize disclosure if
he or snhe furnishes to the financial institution and
to the Government a sigued and dated statement which
makcs specific information available to a specific
Government authority for a specific investigation for
a limited time only. ©No such authorization is to be
required as a condition - doing business with the
financial institution., [P.). 95-630, Nov. 10, 1978,

sec. 1104]

(9) HMecas of Access

FOIA--any person may request infcrmation from an agency so
long as the request reasonably describes the information
sought, and is made in accordance with published rules
and regulations concerning tne time, place, fees (if any)
and procedures to be followed. [5 U.S.C. 552 (a)(3)]

Fair Credit-—-the consﬁmer may request information in person
during normal business hours, or by telephone if there
has been a prior written request; both procedures require
proper identi;fication° {15 U.5.C., 1681n]

FERPA--each edpcational institution or agency must establish
procedures for the grant'ng of requests from parents or
students for access to the education records. [20 U.S.C.

1232g (a)(1)(a)]
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Pupils' Rights--no specific provision

Privacy Act-—an individual may request information from an
agency so long as the request is made in accordance
with published rules and regulations. [5 U.S.C. 552a (d)]
Unlike the FOIA, the information need not be reasonably
described, but an accurate and specific description of the
information sought will hasten the agency response. Proof
of identity is required. [5 U.S.C. 552a (f)]

Tax Reform--Confidentiality section: persons having various
levels of interest in the tax return or return information
may, in specified circumstances gain access by written
request to the Secretary of the Treasury. [26 U.S5.C. 6103
(c-h, j=1)] Federal officials who seek such information
for administration of Federal criminal laws not relating
to tax administration generally must obtain an ex parte
order from a Federal district court judge. [26 U.S.C.
6103 (1i)]

Summons section: no provision

Financial Privacy--Government authorities may gain access to
records by means of customer authorization, administrative
subpoena or summoné, search warrant, judicial subpoena,
or formal written request, [P.L. 95-630, Nov. 10, 1978,

sec. 1102] Exceptions are made in certain cases, such as
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for lawful audit or investigation of the financial
institution, and under applicable Rules of Federal
Procedure, for civil or criminal litigation to which
the Government and the customer are parties. [P.L.
95-630, Nov. 10, 1978, sec. 1113] Special procedures
are adopted for such circumstances as Secret Service
protective functions and emergency situations. [P.L.

95-630, Nov. 10, 1978, sec. 1114]

(10) Time Limitations

FOIA--the Act specifies: Each agency, upon any request
for records must determine within ten work-days
whether to comply with the request and must immedi-
ately notify the person making the request of the
determination, The agency must make a determination
with respect to any appeal within twenty working
days. Under unusual circumstances, the agency may
have a ten day extension by giving written notice
to the requester. [5 U.S.C. 552 (a)(6)]

Fair Credit~-notice that a consumer report is being prepared
must be mailed to the consumer no more than three days
after the date on which the report was first requested,
A consumer's request for disclosure must be responded
to within five days after the request was made. [15

U.S.C. 1681 (a)(b)]
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FERPA--an educational agency or institution must respond to
a request for access to records within forty-five days
after the request has been made. With respect to

"directory information,"

the agency or institution must
allow a "reasonable" period of time, after giving public
notice of the categories of information to be disclosed,
for a parent or guardian to inform the institution or
agency that any or all of the information designated
should not be released without the parent's consent.
[20 U.s.C. 123g (a)(5)(B)]

Pupils; Rights—-no provision

Privacy Act--the Act does not prescribe a specific time for
response, but Federal regulations suggest a response
to the inquiry within ten working days. Upon request

by an individual for amendment of a record pertaining

to him or her, the agency must acknowledge in writing
receipt of the request within ten work-days. If the
request is denied, the requester may ask for review of
the denial. A final determination of the request must
be made within thirty work-days with a possible thirty-

day extension for "good cause.'" [5 U.S.C. 552a (d)]
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Tax Reform--Confidentiality section: no provision.
Summons section: requires that the consumer receive
notice of the summons within three days of service
of the summons, and no later than fourteen days
before the day the records are to be examined,

[26 U.S.C. 7609 (a)(1)(B)] The consumer then has
fourteen days from the day of the notice in which
to stay compliance with the summons. [26 U.S.C.
7609 (b)]

Financial Privacy--in the case of access by administrative
subpoena or summons, judicial subpoena, or formal
written request, the customer has ten days from the
date of service of process or fourteen days from the

date of mailing of the formal notice, to file a motion

in the appropriate court to challenge the disclosure of

the information. The court must finish proceedings on

the motion within seven days of the Government's response

to the challenge. 1If the court grants the Government

access, and the Government initiates a legal proceeding

against the customer, any appeal from the challenge

rejection must fall within the period of time allowed for

appeals from final orders in that legal proceeding.

access is granted but no proceeding is initiated, the
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Government must so notify the customer who then has thirty-
days in which to appeal the court action. [P.L. 95-630,
Nov. 10, 1978, sec. 1110]

In certain cases, a delay of notice is allowed by
application to an appropriate court. This delay is not
to exceed ninety days, but extensions may be approved by

the court. [P.L. 95-630, Nov. 10, 1978, sec. 1109]

(11) Gosts

FOIA--each agency 1s ordered to specify a uniform schedule of
fees. The fees are to be limited to reasonable standard
charges for document search and duplication and to provide
for recovery of only the direct costs of such search and
duplication. Documents are to be furnished without charge
or at a reduced charge where the agency determines that
waiver or reduction of the fee is in the public interest.
[5 U.S.C. 552a (f)]

Fair Credit--no charge to the consumer for the report if he or
she requests disclosure within thirty days after receipt
of a notification from the reporting agency or motification
from a debt collection agency affiliated with the agency
stating that his or her credit rating may be or has been
adversely affected. Otherwise, the agency may impose

a reasonable charge for the disclosure. [15 U.S.C. 1681j]
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FERPA--no provision

Pupils' Rights--no provision

Privacy Act~-an agency may charge fees for making copies
of an individual's record, excluding the cost of any
search for, and review of, the records. [5 U.S.C.
552a (f)]

Tax Reform—--Confidentiality section: a reasonable fee may be
prescribed for furnishing returns or return information,
[26 U.S.C. 6103 (p)(2)]
Summons section: The IRS is to promulgate regulations
establishing the conditions under which costs will be
reimbursed to persons summoned to appear. [26 U.S.C. 7610]

Financial Privacy--with certain exceptions, the Government
authority seeking access shall pay the financial
institution a reimbursement fee for such costs as are
reasonably necessary and which have been directly
incurred in searching for and reproducing the records.
The Board of Directors of the Federal Reserve System
shall establish the rates and conditions under which
such payment is made. [P.L. 95-630, Nov. 10, 1978,

sec. 1115]
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(12) Judicial Review

FOIA-- a complainant may request an appropriate district
court of the United States to enjoin an agency from
withholding records and to order their production.

In such a case, the court shall determine the matter
de novo*, and may examine the the contents of such
agency records in camera*¥* to determine whether the
agency properly withheld such records under any of
the exemptions listed in the Act. The burden is on
the agency to justify its action., The agency is
required to answer the complaint within thirty-days
of service of the complaint unless the court directs
otherwise. Proceedings and appeals take precedence
on the docket over all cases and must be assigned for
-hearings and trial or for argument at the earliest
practicable date. The court may assess against the
United States reasonable attorney fees and other liti-
gation costs., If the court finds for the complainant
and issues a written finding that the circumstances

surrounding the withholding raise questions as to

* de novo means the courts will take a new and indpendent look at the
facts,

*%in camera means the judge will review the records in private chambers
and not in open court,
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whether agency personnel acted arbitrarily or
capriciously, the Civil Service Commission*

must promptly initiate a proceeding to determine
whether disciplinary action is warranted against
the officer who was primarily responsible for the
withholding. The Commission must submit its
finding and recommendations to the administrative
authority of the agency concerned which shall then
take the corrective action that the Commission
recommends. In the event of noncompliance with the
order of the court, the district court may punish
the responsible employee for contempt. [5 U.S.C.
522(a)]

Fair Credit--a consumer may bring action in any appropriate
district court of the United States to enforce liability
under the Act. Actual damages may be obtained as well
as reasonable attorney fees as determined by the court.

[15 U.S.C. 1681 n, p]

* As of January 1, 1979, the Civil Service Commission will be replaced
by an Office of Personnel Management, the Merit Systems Protection
Board, and the Federal Labor Relations Authority. Civil Service
Commission General Counsel expects that disciplinary proceedings
against Federal employees outlined in the Freedom of Information
Act, the Privacy Act, and the Right to Financial Privacy Act
would be prosecuted by the Office of Special Counsel before the
Merit Systems Protection Board. The Board will have the power
to adjudicate these allegations of prohibited personnel practices,
and to order disciplinary action.
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FERPA--no specific provision for resort to the courts. How-
ever, access would be available after exhaustion of
administrative remedies. [20 U.S.C. 1232g (g)]

Pupils' Rights--no specific provision for resort to the courts.

Privacy Act--an individual may bring a civil action
against the agency in appropriate district court.

In a suit in which the agency has refused to amend
the individual's record in accordance with his or her
request, the court may order the agency to do so

and the court shall determine the matter de novo.

The court may assess against the United States
reasonable attorney fees and other litigation

costs when the complainant has substantially
prevailed. In a suit to enjoin the agency from
withholding records, the court shall determine

the matter de novo and may examine the contents

of the agency records in camera to determine whether
the records may be withheld under any of the exemp-
tions of the Act, 1If the court determines that the
agency acted willfully, the United States shall be
liable for actual damages to the individual with a
minimum recovery of $1,000, and the costs of the
action together with reasonable attorney fees. An
agency officer or employee who knowingly or willfully

maintains or discloses records prohibited under this
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Act shall be guilty of a misdemeanor and fined not
more than $5,000. [5 U.S.C. 552a (g)(h)(i)]

Tax Reform--Confidentiality section: the Act allows an
individual to bring a civil action against any person
wno discloses tax returns or return information in
violation of the Act. The appropriate district court
may assess actual damages, costs of the action, and,
in the case of a willful disclosure, punitive damages.
Summons section: the appropriate district court has
jurisdiction over proceedings brought for the enforce-
ment of any summons, and is directed by the legislation
to give such proceedings preference on the docket., [26
U.S.C. 7609 (h)(2)] Proceedings on "John Doe" and
emergency situation summons are to be ex parte, with no
notice to, or participation by the person summoned. [26
U.S.C. 7609 (h)(1)]

Summons section: the appropriate district court has
jurisdiction, and proceedings under this Act have
precedence on the court docket,

Financial Privacy--the customer has a right to challenge the
initial disclosure, and later transfer of financial
records subject to this Act. That right is enforceable
in any appropriate United States district court without

regard to the amount in controversy within three years



CRS-33

from the date on which the violation occurs or the
date of discovery of the violation. [P.L. 95-630,
Wov. 10, 1978, sec. 1116]

The court has several functions in an action to
enforce this provision. It reviews the customer's
standing to challenge the disclosure, and requires
the Government to respond to the challenge with a
sworn response. This response may be considered by
the court in an in camera review if the Government
specifies the reasons. The court may then proceed
with a full hearing to decide whether access will be
required. If the access is granted, the individual
may appeal the action. [P.L. 95-630, Nov. 10, 1978,
sec. 1110]

The court is the forum to which the Government
applies if a delay of notice is deemed appropriate;
if a delay is granted, the court preserves all the
records pertaining to the request. [sec. 1109] 1In
the case of emergency access, the Government authority
must file with the court a sworn statement of a super-
visory official of the agency setting forth the reasons

for the special procedure. [sec. 1114]
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In cases of violation, the court may assess against
the Government authority and/or the financial institution
actual damages and punitive damages if the court finds
the violation to be willful or intentional. (sec. 1117]
In any successful action, the court may award reasonable
costs which include attorney's fees. [P.L. 95-630,

Nov. 10, 1978, sec. 1117 and 1118]
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Freedom of Information Act -- 5 U.S.C. 552

§ 552. Public information; agency rules, opinions,
orders, records, and proceedings

(a) Each agency shall make available to the
public information as follows:

(1) Each agency shall separately state and
currently publish in the Federal Register for
the guidance of the public—

(A) descriptions of its central and field orga-
nization and the established places at which,
the employees (and in the case of a uni-
formed service, the members) from whom,
and the methods whereby, the public may
obtain information, make submittals or re-
quests, or obtain decisions;

(B) statements of the general course and
method by which its functions are channeled
and determined, including the nature and re-
quirements of all formal and informal proce-
dures available;

(C) rules of procedure, descriptions of forms
available or the places at which forms may be
obtained, and instructions as to the scope and
contents of all papers, reports, or examina-
tions;

(D) substantive rules of general applicabil-
ity adopted as authorized by law, and state-
ments of general policy or interpretations of
general applicability formulated and adopted
by the agency; and

(E) each amendment, revision, or repeal of
the foregoing.

Except to the extent that a person has actual
and timely notice of the terms thereof, a person
may not in any manner be required to resort to,
or be adversely affected by, & matter required
to be published in the Federal Register and not
so published. For the purpose of this para-
graph, matter reasonably available to the class
of persons affected thereby is deemed pub-
lished in the Federal Register when incorporat-
ed by reference therein with the approval of
the Director of the Federal Register.

(2) Each agency, in accordance with pub-
lished rules, shall make available for public in-
spection and copying—

(A) final opinions, including concurring and
dissenting opinions, as well as orders, made in
the adjudication of cases;

(B) those statements of policy and interpre-
tations which have been adopted by the
agency and are not published in the Federal
Register; and

(C) administrative staff manuals and
instructions to staff that affect a member of
the public;

unless the materials are promptly published
and copies offered for sale. To the extent re-
quired to prevent a clearly unwarranted inva-
sion of personal privacy, an agency may delete
identifying details when it makes available or
publishes an opinion, statement of policy, inter-
pretation, or staff manual or instruction. How-
ever, in each case the justification for the dele-
tinn shall be explained fully in writing. Each
agency shall also maintain and make available
for public inspection and copying current in-
dexes providing identifying information for the
public as to any matter issued, adopted, or pro-
mulgated after July 4, 1967, and required by
this paragraph to be made available or pub-
lished. Each agency shall promptly publish,
quarterly or more frequently, and distribute
(by sale or otherwise) copies of each index or
supplements thereto unless it determines by
order published in the Federal Register that
the publication would be unnecessary and im-
practicable, in which case the agency shall
nonetheless provide copies of such index on re-
quest at a cost not to exceed the direct cost of
duplication. A final order, opinion, statement of
policy, interpretation, or staff manual or in-
struction that affects a member of the public
may be relied on, used, or cited as precedent by
an agency against a party other than an agency
only if—

(i) it has been indexed and either made
available or published as provided by this
paragraph; or

(ii) the party has actual and timely notice
of the terms thereof.

(3) Except with respect to the records made
available under paragraphs (1) and (2) of this
subsection, each agency, upon any request for
records which (A) reasonably describes such re-
cords and (B) is made in accordance with pub-
lished rules stating the time, place, fees (if
any), and procedures to be followed, shall make
the records promptly available to any person.

(4)(A) In order to carry out the provisions of
this section, each agency shall promulgate reg-
ulations, pursuant to notice and receipt of
public comment, specifying a uniform schedule
of fees applicable to all constituent units of
such agency. Such fees shall be limited to rea-
sonable standard charges for document search
and duplication and provide for recovery of
only the direct costs of such search and dupli-
cation. Documents shall be furnished without
charge or at a reduced charge where the agency
determines that waiver or reduction of the fee
is in the public interest because furnishing the
information can be considered as primarily
benefiting the general public.

(B) On complaint, the district court of the
United States in the district in which the com-
plainant resides, or has his principal place of
business, or in which the agency records are sit-
uated, or in the District of Columbia, has juris-
diction to enjoin the agency from withholding
agency records and to order the production of
any agency records improperly withheld from
the complainant. In such a case the court shall
determine the matter de novo, and may exam-
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ine the contents of such agency records in
camera to determine whether such records or
any part thereof shall be withheld under any of
the exemptions set forth in subsection (b) of
this section, and the burden is on the agency to
sustain its action.

(C) Notwithstanding any other provision of
law, the defendant shall serve an answer or oth-
erwise plead to any complaint made under this
subsection within thirty days after service upon
the defendant of the pleading in which such
complaint is made, unless the court otherwise
directs for good cause shown.

(D) Except as to cases the court considers of
greater importance, proceedings before the dis-
trict court, as authorized by this subsection,
and appeals therefrom, take precedence on the
docket over all cases and shall be assigned for
hearing and trial or for argument at the earli-
est practicable date and expedited in every way.

(E) The court may assess against the United
States reasonable attorney fees and other liti-
gation costs reasonably incurred in any case
under this section in which the complainant
has substantially prevailed.

(F) Whenever the court orders the produc-
tion of any agency records improperly withheld
from the complainant and assesses against the
United States reasonable attorney fees and
other litigation costs, and the court additional-
ly issues a written finding that the circum-
stances surrounding the withholding raise ques-
tions whether agency personnel acted arbitrar-
ily or capriciously with respect to the withhoid-
ing, the Civil Service Commission shall prompt-
ly initiate a proceeding to determine whether
disciplinary action is warranted against the of-
ficer or employee who was primarily responsi-
ble for the withholding. The Commission, after
investigation and consideration of the evidence
submitted, shall submit its findings and recom-
mendations to the administrative authority of
the agency concerned and shall send copies of
the findings and recommendations to the offi-
cer or employee or his representative. The ad-
ministrative authority shall take the corrective
action that the Commission recommends.

(G) In the event of noncompliance with the
order of the court, the district court may
punish for contempt the responsible employee,
and in the case of a uniformed service, the re-
sponsible member.

(5) Each agency having more than one
member shall maintain and make available for
public inspection a record of the final votes of
each member in every agency proceeding.

(6)(A) Each agency, upon any request for re-
cords made under paragraph (1), (2), or (3) of
this subsection, shall—

(1) determine within ten days (excepting
Saturdays, Sundays, and legal public holi-
days) after the receipt of any such request
whether to comply with such request and
shall immediately notify the person making
such request of such determination and the
reasons therefor, and of the right of such
person to appeal to the head of the agency
any adverse determination; and

(ii) make a determination with respect to
any appeal within twenty days (excepting
Saturdays, Sundays, and legal public holi-
days) after the receipt of such appeal. If on
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appeal the denial of the request for records is
in whole or in part upheld, the agency shall
notify the person making such request of the
provisions for judicial review of that determi-
nation under paragraph (4) of this subsection.

(B) In unusual circumstances as specified in
this subparagraph, the time limits prescribed in
either clause (i) or clause (ii) of subparagraph
(A) may be extended by written notice to the
person making such request setting forth the
reasons for such extension and the date on
which a determination is expected to be dis-
patched. No such notice shall specify a date
that would result in an extension for more than
ten working days. As used in this subparagraph,
“unusual circumstances’” means, but only to the
extent reasonably necessary to the proper pro-
cessing of the particular request—

(i) the need to search for and collect the re-
quested records from field facilities or other
establishments that are separate from the
office processing the request;

(ii) the need to search for, collect, and ap- -
propriately examine a voluminous amount of
separate and distinct records which are de-
manded in a single request; or

(iii) the need for consultation, which shall
be conducted with all practicable speed, with
another agency having a substantial interest
in the determination of the request or among
two or more components of the agency
having substantial subject-matter interest
therein.

(C) Any person making a request to any
agency for records under paragraph (1), (2), or
(3) of this subsection shall be deemed to have
exhausted his administrative remedies with re-
spect to such request if the agency fails to
comply with the applicable time limit provi-
sions of this paragraph. If the Government can
show exceptional circumstances exist and that
the agency is exercising due diligence in re-
sponding to the request, the court may retain
jurisdiction and allow the agency additional
time to complete its review of the records. Upon
any determination by an agency to comply with
a request for records, the records shall be made
promptly available to such person making such
request. Any notification of denial of any re-
quest for records under this subsection shall set
forth the names and titles or positions of each
person responsible for the denial of such re-
quest.

(b) This section does not apply to matters
that are—

(1) A) specifically authorized under criteria
established by an Executive order to be kept
secret in the interest of national defense or
foreign policy and (B) are in fact properly
classified pursuant to such Executive order;

(2) related solely to the internal personnel
rules and practices of an agency;

(3) specifically exempted from disclosure by
statute (other than section 552b of this title),
provided that such statute (A) requires that
the matters be withheld from the public in
such a manner as to leave no discretion on
the issue, or (B) establishes particular criteria
for withholding or refers to particular types
of matters to be withheld;
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(4) trade secrets and commercial or finan-
cial information obtained from a person and
privileged or confidential;

(5) inter-agency or intra-agency memoran-
dums or letters which would not be available
by law to a party other than an agency in liti-
gation with the agency;

(6) personnel and medical files and similar
files the disclosure of which would constitute
a clearly unwarranted invasion of personal
privacy,

(7) investigatory records compiled for law
enforcement purposes, but only to the extent
that the production of such records would (A)
interfere with enforcement proceedings, (B)
deprive a person of a right to a fair trial or an
impartial adjudication, (C) constitute an un-
warranted invasion of personal privacy, (D)
disclose the identity of a confidential source
and, in the case of a record compiled by a
criminal law enforcement authority in the
course of a criminal investigation, or by an
agency conducting a lawful national security
intelligence investigation, confidential infor-
mation furnished only by the confidential
source, (E) disclose investigative techniques
and procedures, or (F) endanger the life or
physical safety of law enforcement personnel;

(8) contained in or related to examination,
operating, or condition reports prepared by,
on behalf of, or for the use of an agency re-
sponsible for the regulation or supervision of
financial institutions; or

(9) geological and geophysical information
and data, including maps, concerning wells.

Any reasonably segregable portion of a record
shall be provided to any person requesting such
record after deletion of the portions which are
exempt under this subsection.

(¢) This section does not authorize withhold-
ing of information or limit the availability of
records to the public, except as specifically
stated in this section. This section is not au-
thority to withold information from Congress.

(d) On or before March 1 of each calendar
year, each agency shall submit a report cover-
ing the preceding calendar year to the Speaker
of the House of Representatives and President
of the Senate for referral to the appropriate
committees of the Congress. The report shall
include—

(1) the number of determinations made by
such agency not to comply with requests for
records made to such agency under subsec-
tion (a) and the reasons for each such deter-
mination;

(2) the number of appeals made by persons
under subsection (a)6), the result of such ap-
peals, and the reason for the action upon
each appeal that results in a denial of infor-
mation;

(3) the names and titles or positions of each
person responsible for the denial of records
requested under this section, and the number
of instances of participation for each;

(4) the results of each proceeding conducted
pursuant to subsection (a)(4)(F), including a
report of the disciplinary action taken against
the officer or employee who was primarily re-
sponsible for improperly withholding records
or an explanation of why disciplinary action
was not taken;
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(5) a copy of every rule made by such
agency regarding this section;

(6) a copy of the fee schedule and the total
amount of fees collected by the agency for
making records available under this section;
and

(7) such other information as indicates ef-
forts to administer fully this section.

The Attorney General shall submit an annual
report on or before March 1 of each calendar
year which shall include for the prior calendar
yvear a listing of the number of cases arising
under this section, the exemption involved in
each case, the disposition of such case, and the
cost, fees, and penalties assessed under subsec-
tions (a)(4XE), (F), and (G). Such report shall
also include a description of the efforts under-
taken by the Department of Justice to encour-
age agency compliance with this section.

(e) For purposes of this section, the term
“agency’” as defined in section 551(1) of this
title includes any executive department, mili-
tary department, Government corporation,
Government controlled corporation, or other
establishment in the executive branch of the
Government (including the Executive Office of
the President), or any independent regulatory
agency.

(Pub. L. 89-554, Sept. 6, 1966, 80 Stat. 383; Pub.
L. 90-23, § 1, June 5, 1967, 81 Stat. 54; Pub. L.
93-502, §§ 1-3, Nov. 21, 1974, 88 Stat. 1561-1564;
Pub. L. 94-409, § 5(b), Sept. 13, 1876, 90 Stat.
1247)

HISTORICAL AND REVISION NOTES

Derivation U.S. Code Revised Statutes and
Statutes at Large
.................. 5 U.S.C. 1002 June 11, 1946, ch. 324, §3,

60 Stat. 238.

In subsection (b)(3), the words “formulated and’ are
omitted as surplusage. In the last sentence of subsec-
tion (b), the words “in any manner” are omitted as
surplusage since the prohibition is all inclusive.

Standard changes are made to conform with the
definitions applicable and the style of this title as out-
lined in the preface to the report.

CODIFICATION

Section 552 of former Title 5, Executive Depart-
ments and Government Officers and Employees, was
transferred to section 2243 of Title 7, Agriculture.

AMENDMENTS

1976—Subsec. (b)(3). Pub. L. 94-409 added provision
excluding section 552b of this title from applicability
of exemption from disclosure and provision setting
forth conditions for statute specifically exempting dis-
closure.

1974—Subsec. (a)(2). Pub. L. 93-502, § 1(a), substitut-
ed provisions relating to maintenance and availability
of current indexes, for provisions relating to mainte-
nance and availability of a current index, and added
provisions relating to publication and distribution of
copies of indexes or supplements thereto.

Subsec. (a)(3). Pub. L. 93-502, § 1(bX1), substituted
provisions requiring requests to reasonably describe
records for provisions requiring requests, for identifi-
able records, and struck out provisions setting forth
procedures to enjoin agencies from withholding the
requested records and ordering their production.

Subsec. (a)(4). Pub. L. 93-502, § 1(b)(2), added subsec.
(a)(4). Former subsec. (a)(4) redesignated (aX5).

Subsec. (a)(5). Pub. L. 93-502, § 1(b)(2), redesignated
former subsec. (a)(4) as (a)5§).
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Subsec. (aX6). Pub. L. 93-502, § 1(¢), added subsec.
axé).

Subsec. (b)(1). Pub. L. 93-502, § 2(a), designated ex-
isting provisions as cl. (A), and, as so designated, sub-
stituted “authorized under criteria established by an”
for "required by", and added cl. (B).

Subsec. (bX 7). Pub. L. 93-502, § 2(b), substituted pro-
visions relating to exemption for investigatory records
compiled for law enforcement purposes, for provisions
relating to exemption for investigatory files compiled
for law enforcement purposes.

Subsec. (b), foll. par. (9). Pub. L. 93-502, § 2(c), added
provision relating to availability of segregable portion
of records.

Subsecs. (d), (e). Pub. L. 93-502, § 3, added subsecs.
(d) and (e).

1967—~Subsec. (a). Pub. L. 90-23 substituted the in-
troductory statement requiring every agency to make
available to the public certain information for former
introductory provision excepting from disclosure (1)
any function of the United States requiring secrecy in
the public interest or (2) any matter relating to inter-
nal management of an agency, now covered in subsec.
(b) (1) and (2) of this section.

Subsec. (a)(1). Pub. L. 90-23 incorporated provisions
of: former subsec. (b)1) in (A), inserting requirement
of publication of names of officers as sources of infor-
mation and provision for public to obtain decisions,
and deleting publication requirement for delegations
by the agency of final authority; former subsec. (b)2),
introductory part, in (B); former subsec. (b)2), con-
cluding part, in (C), inserting publication requirement
for rules of procedure and descriptions of forms avail-
able or the places at which forms may be obtained;
former subsec. (b)(3), introductory part. in (D), insert-
ing requirement of general applicability of substantive
rules and interpretations, added clause (E), substitut-
ed exemption of any person from failure to resort to
any matter or from being adversely affected by any
matter required to be published in the Federal Regis-
ter but not so published for former subsec. (b)(3), con-
cluding part, excepting from publication rules ad-
dressed to and served upon named persons in accor-
dance with laws and final sentence reading A person
may not be required to resort to organization or proce-
dure not so published” and added provision deeming
matter, which is reasonably available, as published in
the Federal Register when such matter is incorporated
by reference in the Federal Register with the approval
of its Director.

Subsec. (a)(2). Pub, L. 90-23 incorporated provisions
of former subsec. (¢), provided for public copying of re-
cords, eliminated requirement of agency publication of
final opinions or orders and authority for secrecy and
withhoiding of opinions and orders required for good
cause to be held confidential and not cited as prece-
dents, latter provision now superseded by subsec. (b)
of this section, designated existing subsec. (¢) as clause
(A), including therein provision for availability of con-
curring and dissenting opinions, added provisions for
availability of policy statements and interpretations in
clause (B) and staff manuals and instructions in clause
(C), deietion of personal identifications from records
to protect personal privacy with written justification
therefor, and provision for indexing and prohibition of
use of records not indexed against any private party
without actual and timely notice of the terms thereof.

Subsec. (a)}3). Pub. L. 90-23 incorporated provisions
of former subsec. (d) and substituted provisions requir-
ing identifiable agency records to be made available to
any person upon request and compliance with rules as
to time, place, and procedure for inspection, and pay-
ment of fees and provisions for federal district court
proceedings de novo for enforcement by contempt of
noncompliance with court’s orders with the burden on
the agency and docket precedence for such proceed-
ings for former provisions requiring matters of official
record to be made available to persons properly and di-
rectly concerned except information held confidential
for good cause shown, the latter provision now super-
seded by subsec. (b) of this section.
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Subsec. (a)(4). Pub. L. 90-23 added subsec. (a)(4).

Subsec. (b). Pub. L. 90-23 added subsec. (b) which su-
perseded provisions excepting from disclosure any
function of the United States requiring secrecy in the
public interest or any matter relating to internal man-
agement of an agency, formerly contained in former
subsec. (a), final opinions or orders required for good
cause to be held confidential and not cited as prece-
dents, formerly contained in subsec. (¢), and informa.
tion held confidential for good cause found, contained
in former subsec. (d) of this section.

Subsec. (¢). Pub. L. 90-23 added subsec. (¢).

EFFECTIVE DATE OF 1976 AMENDMENT

Amendment by Pub. L. 94-409 effective 180 days
after Sept. 13, 1976, see section 6 of Pub. L. 94-409, set
out as a note under section 552b of this title.

EFFECTIVE DATE OF 1974 AMENDMENT

Section 4 of Pub. L. 93-502 provided that: “The
amendments made by this Act (amending this section]
shall take effect on the ninetieth day beginning after
the date of enactment of this Act {Nov. 21, 1974).”

EFFECTIVE DATE OF 1967 AMENDMENT

Section 4 of Pub. L. 90-23 provided that: “This Act
[{amending this section] shall be effective July 4, 1967,
or on the date of enactment [June 5, 1967], whichever
is later.”

CROSs REFERENCES

Federal Register Act, see section 1502 et seq. of Title
44, Public Printing and Documents.

Section applicable to functions exercised under In-
ternational Wheat Agreement Act of 1949, see section
1642 of Title 7, Agriculture.

SECTION REFERRED TO IN OTHER SECTIONS

This section is referred to in sections 551, 552a, 552b
of this title; title 2 sections 472, 501, 502; title 7 section
1642; title 15 sections 18a, 78m, 78w, T78x, 78ggg, T19d,
766, 773, 796, 1314, 1418, 2055, 2217, 2613; title 16 sec-
tions 1100b-5, 1402; title 19 section 160; title 21 sec-
tions 360d, 360j, 379; title 26 section 6110; title 31 sec-
tion 1052; title 33 section 1513; title 39 section 410;
title 42 sections 2996d, 3527, 4332, 5916, 6272-6274,
6346; title 45 section 546; title 46 section 1463; title 49
sections 1357, 1805, 1806, 1905; title 50 App. sections
463, 2158a.
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Fair Credit Reporting Act -- 15 U.S.C. 1681

SUBCHAPTER III—CREDIT REPORTING
AGENCIES

§ 1681. Congressional findings and statement of pur-
pose

(a) The Congress makes the following find-
ings:

(1) The banking system is dependent upon
fair and accurate credit reporting. Inaccurate
credit reports directly impair the efficiency of
the banking system, and unfair credit reporting
methods undermine the public confidence
which is essential to the continued functioning
of the banking system.

(2) An elaborate mechanism has been devel-
oped for investigating and evaluating the credit
worthiness, credit standing, credit capacity,
character, and general reputation of consumers.

(3) Consumer reporting agencies have as-
sumed a vital role in assembling and evaluating
consumer credit and other information on con-
sumers.

(4) There is a need to insure that consumer
reporting agencies exercise their grave respon-
sibilities with fairness, impartiality, and a re-
spect for the consumer’s right to privacy.

(b) 1t is the purpose of this subchapter to re-
quire that consumer reporting agencies adopt
reasonable procedures for meeting the needs of
commerce for consumer credit, personnel, in-
surance, and other information in a manner
which is fair and equitable to the consumer,
with regard to the confidentiality, accuracy,
relevancy, and proper utilization of such infor-
mation in accordance with the requirements of
this subchapter.

(Pub. L. 90-321, title VI, § 602, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1128.)

EFFECTIVE DATE

Section 504(d) of Pub. L. 90-321, as added by Pub. L.
91-508, title VI, § 602, Oct. 26, 1970, 84 Stat. 1136, pro-
vided that: “Title VI [enacting this subchapter] takes
effect upon the expiration of one hundred and eighty
days following the date of its enactment [Oct. 26,
1970]1.”

SHORT TITLE

This subchapter known as the “Fair Credit Report-
ing Act”, see Short Title note set out under section
1601 of this title.

§ 1681a. Definitions; rules of construction

(a) Definitions and rules of construction set
forth in this section are applicable for the pur-
poses of this subchapter.

(b) The term “person” means any individual,
partnership, corporation, trust, estate, cooper-
ative, association, government or governmental
subdivision or agency, or other entity.

(¢) The term “consumer” means an individ-
ual.

(d) The term ‘“consumer report’” means any
written, oral, or other communication of any in-
formation by a consumer reporting agency
bearing on a consumer’s credit worthiness,
credit standing, credit capacity, character, gen-
eral reputation, personal characteristics, or
mode of living which is used or expected to be
used or collected in whole or in part for the
purpose of serving as a factor in establishing
the consumer’s eligibility for (1) credit or insur-
ance to be used primarily for personal, family,
or household purposes, or (2) employment pur-
poses, or (3) other purposes authorized under
section 1681b of this title. The term does not in-
clude (A) any report containing information
solely as to transactions or experiences between
the consumer and the person making the
report; (B) any authorization or approval of a
specific extension of credit directly or indirectly
by the issuer of a credit card or similar device;
or (C) any report in which a person who has
been requested by a third party to make a spe-
cific extension of credit directly or indirectly to
a consumer conveys his decision with respect to
such request, if the third party advises the con-
sumer of the name and address of the person to
whom the request was made and such person
makes the disclosures to the consumer required
under section 1681m of this title.

(e) The term “investigative consumer report’”
means a consumer report or portion thereof in
which information on a consumer’s character,
general reputation, personal characteristics, or
mode of living is obtained through personal in-
terviews with neighbors, friends, or associates
of the consumer reported on or with others
with whom he is acquainted or who may have
knowledge concerning any such items of infor-
mation. However, such information shall not in-
clude specific factual information on a
consumer’s credit record obtained directly from
a creditor of the consumer or from a consumer
reporting agency when such information was
obtained directly from a creditor of the con-
sumer or from the consumer.

(f) The term ‘consumer reporting agency’
means any person which, for monetary fees,
dues, or on a cooperative nonprofit basis, regu-
larly engages in whole or in part in the practice
of assembling or evaluating consumer credit in-
formation or other information on consumers
for the purpose of furnishing consumer reports
to third parties, and which uses any means or
facility of interstate commerce for the purpose
of preparing or furnishing consumer reports.

(g) The term “file”, when used in connection
with information on any consumer, means all
of the information on that consumer recorded
and retained by a consumer reporting agency
regardless of how the information is stored.

(h) The term “employment purposes” when
used in connection with a consumer report
means a report used for the purpose of evaluat-
ing a consumer for employment, promotion,
reassignment or retention as an employee.
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(1) The term “medical information’ means in-
formation or records obtained, with the consent
of the individual to whom it relates, from li-
censed physicians or medical practitioners, hos-
pitals, clinics, or other medical or medically re-
lated facilities.

(Pub. L. 90-321, title VI, § 603, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
11280

SECTION REFERRED TO IN OTHER SECTIONS
This section is referred to in titie 26 section 7609.

§ 1681b. Permissible purposes of consumer reports

A consumer reporting agency may furnish a
consumer report under the following circum-
stances and no other:

(1) In response to the order of a court having
jurisdiction to issue such an order.

(2) In accordance with the written instruc-
tions of the consumer to whom it relates.

(3) To a person which it has reason to be-
lieve—

(A) intends to use the information in con-
nection with a credit transaction involving
the consumer on whom the information is to
be furnished and involving the extension of
credit to, or review or collection of an account
of, the consumer; or

(B) intends to use the information for em-
ployment purposes; or

(C) intends to use the information in con-
nection with the underwriting of insurance
involving the consumer; or

(D) intends to use the information in con-
nection with a determination of the
consumer’s eligibility for a license or other
benefit granted by a governmental instru-
mentality required by law to consider an
applicant’s financial responsibility or status;
or

(E) otherwise has a legitimate business need
for the information in connection with a busi-
ness transaction involving the consumer.

(Pub. L. 90-321, title VI, § 604, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
11290

SECTION REFERRED TO IN OTHER SECTIONS

This section is referred to in sections 1681a, 168le,
1681f of this title.

§ 1681c. Reporting of obsolete information prohibited

(a) Except as authorized under subsection (b)
of this section, no consumer reporting agency
may make any consumer report containing any
of the following items of information:

(1) Bankruptcies which, from date of adjudi-
cation of the most recent bankruptcy, antedate
the report by more than fourteen years.

(2) Suits and judgments which, from date of
entry, antedate the report by more than seven
years or until the governing statute of limita-
tions has expired, whichever is the longer
period.

(3) Paid tax liens which, from date of pay-
ment, antedate the report by more than seven
years.

(4) Accounts placed for collection or charged
to profit and loss which antedate the report by
more than seven years.
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(5) Records of arrest, indictment, or convic-
tion of crime which, from date of disposition,
release, or parole, antedate the report by more
than seven years.

(6) Any other adverse item of information
which antedates the report by more than seven
years.

(b) The provisions of subsection (a) of this
section are not applicable in the case of any
consumer credit report to be used in connection
with—

(1) a credit transaction involving, or which
may reasonably be expected to involve, a
principal amount of $50,000 or more;

(2) the underwriting of life insurance in-
volving, or which may reasonably be expected
to involve, a face amount of $50,000 or more;
or

(3) the employment of any individual at an
annual salary which equals, or which may
reasonably be expected to equal $20,000, or
more.

(Pub. L. 90-321, title VI, § 605, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1129.)

SECTION REFERRED TO IN OTHER SECTIONS

This section is referred to in section 168le of this
title.

§ 1681d. Disclosure of investigative consumer reports

(a) Disclosure of fact of preparation

A person may not procure or cause to be pre-
pared an investigative consumer report on any
consumer unless—

(1) it is clearly and accurately disclosed to
the consumer that an investigative consumer
report including information as to his charac-
ter, general reputation, personal characteris-
tics, and mode of living, whichever are appli-
cable, may be made, and such disclosure (A) is
made in a writing mailed, or otherwise deliv-
ered, to the consumer, not later than three
days after the date on which the report was
first requested, and (B) includes a statement
informing the consumer of his right to re-
quest the additional disclosures provided for
under subsection (b) of this section; or

(2) the report is to be used for employment
purposes for which the consumer has not spe-
cifically applied.

(b) Disclosure on request of nature and scope of in-
vestigation R
Any person who procures or causes to be pre-
pared an investigative consumer report on any
consumer shall, upon written request made by
the consumer within a reasonable period of
time after the receipt by him of the disclosure
required by subsection (a)(1) of this section,
shall* make a complete and accurate disclosure
of the nature and scope of the investigation re-
quested. This disclosure shall be made in a writ-
ing mailed, or otherwise delivered, to the con-
sumer not later than five days after the date on
which the request for such disclosure was re-
ceived from the consumer or such report was
first requested, whichever is the later.

! So in original. Probably should be omitted.
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(¢) Limitation on liability upon showing of reason-
able procedures for compliance with provisions
No person may be held liable for any viola-
tion of subsection (a) or (b) of this section if he
shows by a preponderance of the evidence that
at the time of the violation he maintained rea-
sonable procedures to assure compliance with
subsection (a) or (b) of this section. .

(Pub. L. 90-321, title VI, § 606, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat,
1130.)

§ 1681e. Compliance procedures

(a) Every consumer reporting agency shall
maintain reasonable procedures designed to
avoid violations of section 168lc of this title
and to limit the furnishing of consumer reports
to the purposes listed under section 1681ib of
this title. These procedures shall require that
prospective users of the information identify
themselves, certify the purposes for which the
information is sought, and certify that the in-
formation will be used for no other purpose.
Every consumer reporting agency shall make a
reasonable effort to verify the identity of a new
prospective user and the uses certified by such
prospective user prior to furnishing such user a
consumer report. No consumer reporting
agency may furnish a consumer report to any
person if it has reasonable grounds for believ-
ing that the consumer report will not be used
for a purpose listed in section 1681b of this
title.

(b) Whenever & consumer reporting agency
prepares & consumer report it shall follow rea-
sonable procedures to assure maximum possible
accuracy of the information concerning the in-
dividual about whom the report relates.

(Pub. L. 90-321, title VI, § 607, as added Pub. L.
gi;%os’ title VI, §601, Oct. 26, 1970, 84 Stat.
2

§ 1881f. Disclosures to governmental agencies

Notwithstanding the provisions of section
1681b of this title, a consumer reporting agency
may furnish identifying information respecting
any consumer, limited to his name, address,
former addresses, places of employment, or
former places of employment, to & governmen-
tal agency. .

(Pub. L, 80-321, title VI, § 608, as added Pub, L.
ﬂaio& title VI, §601, Oct. 26, 1870, 84 Stat.
)

§ 1681g. Disclosures to consumers

(a) Every consumer reporting agency shall,
upon request and proper identification of any
consumer, clearly and accurately disclose to the
consumer:

(1) The nature and substance of all informa-
tion (except medical information) in its files on
the consumer at the time of the request.

(2) The sources of the information; except
that the sources of information acquired solely
for use in preparing an investigative consumer
report and actually used for no other purpose
need not be disclosed: Provided, That in the
event an action is brought under this sub-
chapter, such sources shall be available to the
plaintiff under appropriate discovery proce-

TITLE 15—COMMERCE AND TRADE

§ 1681h

dures in the court in which the action is
brought.
(3) The recipients of any consumer report on
the consumer which it has furnished—
(A) for employment purposes within the
two-year period preceding the request, and
(B) for any other purpose within the six-
month period preceding the request.

(b) The requirements of subsection (a) of this
section respecting the disclosure of sources of
information and the recipients of consumer re-
ports do not apply to information received or
consumer reports furnished prior to the effec-
tive date of this subchapter except to the
extent that the matter involved is contained in
the files of the consumer reporting agency on
that date.

(Pub. L. 90-321, title VI, § 609, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1131) .

REFERENCES IN TEXT

For the effective date of this subchapter, referred to
in subsec. (b), see section 504(d) of Pub. L. 90-321, set
out as an Effective Date note under section 1681 of
this title.

SECTION REFERRED TO IN OTHER SECTIONS

This section is referred to in sections 1681h, 1681j of
this title.

§ 1681h. Conditions of disclosure to consumers

(a) Times and notice

A consumer reporting agency shall make the
disclosures required under section 1681g of this
title during normal business hours and on rea-
sonable notice.

(b) Identification of consumer
The disclosures required under section 1681g
of this title shall be made to the consumer—
(1) in person if he appears in person and
furnishes proper identification; or
(2) by telephone if he has made a written
request, with proper identification, for tele-
phone disclosure and the toll charge, if any,
for the telephone call is prepaid by or
charged directly to the consumer.
(¢) Trained personnel
Any consumer reporting agency shall provide
trained personnel to explain to the consumer

any information furnished to him pursuant to
section 1681g of this title,

(d) Persons accompanying consumer

The consumer shall be permitted to be ac-
companied by one other person of his choosing,
who shall furnish reasonable identification. A
consumer reporting agency may require the
consumer to furnish a written statement grant-
ing permission to the consumer reporting
agency to discuss the consumer’s file in such
person’s presence.
(e) Limitation of liability

Except as provided in sections 168ln and
16810 of this title, no consumer may bring any
action or proceeding in the nature of defama-
tion, invasion of privacy, or negligence with re-
spect to the reporting of information against
any consumer reporting agency, any user of in-
formation, or any person who furnishes infor-
mation to a consumer reporting agency, based
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on information discicsed pursuant to section
16881g, 1681h, or 1681m of this title, except as to
false information furnished with malice or will-
ful intent to injure such consumer.

(Pub. L. 90-321, title VI, § 610, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1131)

§ 1681i. Procedure in case of disputed accuracy

{a) Dispute; reinvestigation

if the completeness or accuracy of any item
of information contained in his file is disputed
by a consumer, and such dispute is directly con-
veyed to the consumer reporting agency by the
consumer, the consumer reporting agency shall
within a reasonable period of time reinvestigate
and record the current status of that informa-
tion unless it has reasonable grounds to believe
that the dispute by the consumer is frivolous or
irrelevant. If after such reinvestigation such in-
formation is found tc be inaccurate or can no
longer be verified, the consumer reporting
agency shall promptly delete such information.
The presence of contradictory information in
the consumer’s file does not in and of itself con-
stitute reasonable grounds for believing the dis-
pute is frivolous or irrelevant.

(b) Statement of dispute

If the reinvestigation does not resolve the dis-
pute, the consumer may file a brief statement
setting forth the nature of the dispute. The
consumer reporting agency may limit such
statements to not more than one hundred
words if it provides the consumer with assis-
tance in writing a clear summary of the dis-
pute.

(¢) Notification of consumer dispute in subsequent
consumer reports

Whenever a statement of a dispute is filed,
unless there is reasonable grounds to believe
that it is frivolous or irrelevant, the consumer
reporting agency shall, in any subsequent con-
sumer report containing the information in
question, clearly note that it is disputed by the
consumer and provide either the consumer’s
statement or a clear and accurate codification
or summary thereof.

(d) Notification of deletion of disputed information

Following any deletion of information which
is found to be inaccurate or whose accuracy can
no longer be verified or any notation as to dis-
puted information, the consumer reporting
agency shall, at the request of the consumer,
furnish notification that the item has been de-
leted or the statement, codification or summary
pursuant to subsection (b) or (¢) of this section
to any person specifically designated by the
consumer who has within two years prior there-
to received a consumer report for employment
purposes, or within six months prior thereto re-
ceived a consumer report for any other pur-
pose, which contained the deleted or disputed
information. The consumer reporting agency
shall clearly and conspicuously disclose to the
consumer his rights to make such a request.
Such disclosure shall be made at or prior to the
time the information is deleted or the
consumer’s statement regarding the disputed
information is received.
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(Pub. L. 90-321, title VI, § 611, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
11320

SECTION REFERRED TO IN OTHER SECTIONS

This section is referred to in section 1681j of this
title.

§ 1681j. Charges for disclosures

A consumer reporting agency shall make all
disclosures pursuant to section 1681g of this
title and furnish all consumer reports pursuant
to section 1681i(d) of this title without charge
to the consumer if, within thirty days after re-
ceipt by such consumer of a notification pursu-
ant to section 1681lm of this title or notification
from a debt collection agency affiliated with
such consumer reporting agency stating that
the consumer’s credit rating may be or has
been adversely affected, the consumer makes a
request under section 1681g or 1681i(d) of this
title. Otherwise, the consumer reporting agency
may impose a reasonable charge on the con-
sumer for making disclosure to such consumer
pursuant to section 1681g of this title, the
charge for which shall be indicated to the con-
sumer prior to making disclosure; and for fur-
nishing notifications, statements, summaries, or
codifications to person designated by the con-
sumer pursuant to section 1681i(d) of this title,
the charge for which shall be indicated to the
consumer prior to furnishing such information
and shall not exceed the charge that the con-
sumer reporting agency would impose on each
designated recipient for a consumer report
except that no charge may be made for notify-
ing such persons of the deletion of information
which is found to be inaccurate or which can no
longer be verified.

(Pub. L. 90-321, title VI, § 612, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1132)

§ 1681k. Public record information for employment
purposes

A consumer reporting agency which furnishes
a consumer report for employment purposes
and which for that purpose compiles and re-
ports items of information on consumers which
are matters of public record and are likely to
have an adverse effect upon a consumer’s abili-
ty to obtain employment shall—

(1) at the time such public record informa-
tion is reported to the user of such consumer
report, notify the consumer of the fact that
public record information is being reported
by the consumer reporting agency, together
with the name and address of the person to
whom such information is being reported; or

(2) maintain strict procedures designed to
insure that whenever public record informa-
tion which is likely to have an adverse effect
on a consumer’s ability to obtain employment
is reported it is complete and up to date. For
purposes of this paragraph, items of public
record relating to arrests, indictments, convic-
tions, suits, tax liens, and outstanding judg-
ments shall be considered up to date if the
current public record status of the item at the
time of the report is reported.
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(Pub. L. 90-321, title VI, § 613, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1133.)

§ 16811. Restrictions on investigative consumer re-
ports

Whenever a consumer reporting agency pre-
pares an investigative consumer report, no ad-
verse information in the consumer report
(other than information which is a matter of
public record) may be included in a subsequent
consumer report unless such adverse informa-
tion has been verified in the process of making
such subsequent consumer report, or the ad-
verse information was received within the
three-month period preceding the date the sub-
sequent report is furnished.

(Pub. L. 90-321, title VI, § 614, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1133.)

§ 1681m. Requirements on users of consumer reports

(a) Adverse action based on reports of consumer re-
porting agencies

Whenever credit or insurance for personal,
family, or household purposes, or employment
involving a consumer is denied or the charge
for such credit or insurance is increased either
wholly or partly because of information con-
tained in a consumer report from a consumer
reporting agency, the user of the consumer
report shall so advise the consumer against
whom such adverse action has been taken and
supply the name and address of the consumer
reporting agency making the report.

(b) Adverse action based on reports of persons other
than consumer reporting agencies

Whenever credit for personal, family, or
household purposes involving a consumer is
denied or the charge for such credit is increased
either wholly or partly because of information
obtained from a person other than a consumer
reporting agency bearing upon the consumer's
credit worthiness, credit standing, credit capac-
ity, character, general reputation, personal
characteristics, or mode of living, the user of
such informatien shall, within a reasonable
period of time, upon the consumer’s written re-
quest for the reasons for such adverse action re-
ceived within sixty days after learning of such
adverse action, disclose the nature of the infor-
mation to the consumer. The user of such in-
formation shall clearly and accurately disclose
to the consumer his right to make such written
request at the time such adverse action is com-
municated to the consumer.

(c) Reasonable procedures to assure compliance

No person shall be held liable for any viola-
tion of this section if he shows by a preponder-
ance of the evidence that at the time of the al-
leged violation he maintained reasonable proce-
dures to assure compliance with the provisions
of subsections (a) and (b) of this section.

(Pub. L. 90-321, title VI, § 615, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1133.)

SECTION REFERRED TO IN OTHER SECTIONS

This section is referred to in sections 1681a, 1681h,
1681j of this title.
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§ 1681n. Civil Liability for willful noncompliance

Any consumer reporting agency or user of in-
formation which wilifully fails to comply with
any requirement imposed under this sub-
chapter with respect to any consumer is liable
to that consumer in an amount equal to the
sum of—

(1) any actual damages sustained by the
consumer as a result of the failure;

(2) such amount of punitive damages as the
court may allow; and

(3) in the case of any successful action to
enforce any liability under this section, the
costs of the action together with reasonable
attorney’s fees as determined by the court.

(Pub. L. 90-321, title VI, § 616, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1134.)

SECTION REFERRED TO IN OTHER SECTIONS

This section is referred to in section 168lh of this
title.

§ 16810. Civil liability for negligent noncompliance

Any consumer reporting agency or user of in-
formation which is negligent in failing to
comply with any requirement imposed under
this subchapter with respect to any consumer is
liable to that consumer in an amount equal to
the sum of—

(1) any actual damages sustained by the
consumer as a result of the failure;

(2) in the case of any successful action to
enforce any liability under this section, the
costs of the action together with reasonable
attorney’s fees as determined by the court.

(Pub. L. 90-321, title VI, § 617, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1134)

SECTION REFERRED TO IN OTHER SECTIONS

This section is referred to in section 1681h of this
title.

§ 1681p. Jurisdiction of courts; limitation of actions

An action to enforce any liability created
under this subchapter may be brought in any
appropriate United States district court with-
out regard to the amount in controversy, or in
any other court of competent jurisdiction,
within two years from the date on which the li-
ability arises, except that where a defendant
has materially and willfully misrepresented any
information required under this subchapter to
be disclosed to an individual and the informa-
tion so misrepresented is material to the estab-
lishment of the defendant’s liability to that in-
dividual under this subchapter, the action may
be brought at any time within two years after
discovery by the individual of the misrepresen-
tation.

(Pub. L. 90-321, title VI, § 618, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
11340

§ 1681q. Obtaining information under false pretenses

Any person who knowingly and willfully ob-
tains information on a consumer from a con-
sumer reporting agency under false pretenses
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shall be fined not more than $5,000 or impris-
oned not more than one year, or both.

(Pub. L. 80-321, title VI, §619, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1134.)

§ 1681r. Unauthorized disciosures by officers or em-
ployees

Any officer or employee of a consumer re-
porting agency who knowingly and willfully
provides information concerning an individual
from the agency's files to a person not autho-
rized to receive that information shall be fined
not more than $5,000 or imprisoned not more
than one year, or both.

(Pub. L. 90-321, title VI, § 620, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1870, 84 Stat.
11340

§ 16818. Administrative enforcement

(a) Federal Trade Commission; powers

Compliance with the requirements imposed
under this subchapter shall be enforced under
the Federal Trade Commission Act {15 U.S.C.
41 et seq.] by the Federal Trade Commission
with respect to consumer reporting agencies
and all other persons subject thereto, except to
the extent that enforcement of the require-
ments imposed under this subchapter is specifi-
cally committed to some other government
agency under subsection (b) hereof. For the
purpose of the exercise by the Federal Trade
Commission of its functions and powers under
the Federal Trade Commission Act, a violation
of any requirement or prohibition imposed
under this subchapter shall constitute an
unfair or deceptive act or practice in commerce
in violation of section 5(a) of the Federal Trade
Commission Act {15 U.S.C. 45(a)] and shall be
subject to enforcement by the Federal Trade
Commission under section 5(b) thereof [15
U.S.C. 45(b)] with respect to any consumer re-
porting agency or person subject to enforce-
ment by the Federal Trade Commission pursu-
ant to this subsection, irrespective of whether
that person is engaged in commerce or meets
any other jurisdictional tests in the Federal
Trade Commission . Act. The Federal Trade
Commission shall have such procedural, investi-
gative, and enforcement powers, including the
power to issue procedural rules in enforcing
compliance with the requirements imposed
under this subchapter and to require the filing
of reports, the production of documents, and
the appearance of witnesses as though the ap-
plicable terms and conditions of the Federal
Trade Commission Act were part of this sub-
chapter. Any person violating any of the provi-
sions of this subchapter shall be subject to the
penalties and entitled to the privileges and im-
munities provided in the Federal Trade Com-
mission Act as though the applicable terms and
provisions thereof were part of this subchapter.

(b) Other administrative bodies

Compliance with the requirements imposed
under this subchapter with respect to consumer
reporting agencies and persons who use con-
sumer reports from such agencies shall be en-
forced under—
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(1) section 8 of the Federal Deposit Insur-
ance Act {12 U.S.C. 1818], in the case of:
(A) national banks, by the Comptroller of
the Currency;
(B) member banks of the Federal Reserve
~ System (other than national banks), by the
Federal Reserve Board; and
(C) banks insured by the Federal Deposit
Insurance Corporation (other than mem-
bers of the Federal Reserve System), by the
Board of Directors of the Federal Deposit
Insurance Corporation.

(2) section 5(d) of the Home Owners Loan
Act of 1933 [12 U.S.C. 1464(d)1, section 407 of
the National Housing Act [12 U.S.C. 1730},
and sections 6(i) and 17 of the Federal Home
Loan Bank Act (12 U.S.C. 1426(i) and 1437],
by the Federal Home Loan Bank Board
(acting directly or through the Federal Sav-
ings and Loan Insurance Corporation), in the
case of any institution subject to any of those
provisions;

(3) the Federal Credit Union Act {12 U.8.C.
1751 et seq.]l, by the Administrator of the Na-
tional Credit Union Administration with re-
spect to any Federal credit union;

(4) the Acts to regulate commerce, by the
Interstate Commerce Commission with re-
spect to any common carrier subject to those
Acts; .

(5) the Federal Aviation Act of 1958 [49
U.S.C. 1301 et seq.]l, by the Civil Aeronautics
Board with respect to any air carrier or for-
eign air carrier subject to that Act; and

(6) the Packers and Stockyards Act, 1921 {7
U.S.C. 181 et seq.] (excent as provided in sec-
tion 406 of that Act {7 U.S.C. 226, 227]), by
the Secretary of Agriculture with respect to
any activities subject to that Act.

(¢) Enforcement under other authority

For the purpose of the exercise by any
agency referred to in subsection (b) of this sec-
tion of its powers under any Act referred to in
that subsection, a violation of any requirement
imposed under this subchapter shall be deemed
to be a violation of a requirement imposed
under that Act. In addition to its powers under
any provision of law specifically referred to in
subsection (b) of this section, each of the agen-
cies referred to in that subsection may exercise,
for the purpose of enforcing compliance with
any requirement imposed under this sub-
chapter any other authority conferred on it by
law.

(Pub. L. 90-321, title VI, § 621, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1134

REFERENCES IN TEXT

The Federal Trade Commission Act, referred to in
subsec. (a), is act Sept. 26, 1914, ch. 311, 38 Stat. 717,
which is classified generally to subchapter 1 (§41 et
seq.) of chapter 2 of this title. For complete classifica-
tion of this Act to the Code, see section 58 of this title
and Tables volume.

The Federal Credit Union Act, referred to in subsec.
(bX3), is act June 26, 1934, ch. 750, 48 Stat. 12186,
which Is classified generally to chapter 14 (§1751 et
seq.) of Title 12, Banks and Banking. For complete
classification of this Act to the Code, see section 1751
of Title 12 and Tables volume.

The Acts to regulate commerce, referred to in
subsec. (b)(4), are known as the Interstate Commerce
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Act (act Feb. 4, 1887, ch. 104, 24 Stat. 379, as amend-
ed), which is classified generally to chapters 1 (§1 et
seq.), 8 (§301 et seqg.), 12 (§901 et seq.), 13 (§1001 et
seq.), and 19 (§1231 et seq.) of Title 48, Transporta-
tion. For complete classification of this Act to the
Code, see note captioned Interstate Commerce Act set
out under section 27 of Title 49 and Tables volume.

The Federal Aviation Act of 1958, referred to in
subsec. (b)(5), is Pub. L. 85-726, Aug. 23, 1958, 72 Stat.
7317, which is classified genersally to chapter 20 (§1301
et seq.) of Title 49, Transportation. For complete clas-
sification of this Act to the Code, see Short Title note
set out under section 1301 of Title 49 and Tables
volume,

The Packers and Stockyards Act, 1921, referred to in
subsec. (b)(6), is act Aug. 15, 1921, ch. 64, 42 Stat. 159,
which is classified to chapter 9 (§ 181 et seq.) of Title
7, Agriculture. For complete classification of this Act
to the Code, see section 181 of Title 7 and Tables
volume.

§ 1681t. Relation to State laws

This subchapter does not annul, alter, affect,
or exempt any person subject to the provisions
of this subchapter from complying with the
laws of any State with respect to the collection,
distribution, or use of any information on con-
sumers, except to the extent that those laws
are inconsistent with any provision of this sub-
chapter, and then only to the extent of the in-
consistency.

(Pub. L. 90-321, title VI, § 622, as added Pub. L.
91-508, title VI, §601, Oct. 26, 1970, 84 Stat.
1136.)

SUBCHAPTER IV—-EQUAL CREDIT
OPPORTUNITY

§ 1691. Scope of prohibition

(a) Activities constituting discrimination

It shall be unlawful for any creditor to dis-
criminate against any applicant, with respect to
any aspect of a credit transaction—

(1) on the basis of race, color, religion, na-
tional origin, sex or marital status, or age
(provided the applicant has the capacity to
contract),

(2) because all or part of the applicant’s
income derives from any public assistance
program; or

(3) because the applicant has in good faith
exercised any right under this chapter.

(b) Activities not constituting discrimination
It shall not constitute discrimination for pur-
poses of this subchapter for a creditor—

(1) to make an inquiry of marital status if
such inquiry is for the purpose of ascertain-
ing the creditor’s rights and remedies applica-
ble to the particular extension of credit and
not to discriminate in a determination of
credit-worthiness;

(2) to make an inquiry of the applicant’s
age or of whether the applicant’s income de-
rives from any public assistance program if
such inquiry is for the purpose of determin-
ing the amount and probable continuance of
income levels, credit history, or other perti-
nent element of credit-worthiness as provided
in regulations of the Board;

(3) to use any empirically derived credit
system which considers age if such system is
demonstrably and statistically sound in accor-
dance with regulations of the Board, except
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that in the operation of such system the age
of an elderly applicant may not be assigned a
negative factor or value; or

(4) to make an inquiry or to consider the
age of an elderly applicant when the age of
such applicant is to be used by the creditor in
the extension of credit in favor of such appli-
cant.

(c) Additional activities not constituting discrimina-
tion
It is not a violation of this section for a credi-
tor to refuse to extend credit offered pursuant
to—

(1) any credit assistance program expressly
authorized by law for an economically disad-
vantaged class of persons;

(2) any credit assistance program adminis-
tered by a nonprofit organization for its mem-
bers or an economically disadvantaged class
of persons; or

(3) any special purpose credit program of-
fered by a profit-making organization to meet
special social needs which meets standards
prescribed in regulations by the Board;

if such refusal is required by or made pursuant
to such program.

(d) Reason for adverse action; procedure applicable;
definition

(1) Within thirty days (or such longer reason-
able time as specified in regulations of the
Board for any class of credit transaction) after
receipt of a completed application for credit, a
creditor shall notify the applicant of its action
on the application.

(2) Each applicant against whom adverse
action is taken shall be entitled to a statement
of reasons for such action from the creditor. A
creditor satisfies this obligation by—

(A) providing statements of reasons in writ-
ing as a matter of course to applicants against
whom adverse action is taken; or

(B) giving written notification of adverse
action which discloses (i) the applicant’s right
to a statement of reasons within thirty days
after receipt by the creditor of a request
made within sixty days after such notifica-
tion, and (ii) the identity of the person or
office from which such statement may be ob-
tained. Such statement may be given orally if
the written notification advises the applicant
of his right to have the statement of reasons
confirmed in writing on written request.

(3) A statement of reasons meets the require-
ments of this section only if it contains the spe-
cific reasons for the adverse action taken.

(4) Where a creditor has been requested by a
third party to make a specific extension of
credit directly or indirectly to an applicant, the
notification and statement of reasons required
by this subsection may be made directly by
such creditor, or indirectly through the third
party, provided in either case that the identity
of the creditor is disclosed.

(5) The requirements of paragraph (2), (3), or
(4) may be satisfied by verbal statements or no-
tifications in the case of any creditor who did
not act on more than one hundred and fifty ap-
plications during the calendar year preceding
the calendar year in which the adverse action is
taken, as determined under regulations of the
Board.
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§ 1282g. Fomily educational and privacy rights—Conditions for
nvailability of funds to educational agencies or institutions: inspection
and review of education records; specific information to be made avail-
able; procedure for access to education records; reasonableness of time
for such access; hearings, written explanations by parents; definitions

(a){1){A) No funds shall be made available under any applicable
program to any educational agency or imstitution which has a policy of
denying, or which effectively prevents, the parents of students who are
tion, as the case may be, the right to inspect and review the education
records of their children. If any material or document in the education
record of a student includes information on more than one student, the
parents of one of such students shall have the right to inspect and re-
view only such part of such material or document as relates to such stu-
dent or to be informed of the specific information contained in such part
of such material. Each educational agency or institution shall establish
appropriate procedures for the granting of a request by parents for ac-
cess to the education records of their children within a reasonable period
of time, but in no case more than forty-five days after the request has
been made.

(B) The first sentence of subparagraph (A) shall not operate to make
available to students in institutions of postsecondary education the fol-
lowing materials:

(1) financial records of the parents of the student or any informa-
tion contained therein;

(i1) confidential letters and statements of recommendation, which
were placed in the education records prior to January 1, 1975, it
such letters or statements are not used for purposes other than those
for which they were specifically intended;

(ii1) it the student has signed a walver of the student’s right of
access under this subsection in accordance with subparagraph (C),
confidential recommendations—

. (I) respecting admission to any educational agency or in-
stitution,

(I1) respecting an application for employment, and

(III) respecting the receipt of an honor or honorary recog-
nition.

(C) A student or » person applying for admission raay waive his right
of access to confidential statements described in clause (iii) of subpara-
graph (B), except that such waiver shall apply to recommendations only
ff (1) the student {8, upon request, notified of the names of all persons
making confidential recommendations and (ii) such recommendations are
used solely for the purpose for which they were specifically intended. Such
waivers may not be required as a condition for admission to, receipt of fi-
nancial aid from, or receipt of any other services or benefits from such
agency or institution.

(2) No funds shall be made avallable under any applicable program
to any educational agency or institution unless the parents of students
who are or have been in attendance at a school of such agency or at such
institution are provided an opportunity for a hearing by such agency or
institution, in accordance with regulations of the Secretary, to challenge
the content of such student’s education records, in order to insure that
the records are not inaccurate, misleading, or otherwise in violation of
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the privacy or other rights of students, and to provide an opportunity for
the correction or deletion of any such inaccurate, misleading, or other-
wise inappropriate data contained therein and to insert into such records
8 written explanation of the parents respecting the content of such rec-
ords.

(3) For the purposes of this section the term ‘‘educational agency or
institution” means any public or private agency or inmstitution which {8
the recipient of funds under any applicable program. ,

(4) (A) For the purposes of this section, the term ‘‘equcation records’
weans, except as may be provided otherwise in subparagraph (B), those
vecords, files, documents, and other materials which—

(i) contaln information directly related to a student; and

(ii) are maintained by an educational agency or imstitution or b
a person acting for such agency or imstitution. -

(B) The term ‘“education records’’ does not include—

(1) records of imstructional, supervisory, and administrative per-
sonnel and educational personnel ancillary thereto which are in the
sole possession of the maker thereof and which are not accessibie or
revealed to any other person except a substitute;

(1) if the personnel of a law enforcement unit do not have ac-
cess to education records under subsection (b) (1) of this section,
the records and documents of such law enforcement unit which (I)
are kept apart from records described in subparagraph (A), (II)
are maintained solely for law enforcement purposes, and (III) are
not made avaliable to persons other than law entorcement ofticials
of the same jurisdiction;

(1i1) in the case of persons who are employed by an educational
agency or institution but who are not in attendance at such agency
or institution, records made and maintained in the normal course of
business which relate exclusively to such person in that person’s ca-

pacity as an employee and are not avallable for use for any other
purpose; or

(iv) records on a student who is eighteen years of age or older, or
i{s attending an institution of postsecondary education, which are
made or maintained by a physician, psychiatrist, psychologist, or other
recognized professional or paraprofessional acting in his professional
or paraprofessional capacity, or assisting in that capacity, and which
are ;nade, maintained, or used only in connection with the provision
of treatment to the student, and are not available to anyone other
than persons providing such treatment, except that such records can
be personally reviewed by a physician or other appropriate pro-
fessional of the student’s cholce.

(6) (A) For the purposes of this section the term ‘“‘directory informa-
tion’’ relating to a student includes the following: the student’'s name, ad-
dress, telephone listing, date and place of birth, major field of study, par-
ticipation in officially recognized activities and sports, weight and height
of members of athletic teams, dates of attendance, degrees and awards

recelved, and the most recent previous educational agency or institution
attended by the student.

(B) Any educational agency or institution making public directory in-
tormation shall give public notice of the categories of information which
It has designated as such information with respect to each student at-
tending the institution or agency and shall allow a reasonable period of
Ume after such notice has been given for a parent to inform the institu-

don or agency that any or all of the information designated should not
ve released without the parent’s prior consent.

(6) For the purposes of this section, the term “student” includes any
sergon with respect to whom an educational agency or institution main-
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tains education records or personally identifiable information, but does
pot include a person who has not been in attendance at such agency or
institution.

Release of eduestion reecrds; parentai conmsent regquirement; oxceptions;
compliance with judic’al erders and subpoensz; audit and evaluatioa
of Federally-supported educatlon programa; record-keeping

(b) (1) No funds shall be made available under any applicable program
to any educational ageney or imstitution which has a policy or practice
of permitting the release of education records (or personally identifiable
information contained therein other than directory information, as de-
fined in paragraph (5) of subsection (a) of this section) of students with-
out the written consent of their parents to any individual, agency, or or-
ganization, other than to the following—

(A} other school officials, including teachers within the educa-
tional institution or local educational agency, who have been deter-
mined by such agency or institution to have legitimate educatioral
interests;

(B) officials of other schools or school systems in which the stu-
dent seeks or intends to enroll, upon condition that the student’s par-
ents be notified of the transfer, receive a copy of the record if de-
sired, and have an opportunity for a hearing to challenge the content
of the record;

(C) authorized representatives of (i) the Comptroller General of
the United States, (ii) the Secretary, (iii) an administrative head
of an education agency (as defined in section 1221e—3(c) of this
title), or (iv) State educational authorities, under the conditions set
forth in paragraph (3) of this subsection;

(D) in connection with a student’s application for, or receipt of,
financial aid;

(E) State and local officials or authorities to whom such infor-
mation i{s specifically required to be reported or disclosed pursuant
to State statute adopted prior to November 19, 1974;

(F) organizations conducting studies for, or on behalf of, edu-
cational agencies or institutions for the purpose of developing, vall-
dating, or administering predictive tests, administering student aid
programs, and improving instruction, if such studies are conducted in
such a manner as will not permit the personal identification of stu-
dents and their parents by persons other than representatives of such
organizations and such information will be destroyed when no longer
needed for the purpose for which it is conducted;

(G) accrediting organizations in order to carry out their accredit-
ing functions;

(H) parents of a dependent student of such parents, as defined in
section 152 of Title 26; and

(I) Bubject to regulations of the Secretary, in connection with an
emergency, appropriate persons if the knowledge of sach information

is necessary to protect the health or safety of the student or other
persons.

Nothing in clause (E) of this paragraph shall prevent a State from fur-
ther limiting the number or type of State or local officials who will con-
tinue to have access thereunder.

(2) No funds shal! be made avallable under any applicable program
to any educational agency or institution which has a policy or practice
of releasing, or providing access to, any personally identifiable informa-
tion in education records other than directory information, or as is per-
mitted under paragraph (1) of this subsection unless—

(A) there 18 written consent from the student’s parents specify-
ing records to be released, the reasons for such release, and to whom,
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and with a copy of the records to be released to the student’s par-
ents and the student if desired by the parents, or

(B) such information is furnished in compliance with judicial or-
der, or pursuant to any lawfully issued subpoena, upon condition that
parents and the students are notified of all such orders or subpoenas
in advance of the compliance therewith by the educational institution
or agency.

(3) Nothing contained in this section shall preclude authorized repre-
sentatives of (A) the Comptroller General of the United States, (B) the
Secretary, (C) an administrative head of an education agency or (D)
State educational authorities from having access to student or other rec-
ords which may be necessary in connection with the audit and evaluation
of Federally-supported education program, or in connection with the en-
forcement of the Federal legal requirements which relate to such pro-
grams: Provided, That except when collection of personally identifiable
information is specifically authorized by Federal law, any data collected
by such officials shall be protected in a manper which will not permit
the personal identification of students and their parents by other than
those officials, and such personally identifiable data shall be destroyed
when no longer needed for such audit, evaluation, and enforcement of
Federal legal requirements.

(4)(A) Each educational agency or institution shall maintain a rec-
ord, kept with the education records of each student, which will indicate
all individuals (other than those specified in paragraph (1) (A) of this
subsection), agencies, or organizations which have requested or obtained
access to a student’s education records maintained by such educational
agency or institution, and which will indicate specifically the legitimate in-
terest that each such person, agency, or organization has in obtaining this
information. Such record of access shall be available only to parents, to
the school official and his assistants who are responsible for the custody of
such records, and to persons or organizations authorized in, and under
the conditions of, clauses (A) and (C) of paragraph (1) as a means of
auditing the operation of the system.

(B) With respect to this subsection, personal information shall only
be transferred to a third party on the condition that such party will not

permit any other party to have access to such information without the
written consent of the parents of the student.

Surveys or data-gathering activities; regulations

(¢) The Secretary shall adopt appropriate regulations to protect the
rights of privacy of students and their families in conuection with any
surveys or data-gathering activities conducted, assisted, or authorized
by the Secretary or an administrative head of an éducation agency. Reg-
ulations established under this subsection shall include provisions con-
trolling the use, dissemination, and protection of such data. No survey
or data-gathering act‘ivities shall be conducted by the Secretary, or an
administrative head of an education agency under an applicable program,
unless such activities are authorized by law.

Stadents’ rather than parents’ perminsi or t

(d) For the purposes of this section, whenever a student has attained
eighteen years of age, or is attending an institution of postsecondary
education the permission or consent required of and the rights accorded
to the parents of the student shall thereafter omnly be required of and
accorded to the student.

Informing parents or students of rights under this section
(e) No funds shall be made available under any applicable program
to any educational agency or Institution unless such agency or institution
informs the parents of students, or the students, if they are eighteen
years of age or older, or are attending an institution o! postsecondary
education, of the rights accorded them by this section.
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Enforcement; terminaiion of assistance
(f) The Secretary, or an administrative head of an education agency,
shall take appropriate actions to enforce provisions of this section and
to deal with violations of this section, according to the provisions of this
chapter, except that action to terminate assistance may be taken only
if the Secretary finds there has been a fallure to comply with the provi-
sions of this section, and he has determined that compliance cannot be

secured by voluntary means.

Office and review beoard; ercation; fumctions
(g) The Secretary shall establish or designate an office and review
board within the Department of Health, Xducation, and Welfare for the
purpese of investigating, processing, reviewing, and adjudicating viola-
tions of the provisions of this section ard complaints which may be filed

concerning alleged violations .of this section.

Except for the conduct of

hearings, none of the functiona of the Secretary under this section shall be
carried out in any of the regional offices of such Department.

Pub.L. 90-247, Titie IV, § 438, as added Pub.L. 93-380, Title V, § 513
(a), Aug. 21, 1974, 88 Stat. 571, and amended Pub.L.. 93-568, § 2(a),

Dec. 31, 1974, 88 Stat. 1858,

1974 Amendment. Subsec, &n)(l).
Pub.L. 83668, § 2 a)(l)iA)—(C). (2) (A)-
(C), (3), designat existing par. (1) as
subpar. (A), and in subpar. (A} as so
designated, substituted reference to edu-
cational agencies and ipatitutions for ref-
erence to state or local educational agen-
cles, institutions of higher eduecation,
community colleges, schools, agencies of-
fering preschool programs, and other ed-
ucational institutions, substituted the ge-
neric term education records for the enu-
meration of such records, and extended
the right to inspect and review such rec-
ords to parents of children who have
been in attendance, and added subpars.
(B) and (C).

Bubsec. (a)(2). Pub.L. 83-588, 2(:)(4{,
substituted provisions making the avai
ability of funde to educational agencies
and institutions conditional on the grant-
ing of an opportunity for a hearing to
rarents of students who are or have been
2 attendance at such institution or agen-
¢y to challenge the contents of the stu-
dent’s education records for provisions
granting the parents an opportunity for
such hearing, and added provisions au-
thorizing insertion into the records a
written explanation of the parents re-
specting the contéent of such records.

Bubsec. a8 . Pub.L. 93-588, §
2(;)‘})(0) added subsec. (2)(3).

Bubsec, (a)(4), (5). Pub.L. R |
2(a)(2)(F) added subsec. (a)(4) and (5).

Subsec. (a)(8). Pub.L. § 2(2)(5)
added subsec. (a)(8).

Subsec. (b)(1). PubL. §3-568, §
2(8;(1)(0). (2)(D), (8), (8)(A)-(C),
(10} (A), in provisions preceding subpar.
(A), substituted ‘‘educationel agency or
institution which has a policy of permit-
ting the release of education records {or
ersonally identifiable information con-
ained therein other than directory infor-
mation, ar defined in paragraph (5) of
subsection (8) of this sec‘ion)” for ‘‘state
or local educational agency, any institu-
tion of higher education, eny community
college, any echool, agency offering a
preschool program, or any other educa-
tional institution which has a policy or
practice of permitting the release of per-
sonally identifiable records or files ()or

rsonal information contained therein)’,
n subpsar. (A), substituted ‘‘educational
agency, who have been determined by
such agency or inetitution to have” for
“‘educational agency who have', ip subpar,
(B), rubstituted “the student seeks or in-
tends to” (fé);' “the student intends to”, in

subpar. subrtituted reference to

“section 408(c)” for reference to ‘‘section
409 of this Act” which for purposes of
codification has been transiated as ‘‘sec-
tion 1221e-8(c) of this titie”, and added

subpars. (B)-(1).

Sugbsec. (b)(2). Pub.L. 93-568 §
2(a) (1)(E), (2)(E), substituted “educa-
tional agency or institution which has a

olicy or practice of releasing, or provid-
ng access to, any personally identifiable
information in education records other
than directory information, or as is ) 28
mitted under paragraph (1) of this
subsection” for ‘‘state or local education-
al agency, any institution of higher edu-
cation, any commanity college, any
school, agency offering a preschool! pro-

ram, or any other educational institu-
ion which has a policy or practice of
furnishing, in any form, any personally
jdentifiable information contained in per-
sonal school records, to any persons oth-
er than those listed in subsection (b)(1)
of this section".

8ubsec. (b)(3). Pub.L. 63888, {
2(a)(8)(D), substituted “information . is
specifically aunthorized by Federal law,

any data collected by such officials shall
be protected in a manner which will not
permit the personal identification of stu-
dents and their gnrents by other than
those officials, and such personally iden-
tifiable data shall be destroyed when no
longer needed for such aundit, evaluation,
and enforcement of Federal legal require-
ments”’ for “data is specifically autho-
rised by Federal law, any data collected
by such officials with respect to individ-
aal students shril not include informa-
tien (including social security numbers)
which would Kermit the personal identifi-
cation of such students or their parents
*Jttegd the data so obtained has been col-
e~ted”.

Snbaec.  (b)(4). Pub.L. $3-568 §
2¢(~1¢8), substituted provisions that each
educ~tional agency or institution main-
t 2 record, kept with the education
v of each student, indicating indi-
viduaiz. agencies, or organizations who
obtained access to the student’s record
and the legitimate interest in obtaining
such information, that such record of ac-
cess &tuall be available only to parents,
schoc] officialg, and their asaistants hav-
fog re:ponsibility for the custody of such
records, and as & means of auditing the
operstion of the system, for provisions
that with resgect to subsecs. (c)(1),
(c}(2, and (c)(3) of this section, all per-
sons, agencies, or organizations desiring

P
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access to the records of a student shall be
required to sign forms to be kept with
the records of the student, but only for
inspection by the parents or the student,
indlcating specifically the legitimate edu-
cational or other interest of the person
seeking such information, and that the
form shall be avaflable to parents and
school officials having responsaibility for
record maintenance as a means of audit-
ing the operation of trxn,e ayln‘tem.
u

ubsec. (e% .L. 3 §
2(a) (1) (F), substituted ‘“to any educa-
tional agency or institution unless such
agency or institution” for “unless the re-
ciplent of such funds’’,

ubsec. (g). Pub.L. 03-568, § 2(a)(D),
(10; (B), struck out reference to sections

and 1232t of this title and added

Krovluou that except for the conduct of
earings, none of the functions of the
Secretary under this section shall
carried out in any of the regional offices
of such Department,

EDUCATION

Etfectl Date of 1974 Amendment,
Section E?b) of Pub.L. 98-568 provided
Bt x) Temsnding”thi Jesiont shal b

on (a) {amendin 8 sec
fi’)!(?'t'")e' and retrogactivo to, November 19,

Effective Date, Section 513(b)(1) of Pub.
L, provided that: “The provisions
of this section [classified to this section)
shall become effective ninety days after
the date of enactment [Aug. 21, 19741 ot
section 438 of the General Education
Provisions Act [this section).”

Short Title. Section 513( )(23 of Pub.
L. 93-380 provided that: “This section
(classified 't)o thia section and provisions
set oyt as & note under this sectlon] may
be cited as the ‘Famil; Educational
Rights and Privacy Act of 1074'."

gislative History. For legislative

glg:ortyl satéddpur oge of I-;ubAIé. 9%—2‘?;. see

.8.Code Cong. an m. N

4003. See, also, Pgb. . 93-568, 1974 U.g.
Code Cong. and Adm.News, p.
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Pupils' Rights -- 20 U.S.C. 1232 h

§ 1232h. Puplil rights, protection; inspection by paieais ¢i guardians
of instructional material; ‘‘research or experimentation program or proj-
ect” defined

All {nstructional mater{al, including teacher’s manuals, films, tapes,
or other supplementary instructional material which will be used in con-
nection with any research or experimentation program or project shall
be available for inspectlon by the parents or guardians of the children
engaged in such program or project. For the purpose of this section
‘“‘research or experimentation program or project’”’ means any program
or project in any applicable program designed to explore or develop new
er unproven teaching methods or techniques.

Pub.L. 90-247, Title IV, § 439, as added Pub.L. 93-380, Title V, § 514
(a), Aug. 21, 1974, 88 Stat. 574.

Effective Date. Section 514(b) of Pub. Legislative History., For legislative
L. 93-380 provided that: “The amendment history and purpose of Pub.L. , Bee
made by subsection (a) {enacting this 1974 U.8.Code ng. and Adm.News, P.
section] shall be effective upon enactment 4093

of this Act {(Aug. 21, 1974].”

PROTECTION OF PUPIL RIGHTS

P.1.. 95-561 , -
Nov. 1. 19 7é Sec. 1250. Section 439 of the General Education Provisions Act 20 USC 1232h.
Nov. 1,

(relating to protection of pupil rights) is amended by inserting “(a)?

;ftﬁar “439” and by adding at the end thereof a new subsection as
ollows:

“(b) No student shall be required, as part of any applicable pro-
gram, to submit to psychiatric examination, testing, or treatment, or
psychological examination, testing, or treatment, in which the pri-
mary purpose is to reveal information concerning :

“(1) political affiliations;

“(2) mental and psychological problems potentially embarrass-
ing to the student or his family;

“(3) sex behavior and attitudes;

“(4) illegal, anti-social, self-incriminating and demeaning
behavior;

“(5) critical appraisals of other individuals with whom
respondents have close family relationships;

“(8) legally recognized privileged and analogous relationships,
such as those of lawyers, physicians, and ministers; or

“(7) income (other than that required by law to determine
eligibility for participation in a program or for receiving financial
assistance under such program), without the prior consent of the
student (if the student is an adult or emancipated minor), or in
the case of unemancipated minor, without the prior written con-
sent of the parent.”.
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§ 552a. Records maintained on individuals

(a) Definitions
For purposes of this section—

(1) the term ‘“‘agency’” means agency as de-
fined in section 552(e) of this title;

.(2) the term “individual’” means a citizen of
the United States or an alien lawfully ad-
mitted for permanent residence;

(3) the term “maintain” includes maintain,
collect, use, or disseminate;

(4) the term ‘“record’ means any item, col.
lection, or grouping of information about an
individual that is maintained by an agency,
including. but not limited to, his education. fi-
nancial transactions, medical history, and
criminal or employment history and that con.
tains his name, or the identifying number,
symbol, or other identifying particular as-
signed to the individual, such as a finger or
voice print or a photograph;

(5) the term “system of records’” means &
group of any records under the control of any
agency from which information is retrieved
by the name of the individual or by some
identifying number, symbo), or other identify-
ing particular assigned to the individual:
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(6) the term ‘statistical record” means a
record in a system of records maintained for
statistical research or reporting purposes only
and not used in whole or in part in making
any determination about an identifiable indi-
vidual, except as provided by section 8 of title
13; and

(7) the term “‘routine use” means, with re-
spect to the disclosure of a record, the use of
such record for a purpose which is compatible
with the purpose for which it was collected.

(b) Conditions of disclosure

No agenicy shall disclose any record which is
contained in a system of records by any means
of communication to any person, or to another
agency, except pursuant to a written request
by, or with the prior written consent of, the in-
dividual to whom the record pertains, unless
disclosure of the record would be—

(1) to those officers and employees of the
agency which maintains the record who have
a need for the record in the performance of
their duties;

(2) required under section 552 of this title;

(3) for a routine use as defined in subsec-
tion (a)(7) of this section and described under
subsection (e)(4XD) of this section;

(4) to the Bureau of the Census for pur-
poses of planning or carrying out a ¢ensus or
survey or related activity pursuant to the pro-
visions of title 13;

(5) to a recipient who has provided the
agency with advance adequate written assur-
ance that the record will be used solely as a
statistical research or reporting record, and
the record is to be transferred in a form that
is not individually identifiable;

(6) to the National Archives of the United
States as a record which has sufficient his-
torical or other value to warrant its continued
preservation by the United States Govern-
ment, or for evaluation by the Administrator
of General Services or his designee to deter-
mine whether the record has such value;

(7) to another agency or to an instrumental-
ity of any governmental jurisdiction within or
under the control of the United States for a
civil or criminal law enforcement activity if
the activity is authorized by law, and if the
head of the agency or instrumentality has
made a written request to the agency which
maintains the record specifying the particular
portion desired and the law enforcement ac-
tivity for which the record is sought;

(8) to a person pursuant to a showing of
compelling circumstances affecting the
health or safety of an individual if upon such
disclosure notification is transmitted to the
last known address of such individual;

(9) to either House of Congress, or, to the
extent of matter within its jurisdiction, any
committee or subcommittee thereof, any joint
committee of Congress or subcommittee of
any such joint committee;

(10) to the Comptroller General, or any of
his authorized representatives, in the course
of the performance of the duties of the Gen-
eral Accounting Office; or

(11) pursuant to the order of a court of
competent jurisdiction.
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(¢) Accounting of certain disclosures
Each agency, with respect to each system of
records under its control shall—

(1) except for-disclosures made under sub- ..

sections (b)(1) or (b}2) of this sectxon. keep )
an accurate accounting of— - :
(A) the date, nature, -and purpose of -each |
disclosure of a''record to any person or to
another agency made under subsecmon (b)-.
of this section; and - -
¢B) the name and address of the person or
agency to whom the:disclosure is made;

(2) rPtam the accountmg made under para-
graph (¥ of this subsectxon for at least five
years or the Tife of the record, whichever is
longer, after the disclosure for which the ac-
counung is made;

3 ‘except for dxsc]osures made under sub-
section (b)(7) of ‘this section, make the ac-
counting ma.de undér paragraph (1) of this
subsection available to the individual named
in. Lhe record at his request; and )

(4) inform any person oOr other agency -
about..any correction or notation of dispute
made by the agéncy, in accordance with sub-
segtxon «d) of this section of any record that
has begen disclosed to the person or a.gency if”
an accountmg of the dlsclosure was made

(d) Access to: records .
Each agency that mamtams a system of re-
cords shall—

(1) upon request by any individual to gain
access to his record or to any information per-
taining to him which is contained in the
system, permit him and upon his request, a
person of his own choosing to accompany
him, to review the record and have a copy
made of all or any portion thereof in a form
comprehensible to him, except that the
agency may require the individual to furnish
a written statement authorizing discussion of
that individual's record in the accompanying
person's presence;

(2) permit the individual to request amend-
ment of a record pertaining to him and—

(A) not later than 10 days (excluding Sat-
urdays, Sundays, and legal public holidays)
after the date of receipt of such request, ac-
knowledge in writing such receipt; and

(B) promptly, either—

(i) make any correction of any portion
thereof which the individual believes is
not accurate, relevant, timely, or com-
plete; or

(i) inform the individual of its refusal
to amend the record in accordance with
his request, the reason for the refusal, the
procedures established by the agency for
the individual to request a review of that
refusal by the head of the agency or an
officer designated by the head of the
agency, and the name and business ad-
dress of that official;

(3) permit the individual who disagrees with
the refusal of the agency to amend his record
to request a review of such refusal, and not
later than 30 days (excluding Saturdays, Sun-
days, and legal public holidays) from the date
on which the individual requests such review,
complete such review and make a final deter-
mination unless, for good cause shown, the
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 head of the agency extends such 30-day
period; and if, after his review, the reviewing
official also refuses to amend the record in
accordance with the request, permit the indi-
vidual to file with the agency a concise state-
ment setting forth the reasons for his dis-
agreement with the refusal of the agency,
and notify the individual of the provisions for
judicial review of the reviewing official’s de-
termination under subsection (g)X1)(A) of this
section;

(4) in any disclosure, containing informa-
tion about which the individual has filed a
statement of disagreement, occurring after
the filing of the statement under paragraph
(3) of this subsection, clearly note any por-
tion of the record which is disputed and pro-
vide copies of the statement and, if the
agency deems it appropriate, copies of a con-
cise statement of the reasons of the agency
for not making the amendments requested, to
persons or other agencies to whom the disput-
ed record has been disclosed; and

(5) nothing in this section shall allow an in-
dividual access to any information compiled
in reasonable anticipation of a civil action or
proceeding.

(e) Agency requirements
Each agency that maintains a system of re-
cords shall—

(1) maintain in its records only such infor-
mation about an individual as is relevant and
necessary to accomplish a purpose of the
agency required to be accomplished by stat-
ute or hy executive ¢rder of the President;

(2) collect information to the greatest
extent practicable directly from the subject
individual when the information may result
in adverse determinations about an
individual’s rights, benefits, and privileges
under Federal programs;

(3) inform each individual whom it asks to
supply information, on the form which it uses
to collect the information or on a separate
form that can be retained by the individual—

(A) the authority (whether granted by
statute, or by executive order of the Presi-
dent) which authorizes the solicitation of
the information and whether disclosure of
such information is mandatory or volun-
tary;

(B) the principal purpose or purposes for
which the information is intended to be
used;

(C) the routine uses which may be made
of the information, as published pursuant
to paragraph (4X(D) of this subsection; and

(D) the effects on him, if any, of not pro-
viding all or any part of the requested infor-
mation;

(4) subject to the provisions of paragraph
(11) of this subsecticn, publish in the Federal
Register at least annually a notice of the exis-
tence and character of the system of records,
which notice shall include—

(A) the name and location of the system;

(B) the categories of individuals on whom
records are maintained in the system;

(C) the categories of records maintained
in the system;
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(D) each routine use of the records con-
tained in the system, including the catego-
ries of users and the purpose of such use;

(E) the wpalicies and practices of the
agency regarding storage, retrievability,
access contrels, retention, and disposal of
the records; '

(F) the title and business address of the
agency oificial who is responsible for the
system of records;

(G) the agency procedures whereby an in-
dividual can be notified at his request if the
system of records contains a record pertain-
ing to him;

(H) the agency procedures whereby an in-
dividual can be notified at his request how
he can gain access to any record pertaining
to him contained in the system of records,
and how he can contest its content; and

(I) the categories of sources of records in
the system,;

(5) maintain all records which are used by
the agency in making any determination
about any individual with such accuracy, rel-
evance, timeliness, and completeness as is rea-
sonably necessary to assure fairness to the in-
dividual in the determination;

(6) prior to disseminating any record about
an individual to any person other than an
agency, unless the dissemination is made pur-
suant to subsection (b)(2) of this section,
make reasonable efforts to assure that such
records are accurate, complete, timely, and
relevant for agency purposes;

(1) maintain ne record describing how any
individual exercises rights guaranteed by the
First Amendment unless expressly authorized
by statute or by the individual about whom
the record is maintained or unless pertinent
to and within the scope of an authorized law
enforcement activity;

(8) make reasonable efforts to serve notice
on an individual when any record on such in-
dividual is made available to any person
under compulsory legal process when such
process becomes a matter of public record;

(9) establish rules of conduct for persons in-
volved in the design, development, operation,
or maintenance of any system of records, or
in maintaining any record, and instruct each
such . person with respect to such rules and
the requirements of this section, including
any other rules and procedures adopted pur-
suant to this section and the penalties for
noncompliance;

(10) establish appropriate administrative,
technical, and physical safeguards to insure
the security and confidentiality of records
and to protect against any anticipated threats
or hazards to their security or integrity which
could result in substantial harm, embarrass-
ment, inconvenience, or unfairness to any in-
dividual on whom information is maintained;
and

(11) at least 30 days prior to publication of
information under paragraph (4)(D) of this
subsection, publish in the Federal Register
notice of any new use or intended use of the
information in the system, and provide an op-
portunity for interested persons to submit
written data, views, or arguments to the
agency.
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(f5 Agency rules

In order to carry cut the provisions of this
section, eack agency that maintains a system of
records shall promulgate rules, in accordance
with the requirements (including general
notice) ¢f gectinn 353 of this title, which shall—

(1Y estanlish procedures whereby an individ-
ual can be notiiied in response to his request
if any sysiem of records named by the indi-
vidual contains 2 record pertaining to him;

(2) define reasonable times, places, and re-
quirements {or identifying an individual who
requests hiz record or infermation pertaining
te him before the agency shall make the
record or information available to the individ-
uai,

(3) establish procedures for the disclosure
to an individual upon his request of his record
or information pertaining tc him, including
special procedure, if deemed necessary, for
the disclosure to an individual of medical re-
cords, including psvehological records per-
taining to him;

(4; establisii procedures for reviewing a re-
quest from an individual concerning the
amendment of any record or information per-
taining to the individual, for making a deter-
mination on ihe request. for an appeal within
the agency of an initial adverse agency deter-
mination, and for whatever additional means
may be necessary for each individual to be
able to exercise fullv hiz rights under this sec-
tion; and

(5) establish fees to be charged, if any, to
any individual for making copies of his
record, exciuding the «ost of any search for
and review of the record.

The Office of the Federal Register shall annu-
ally compile and publish the rules promulgated
under tliis subsection and agency notices pub-
lished under subsection (ex4) of this section in
a form available to the public at low cost.
(g¥1) Civil reinedies
Whenever any agency
(A) makes a determination under subsection
@X3) of this section not to amend an
individual's record in accordance with his re-
quest, or fails to make such review in confor-
mity with that subsection;
(B) refuses to comply with an individual re-
quest under subsection (d)X1) of this section;
() fails to maintain any record concerning
any individaal with such accuracy, relevance,
timeliness, and completeness as is necessary
to assure fzirr.ess in any determination relat-
ing to the qualifications, character, rights, or
opportunities of, or henefils to ithe individual
that may be made on the basis of such record,
and consequently a determination is made
which is adverse to the individual; or
(D) fails to comply with ary other provision
of this section, or any rule promulgated
thereunder, in such a way as to have an ad-
verse effect on an individuai,

the individual may bring a civil action against
the agency, and the district courts of the
United States snall have jurisdiction in the
matters under the provisions of this subsection.

(2)(A) in any suit brought under the provi-
sions of subsection (g)(1)XA) of this section, the
court may order the agency toe amend the
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individual’s record in accordance with his re-
quest or in such other way as the court may
direct. In such a case the court shall determine
the matter de novo.

(B) The court may assess against the United
States reasonable attorney fees and other liti-
gation costs reasonably incurred in any case
under this paragraph in which the complainant
has substantially prevailed.

(3XA) In any suit brought under the provi-
sions of subsection (g)X(1)X(B) of this section, the
court may enjoin the agency from withholding
the records and order the production to the
complainant of any agency records improperly
withheld from him. In such a case the court
shall determine the matter de novo, and may
examine the contents of any agency records in
camera to determine whether the records or
any portion thereof may be withheld under any
of the exemptions set forth in subsection (k) of
this section, and the burden is on the agency to
sustain its action.

(B) The court may assess against the United
States reasonable attorney fees and other liti-
gation costs reasonably incurred in any case
under this paragraph in which the complainant
has substantially prevailed.

(4) In any suit brought under the provisions
of subsection (g)X1XC) or (D) of this section in
which the court determines that the agency
acted in a manner which was intentional or
willful, the United States shall be liable to the
individual in an amount equal to the sum of-—

(A) actual damages sustained by the individ-
ual as a result of the refusal or failure, but in
no case shall a person entitled to recovery re-
ceive less than the sum of $1,000; and

(B) the costs of the action together with
reasonable attorney fees as determined by
the court.

(5) An action to enforce any liability created
under this section may be brought in the dis-
trict court of the United States in the district
in which the complainant resides, or has his
principal place of business, or in which the
agency records are situated, or in the District of
Columbia, without regard to the amount in con-
troversy, within two years from the date on
which the cause of action arises, except that
where an agency has materially and willfully
misrepresented any information required under
this section to be disclosed to an individual and
the information so misrepresented is material
to establishment of the liability of the agency
to the individual under this section, the action
may be brought at any time within two years
after discovery by the individual of the misrep-
resentation. Nothing in this section shall be
construed to authorize any civil action by
reason of any injury sustained as the result of a
disclosure of a record prior to September 27,
1975.

(h) Rights of legal guardians

For the purposes of this section, the parent ot
any minor, or the legal guardian of any individ-
ual who has been declared to be incompetent
due to physical or mental incapacity or age by a
court of competent jurisdiction, may act on
behalf of the individual.
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(i)(1) Criminal penalties

Any officer or employee of an agency, who by
virtue of his empiloyment or official position,
has possession of, or access to, agency records
which contain individually identifiable informa-
tion the disclosure of which is prohibited by
this section or by rules or regulatiors estab-
lished thereunder, and who knowing that dis-
closure of the specific material is so prohibited,
willfully discloses the material in any manner
to any person or agency not entitled to receive
it, shall be guilty of a misdemeanor and fined
not more than $5,000.

(2) Any officer or employee of any agency
who willfully maintains a system of records
without meeting the notice requirements of
subsection (e)(4) of this section shall be guilty
of a misdemeanor and fined not more than
$5,000.

(3) Any person who knowingly and willfully
requests or obtains any record concerning an
individual from an agency under false pretenses
shall be guiity of a misdemeanor and fined not
more than $5,000.

(j) General exemptions
The head of any agency may promulgate
rules, in accordance with the requirements (in-
cluding general notice) of sections 553(b)(1),
(2), and (3), (¢), and (e) of this title, to exempt
any system of records within the agency from
any part of this section except subsections (b),
(eX(1) and (2), (eX(4)A) through (F), (eX6), (),
(9), (10), and (11), and (i) if the system of re-
cords is—
(1) miaintained by the Central Intelligence
Agency,; or
(2) maintained by an agency or component
thereof which performs as its principal func-
tion any activity pertaining to the enforce-
ment of criminal laws, including police efforts
to prevent, control, or reduce crime or to ap-
prehend criminals, and the activities of pros-
ecutors, courts, correctional, probation,
pardon, or parole authorities, and which con-
sists of (A) information compiled for the pur-
pose of identifying individual criminal offend-
ers and alleged offenders and consisting only
of identifying data and notations of arrests,
the nature and disposition of criminal
charges, sentencing, confinement, release,
and parole and probation status; (B) informa-
tion compiled for the purpose of a criminal
investigation, including reports of informants
and investigators, and associated with an in-
dentifiable individual; or (C) reports identifi-
able to an individual compiled at any stage of
the process of enforcement of the criminal
laws from arrest or indictment through re-
lease from supervision.

At the time rules are adopted under this sub-
section, the agency shall include in the state-
ment required under section 553(¢) of this titie,
the reasons why the system of records is to be
exempted from a provisicn of this section.

(k) Specific exemptions

The head of any agency may promulgate
rules, in accordance with the requirements (in-
cluding general notice) of sections 553(b)1),
(2), and (3), (¢), and (e) of this title, to exempt
any system of records within the agency from
subsections (¢)(3), (d), (e)X1), (eX4XG), (H), and
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(ID and (f) of this section if the system of re-
cords is—

(1) subject to the provisions of section
552(b)X(1) of this title;

(2) investigatory material compiled for law
enforcement purposes, other than material
within the scope of subsection (j)2) of this
section: Provided, however, That if any indi-
vidual is denied any right, privilege, or bene-
fit that he would otherwise be entitled by
Federal law, or for which he would otherwise
be eligible, as a result of the maintenance of
such material, such material shall be provided
to such individual, except to the extent that
the disclosure of such material would reveal
the identity of a source who furnished infor-
mation to the Government under an express
promise that the identity of the source would
be held in confidence, or, prior to the effec-
tive date of this section, under an implied
promise that the identity of the source would
be held in confidence;

(3) maintained in connection with providing
protective services to the President of the
United States or other individuils pursuant
to section 3056 of title 18;

(4) required by statute to be maintained
and used solely as statistical records;

(5) investigatory material compiled solely
for the purpose of determining suitability, eli-
gibility, or qualifications for Federal cjvilian
employment, military service, Federal con-
tracts, or access to classified information, but
only to the extent that the disclosure of such
material would reveal the identity of a source
who furnished information to the Govern-
ment under an express promise that the iden-
tity of the source would be held in confi-
dence, or, prior to the effective date of this
section, under an implied promise that the
identity of the source would be held in confi-
dence;

(6) testing or examination material used
solely to determine individual qualifications
for appointment or promotion in the Federal
service the disclosure of which would compro-
mise the objectivity or fairness of the testing
or examination process; or

(7) evaluation material used to determine
potential for promotion in the armed services,
but only to the extent that the disclosure of
such material would reveal the identity of a
source who furnished information to the Gov-
ernment under an express promise that the
identity of the source would be held in confi-
dence, or, prior to the effective date of this
section, under an implied promise that the
identity of the source would be held in confi-
dence.

At the time rules are adopted under this sub-
section, the agency shall include in the state-
ment required under section 553(c) of this title,

the reasons why the system of records is to be

exempted from a provision of this section.

(1) (1) Archival records

Each agency record which is accepted by the
Administrator of General Services for storage,
processing, and servicing in accordance with

section 3103 of title 44 shall, for the purposes of

this section, be considered to be maintained by
the agency which deposited the record and
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sha!l be subject to the provisions oi this sec-
tion. The Administrater of General Services
shall not disclose the . ~»rd except to the
agency which maintains tive record. or under
rules established by that agency which are not
inconsistent with the provisions of this section.

(2) Each agency recora pertaining to an iden-
tifisble individual wnich was transferred to th
National Archives of the United States a3 a
record which has ¢*f. cient historical cr other
value to warrant ! rntinued preservation by
the United States Lrovernmert. prior 1o the ef-
fective date of this section, shall. for the pur-
poses of this section, be considered tc be main-
tained by the National Archives and shall not
be subject to the provisions of this section,
except thal a statement generally describing
such recnrds (modeled after the reguireme; ts
relating ‘r~ vyecords subject to subsectior
(e3{(A)Y throigh (G of this section) shall be
sub. crod in the Pederal Register.

(3) Each agency record pertaining to an iden-
tifiable individual which is transferred to the
National Archives of the United States as a
record which has sufficient historical or other
value to warrant its continued preservation by
the 1Tnited States Government, on or after the
*1f-  ive date of this section, shall, for the pur-
poscs of this section, be considered to be main-
tained by the National Archives and shall be
exempt from the requirements of this section
except subsections (eX4XA) through (G) and
(e)(9) of this section.

(m) Government contractors

When an agency provides by a contract jfor
the operation by or on behalf of the agency of
a system of records to accomplish an agency
function, the agency shall, consistent with its
authority, cause the requirements of this sec-
tion to be applied to such system. For purpcses
of subsection (i) of this section any such con-
rractor and any employee of such contractor, if
such contract is agreed to on or afier the etfec-
tive date of this section, shall be considersd {0
be an employee of an agency.

(n) Mailing lists

An individual’s name and address may not e
sold or rented by an agency unless such action
is specifically authorized by law. This provisicn
shall not be construed to require the withhota-
ing of names and addresses otherwise permitied
to be made public.

(0) Report on new systems

Each agency shall provide adequate advanc:
notice to Congress and the Office of Manage:
ment and Budget of any proposal to establis .
or alter any system of records in order
permit an evaluation of the probable or poten-
tial effect of suci: proposal on *he privacy anc
other personal or property rights of individuals
or the disclosure c¢f information relating i«
such individuals, and its effect on the preserv:-
tion of the constitutional principles of federr.
ism and separation of powers.

(p) Annual report

The President shall subr.it to the Speaker of
the House and the Presid-nt of the Senate, by
June 30 of each calendar year, a consolidated
report, separately listing for each Federal
agency the number of records contained in any
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system of records which were exempted from
the application of this section under the provi-
sions of subsections (j) and (k) of this section
during the preceding calendar year, and the
reasons for the exemptions, and such other in-
formation as indicates efforts to administer
f::7iv this section.

1+ Effect of other laws

No agency shall rely on any exemption con-
Lained in section 552 of this title to withhold
from an individual any record which is other-
wise accessible to such individual under the
provisions of this section.

(Added Pub. L. 93-579, §3, Dec. 31, 1974, 88
Stat. 1897, and amended Pub. L. 94-183, § 2(2),
Dec. 21, 1975, 89 Stat. 1057.)

REFERENCES IN TEXT

For effective date of this section. referred to in sub-
ecs (RX23, (5), (7)), (IX2), (3), and (m), see effective
“ate note hereunder.

CoriF1o»TION

Section 552a of forme Title 5, Executive Depart-
ments and Government ¢ “ficers and Employees, was
transferred to section 2244 ¢! Titi~ 7, Agriculture.

AMENDMENTS

1075 ~8ubsec (g5, Pub. L. 94-183 substituted “to
Sentember 7, 1275 for "'to the effective date of this
section”.

EFFECTIVE DATE

Section 8 of Fuo. L. 33-579 provided that: “The pro-
visions of this Ac¢” [enacting this section and provi-
sions set out as n- ~s under this section] shall be ef-
fective on and al* the date of enactment [Dec. 31,
19741, except that :i¢ - mendments made by sections 3
and 4 [enacting th: ~°rtion and amending analysis
preceding section 300 ¢f this title] shall become effec-
tive 270 days following ile day on which this Act is
enacted.”

SHORT TITLE

Section 1 of Pub. L. 93-579 provided: **“That this Act
.enacting this section and provisions set out as notes
under this section] may be cited as the ‘Privacy Act of
1974’

CONGRESSIONAL FINDINGS AND STATEMENT OF PURPOSE

Section 2 of Pub. L. 93-579 provided that;
“(a) The Congress finds that—

“(1) the privacy of an individual is directly affect.
ed by the collection, maintenance, use, and dissemi-
nation of personal information by Federal agencies;

“(2) the increasing use of computers and sophisti-
cated information technology, while essential to the
efficient operations of the Government, has greatly
magnified the harm to individual privacy that can
occur from any collection, maintenance, use, or dis-
semination of personal information;

“¢3; th< opportunities for an individual to secure
ernployment, insurance, and credii, and his right to
3 process, and other legal protections are endan-
ser~d by the misuse of certain information systems;
) the right to privacy is a personal and funda-

rtal right protected by the Constitution of the
Linited States, and

53 in order to protect the privacy of individuals
lentified in information systems maintained by
deral agencies, it is necessary and proper for the

~ongress *o regulate the collection, maintenance,

12, and dissemination of information by such agen-

cies,

(b} The purpose of this Act [enacting this section

1,4 provisions set out as notes under this section} is to
iovide certain safeguards for an individual against an

by
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invasion of personal privacy by requiring Federal
agencies, except as otherwise provided by law, to—

‘(1) permit an individual to determine what re-
cords pertaining to him are collected, maintained.
used, or disseminated by such agencies;

*(2) permit an individual to prevent records per-
taining to him obtained by such agencies for a par-
ticular purpose from being used or made available
for another purpose without his consent;

*(3) permit an individual to gain access to informa-
tion pertaining to him in Federal agency records. to
have a copy made of all or any portion thereof, and
to correct or amend such records;

*(4) collect, maintain, use, or disseminate any
record of identifiable personal information in a
manner that assures that such action is for a neces-
sary and lawful purpose, that the information is cur-
rent and accurate for its intended use. and that ade-
quate safeguards are provided to prevent misuse of
such information;

“(5) permit exemptions from the requirements
with respect to records provided in this Act only in
those cases where there is an important public
policy need for such exemption as has been deter-
mined by specific statutory authority; and

*(6) be subject to civil suit for any damages which
occur as a result of willful or intentional action
which violates any individual's rights under this
Act.”

PRIVACY PROTECTION STUDY COMMISSION

Section 5 of Pub. L. 93-579 provided that:

“(a)1) There is established a Privacy Protection
Study Commission (hereinafter referred to as the
‘Commission’) which shall be composed of seven mem-
bers as follows:

“(A) three appointed by the President of the

United States,

“(B) two appointed by the President of the Senate,
and
“(C) two appeointed by the Speaker of the House of

Representatives,

Members of tF * Commission shall be chosen from
among person< who, by reason of their knowledge and
expertise in any of the following areas—civil rights
and liberties, law, social sciences, computer technol-
ogy, business, records management, and State and
local government—are well qualified for service on the
Commission.

*(2) The members of the Commission shall elect a
Chairman from among themselves.

“(3) Any vacancy in the membership of the Commis-
sion, as long as there are four members in office, shall
not impair the power of the Commission but shall be
filled in the same manner in which the original ap-
pointment was made.

“(4) A quorum of the Commission shall consist of a
majority of the members, except that the Commission
may establish a lower number as a quorum for the
purpose of taking testimony. The Commission is au-
thorized to establish such committees and delegate
such authority to them as may be necessary to carry
out its functions. Each member of the Commission, in-
cluding the Chairman, shall have equal responsibility
and authority in all decisions and actions of the Com-
mission, shall have full access to all information neces-
sary to the performance of their functions, and shall
have one vote. Action of the Commission shall be de-
termined by a majority vote of the members present.
The Chairman (or a member designated by the Chair-
man to be acting Chairman) shall be the official
spokesman of the Commission in its relations with the
Congress, Government agencies, other persons, and
the public, and, on behalf of the Commission, shall see
to the faithful execution of the administrative policies
and decisions of the Commission, and shall report
thereon to the Commission from time to time or as
the Commission may direct.

*(53(A) Whenever the Commission submits any
budget estimate or request to the President or the
Office of Management and Budget, it shall concur-
rently transmit a copy of that request to Congress.

“(B) Whenever the Commission submits any legisla-
tive recommendations, or testimony, or comments on
legislation to the President or Office of Management
and Budget., it shall concurrently transmit a copy
thereof to the Congress. No officer or agency of the
United States shall have any authority to require the
Commission to submit its legislative recommendations,
or testimony, or comments on legislation, to any offi-
cer or agency of the United States for approval, com-
ments, or review, prior to the submission of such rec-
ommendations, testimony, or comments to the Con-
gress.

*“(b) The Commission shall—

(1) make a study of the data banks, automated
data processing programs, and information systems
of governmental, regional, and private organizations,
in order to determine the standards and procedures
in force for the protection of personal information;
and

*(2) recommend to the President and the Congress
the extent, if any, to which the requirements and
principles of section 552a of title 5, United States
Code should be applied to the information practices
of those organizations by legislation, administrative
action, or voluntary adoption of such requirements
and principles, and report on such other legislative
recommendations as it may determine to be neces-
sary to protect the privacy of individuals while meet-
ing the legitimate needs of government and society
for information.

“(¢X1) In the course of conducting the study re-
quired under subsection (b)(1) of this section, and in
its reports thereon, the Commission may research, ex-
amine, and analyze—

“(A) interstate transfer of information about indi-
viduals that is undertaken through manual files or
by computer or other electronic or telecommunica-
tions means;

“(B) data banks and information programs and
systems the operation of which significantly or sub-
stantially affect the enjoyment of the privacy and
other personal and property rights of individuals;

“(C) the use of social security numbers, license
plate numbers, universal identifiers, and other sym-
bols to identify individuals in data banks and to gain
access to, integrate, or centralize information sys-
tems and files; and

(D) the matching and analysis of statistical data,
such as Federal census data, with other sources of
personal data, such as automobile registries and tele-
phone directories, in order to reconstruct individual
responses to statistical questionnaires for commer-
cial or other purposes, in a way which results in a
violation of the implied or explicitly recognized con-
fidentiality of such information.

“(2)(A) The Commission may include in its examina-
ticn personal information activities in the following
areas: medical; insurance; education; employment and
personnel; credit, banking and financial institutions;
credit bureaus; the commercial reporting industry;
cable television and other telecommunications media;
travel, hotel and entertainment reservations; and elec-
tronic check processing.

“(B) The Commission shall include in its examina-
tion a study of—

“(i) whether a person engaged in interstate com-
merce who maintains a mailing list should be re-
quired to remove an individual’s name and address
from such list upon request of that individual;

“(ii) whether the Internal Revenue Service should
be prohibited from transferring individually indenti-
fiable (sic] data to other agencies and to agencies of
State governments;

“(iii) whether the Federal Government should be
liable for general damages incurred by an individual
as the result of a willful or intentional violation of
the provisions of sections 552a(g)(1XC) or (D) of
title 5, United States Code; and

“(iv) whether and how the standards for security
and confidentiality of records required under section
552a(e)(10) of such title should be applied when a
record is disclosed to a person other than an agency.
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“(C) The Commission may study such other person-
al information activities nece ~~ry to carry out the
congressional policy embodied 1 his Act [this section
and notes hereunder]. except that the Commission
shall not investigai2 information systems maintained
by religious organizations.

“(3) In conducting such study,
shall—

“(A) determine what aws, Executive orders, regu-
lations. directives, anc iudicial decisions govern the
activities under study : the externit to which they
are consistent with the *;5 »f privacy, due process
of law, and other guarantecs in the Constitution:

“(R) determine to what extent governmental and
private information systems affect Federal-State re-
lations or the principle of separation cf powers;

“(C) exsmine the standards and criteria governing
programs, policies, and practices relating to the col-
lection, soliciting. processing, use, access, integra-
tion. disseimation, and transmission of personal in-
formatior nid

“M) to the ooximuim wxient practicable, collect
MG atze findings, reports, studies, hearing tran-
seripts, and recommendations of governmental, legis-
lative and private bodies. institutions, organizations,
and individuals which pertain to the problems under
study by the Commission.

“(d) In addition to its other functions the Commis-
sion may—

(1) request assistance of the heads of appropriate
i*p~  meats, agencies, and instrumentalities of the
Fed.:.al Government, of State and local govern-
ments, and other persons in carrying out its func-
tions under this Act;

*(2) upon request, assict Federal agencies in com-
plying with the requirements of section §52a of title
5, United States Code;

“(3) determine what specific categories of informa-
tion, the collection of which would violate an
individual's right of privacy, should be prohibited by
statute from collection by Federal agencies; and

“(4) upon request, prepare model legislation for
use by State and local governments in establishing
procedures for handling. maintaining, and dissemi-
nating personal information at the State and local
1evr’ and provide such technical assistance to State
2nd local governments as they may require in the
preparation and implementation of such legislation.
“(e)1) The Commission may, in carrying out its

functions under this section, conduct such inspections,
sit and act at such times and places, hold such hear-
ings, take such testimony, reguire by subpena the at-
tendance of such witnesses and the production of such
books, records, papers. correspondence, and docu-
ments. administer such oaths, have such printing and
binding done. and make such expenditures as the
Commission deems advisable. A subpena shall be
issued only upon an affirmative vote of a majority of
all members of the Commissicn. Subpenas shall be
issued under the signature of the Chairman or any
member of the Commission designated by the Chair-
man and shall be served by any person designated by
the Chairman or any such member. Any member of
the Commission may administer caths or affirmations
to witnesses appearing before the Commission.

“(2)(A) Each department, agency, and instrumental-
ity of the executive branch of the C»overnment is au-
thorized to furnish to the Commission. upon request
made by the Chairman, such information, data, re-
ports and such other assistance as the Commission
deems necessary to carry out its functions under this
section. Whenever the head of any such department,
agency, or instrumentality, submits a report pursuant
to section 552a¢o; of title 5, United States Code, a copy
of such report shall be transmitted to the Commission.

“(B) In carrying out its functicns and exercising its
powers under this section, the Co>mmission may accept
from any such department. agency, independent in-
strumentality, or other person any individually inden-
tifiable [sic) data if such data is necessary to carry out
such powers and functions. In any case in which the

the Commission
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Commission accepts any such information, it shall
assure that the information is used only for the pur-
pose for which it is provided, and upon completion of
that purpose such information shall be destroyed or
returned to such department, agency, independent in-
strumentality, or person from which it is obtained, as
appropriate.

“(3» The Commission shall have the power to—

“(A) appoint and fix the compensation of an ex-
ecutive director, and such additional staff personnel
4S5 may be necessary, without regard to the provi-
sions of title §, United States Code, governing ap-
pointments in the competitive service, and without
regard to chapter 51 and subchapter IIT of chapter
53 of such title relating to classification and General
Schedule pay rates, but at rates not in excess of the
maximum rate for GS-18 of the General Schedule
under section 5332 of such title; and

“(B; procure temporary and intermittent services
v the same extent as is authorized by section 3109
+f title 5, United States Code.

i'he Commission may delegate any of its functions to
such personnel of the Commission as the Commission
may designate and may authorize such successive re-
deicgations of such functions as it may deem desirable.

*(4) The Commission is authorized—

“(A) to adopt, amend, ar.d repeal rules and regula-
tions governing the manner of its operations, organi-
zation, and personnel;

“(B) to enter into contracts ¢r other arrangements
or modifications thereof, with any government, any
department, agency, or independent instrumentality
of the United States, or with any person, firm, asso-
ciation, or corporation, and such contracts or other
arrangements, or modifications thereof, may be en-
tered into without legal consideration, without per-
formance or other bonds, and without regard to sec-
tion 3709 of the Revised Statutes, as amended (41
U.8.C. 5);

“(C) to make acvance, progress, and other pay-
ments which the Commission deems necessary under
this Act without regard to the provisions of section
3648 of the Revised Statutes, as amended (31 U.S.C.
529); and

“(D) to take such other action as may be necessary
to carry out its functions under this section.

“(f)(1) Each member of the Commission who is an
officer or employee of the United States shall serve
without additional compensation, but shall continue
to receive the salary of his regular position when en-
gaged in the performance of the duties vested in the
Commission.

*(2) A member of the Commission other than one to
whom paragraph (1) applies shall receive per diem at
the maximum daily rate for GS-18 of the General
Schedule when engaged in the actual performance of
the duties vested in the Commission.

“(3) All members of the Commission shall be reim-
bursed for travel, subsistence, and other necessary ex-
penses incurred by them in the performance of the
duties vested in the Commission.

*(g) The Commission shall, from time to time, and
in an annual report, report to the President and the
Congress on its activities in carrying out the provisions
of this section. The Commission shall make a final
-~port to the President and to the Congress on its
~nidings pursuant to the study required to be made
u’ der subsection (b)1) of this section not later than
t+ s vears from the date on which all of the members
o1 ..« Commission are appointed. The Commission
shili cease to exist thirty days after the date on which
its final report is submitted to the President and the
Ccorgress.

h)X1) Any member, officer, or employee of the

Co.amission, who by virtue of his employment or offi-
cia. position, has possession of, or access to, agency re-
ccrds which contain individually identifiable informa-
tion the disclosure of which is prohibited by the sec-
tion. and who knowing that disclosure of the specific
material is so prohibited, willfully discloses the mate-
ria! in any manner to any person or agency not enti-
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tled to receive it, shall be guilty of a misdemeanor and
fined not more than $5,000.

“(2) Any person who knowingly and willfully re-
quests or obtains any record concerning an individual
from the Commission under false pretenses shall be
guilty of a misdemeanor and fined not more than
$5,000.”

GUIDELINES AND REGULATIONS FOR MAINTENANCE OF
PRIVACY AND PROTECTION OF RECORDS OF INDIVIDUALS

Section 6 of Pub. L. 93-579 provided that:
“The Office of Management and Budget shall—

»(1) develop guidelines and regulations for the use
of agencies in implementing the provisions of section
552a of title 5, United States Code, as added by sec-
tion 3 of this Act; and

*(2) provide continuing assistance to and oversight
of the implementation of the provisions of such sec-
tion by agencies.”

DISCLOSURE OF SOCIAL SECURITY NUMBER

Section 7 of Pub. L. 93-579 provided that:

“(a)(1) It shall be unlawful for any Federal, State or
local government agency to deny to any individual any
right, benefit, or privilege provided by law because of
such individual's refusal to disclose his social security
account number.

*(2) The provisions of paragraph (1) of this subsec-
tion shall not apply with respect to—

“(A) any disclosure which is required by Federal
statute, or
*(B) the disclosure of a social security number to

any Federal, State, or local agency maintaining a

system of records in existence and operating before

January 1, 1975, if such disclosure was required

under statute or regulation adopted prior to such

date to verify the identity of an individual.

*(b) Any Federal, State, or local government agency
which requests an individual to disclose his social secu-
rity account number shall inform that individual
whether that disclosure is mandatory or voluntary. by
what statutory or other authority such number is so-
licited, and what uses will be made of it.”

AUTHORIZATION OF APPROPRIATIONS TO PRIVACY
PROTECTION STUDY COMMISSION

Section 9 of Pub. L. 93-579, as amended by Pub. L.
94-394, Sept. 3, 1976, 90 Stat. 1198, provided that:
“There is authorized to be appropriated, without fiscal
year limitation only to such extent or in such amounts
as are provided in appropriation Acts, the sum of
$2,000,000 to carry out the provisions of section 5 of
this Act [set out as a note abovel for the period begin-
ning July 1, 1975, and ending on September 30, 1977."

SECTION REFERRED TO IN OTHER SECTIONS

This section is referred to in section 552b of this
title; title 26 section 6103; title 42 section 3525; title 44
section 2906.
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(Confidentiality Section) —-- 26 U.S.C. 6103

Tax Reform Act of 1976

[Code Sec. 6103]

“SEC. 6103. CONFIDENTIALITY AND DISCLOSURE OF RETURNS AND
EETURN INFORMATION.

“(a) GENErAL Ruii-—Keturas and return informatior .=:il be confidential, and except
>~ .athorized by this title—

“(1) no officer or employee of the United States,

“(2) no officer or employee of any State or of any lecal <hild support enforcement
agency who has or had access to returns or return information under this sectic = and

“(3) no other person (or officer or employee thereof) who has or had acce:zs o
returns or return information under subsection (e)(1)(D)(iii) or subsection (n),

" disel~se any return or return information obtained by him in any manrer in connez-
tion with iis service as such an officer or an employee or otherwise or under the provisions
of this section. For purposes of this subsection, the term ‘officer or employee’ includes a
former officer or employee.

“(b) DerNiTIONS.—For purposes of this section—

“(1) ReTurRN.—The term ‘return’ means any tax or information retum, declaration
of estimated tax, or claim for refund required by, or prcvided for or permitted under,
the provisions of this title which is filed with the Secretary by, on "<half of, or
with respect to any person, and any amendment or supplement there! - including
supporting schedules, attachments, or lists which are supplemental to, or sar! of, the
return so filed.

§ 1535 Act Sec. 1201(e)
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“(2) ReETURN INFORMATION.—The term ‘return information’ means—

“(A) a taxpayer’s identity, the nature, source, or amount of his income,
payments, receipts, deductions, exemptions, credits, assets, liabilities, net worth,
tax liability, tax withheld, deficiencies, overassessments, or tax payments, whether
the taxpayer's return was, is being, or will be examined or subject to other
investigation or processing, or any other data, received by, recorded by, prepared
by, furnished to, or collected by the Secretary with respect to a return or with
respect to the determination of the existence, or possible existence, of hability
(or the amount thereof) of any person under this title for any tax, penalty,
interest, fine, forfeiture, or other imposition, or offense, and

“(B) any part of any written determination or any background file docu-
ment relating to such written determination (as such terms are defined in section
6110(b)) which is not open to public inspection under section 6110,

but such term does not include data in a form which cannot be associated with, or
otherwise identify, directly or indirectly, a particular taxpayer.

“(3) TAXPAYER RETURN INFORMATION.—The term ‘taxpayer return information’
means return information as defined in paragraph (2) which is filed with, or furnish.ed
to, the Secretary by or on behalf of the taxpayer to whom such return information
relates.

“(4) TaX ADMINISTRATION.—The term ‘tax administration’—
“(A) means—

“(i) the administration, management, conduct, direction, and supervision
of the execution and application of the internal revenue laws or related
statutes (or equivalent laws and statutes of a State) and tax conventions to
which the United States is a party, and

“(ii) the development and formulation of Federal tax policy relating to
existing or proposed internal revenue laws, related statutes, and tax conven-
tions, and

“(B) includes assessment, collection, enforcement, litigation, publication, and
statistical gathering functions under such laws, statutes, or conventions.

“(5) StaTE—The term ‘State’ means any of the 50 States, the District of Columbia,
the Commonwealth of Puerto Rico, the Virgin Islands, the Canal Zone, Guam, American
Samoa, the Commonwealth of the Northern Mariana Islands, and the Trust Territory
of the Pacific Islands.

“(6) TAXPAYER IDENTITY.—The term ‘taxpaver identity’ means the name of a person
with respect to whom a return is filed, his mailing address, his taxpayer identifying
number (as described in section 6109), or a combination thereof.

“(7) InspectioN.—The terms ‘inspected’ and ‘inspection’ mean any examination of a
return or return information,

“(8) DiscLosure.—The term ‘disclosure’ means the making known to any person in
any manner whatever a return or return information.

“(9) FepEraL AGENCY.—The term ‘Federal agency’ means an agency within the
meaning of section 551(1) of title 5, United States Code.

“(c) DiscLosURE oF RETURNS AND RETURN INFORMATION TO DESIGNEE OF TAXPAYER.—
The Secretary may, subject to such requirements and conditions as he may prescribe by
regulations, disclose the return of any taxpayer, or return information with respect to such
taxpayer, to such person or persons as the taxpayer may designate in a written request
for or consent to such disclosure, or to any other person at the taxpayer’s request
to the extent necessary to comply with a request for information or assistance made by
the taxpayer to such other person. However, return information shall not be disclosed
to such person or persons if the Secretary determines that such disclosure would seriously
impair Federal tax administration.

Act Sec. 1202(a) 11536
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“(d) DrscLosure 10 STATE TAX OFFICIALS.—Returns 2 4 return information with respect
to taxes imposed by chapters 1, 2, 6, 11, 12, 21, 23, 24, 44, 51, and 52 and subchapter D of
chapter 36, shall be open to inspection by or discicsure to any State agency, body, or
commission, or its lc¢zal representative, which is charged under the laws of such State
with responsibility for :3e administration of State tax laws for the purpose of, and only
to the extent necessary in, the administration of such laws, including any procedures
with respect to locating any person who may be entitled to a refund. Such inspection
shall be permitted, or such disclosure made, only upon written request by the head of
such agency, body, or commission, and only to the representatives of such agency, body,
or commission designated in such written request as the individuals who are to inspect
or to receive the return or return information on behalf of such agency, body, or com-
mission. Such representatives shall not include asy individual who is the chief executive
officer of - sch State or who is neither an employee - ° ~al representative of such agency,
body, or corzmission nor a person described in st scction (n). However, such return
intforation shail not be disclosed to the extent thet e Secretary determines that such
disclosure would identify a confidential informant or : . “~usly impair any civil or criminal
tax investigation.

“(e) DiscLosUre 170 PERsONs HAVING MATERIAL INTEREST.—

“(1) IN GENERAL.—The return of a person shall, upon written request, be open to
inspection by or disclosure to—

“(A) in the case of the return of an individual—
“(i) that individual,

“(it) if property transferred by that individual to a trust is sold or ex-
changed in a transaction described in section 644, the trustee or trustees,
jointly or separately, of such trust to the extent necessary to ascertain any
amount of tax imposed upon the trust by section 644, or

“(i1i) the spouse of that individual if the individual and s .ich spouse have
signified their consent to consider a gift reported on such return 2s made one-

half by him and one-half by the spouse pursuant to the provizicns of section
2513;

“(B) in the case of an income tax return filed jointly, either of the individuals
with respect to whom the return is filed;

“(C) in the case of the return of a partnership, any person who was a member
of such partnership during any part of the pericd covered by the return;

“(D) in the case of the return of a corporation or a subsidiary thereof—

“(i) any person designated Ly resolution of its board of directors or
other similar governing body,

“(ii) any officer or employee ¢f such corporation upon written request
signed by any principal officer and attested to by the secretary or other officer,

_“(iii) any bona fide shareholder of record owning 1 percent or more of
the outstanding stock of such corporation,

“(iv) if the corporation was a foreign personal holding company, as defined
by section 552, any person who was a shareholder during any part of a period
covered by such return if with respect to that period, or any part thereof,
such shareholder was required under section S50 to include in his gross
income undistributed foreign personal hoi<.ng company income of such company,

“(v) if the corporation was an electi~y small business corporation under
subchapter S of chapter 1, any person who as a shareholder during any part
of the period covered by such return duzi:  vhich an election was in effect,
or

“(vi) if the corporation has been dissclved, any person authorized by
applicable State law to act for the corporatiot. or any person who the Secretary

9 1536 Act Sec. 1202(a)
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finds to have a material interost which will be affected by information con-
tained therein;

“(E) in the case of the return of an estate—
“(i) the administrator, executor, or trustee of such estate, and

“(ii) any heir at law, next of kin, or beneficiary under the will, of the
decedent, but only if the Secretary finds that such heir at law, next of kin, or
beneficiary has a material interest which will be affected by information con-
tained therein; and

“(F) in the case of the return of a trust—
“(i) the trustee or trustees, jointly or separately, and

“(ii) any beneficiary of such trust, but only if the Secretary finds that
such beneficiary has a material interest which will be affected by information
contained therein.

#(2) INncoMPETENCY.—If an individual described in paragraph (1) is legaily in-
competent, the applicable return shall, upon written request, be open to inspection
by or disclosure to the committee, trustee, or guardian of his estate.

“(3) DECEASED INDIVIDUALS.—The return of a decedent shall, upon written request,
be open to inspection by or disclosure to—

“(A) the administrator, executor, or trustee of his estate, and

“(B) any heir at law, next of kin, or beneficiary under the will, of such de-
cedent, or 2 donee of property, but only if the Secretary finds that such heir
at law, next of kin, beneficiary, or donee has a material interest which will be
affected by information contained therein,

“(4) BaxkrUpTCY.~—If substantially all of the property of the person with respect
to whom the return is filed is in the hands of a trustee in bankruptcy or receiver, such
return or returns for prior years of such person shall, upon written request, be open
to inspection by or disclosure to such trustee or receiver, but only if the Secretary
finds that such receiver or trustee, in his fiduciary capacity, has a material interest
which will be affected by information contained therein.

“(5) ATTORNEY IN FACT.—Any return to which this subsection applies shall, upon
written request, also be open to inspection by or disclosure to the attorney in fact duly
authorized in writing by any of the persons described in paragraph (1), (2), (3), or
(4) to inspect the return or receive the information on his behalf, subject to the con-
ditions provided in such paragraphs.

“(6) RETURN INFORMATION.—Return information with respect to any taxpayer may
be open to inspection by or disclosure to any person authorized by this subsection to
inspect any return of such taxpayer if the Secretary determines that such disclosure
would not seriously impair Federal tax administration.

“(f) DiscLosure T0 CoMMITTEFS OF CONGRESS.—

“(1) COMMITTEE ON WAYS AND MEANS, COMMITTEE ON FINANCE, AND JOINT COM-
MITTEE ON TAXATION.—UJpon written request from the chairman of the Committee on Ways
and Means of the House of Representatives, the chairman of the Committee on Fi-
nance of the Senate, or the chairman of the Joint Committee on Taxation, the Secre-
tary shall furnish such committee with any return or return information specified in
such request, except that any return or return information which can be associated
with, or otherwise identify, directly or indirectly, a particular taxpayer shall be
furnished to such committee only when sitting in closed executive session unless such
taxpayer otherwise consents in writing to such disclosure.

“(2) (;msr OF STAFF OF JOINT COMMITTEE ON TAXATION.—Upon written request
by the Chief of Staff of the Joint Committee on Taxation, the Secretary shall fur-
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nish him with any return or return information sp~:ified in such request. Such Chief
of Staff may submit such return or return inforiration to any committee described
in paragraph (1}, except that any return or return information which can be asso-
ciated with, or sctherwise identify, direcily or indirectly, a particular taxpayer shall
be furnished to such committee only when sitting in closed executive session unless
such taxpayer otherwise consents in writing to such disclosure.

“(3) OTHER COMMITTEES.—Pursuant to an action by, and upon written request by
the chairman of, a committee of the Senate or the House of Representatives (other
than a committee specified in paragraph (1)) specially authorized to inspect any
return or return information by a resolution of the Senate or the House of
Representatives or, in the case of a joint committee {other than the joint committee
specified in paragraph (1)), by concurrent re¢-lution, the Secretary shall furnish such
comimitter, or a dulv authorized and designa: - sbcommittee thereof, sitting in closed
executive scision, with any return or return in:.-mation which such resolution authorizes
the committee or subcommittee to inspect. Ay resolution described in this paragraph
shall specify the purpose for which the retur: or return informaticn is to be fur-
nished and that such information cannot reasonably he obtained from arv ctiier source.

“(4) AGENTS OF COMMITTEES AND SUBMISSION OF INFORMATION TO SEN:TE OR HOUSE
OF REPRESENTATIVES.—

“(A) COMMITTEES DESCRIBED IN PARAGRAPH {1).—Any committee described in
paragraph (1) or the Chief of Staff of the Joint Committee on Taxation shall have
the authority, acting directly, or by or through such examiners or agents as the
chairman of such committee or such chief of staff rmay desigrate or appoint,
to inspect returns and return information at such time and in such manner as
may be determined by such chairman or chief of staf. Any return or return
information obtained by or on behalf of such committee purwant to the provisions
of this subsection may be submitted by the committee t¢ the Senate or the
House of Representatives, or to both. The Joint Committ¢ or Taxation may
also submit such return or return information to any other «m: :ittee described
in paragraph (1), except that any return or return informatic: -vhich can be
associated with, or otherwise identify, directly or indirectly, a particular taxpayer
shall be furnished to such committee only when sitting in closed exccutive session
unless such taxpayer otherwise consents in writing to such disclosure,

“(B) OTHER COMMITTEES.—Any committee or subcommittee described in
paragraph (3) shall have the right, acting directly, or by or through no more
than four examiners or agents, dasignated or appointed in writing in equal
numbers by the chairman and ranking minority member of such committee or
subcommittee, to inspect returns and return information at such time and in such
manner as may be determined by such chairman and ranking minority member. Any
return or return information obtained by or on behalf of such committee or
subcommittee pursuant to the provisions of this subsection may be submitted
by the committee to the Senate or the House of Representatives, or to both,
except thit any return or return information which can be associated with, or
otherwise identify, directly or indirectly, a particular taxpayer, shall be furnished
to the Senate or the House of Representatives only when sitting in closed executive
session unless such taxpayer otherwise consents in writing to such disclosure.

“(g) Discrosure To PresipENT AND CERTAI™ OTHER PERsonNs.—

“(1) I~ cENeraL.—Upon written req:.:t by the President, signed by him
personally, the Secretary shall furnish to the “resident, or to such employee or =m-
ployees of the White Houwe Office as the Pro -lent may designate by name in such
request, a return or return information with r~ »cct to any taxpayer named in such
request. Any such request shail state—

“(A) the name and address of the taxpryer whose return or return informa-
tion is to be disclosed,

11536 Act Sec. 1202(a)



CRS-67

Tax Reform Act of 1976 1253

“(B) the kind of return or return information which is to be disclosed,

“(C) the taxable period or periods covered by such return or return informa-
tion, and

“(D) the specific reason why the inspection or disclosure is requested.

“(2) DISCLOSURE OF RETURN INFORMATION AS TO PRESIDENTIAL APPOINTEES AND
CERTAIN OTHER FEDERAL GOVERNMENT APPOINTEES~—The Secretary may disclose to a
duly authorized representative of the Executive Office of the President or to the head
of any Federal agency, upon written request by the President or head of such
agency, or to the Federal Bureau of Investigation on behalf of and upon the written
request by the President or such head, return information with respect to an individ-
val who is designated as being under consideration for appointment to a position in
the executive or judicial branch of the Federal Government. Such return information
shall be limited to whether such an individual—

“(A) has filed returns with respect to the taxes imposed under chapter 1
for not more than the immediately preceding 3 years;

“(B) has failed to pay any tax within 10 days after notice and demand, or
has been assessed any penalty under this title for negligence, in the current year
or immediately preceding 3 years; .

“(C) has been or is under investigation for possible criminal offenses under
the internal revenue laws and the results of any such investigation; or

“(D) has been assessed any civil penalty under this title for fraud.

Within 3 days of the receipt of any request for any return information with respect
to any individual under this paragraph, the Secretary shall notify such individual in
writing that such information has been requested under the provisions of this para-
graph.

“(3) RESTRICTION ON DISCLOSURE.—The employees to whom returns and return
information are disclosed under this subsection shall not disclose such returns and
return information to any other person except the President or the head of such
agency without the personal written direction of the President or the head of such
agency.

“(4) RESTRICTION ON DISCLOSURE TO CERTAIN EMPLOYEES.—Disclosure of returns
and return information under this subsection shall not be made to any employee
whose annual rate of basic pay is less than the annual rate of basic pay specified for
positions subject to section 5316 of title 5, United States Code.

“(5) REPORTING REQUIREMENTS.—Within 30 days after the close of each calender
quarter, the President and the head of any agency requesting returns and. return
information under this subsection shall each file a report with the Joint Committee
on Taxation setting forth the taxpavers with respect to whom such requests were
made during such quarter under this subsection, the returns or return information
involved, and the reasons for such requests. The President shall not be required to
report on any request for returns and return information pertaining to an individual
who was an officer or employee of the executive branch of the Federal Government
at the time such request was made. Reports filed pursuant to this paragraph shall
not be disclosed unless the Joint Committee on Taxation determines that disclosure
thereof (including identifying details) would be in the national interest. Such reports
shall be maintained by the Joint Committee on Taxation for a period not exceeding
2 years unless, within such period, the Joint Committee on Taxation determines that
a disclosure to the Congress is necessary.

“(h) DiscLosure 10 CERTAIN FEDERAL OFFICERS AND EMPLOYEES FOR PURPOSES oF TAX
ADMINISTRATION, ETC.—

) “(1) DEPARTMENT OF THE TREASURY.—Returns and return information shall, without
written request, be open to inspection by or disclosure to officers and employees of the
Department of the Treasury whose official duties require such inspection or disclosure
for tax administration purposes.
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“(2) DEPARTMENT OF JUSTICE—A return or return information shall be open to
inspection by or disclosure to attorneys of the Department of Justice (including United
States attorneys) personally ard directly engaged in, and solely for their use in, pre-
paration for any proceeding for investigation which may result in such a proceeding)
hefore a Federal grand jury ot any Federal or State court in a matter involving tax
administration, but only if—

“(A) the taxpayer is or may be a party to such proceeding;

“(B) the treatment of an item reflected on such return is or may be related
to the resolution of an issue in the proceeding or investigation; or

“(C) such return or return information relates or may relate to a trapsac-
tional relation ":ip hetwecn a person who is or may be a party to the proceeding
and the taxpaycr v.uich affects, or may affect, the resolution of an issue in such
re~eadi ¢ or invesiigation,

“{3) ForM oF REQUEST.—In any case in which the Secretary is authorized to disclose
~sturn or return information io the Department of Justice pursuant to the provisions of
5 subsection— .

“(A) if the Secretary has referred the case to the Department of Justice, or if
cceeding is authorized by subchapter B of chapter 76, the Secretary may make

iw.' »sure on his own motion, or
.7 .{ the Secretary receives a written request from the Attormey General, the
Depiity Attorney General, or an Assistant Attorney General, for a return of, or retumn
informat.on relating to, a person named in such request and setting forth the need for
the disclosure, the Secretary shall disclose return or return the information so requested.

“(4) DISCLOSURE IN JUDICIAL AND ADMINISTRATIVE TAX PROCEEDINGS.—A return or
return information may be disclosed in a Federal or State judicial or administrative pro-
ceeding pertaining to tax administration, but only—

“(A) if the taxpayer is a party to such proceeding;

“(B) if the treatment of an item reflected on such return is directly related to the
resolution of an issue in the proceeding;

“(C) if such return or return information directly relates to a transactional rela-
tionship “etween a person who is a party to the proceeding and the taxpayer which
directly affects the resolution of an issue in the proceeding; or

“({D) to the extent required by order of a court pursuant to section 3500 of title
18, United States Code, or rule 16 of the Federal Rules of Criminal Procedure,
such court being authorized in the issuance of such order to give due considera-
tion to congressional policy favoring the confidentiality of returns and return
information as set forth in this title.

However, such return or return information shall not be disclosed as provided in subpara-
graph (A), (B), or (C) if the Secretary determines that such disclosure would identify
a confidential informant or seriously impair a dvil or criminal tax investigation.

“(5) PROSPECTIVE JURORS.—In connection with any judicial proceeding described in
paragraph (4) to which the United States is a party, the Secretary shall respond to
a written inquiry from an attorney of the Department of Justice (including a United States
attorney) involved in such proceeding or any person (or his legal representative) who is a
party to such proceeding as to whether an individual who is a prospective juror in such
proceeding has or has not been the subject of any audit or o her tax investigation. by the
Internal Revenue Service. The Secretary shall limit such resonse to an affirmative or
negative reply to such inquiry.

“(i) DiscLosURE To Feperal OFFICERS OR EMPLOYEES FOR ADM:VISTRATION OF FEDERAL
LAws Nor RELATING TO TAX ADMINISTRATION.—
“(1) NONTAX CRIMINAL INVESTIGATION.—

“(A) INFORMATION FROM TAXPAYER—A return or taxpayer return information
shall, pursuant to, and upon the grant of, an ex parte order by a Federal district
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court judge as providc. oy imis paragraph, bo open, but only to the extent neces-
sary as provided in such order, to officers and employees of a Federal agency
personally and directly engaged in and solely for their use in, preparation for
any administrative or judicial proceeding (or investigation which may result in
such a proceeding) pertaining to the enforcement of a specifically designated
Federal criminal statute (not involving tax administration) to which the United
States or such agency is or may be a party.

“(B) APPLICATION FOR ORDER.—The head of any Federal agency described in sub-
paragraph (A) or, in the case of the Department of Justice, the Attorney General,
the Deputy Attorney General, or an Assistant Attorney General, may authorize an
application to a Federal district court judge for the order referred to in subparagraph
(A). Upon such application, such judge may grant such order if he determines on the
basis of the facts submitted by the applicant that—

“(i) there is reasonable cause to believe, based upon information believed tc
be reliable, that a specific criminal act has been committed ;

“(ii) there is reason to believe that such return or return information is
probative evidence of a matter in issue related to the commission of such criminal
act; and . .

“(iii) the information sought to be disclosed cannot reasonably be ob-
tained from any other source, unless it is determined that, notwithstanding
the reasonable availability of the information from another source, the return
or return information sought constitutes the most probative evidence of a
matter in issue relating to the commission of such criminal act.

However, the Secretary shall not disclose any return or return information under
this paragraph if he determines and certifies to the court that such disclosure would
identify a confidential informant or seriously impair a civil or criminal tax
investigation,

“(2) RETURN INFORMATION OTHER THAN TAXPAYER RETURN INFORMATION.—Upon writ-
ten request from the head of a Federal agency described in paragraph (1) (A), or in the
case of the Department of Justice, the Attorney General, the Deputy. Attorney General, or an
Assistant Attorney General, the Secretary shall disclose return information (other
than taxpayer return information) to officers and employees of such agency personally
and directly engaged in, and solely for their use in, preparation for any administrative or
judicial proceeding (or investigation which may result in such a proceeding) described
in paragraph (1)(A). Such request shall set forth—

“(A) the name and address of the taxpayer with respect to whom such return
information relates;

“(B) the taxable period or periods to which the return information relates;

“(C) the statutory authority under which the proceeding or investigation is
being conducted; and

“(D) the specific reason or reasons why such disclosure is or may be
material to the proceeding or investigation.
However, the Secretary shall not disclose any return or return information under this
paragraph if he determines that such disclosure would identify a confidential inform-
ant or seriously impair a civil or criminal tax investigation.

“(3) DISCLOSURE OF RETURN INFORMATION CONCERNING POSSIBLE CRIMINAL ACTIVITIES.—
The Secretary may disclose in writing return information, other than taxpayer return
information, which may constitute evidence of a violation of Federal criminal laws to
the extent necessary to apprise the head of the appropriate Federal agency charged
with the responsibility for enforcing such laws.

“(4) USE IN JUDICIAL OR ADMINISTRATIVE PROCEEDING.—Any return or return infot-
mation obtained under paragraph (1), (2), or (3) may be entered into evidence in any
administrative or judicial proceeding pertaining to enforcement of a specifically designated
Federal criminal statute (not involving tax administration) to which the United States

Act Sec. 1202(a) 1 1536



CRS-70

1256 Tax Reform Act of 1976

or an agency described in paragraph (1)(A) is a party but, in the case of any return
or return information obtained under paragraph (1), only if the court finds that such
return or return information is probative of a matter in issue relevant in establish-
ing the commission of a crime or the guilt of a party. However, any return
or return information obtained under paragraph (1), (2), or (3) shall not be
admitted into evidence in such proceeding if the Secretary determines and notifies
the Attorney General or his delegate or the head of such agency that such admission
would identify a confidential informant or seriously impair a civil or criminal tax
investigation. The admission into evidence of any return or return information
contrary to the provisions of this paragraph shall not, as such, constitute reversible
error upon appeal of a judgment in such proceeding.

“(5) RENEGOTIATION OF CONTRACTS.—A return or return information with respect
to the tax imposed by chapter 1 upon a taxpayer subject to the provisions of the
Renegotiation Act of 1951 shall, upon request in writing by the Chairman of the
Renegotiation Board, be open to officers and employees of such board personally and
directly engaged in, and solely for their use in, verifying or analyzing financial informa-
tion required by such Act to be filed with, or otherwise disclosed to, the board, or to the
extent necessary to implement the provisions of section 1481 or 1482, The Chairman
of the Renegotiation Board may, upon referral of any matter with respect to such Act
to the Department of Justice for further legal action, disclose such return and return
information to any employee of such department charged with the responsibility for
handling such matters.

*(6) COMPTROLLER GENERAL.—

“(A) RETURNS AVAILABLE FOR INSPECTION.—Except as provided in subpara-
graph (B), upon written request by the Comptroller General of the United
States, returns and return information shall be open to inspection by, or disclosure
to, officers and employees of the General Accounting Office for the purpose of,
and to the extent necessary in, making—

“(i) an audit of the Internal Revenue Service or the Bureau of Alcohol,
Tobacco and Firearms which may be required by section 117 of the Budget
and Accounting Procedures Act of 1950 (31 U. S. C. 67), or

“(ii) any audit authorized by subsection (p)(6),

except that no such officer or employee shall, except to the extent authorized by
subsection (f) or (p)(6), disclose to any person, other than another officer or em-
ployee of such office whose official duties require such disclosure, any return or
return information described in section 4424(a) in a form which can be associ-
ated with, or otherwise identify, directly or indirectly, a particular taxpayer, nor
shall such officer or employee disclose any other return or return information,
except as otherwise expressly provided by law, to any person other than such
other officer or employee of such office in a form which can be associated
with, or otherwise identify, directly or indirectly, a particular taxpayer.

“(B) DISAPPROVAL BY JOINT COMMITTEE ON TAXATION.—Returns and return
information shall not be open to inspection or disclosed under subparagraph (A)
with respect to an audit—

“(i) unless the Comptroller General of the United States notifies in
writing the Joint Committee on Taxation of such audit, and

“(ii) if the Joint Committee on Taxation disapproves such audit by a
vote of at least two-thirds of its members within the 30-day period beginning
on the day the Joint Committee on Taxation receives such notice.

“(j) SrtaTisTicCAL USE.—
“(1) DEPARTMENT OF COMMERCE.—Upon request in writing by the Secretary of
Commerce, the Secretary shall furnish—

“(A) such returns, or return information reflected thereon, to officers and
employees of the Bureau of the Census, and

“(B) such return information reflected on returns of corporations to officers
and employees of the Bureau of Economic Analysis,
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as the Secretary may prescribe by regulation for the purpose qf, but only to the extent
necessary in, the structuring of censuses and national economic accounts and conduct-
ing related statistical activities authorized by law.

“(2) FEDERAL TRADE coMMissioN.~Upon request in 'writing by the Chairman of
the Federal Trade Commission, the Secretary shall furnish such return information
reflected on any return of a corporation with respect to the tax imposed by chapter 1
to officers and employees of the Division of Financial Statistics of the Bureau of Eco-
nomics of such commission as the Secretary may prescribe by regulation for the
purpose of, but only to the extent necessary in, administration by such division of
legally authorized economic surveys of corporations.

“(3) DEPARTMENT OF TREASURY.—Returns and return information shall be open to
inspection by or disclosure to officers and employees of the Department of the Treasury
whose official duties require such inspection or disclosure for the purpose of, but
only to the extent necessary in, preparing economic or financial forecasts, projections,
analyses, and statistical studies and conducting related activities. Such inspection
or disclosure shall be permitted only upon written request which sets forth the specific
reason or reasons why such inspection or disclosure is necessary and which is signed by the
head of the bureau or office of the Department of the Treasury requesting the inspec-
tion or disclosure, ’ ’

“(4) ANoNYMouUs FoRM.—No person who receives a return or return information under
this subsection shall disclose such return or return information to any person other
than the taxpayer to whom it relates except in a form which cannot be associated
with, or otherwise identify, directly or indirectly, a particular taxpayer.

“(k) DiscLosure oF CERTAIN RETURNsS AND RETURN INFORMATION FOR TAX ADMINISTRA-
PURPOSES.—

“(1) DISCLOSURE OF ACCEPTED OFFERS-IN-COMPROMISE.—Return information shall be
disclosed to members of the general public to the extent necessary to permit inspec-
tion of any accepted offer-in-compromise under section 7122 relating to the lability
for a tax imposed by this title.

“(2) DiISCLOSURE OF AMOUNT OF OUTSTANDING LIEN.—If a2 notice of lien has been
filed pursuant to section 6323(f), the amount of the outstanding obligation secured
by such lien may be disclosed to any person who furnishes satisfactory written evidence
that he has a right in the property subject to such lien or intends to obtain a right
in such property. .

“(3) DISCLOSURE OF RETURN INFORMATION TO CORRECT MISSTATEMENTS OF FACT.—The
Secretary may, but only following approval by the Joint Committee on Taxation,
disclose such return information or any other information with respect to any specific
taxpayer to the extent necessary for tax administration purposes to correct a mis-
statement of fact published or disclosed with respect to such taxpayer’'s return or
any transaction of the taxpayer with the Internal Revenue Service.

“(4) DISCLOSURE TO COMPETENT AUTHORITY UNDER INCOME TAX CONVENTION.—A return
or return information may be disclosed to a competent authority of a foreign govern-
ment which has an income tax convention with the United States but only to the
extent provided in, and subject to the terms and conditions of, such convention.

“(5) STATE AGENCIES REGULATING TAX RETURN PREPARERS.—Taxpayer identity infor-
mation with respect to a1y ‘ncome tax return preparer, and information as to whether or
not any penalty has bees. assessed against such income tax return preparer under section
6694, 6695, or 7216, may be furnished to any agency, body, or commission lawfully charged
under any State or local law with the licensing, registration, or regulation of income
tax return preparers. Such information may be furnished only upon written request
by the head of such agency, body, or commission designating the officers or employees
to whom such information is to be furnished. Information may be furnished and used
under this paragraph only for purposes of the licensing, registration, or regulation
of income tax return preparers. :
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*(6) DISCLOSURE RY INTERNAL REVENUE OFFICERS AND EMPLOYEES FOR INVESTIGATIVE
PURPOSES.—An internal revenue officer or employee may, in connection with his official
duties relating to any audit, collection activity, or civil or criminal tax investigation
or any other offense under the internal revenue laws, disclose return informa-
tion to the extent that such disclosure is necessary in cobtaining information, which
is not otherwise reasonably available, with respect to the correct determination of
tax, liability for tax, or the amount to be collected or with respect to the enforce-
ment of any other provision of this title. Such disclosures shall be made only in
such situations and under such conditions as the Secretary may prescribe by regulation.

“(1) DiscLosure oF RETURNs AND RETUR» INTORMATION FoR Purposes OtHer THAN
TAXx ADMINISTRATION.—

“{1) DISCLOSURE OF CERTAIN RETURNS AND RETURN INFORMATION TO SOCIAL SECURITY
ADMINISTRATION AND RAILROAD RETIREMENT BOARD.—The Secretary may, upon written
request, disclose returns and return information with respect to=—

. “(A) taxes imposed by chapters 2, 21, and 24, to the Social Security Admin-
istration for purposes of its administration of the Social Security Act;

“(B) a plan to which part I of subchapter D or chapter 1 applies, to the
Social Security Administration for purposes of carrying out its responsibility
under section 1131 of the Social Security Act, limited, however to return information
described in section 6057(d); and

“(C) taxes imposed by chapter 22, to the Railroad Retirement Board for
purposes of its administration of the Railroad Retirement Act.

*(2) DISCLOSURE OF RETURNS AND RETURN INFORMATION TO THE DEPARTMENT OF LABOR
AND PENSION BENEFIT GUARANTY CORPORATION.—The Secretary may, upon written request,
furnish returns and return information to the proper officers and employees of the
Department of Labor and the Pension Benefit Guaranty Corporation for purposes of,
but only to the extent necessary in, the administration of titles I and IV of the
Employee Retirement Income Security Act of 1974,

“(3) DISCLOSURE OF RETURNS AND RETURN INFORMATION TO PRIVACY PROTECTION STUDY
coMMISSION.—The Secretary may, upon written request, disclose returns and return
information to the Privacy Protection Study Commission, or to such members,
officers, or employees of such commission as may be named in such written request,
to the extent provided under section 5 of the Privacy Act of 1974.

“(4) DISCLOSURE OF RETURNS AND RETURN INFORMATION FOR USE IN PERSONNEL OR
CLAIMANT REPRESENTATIVE MATTERS.—The Secretary may disclose returns and return
information— ‘

“(A) upon written request—

“(i) to an employee or former employee of the Department of the Treasury,
or to the duly authorized legal representative of such employee or former
employee, who is or may be a party to any administrative action or proceeding
affecting the personnel rights of such employee or former employee; or

“(ii) to any person, or to the duly authorized legal representative of
such person, whose rights are or may be affected by an administrative action
or proceeding under section 3 of the Act of July 7, 1884 (23 Stat. 258;
31 U. S. C. 1026),

solely for use in the action or proceeding, or in preparation for the action or pro-
ceeding, but only to the extent that the Secretary determines that such returns or
return information is or may be relevant and material to the action or proceeding; or
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“(B) to officers and employees of the Department of the Treasury for use
in any action or proceeding described in subparagraph (A), or in preparation for
such action or proceeding, to the extent necessary to advance or protect the
interests of the United States.

“(5) DEPARTMENT OF HEALTH, EDUCATION, AND WELFARE-—Upon written request by
the Secretary of Health, Education, and Welfare, the Secretary may disclose informa-
tion returns filed pursuant to part I1I of subchapter A of chapter 61 of this subtitle
for the purpose of carrying out, in accordance with an agreement entered into pursuant
to section 232 of the Social Security Act, an effective return processing program.

“(6) DISCLOSURE OF RETURN INFORMATION TO FEDERAL, STATE, AND LOCAL CHILD SUPPORT
ENFORCEMENT AGENCIES.—

“(A) RETURN INFORMATION FROM INTERNAL REVENUE SERVICE—The Secretary
may, upon written request, disclose to the appropriate Federal, State, or local
child support enforcement agency— :

“(i) available return information from the master files of the Internal
Revenue Service relating to the address, filing status, arhounts and nature of
income, and the number of dependents reported on any return filed by, or
with respect to, any individual with respect to whom child support obligations
are sought to be established or enforced pursuant to the provisions of part
D of title IV of the Social Security Act and with respect to any individual
to whom such support obligations are owing, and

“(i1) available return information reflected on any return filed by, or with
respect to, any individual described in clause (i) relating to the amount of
such individual's gross income (as defined in section 61) or consisting of the
names and addresses of payors of such income and the names of any
dependents reported on such return, but only if such return information is
not reasonably available from any other source.

“(B) RESTRICTION ON DISCLOSURE.—The Secretary shall disclose return in-
formation under subparagraph (A) only for purposes of, and to the extent
necessary in, establishing and collecting child support obligations from, and
locating, individuals owing such obligations.

“(m) DiscLosure ofF TAXPAYER IDENTITY INFORMATION.—The Secretary is authorized—

“(1) to disclose taxpayer identity information to the press and other media

for purposes of notifying persons entitled to tax refunds when the Secretary,

after reasonable effort and lapse of time, has been unable to locate such per-
sons, and

“(2) upon written request, to disclose the mailing address of a taxpayer to
officers and employees of an agency personally and directly engaged in, and solely
for their use in, preparation for any administrative or judicial proceeding (or
investigation which may result in such a proceeding) pertaining to the collection
or compromise of a Federal claim against such taxpayer in accordance with the
provisions of section 3 of the Federal Claims Collection Act of 1966.

“(n) CerraiN OTHER PERsoNs.—Pursuant to regulations prescribed by the Secretary,
returns and return information may be disclosed to any person, including any person
described in section 7513(a), to the extent necessary in connection with the processing,
storage, transmission, and reproduction of such returns and return information, and the
programming, maintenance, repair, testing, and procurement of equipment, for purposes
of tax administration. .

“(0) DiscLosURE OF RETURNS AND RETURN INFORMATION WITH RESPECT To CERTAIN
TAXES.~— ’

“(1) TAXES IMPOSED BY SUBTITLE E~Returns and return information with respect
to taxes imposed by subtitle E (relating to taxes on alcohol, tobacco, and firearms)
shall be open to inspection by or disclosure to officers and employees of a Federal
agency whose official duties require such inspection or disclosure.

Act Sec. 1202(a) 1 1536
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“(2) TAXES IMPOSED BY CHAPTER 35.—Returns and return information with respect

to taxes imposed by chapter 35 (relating to taxes on wagering) shall, notwithstanding
any other provision of this section, be open to inspection by or disclosure only to such
person or persons and for such purpose or purposes as are prescribed by section 4424,

“(p) PROCEDURE AND RECORDKEEPING.—

“(1) MANNER, TIME, AND PLACE OF INSPECTIONS.—Requests for the inspection or

disclosure of a return or return information and such inspection or disclosure shall
be made in such manner and at such time and place as shall be prescribed by the
Secretary.

“(2) PROCEDURE -

“(A) REPRODUCTION OF RETURNS.—A reproduction or certified reproduction of a
return shall, upon written request, be furnished to any person to whom disclosure
or inspection of such return is authorized under this section. A reasonable fee
may be prescribed for furnishing such reproduction or certified reproduction.

“(B) DISCLOSURE OF RETURN INFORMATION.—Return information disclosed to any
person under the provisions of this title may be provided in the form of written
documents, reproductions of such documents, films or photoimpressions, or
electronically produced tapes, disks, or records, or by any other mode or means
which the Secretary determines necessary or appropriate, A reasonable fee may
be prescribed for furnishing such return information.

“(C) Use OF REPRODUCTIONS.~—Any reproduction of any return, document, or
other matter made in accordance with this paragraph shall have the same legal status
as the original, and any such reproduction shall, if properly authenticated, be
admissible in evidence in any judicial or administrative proceeding as if it were
the original, whether or not the original is in existence.

“(3) RECORDS OF INSPECTION AND DISCLOSURE.~

“(A) SYSTEM OF RECORDKEEPING.—Except as otherwise provided by this para-
graph, the Secretary shall maintain a permanent system of standardized records
or accountings of all requests for inspection or disclosure of returns and return
information (including the reasons for and dates of such requests) and of returns
and return information inspected or disclosed under this section. Notwithstanding
the provisions of section 552a(c) of title 5, United States Code, the Secretary
shall not be required to maintain a record or accounting of requests for inspec-
tion or disclosure of returns and return information, or of returns and return
information inspected or disclosed, under the authority of subsections (c), (e),
(h)(1), (3)(A), or (4), (I)(4) or (6)(A)(i), (k)(1), (2), or (6), ()(1) or (4)
(B) or (5), (m), or (n). The records or accountings required to be maintained under
this paragraph shall be available for examination by the Joint Committee on Taxation
or the Chief of Staff of such joint committee. Such record or accounting shall
also be available for examination by such person or persons as may be, but only
to the extent, authorized to make such examination under section 532a(c)(3) of
title 5, United States Code,

“(B) REPORT BY THE SECRETARY.—The Secretary shall, within 90 days after
the close of each calendar year, furnish to the Joint Committee on Taxation a
report with respect to, or summary of, the records or accountings described in
subparagraph (A) in such form and containing such information as such joint
committee or the Chief of Staff of such joint committee may designate. Such report
or summary shall not, however, include a record or accounting of any request by the
President under subsection (g) for, or the disclosure in response to such request of,
any return or return information with respect to any individual who, at the time of
such request, was an officer or employee of the executive branch of the Federal
Government. Such report or summary, or any part thereof, may be disclosed
by such joint committee to such persons and for such purposes as the joint com-
mittee may, by record vote of a majority of the members of the joint com-
mittee, determine.
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“(C) ¥usiLl k:PORT ON DISCLOSURES.—The Secretary shall, within 90 days
after the close of each calendar year, furnish to the Joint Committee on Taxation
for disclosure to the public a report with respect to the records or accounting
described in subparagraph (A) which—

“(i) provides with respect to each Federal agency, each agency, body,
or commission described in subsection (d) or (1)(3) or (6), and the General
Accounting Office the number of—

“(1) requests for disclosure of returns and return information,

“(I1) instances in which returns and return information were dis-
closed pursuant to such requests,

“(I1I) taxpayers whose returns, or return information with respect
to whom, were disclosed pursuant to such requests, and

“(ii) describes the general purposes for which such requests were made.

“(4) Sarecuarps.—Any Federal agency described in subsection (h)(2), ()(1),
(2) or (5), (H(1) or (2), (1), (2), or (5), or (o)(l) the General Accounting
Office, or any agency, body, or commission described in subsection (d) or (1)(3) or
(6) shall, as a condition for receiving returns or return information—

“(A) establish and maintain, to the satisfaction of the Secretary, a permanent
system of standardized records with respect to any request, the reason for such
request, and the date of such request made by or of it and any disclosure of return
or return information made by or to it;

“(B) establish and maintain, to the satisfaction of the Secretary, a secure
area or place in which such returns or return information shall be stored;

“(C) restrict, to the satisfaction of the Secretary, access to the returns or
return information only to persons whose duties or responsibilities require access
and to whom disclosure may be made under the provisions of this title;

“(D) provide such other safeguards which the Secretary determines (and which
he prescribes in regulations) to be necessary or appropriate to protect the
confidentiality of the returns or return information;

“(E) furnish a report to the Secretary, at such time and containing such
information as the Secretary may prescribe, which describes the procedures estab-
lished and utilized by such agency, body, or commission or the General Accounting
Office for ensuring the confidentiality of returns and return information required
by this paragraph; and

“(F) upon completion of use of such returns or return information—

“(i) in the case of an agency, body, or commission described in subsec-
tion (d) or (1)(6), return to the Secretary such returns or return informa-
tion (along with any copies made therefrom) or make such returns or return
information undisclosable in any manner and furnish a written report to the
Secretary describing such manner; and

“(ii) in the case of an agency described in subsections (h)(2), (i)(1),
(2), or (5), (j)(1) or (2), (1)(1), (2), or (5), or (0)(1), the commission
described in subsection (1)(3), or the General Accounting Office, either—

“(I) return to the Secretary such returns or return information (along
with any copies made therefrom),

“(iI) otherwise make such returns or return information undisclos-
able, or

“(IIT) to the extent not so returned or made undisclosable, ensure
that the conditions of subparagraphs (A), (B), (C), (D), and (E) of this
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paragraph continue to be met with respect to such returns or return
information,

except that the conditions of subparagraphs (A), (B), (C), (D), and (E) shall cease
to apply with respect to any return or return information if, and to the extent that, such
return or return information is disclosed in the course of any judicial or administrative
proceeding and made a part of the public record thereof. If the Secretary determines
that any such agency, body, or commission or the General Accounting Office has
failed to, or does not, meet the requirements of this paragraph, he may, after any
proceedings for review established under paragraph (7), take such actions as are
necessary to ensure such requirements are met, including refusing to disclose returns
or return information to such agency, body, or commission or the General Accounting
Office until he determines that such requirements have been or will be met.

“(5) REPORT ON PROCEDURES AND SAFEGUARDS.—After the close of each calendar
quarter, the Secretary shall furnish to each committee described in subsection (f)(1)
a report which describes the procedures and safeguards established and utilized by
such agencies, bodies, or commissions and the General Accounting Office for
ensuring the confidentiality of returns and return information as required by this
subsection. Such report shall also describe instances of deficiencies in, and failure to
establish or utilize, such procedures.

“(6) AUDIT OF PROCEDURES AND SAFEGUARDS.—

“(A) Avuprr BY CoMPTROLLER GENERAL—The Comptroller General may audit the
procedures and safeguards established by such agencies, bodies, or commissions
pursuant to this subsection to determine whether such safeguards and procedures
meet the requirements of this subsection and ensure the confidentiality of returns
and return information. The Comptroller General shall notify the Secretary
before any such audit is conducted.

“(B) RECORDS OF INSPECTION AND REPORTS BY THE COMPTROLLER GENERAL.—The
Comptroller General shall—

“(i) maintain a permanent system of standardized records and accountings
of returns and return information inspected by officers and employees of the
General Accounting Office under subsection (1)(6)(A)(ii) and shall, within 90
days after the close of each calendar year, furnish to the Secretary a report
with respect to, or summary of, such records or accountings in such form and
containing such information as the Secretary may prescribe, and

“(ii) furnish an annual report to each committee described in subsection
(f) and to the Secretary setting forth his findings with respect to any audit
conducted pursuant to subparagraph (A).

The Secretary may disclose to the Joint Committee any report furnished to him under
clause (i).

“(7) ADMINISTRATIVE REVIEW.—The Secretary shall by regulations prescribe pro-
cedures which provide for administrative review of any determination under paragraph
(4) that any agency, body, or commission described in subsection (d) has failed to
meet the requirements of such paragraph.

“(8) STATE LAW REQUIREMENTS.—

“(A) Sarecuarps.—Notwithstanding any other provision of this section, no
return or return information shall be disclosed after December 31, 1978, to any
officer or employee of any State which requires a taxpayer to attach to, or include
in, any State tax return a copy of any portion of his Federal return, or iniormation
reflected on such Federal return, unless such State adopts provisions of law which
protect the confidentiality of the copy of the Federal return (or portion thereof)
attached to, or the Federal return information reflected on, such State tax return.

“(B) DISCLOSURE OF RETURNS OR RETURN INFORMATION IN STATE RETURNS,—
Nothing in subparagraph (A) shall be construed to prohibit the disclosure by an
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officer or employee of any State of any copy of sy portion of a Federal return or any
information on a Federal return which is required to be attached or included in a
State return to another officer or employee of such State (or political subdivision
of such State) if such disclosure is specifically authorized by State law.

“(q) RecuLatioNns—The Secretary is authorized to prescribe such other regulations as
are necessary to carry out the provisions of this section.”
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[Code Sec. 7609]
“SEC. 7609. SPECIAL PROCEDURES FOR THIRD-PARTY SUMMONSES.
“(a) Notice.—
“(1) IN GENERAL—If—

“(A) any summons described in subsection (c) is served on any person
who is a third-party recordkeeper, and

“(B) the summons requires the production of any portion of records made
or kept of the business transactions or affairs of any person (other than the per-
son summoned) who is identified in the description of the records contained in
the summons,

then notice of the summons shall be given to any person so identified within 3
days of the day on which such service is made, but no later than the 14th day
before the day fixed in the summons as the day upon which such records are to
be examined. Such notice shall be accompanied by a copy of the summons which has
been served and shall contain directions for staying compliance with the summons
under subsection (b)(2).

“(2) SUFFICIENCY OF NOTICE—~—Such notice shall be sufficient if, on or before such
third day, such notice is served in the manner provided in section 7603 (relating
to service of summons) upon the person entitled to notice, or is mailed by certified
or registered mail to the last known address of such person, or, in the absence
of a last known address, is left with the person summoned. If such notice is mailed,
it shall be sufficient if mailed to the last known address of the person entitled to
notice or, in the case of notice to the Secretary under section 6903 of the existence
of a fiduciary relationship, to the last known address of the fiduciary of such person,
even if such person or fiduciary is then deceased, under a legal disability, or no longer
in existence.

“(3) THIRD-PARTY RECORDKEEPER DEFINED.—For purposes of this subsection, the term
‘third-party recordkeeper’ means—

“(A) any mutual savings bank, cooperative bank, domestic building and loan
association, or other savings institution chartered and supervised as a savings and
loau or similar association under Federal or State law, any bank (as defined in
section 581), or any credit union (within the meaning of section 501(c)(14)(A));

“(B) any consumer reporting agency (as defined under section, 603(d) of the
Fair Credit Reporting Act (15 U, S. C. 1681a(f)));

“(C) any person extending credit through the use of credit cards or similar
devices;

11557 Act Sec. 1204(d)
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“(D) any broker (as defined in section 3(a)(4) of the Securities Exchange
Act of 1934 (15 U. S. C. 78c(a)(4)));

“(E) any attorney; and
“(F) any accountant.
“(4) Exceprrions.—Paragraph (1) shall not apply to any summons—

“(A) served on the person with respect to whose liability the summons is
issued, or any officer or employee of such person,

“(B) to determine whether or not records of the business fransactions of
affairs of an identified person have been made or kept, or

“(C) described in subsection (f).

“(5) NATURE OF SUMMONS.—Any summons to which this subsection applies (and
any summons in aid of collection described in subsection (c)(2)(B)) shall identify
the taxpayer to whom the summons relates or the other person to whom the records
pertain and shall provide such other information as will enable the person summoned
to locate the records required under the summons.

“(b) RICHT 10 INTERVENE; RIGHT 10 STAY COMPLIANCE—

“(1) INTERVENTION.—Notwithstanding any other law or rule of law, any person who
is entitled to notice of a summons under subsection (a) shall have the right to

intervene in any proceeding with respect to the enjorcement of such summons under
section 7604,

%(2) RIGHT TO STAY COMPLIANCE.—Notwithstanding any other law or rule of law,
any person who is entitled to notice of a summons under subsection (a) shall have

the right to stay compliance with the summons if, not later than the 14th day after
the day such notice is given in the manner provided in subsection (a)(2)~—

“(A) notice in writing is given to the person summoned not to comply with
the summons, and

“(B) a copy of such notice not to comply with the summons is mailed by
registered or certified mail to such person and to such office as the Secretary
may direct in the notice referred to in subsection (a)(1).

“(c¢) SummoNs T0 WHICH SECTION APPLIES.—
“(1) IN GENERAL—Except as provided in paragraph (2), a summons is described

in this subsection if it is issued wnder paragraph (2) of section 7602 or under section
6420(e)(2), 6421(£)(2), 6424(d)(2), or 6427(e){(2) and requires the production of records.

“(2) ExceprioNs.—A summons shall not be treated as described in this sub-
section if—

“(A) it is solely to determine the identity of any person having a numbered
account (Jr similar arrangement) with a bank or other institution described in
subsection (a)(3)(A), or

“(B) it is in aid of the collection of—

“(i) the liability of any person against whom an assessment has been
made or judgment rendered, or

“(it) the lability at law or in equity of any transferee or fiduciary of any
person referred io in clause (1).

“(3) RECORDS ; CERTAIN RELATED TESTIMONY.—For purposes of this section—

“(A) the term ‘records’ includes books, papers, or other data, and

“(B) a summons requiring the giving of testimony relating to records shall
be treated as a summons requiring the production of such records.

“(d) RESTRICTION ON EXAMINATION OF ReCORDS.—No examination of any records required

to be produced under a summons as to which notice is required under subsection (a)
may be made—
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“(1) before the expiration of the l4-day period allowed for the notice not to
comply under subsection (b)(2), or

“(2) when the requirements of subsection (b)(2) have been met, except in
accordance with an order issued by a court of competent jurisdiction authorizing
examination of such records or with the consent of the person staying compliance.

“(e) SuspENsSION OF STATUTE oF LiMiTaTioNs.—If any person takes any action as pro-
vided in subsection (b) and such person is the perscn with respect to whose liability the
summons is issued (or is the agent, nominee, or other ‘person acting under the direction
or control of such person), then the running of any period of limitations under section 6501
(relating to the assessment and collection of tax) or under section 6531 (relating to criminal
prosecutions) with respect to such person shall be suspended for the period during which
a proceeding, and appeals therein, with respect to the enforcement of such summons
is pending.

“(f) ADpDITIONAL REQUIREMENT IN THE CASE OF A" JoHN DoOE SUMMONS.—Any summons
described in subsection (¢) which does not identify the person with respect to whose
liability the summons is issued may be served only after a court proceeding in which
the Secretary establishes that—

“(1) the summons relates to the investigation of a particular person or ascertain-
able group or class of persons, i

“(2) there is a reasonable basis for believing that such person or group or class
of persons may fail or may have failed to comply with any provision of any internal
revenue law, and ‘

“(3) the information soughf to be obtained from the examination of the records
(and the identity of the person or persons with respect to whose liability the summons
is issued) is not readily available from other sources.

“(g) SreciaL ExcepTioN FOR CERTAIN SUMMONSES.—In the case of any summons de-
scribed in subsection (¢), the provisions of subsections (a) (1) and (b) shall not apply if, upon
petition by the Secretary, the court determines, on the basis of the facts and circumstances
alleged, that there is reasonable cause to believe the giving of notice may lead to attempts to con-
ceal, destroy, or alter records relevant to the examination, to prevent the communication of
information from other persons through intimidation, bribery, or collusion, or to flee
to avoid prosecution, téstifying, or production of records. ‘

“(h) Jumspiction oF DistricT COURT.—

“(1) The United States district court for the district within which the person
to be summoned resides or is found shall have jurisdiction to hear and determine -
proceedings brought under subsections (f) or (g). The determinations required to be
made under subsections (f) and (g) shall be made ex parte and shall be made solely
upon the petition and supporting affidavits. An order denying the petition shall be
deemed a final order which may be appealed.

“(2) Except as to cases the court considers of greater importance, a proceeding
brought for the enforcement of any summons, or a proceeding under this section,
and appeals, take precedence on the docket over all cases and shall be assigned
for hearing and decided at the earliest practicable date.

[Code Sec. 7610]
“SEC. 7610, FEES AND COSTS FOR WITNESSES.

“(a) IN GENERaL.—The Secretary shall by regulations establish the rates and conditions
under which payment may be made of— -

“(1) fees and mileage to persons who are summoned to appear before the
Secretary, and

“(2) reimbursement for such costs that are reasonably necessary which have been
directly incurred in searching for, reproducing, or transporting books, papers, records,
or other data required to be produced by summons.
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PUBLIC LAW 95-630—NOV. 10, 1978 92 STAT. 3697

TITLE XI—RIGHT TO FINANCIAL PRIVACY

Skc. 1100, This title may be cited as the “Right to Financial Privacy
Act of 1978".
DEFINITIONS

880 1101. For the purpose of his title, the term—. - .
(1) “financial institution” means’any office of a bank, savin
. bank, card issuer as defined in section 103 of the Consumers Credit

Protettion ‘Act (15 U.S.C. 168 "%1) industrigl loan tompany,

~trusty ' } Jlogp, building an&~Lo&n,-orhomesteaci

B o AtV bin! sé, credit union, or -con-
« . sumer fingnee 1nstitut deated in any, State or territory of the .
o Uni Bimbia, Puerto Rico, Guam,

(2).“ éans an original of, a copy of, or infor-
Jnatigiive tos I 'v%x ¥om, an récqrd'i'leld bya
‘Bnancit ution ¥ to & clistomer's relationship with -

the financial institution;

(8) “Government authority” means any agency or department
of the United States, or any officer, employee, or agent thereof;

(4) “person” means an individual or a partnership of five or
fewer individuals;

(5) “customer” means any person or authorized representative
of that person who utilized or is utilizing any service of a finan-
cial institution, or for whom a financial institution is acting or has
acted as a fiduciary, in relation to an account maintained in the
person’s name;

(6) “supervisory agency” means, with respect to any particu-
lar financial institution any of the following which has statutory
authority to examine the financial condition or business opera-
tions of that institution—

(A) the Federal Deposit Insurance Corporation;

B) the Federal Savings and Loan Insurance Corporation;

C) the Federal Home Loan Bank Board;

D) the National Credit Union Administration;

(E) the Board of Governors of the Federal Reserve
System; '

EF) the Comptroller of the Currency;

G) the Securities and Exchange Commission;

(H) the Secretary of the Treasury, with respect to the
Bank Secrecy Act and the Currency and Foreign Transac-
tions Reporting Act (Public Law 91-508, title I and II); or

51 I) any State banking or securities department or agency:
an

(7) “law enforcement inquiry” means a lawful investigation
or official proceeding inquiring into a violation of, or failure to
comply with, any criminal or civil statute or any regulation, rule,
or order issued pursuant thereto.

CONFIDENTIALITY OF RECORDS—GOVERNMENT AUTHORITIES

Skc. 1102. Except as provided by section 1103 (¢) or (d), 1113, or
i114, no Government authority may have access to or obtain copies of,
ar the information contained In the financial records of any customer
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from & financial institution unless the financial records are reasonably
described and—
(1) such customer has authorized such disclosure in accordance
with section 1104 , .
(2) such financial records are disclosed in response to an admin-
istrative subpena or summons which meets the requirements of
section 1105;
(8) such financial records are disclosed in response to a search
warrant which meets the requirements of section 1106; .
(4) such financial records are disclosed in response to a judicial
subpena which meets the requirements of section 1107; or
(5) such financial records are disclosed in response to a formal
written request which meets the requirements of section 1108.

CONFIDENTIALITY OF RECORD&—FINANCIAL INSTITUTIONS

Skc. 1103. (a) No financial institution, or officer, employees, or agent
of a financial institution, may provide to any Government authorit
access to or copies of, or the information contained in, the financia
r;:cords1 of any customer except in accordance with the provisions of
this title.

(b) A financial institution shall not release the financial records of
a customer until the Government authority seeking such records
certifies in writing to the financial institution that it has complied
with the applicable provisions of this title.

(¢) .\'ot?nng in this title shall preclude any financial institution, or
any officer, employee, or agent of a financial institution, from notifying
a Government authority that such institution, or officer, employee, or
agent has information which may be relevant to a possible violation of
any statute or regulation.

(d) (1) Nothing in this title shall preclude a financial institution,
as an incident to perfecting a security interest, proving & claim in
bankruptcy, or otherwise collecting on a debt owing either to the
financial institution itself or in its role as a fiduciary, from providing
copies of any financial record to any court or Government authority.

(2) Nothing in this title shall preclude a financial institution, as
an incident to processing an application for assistance to a customer
in the form of a Government loan, loan guaranty, or loan insurance
agreement, or as an incident to processing a default on, or administer-
iIng, a Government guaranteed or insured loan, from initiating
contact with an appropriate Government authority for the purpose
of providing any financial record necessary to permit such authority
to carry out its responsibilities under a loan, loan guaranty, or loan
nsurance agreement.

CUSTOMER AUTHORIZATIONS

Sec. 1104. (a) A customer may authorize disclosure under section
1102(1) if he furnishes to the financial institution and to the Govern-
ment authority seeking to obtain such disclosure a signed and dated
statement which—

(1) authorizes such disclosure for a period not in excess of
three months;
(2) states that the customer may revoke such authorization at
any time before the financial records are disclosed ;
a (%) 1(;]1entiﬁes the financial records which are authorized to be
isclosed ;
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(4) specifies the purposes for which, and the Government
authority to which, such records may be disclosed; and
(5) states the customer’s rights under this title.

(b) No such authorization shaﬁ be required as a condition of doing
business with any financial institution. .

(c) The customer has the right, unless the Government authority
obtains a court order as provided in section 1109, to obtain & copy of
the record which the financial institution shall keep of all instances
in which the customer’s record is disclosed to a Government authority
pursuant to this section, including the identity of the GGovernment
authority to which such disclosure 1s made,

(d) All financial institutions shall promptly notify all of their
customers of their rights under this title. The Board of Governors of
the Federal Reserve System shall prepare a statement of customers’
rights under this title. Any financial institution that provides its
customers a statement of customers’ rights prepared by the Board
shall be deemed to be in compliance wit% this subsection.

ADMINISTRATIVE SUBPENA AND SUMMONS

Sec. 1105. A Government authority may obtain financial records
under section 1102(2) pursuant to an administrative subpens or
summons otherwise authorized by law only if—

(1) there is reason to believe that the records sought are
relevant to a legitimate law enforcement inquiry;

(2) a copy of the subpena or summons has been served upon
the customer or mailed to his last known address on or before the
date on which the subpena or summons was served on the
financial institution together with the following notice which
shall state with reasonable specificity the nature of the law
enforcement inquiry:

“Records or information concerning your transactions held by
the financial institution named in the attached subpena or
summons are being sought by this (agency or department) in
accordance with the Right to Financial Privacy Aect of 1978 for
the following purpose: If you desire that such records or
information not be made available, you must :

“1. Fill out the accompanying motion paper and sworn
statement or write one of your own, stating that you are the
customer whose records are being requested by the Govern-
ment and either giving the reasons you beﬁeve that the
records are not reﬁvant to the legitimate law enforcement
inquiry stated in this notice or any other legal basis for
objecting to the release of the records.

“2. File the motion and statement by mailing or delivering
them to the clerk of any one of the following United States
district courts:

“3. Serve the Government authority requesting the records
by mailing or delivering 8 copy of your motion and
statement to

“4, Be prepared to come to court and present your position
in further detail.

“5, You do not need to have a lawyer, although you may
wish to employ one to represent you and protect your rights.

If you do not follow the above procedures, upon the expiration of
ten days from the date of service or fourteen days from the date

92 STAT. 3699
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of mailing of this notice, the records or information requested
therein will be made available, These records may be transferred
to other Government authorities for legitimate law enforcement
inquiries, in which event you will be notified after the transfer.”;
an

(3) ten days have expired from the date of service of the notice
or fourteen days have expired from the date of mailing the notice
to the customer and within such time period the customer has
not filed a sworn statement and motion to quash in an appropriate
court, or the customer challenge provisions of section 1110 have
been complied with.

SEARCH WARRANTS

Skc. 1106. (a) A Government authority may obtain financial records
under section 1102(3) only if it obtains a search warrant pursuant
to the Federal Rules of Criminal Procedure. .

(b) No later than ninety days after the Government authority
serves the search warrant, it shall mail to the customer’s last known
address a copy of the search warrant together with the following
notice :

“Records or information concerning your transactions held by the
finencial institution named in the attached search warrant were
obtained by this (agency or department) on (date) for the following

urpose : . You may have rights under the Right to Financial

rivacy Act of 1978.”,

(¢) Upon application of the Government authority, a court may
grant a gelay in the mailing of the notice required in subsection (b),
which delay shall not exceed one hundred and eighty days following
the service of the warrant, if the court makes the findings required in
section 1109(a). If the court so finds, it shall enter an ex parte order
granting the requested delay and an order prohibiting the financial
imnstitution from disclosing that records have been obtained or that a
search warrant for such records has been executed. Additional delays
of up to ninety days may be granted by the court upon application, but
only in accordance with this subsection. Upon expiration of the period
of delay of notification of the customer, the following notice shall be
mailed to the customer along with a copy of the search warrant:

“Records or information concerning your transactions held by the
financia] institution named in the attached search warrant were
obtained by this (agency or department) on (date), Notification was
delayed beyond the statutory ninety-day delay period pursuant to a
determination by the court that such notice WO“]£ seriously jeopardize
an investigation concerning . You may have rights under the
Right to Financial Privacy Act of 1978.%,

JUDICIAL. SUBPENA

Sec. 1107. A Government authority may obtain financial records
under section 1102(4) pursuant to judicial subpena only if—

(1) such subpena is authorized by law and there is reason to
believe that the records sought are relevant to a legitimate law
enforcement inquiry;

(2) a copy of the subpena has been served upon the customer
or mailed to his last known address on or before the date on which
the subpena was served on the financial institution together with
the following notice which shall state with reasonable specificity
the nature of the law enforcement inquiry:
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“Records or informaticn concerning your transactions which
are held by the financial institution named in the attached subpena
are being sought by this (agency or department or authority) in
accordance with the Right to Financial Privacy Act of 1978 for
the following purpose: If you desire that such records or informa-
tion not be made available, you must:

“1, Fill out the accompanying motion paper and sworn
statement or write one of your own, stating that you are the
customer whose records are being requested by the Govern-
ment and either giving the reasons you believe that the records
are not relevant to the legitimate law enforcement inquiry
stated in this notice or any other legal basis for objecting
to the release of the records.

“2_ File the motion and statement by mailing or delivering
them to the clerk of the Court.

“3. Serve the (Fovernment authority requesting the records
by mailing or delivering a copy of your motion and statement
to

“4, Be prepared to come to court and present your position
in further detail.
“5. You do not need to have a lawyer, although you may
wish to employ one to represent you and protect your rights.
If you do not follow the above procedures, upon the expiration of
ten days from the date of service or fourteen days from the date
of mailing of this notice, the records or information requested
therein will be made available. These records may be transferred
to other government authorities for legitimate law enforcement
in%uiries, in which event vou will be notified after the transfer:”
an
(3) ten days have expired from the date of service or fourteen
days from the date of mailing of the notice to the customer and
within such time period the customer has not filed a sworn state-
ment and motion to quash in an appropriate court, or the customer
challenge provisions of section 1110 have been complied with.

FORMAL WRITTEN REQUEST

Skc. 1108. A Government authority may request financial records
under section 1102(5) pursuant to a formal written request only if—
(1) no administrative summons or subpena authority reasona-
bly appears to be available to that Government authority to ohtain
financia} records for the purpose for which such records are sought;

(2) the request is authorized by regulations promulgated by the
head of the agency or department;

(8) there is reason to believe that the records sought are rele-
vant to a legitimate law enforcement inquiry ; and '

(4) (A) a copy of the request has been served upon the cus-
tomer or mailed to his last known address on or before the date
on which the request was made to the financial institution
together with the following notice which shall state with reason-
able specificity the nature of the law enforcement inquiry:

“Records or information concerning your transactions held by
the financial institution named in the attached request are being
sought by this (agency or department) in accordance with the
Right to Financial Privacy Act of 1978 for the following
purpose:
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“If you desire that such records or information not be made
available, you must: )

“1. Fill out the accompanying motion paper and sworn
statement or write one of your own, stating that you are the
customer whose records are being requested va,f the Govern-
ment and either giving the reasons you believe that the
records are not re%;vant to the legitimate law enforcement
inquiry stated in this notice or any other legal basis for
ob‘)ectm to the release of the records, . o

‘9. File the motion and statement by mailing or delivering
them to the clerk of any one of the following United States
District Courts:

“3, Serve the Government authority requesting the records
by mailing or delivering a copy of your motion and state-
ment to . .

“4, Be prepared to come to court and present your position
in further detail.

“5. You do not need to have a lawyer, although you may
Wisll: to employ one to represent you and protect your
rights. .

If you do not follow the above procedures, upon the expiration
of ten days from the date of service or fourteen days from the
date of mailing of this notice, the records or information
requested therein may be made available. These records may be
transferred to other Government authorities for legitimate law
enforcement inquiries, in which event you will be notified after
the transfer:” and

(B) ten days have expired from the date of service or fourteen
days from the date of mailing of the notice by the customer and
within such time period the customer has not filed a sworn state-
ment and an application to enjoin the Government authority in
an appropriate court, or the customer challenge provisions of
section 1110 have been complied with.

DELAYED NOTICE-—PRESERVATION OF RECORD8

Sec. 1109. (a) Upon application of the Government authority, the
customer ,notice required under section 1104(c), 1105(2), 1106(c),
1107(2), 1108(4), or 1112(b) may be delayed by order of an appro-
priate court if the presiding judge or magistrate finds that—

. (1) the investigation being conducted is within the lawful
jurisdiction of the Government authority seeking the financial
records:
(2) there is reason to believe that the records being sought are
relevant to a legitimate law enforcement inquiry: and
(3) there is reason to helieve that such notice will result in—
(A) endangering life or physical safety of any person:
{B) flight from prosecution:
(C) destruction of or tampering with evidence;
(D) intimidation of potential witnesses; or
(E) otherwise seriously jeopardizing an investigation or
official proceeding or unduly delaying a trial or onening
official proceeding to the same extent as the circumstances in
the preceedine subparagraphs.
An application for delay must be made with reasonable specificity.
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(b) (1) If the couirt makes the findings required in paragraphs (1),
(2), and (3) of subsection (a), it shall enter an ex parte order grant-
ing the requested delay for a period not to exceed ninety days and an
orger prohibiting the financial institution from disclosin%ethat. rec-
ords have been obtained or that a request for records has been made,
except that, if the records have been sought by a Government
authority exercising financial controls over foreign accounts in the
United gtateS‘ under section 5(b) of the Trading with the Enemy
Act (50 U.S.C. App. 5(b)), the International Emergency Economic
Powers Act (title II, Public Law 95-223), or section 5 of the United
Nations Participation Act (22 U.S.C. 287¢), and the court finds that
there is reason to believe that such notice may endanger the lives or
physical safety of a customer or group of customers, or any person
or group of persons associated witﬁ a customer, the court may specify
that the delay be indefinite.

(2) Extensions of the delay of notice provided in paragraph (1)
of up to ninety days each may be granted by the court upon applica-
tion, but only in accordance with this subsection.

(8) Upon expiration of the period of delay of notification under
paragraph (1) or (2), the customer shall be served with or mailed
a copy of the process or request together with the following notice
which shall state with reasonable specificity the nature of the law
enforcement inquiry:

“Records or information concerning your transactions which are
held by the financial institution named in the attached process or
request were supplied to or requested by the Government authority
named in the process or request on (date). Notification was withheld
pursuant to a determination by the (title of court so ordering) under
the Right to Financial Privacy Act of 1978 that such netice might
(state reason). The purpose of the investigation
or official proceeding was N

(¢) When access to financial records is obtained pursuant to section
1114(b) (emergency access), the Government authority shall, unless
a8 court has authorized delay of notice pursuant to subsections (a) and
(b), as soon as practicable after such records are obtained serve upon
the customer, or mail by registered or certified mail to his last known
address, & copy of the request to the financial institution together with
the following notice which shall state with reasonable specificity the
nature of the law enforcement inquiry :

“Records concerning your transactions held by the financial institu-
tion named in the attached request were obtained by (agency or depart-
ment) under the Right to Financial Privacy Act of 1978 on (date) for
the following purpose: ‘ Emergency access to such
records was obtained on the grounds that (state grounds).”.

(d) Any memorandum, affidavit, or other paper filed in connection
with a request for delay in notification shall be preserved by the court.
Upon petition by the customer to whom such records pertain. the court
may order disclosure of such papers to the petitioner unless the court
makes the findings required in subsection (a).

CUSTOMER CHALLENGE PROVISIONS

Src. 1110. (a) Within ten days of service or within fourteen days
of mailing of a subpena, summons, or formal written request, a cus-
tomer may file a motion to quash an administrative summons or judicial
subpena, cr an application to enjoin a Government authority from
obtaining financial records pursuant to a formal written request, with
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cogies served upon the Government authority. A motion to quash a
judicial subpena shall be filed in the court which issued the subpena.
A motion to quash an administrative summons or an application to
enjoin a Government authority from obtaining records pursuant to a
formal written request shall be filed in the appropriate United States
district court. Such motion or application shall contain an affidavit
or sworn statement—

(1) stating that the applicant is a customer of the financial
institution from which financial records pertaining to him have
been sought ; and

(2) stating the applicant’s reasons for believing that the
financial records sought are not relevant to the legitimate law
enforcement inquiry stated by the Government authority in its
notice, or that there has not been substantial compliance with the

rovisions of this title.
Service shall be made under this section upon a Government authority
by delivering or mailing by registered or certified mail a copy of the
papers to the person, office, or department specified in the notice which
the customer has received pursuant to this title. For the purposes of
this section, “delivery” has the meaning stated in rule 5(b) of the
Federal Rules of Civil Procedure,

(b) If the court finds that the customer has complied with subsection
(2), 1t shall order the Government authority to file a sworn response,
which may be filed in camera if the Government includes in its response
the reasons which make in camera review appropriate. If the court is
unable to determine the motion or application on the basis of the
parties’ initizl allegations and response, the court may conduct such
additional proceedings as it deems appropriate. All such proceedings
shall be completed and the motion or application decided within seven
calendar days of the filing of the Government’s response.

(c) If the court finds that the applicant is not the customer to whom
the financial records sought by the Government authority pertain, or
that there is a demonstrable reason to believe that the law enforcement
inquiry is legitimate and a reasonable belief that the records sought
are relevant to that inquiry, it shall deny the motion or application,
and, in the case of an administrative summons or court order other
than a search warrant, order such process enforced. If the court finds
that the applicant is the customer to whom the records sought by the
Government authority pertain, and that there is not a demonstrable
reason to believe that the law enforcement inquiry is legitimate and a
reasonable belief that the records sought are relevant to that inquiry,
or that there has not been substantial compliance with the provisions
of this title, it shall order the process quashed or shall enjoin the
Government authority’s formal written request.

(d) A court ruling denying a motion or application under this sec-
tion shall not be deemed a final order and no interlocutory appeal may
be taken therefrom by the customer. An appeal of a ruling denying a
motion or application under this section may be taken by the customer
(1) within such period of time as provided by law as part of any
appeal from a final order in any legal proceeding initiated against
him arising out of or based upon the financial records, or (2) within
thirty days after a notification that no legal proceeding is contemplated
against him. The Government authority obtaining the financial records
shall promptly notify a customer when a determination has been made
that no legal proceeding against him is contemplated. After one hun-
dred and eighty days from the denial of the motion or application, if
the Government authority obtaining the records has not imitiated such
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a proceeding, a supervisory official of the Government authority shall
certify to the appropriate court that no such determination has been
made. The court may require that such certifications be made, at rea-
sonable intervals thereafter, until either notification to the customer
lgzs) occurred or a legal proceeding is initiated as described in clause

{e) The challenge procedures of this title constitute the sole judicial
remedy available to a customer to oppose disclosure of financial records
pursuant to this title,

(f) Nothing in this title shall enlarge or restrict any rights of a
financial institution to challenge requests for records made by a Gov-
ernment authority under existing law. Nothing in this title shal] entitle
a customer to assert the rights of a financial institution. e
DUTY OF FINANCIAL INSTITUTIONS

Sec. 1111. Upon receipt of & request for financial records made by &
Government authority under section 1105 or 1107, the financial institu-
tion shall, unless otherwisz provided by law, proceed to assemble the
records requested and must be prepared to deliver the records to the
Government authority upon receipt of the certificate required under
section 1103 (b).

USE OF INFORMATION

Sec. 1112, (a) Financial records originally obtained pursuant to this
title shall not be transferred to another agency or department unless
tlie transferring agency or department certifies in writing that there
1s reason to believe that the records are relevant to a legitimate law
enforcement inquiry within the jurisdiction of the receiving agency or
department.

(b) When financial records subject to this title are transferred
pursuant to subsection (a), the transferring agency or department
shall, within fourteen days, send to the customer a copy of the certi-
fication made pursuant to subsection (a) and the following notice,
which shall state the nature of the law enforcement inquiry with rea-
sonable specificity: “Copies of. or information contained in, your
financial records lawfully in possession of have
been furnished to - ursuant to the Right of
Financial Privacy Act of 1978 for the following purpose:

. If you believe that this transfer has not been made to
further a legitimate law enforcement inquiry, you may have legal
rifght7s under the Financial Privacy Act of 1978 or the Privacye,gzt
of 1974

() Notwithstanding subsection (b). notice to the customer may be
delayed if the transferring agency or department has obtained a court
order delaying notice pursuant to section 1109 (a) and (b) and that
order is still in effect, or if the receiving agency or department obtains
a court order authorizing a delay in notice pursuant to section 1109 (a)
and (h). Upon the expiration of any such period of delay, the trans-
ferring agency or department shall serve to the customer the notice
specified in subsection (b) above and the agency or department that
obtained the court order authorizing a delay in notice pursuant to sec-
tion 1109 (a) and (b) shall serve to the customer the notice specified
in section 1109(b),

(d) Nothing in this title prohibits any supervisory agency from
exchanging examination reports or other information with another
supervisory agency. Nothing in this title prohibits the transfer of a
customer’s financial records needed by counsel for a Government
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authority to defend an action brought by the customer. Nothing in this
title shall authorize the withholding of information by any officer or
employee of a supervisory agency from a duly authorized committee
or subcommittee of the Congress.

EXCEPTIONS

Skc. 1113. (a) Nothing in this title prohibits the disclosure of any
financial records or information which is not identified with or identi-
fiable as being derived from the financial records of a particular
customer. .

(b) Nothing in this title prohibits examination by or disclosure to
any supervisory agency of financial records or information in the
exercise of its supervisory, regulatory, or monetary functions with
respect to a financial institution.

ﬁ:e) Nothing in this title prohibits the disclosure of financial records
i(x‘xod&ccords.nce with procedures authorized by the Internal Revenue

Jode.

(d) Nothing in this title shall authorize the withholding of financial
records or information required to be reported in accordance with any
Federal statute or rule promulgated thereunder.

(e) Nothing in this title shall apply when financial records are
sought by a Government authority under the Federal Rules of Civil
or Criminal Procedure or comparable rules of other courts in con-
nection with litigation to whicg the Government authority and the
customer are parties.

(£) Nothing in this title shall apply when financial records are
sought by a Government authority pursuant to an administrative sub-
pena issued by an administrative law judge in an adjudicatory pro-
ceeding subject to section 534 of title 5, United States Code, and to
which the Government authority and the customer are parties.

(g) The notice requirements of this title and sections 1110 and 1112
shall not apply when a Government authority by a means described in
section 1102 and for a legitimate law enforcement inquiry is seeking
only the name, address, account number, and type of account of any
customer or ascertainable group of customers associated (1) with a
financial transaction or class of financial transactions, or (2) with a
foreign country or subdivision thereof in the case of a Government
authority exercising financial controls over foreign accounts in the
United States under section 5(b) of the Trading with the Enemy Act
(50 U.S.C. 'Appl. 5(b) g‘; the International Emergency Economic Pow-
ers Acty (title IT, Public Law 95-223) ; or section 5 of the United
Nations Participation Act (22 U.S.C. 287(c)).

(h) (1) Nothing in this title (except sections 1103, 1117 and 1118)
shall apply when financial records are sought by a Government
authority—

(A) in connection with a lawful proceeding, investigation,
examination, or inspection directed at the financial institution in
possession of such records or at a legal entity which is not a cus-
tomer; or

(B) in connection with the authority’s consideration or admin-
istration of assistance to the customer in the form of a Govern-
ment loan, loan guaranty, or loan insurance program.

(2) When financial records are sought pursuant to this subsection,
the Government authority shall submit to the financial institution the
certificate required by section 1103(b). For access pursuant to para-
graph (1) (B), no further certification shall be required for subse-
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quent access by the certifying Governnient authority during the term
of the loan, loan guaranty, or loan insurance agreement.

(3) After the ctfective date of this title, whenever a customer applies
for participation in a Government loan. loan guaranty, or loan nsur-
ance program, the Government authority administering such program
shall give the customer written notice of the authority’s access rights
under this subsection. No further notification shall be required for
subsequent access by that authority during the term of the loan, loan
guaranty, or loan insurance agreement.

(4) Financial records obtained pursuant to this subsection may be
used only for the purpose for which they were originally obtained,
and may be transferred to another agency or department only when
the transfer is to facilitate a lawful proceeding. investigation, exami-
nation, or inspection directed at the financial institution in possession
o}f such records, or at a legal entity which is not a customer, except
that—

(A) nothing in this paragraph prohibits the use or transfer of
a customer’s financial records needed by counsel! representing a
Government authority in a civil action arising from a Govern-
ment loan, loan guaranty, or loan insurance agreement; and

(B) nothing i this paragraph prohibits a Government author-
ity providing assistance to a customer in the form of a loan, loan
guaranty, or loan insurance agreement from using or transferring
financial records necessary to process. service or foreclose a loan,
or to collect on an‘indebtedness to the Government resulting from
a customer's default. " :

(5) Notifieation that financial records obtained pursuant to this
subsection may relate to a potential civil, eriminal, or regulator
violation by a customer may be given to an agency or department wit
jurisdiction over that violation, and such:agency or department may
then seek access-to the records pursuant to the provisions of this title.

(6) Each financial institution shall keep a notation of each dis-
closure made pursuant to paragraph (1) (13) of this subsection, includ-
ing the date of such disclesure and the Government guthority to which
1t was made. The customer shall be entitled to inspect this information.

(1) Nothing in thistitle (except sections 1115 and 1120) shall apply
to any subpena or court order-issued in connection with proceedings
before a grand jury.

(j) This title shall not apply when financial fecords are sought by
the General Accounting Office pursuant to an authorized proceeding,
investigation, examination or audit directed at a government authority.

SPECIAL PROCEDURES -

Skc. 1114. (2) (1) Nothing in this title (except sections 1115, 1117,
1118. and 1121) shall apply to the production and disclosure of finan-
eial records pursuant to requests from—

(A) a Government authority authorized to conduct foreign
counter- or foreign positive-intelligence activities for purposes of
conducting such activities; or

{B) the Secret Service for the purpose of conducting its pro-
tective functions (18 U.S.C. 3056; 3 U.S.C. 202, Public Law 90-
331, as amended). ,

(2) In the instances specified in paragraph (1), the Government
authority shall submit to the financial institution the certificate
required in section 1103 (b) signed by a supervisory official of a rank
designated by the head of the Government authority,
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(3) No financia] institution, or officer, employee, or agent of lqch
institution, shall disclose to any person that s Government authority
described in paragraph (1) has sought or obtained access to & custom-
or’af)na'lx'igal(}records. t authorit ified i (1) shall

overnment authority speci in ( \
eoxgpile sn annual tabulation ofythepzcasions xlx,:. which this section
was used. .

(b) (1) Nothing in this title shall prohibit a Government authority
from obtaining gnancial records from a financial institution if the
Government authority determines that del:;y in obtaining access to
such records would create imminent danger of—

A) physica] injury to any person;
B) serious property damage; or
C) flight to avoid prosecution.

(2) In the instances specified in paragraph (1), the Government
shall submit to the financial institution of the certificate required in
section 1103 (b) signed by a supervisory official of a rank designated
by the head of the Government authority. )

(3) Within five days of obtaining access to financial records under
this subsection, the Government authority shall file with the appropri-
ate court a signed, sworn statement of a supervisory official of a rank
designated by the head of the Government authority setting forth the
grounds for the emergency access. The Government authority shall
thereafter comply witﬁ the notice provisions of section 1109(c).

(4) The Government authority specified in paragraph (1) shall
eomEile an annual tabulation of the occasions in which this section was

COST REIMBURSEMENT

Sec. 1115. (a) Except for records obtained pursuant to section
1103(d) or 1113 (a) through (h), or as otherwise provided by law, a
Government authority shall pay to the financial institution assembli
or providing financial records pertaining to a customer and in accord-
ance with procedures established by this title a fee for reimbursement
for such costs as are reasonably necessary and which have been directly
incurred in searching for, reproducing, or transporting books, papers,
records, or other dats required or requested to be produced. The Board
of Governors of the Federal Reserve System shall, by regulation, estab-
lish the rates and conditions under which such pa;ment may be made.

(b) This section shall take effect on October 1,1979.

JURISDICTION .

Sgc. 1116, An action to enforce andy grovision of this title may be

tates district court witf';out
regard to the amount in controversy within three years from the date
on which the violation occurs or the date of discovery of such violation,
whichever is later.

CIVIL PENALTIES

Sec. 1117. (a) Any agency or department of the United States or
financial institution obtaining or disclosing financial records or infor-
mation contained therein in violation of this title is liable to the cus-
tomer to whom such records relate in an amount equal to the sum of—

?1; $100 without regard to the volume of records involved;

2) any actual damages sustained by the customer as a result
of the disclosure;
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(3) such punitive damages as the court may allow, where the
violation is found to have Eegn willful or intentional; and . -
4) in the case of any successful action to enforce liability
under this section, the costs of the action together with reasonable
attorney’s fees as determined by the court. .
(b) Whenever the court determines that any agency or department
of the United States has violated any provision of this title and the

92 STAT. 3709

court finds that the circumstances surrounding the violation raise.

questions of whether. an officer.or employee of the department or
agency acted willfully or intentionally with respect to the violation,
the Civil Service Commission shall promptly initiate a proceeding
to determine whether disciplinary action is warranted against the
agent or employee who was primarily responsible for the violation.
The Commission after investigation and consideration of the evidence
submitted, shall submit its findings and recommendations to the

administrative authority of the agency concerned and shall’ $end -

copies of the findings and recommendations to the officer or employee
or his representative. The administrative authority shall take the cor-
rective action that the Commission recommends,

(¢) Any financial institution or agent or employee thereof makin
a disclosure of financial records pursuant to this title in good-fait
reliance upon a certificate by any Government authority shall not be
liable to the customer for such disclosure.

(d) The remedies and sanctions described in this title shall be the
on]ly authorized judicial remedies and sanctions for violations of this
title. ’

INJUNCTIVE RELIEF

Sec. 1118, In addition to any other remedy contained in this title,
injunctive relief shall be available to require that the procedures of
this title are complied with. In the event of any successful action, costs
together with reasonable attorney’s fees as determined by the court
may be recovered. ' ; ‘ ,

SUSPENBION OF STATUTES OF LIMITATIONS

Sec. 1119. If any individual files a motion or application under this
title which has' the effect of delaying the access of a Government
authority to financial records pertaining to such individual,. any
applicable statute of limitations shall be %eemed to be-tolled for the
period extending from the date such motion or application was filed
until the date upon which the motion or application is decided.

GRAND.. JURY IN’FORMATIOS’

Sec. 1120. Financial records about a customer obtained from a
financial institution pursuant to a subpena issued under the authority
of a Federal grand jury—

(1) shall be returned and actually presented to the grand jury;

(2) shall be used only for the purpose of considering whether
to 1ssue an indictment or gresentment by that grand jury, or of
prosecuting & crime for which that indictment or presentment is
issued, or for a purpose authorized by rule 6(e) of the Federal
Rules of Criminal Procedure; :

(8) shall be destroyed or returned to the financial institution if
not used for one of the purposes specified in paragraph (2) ; and

(4) shall not be maintained, or a description of the contents of
such records shall not be maintained by any Government authority
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other than in the sealed records of the grand jury, unless such
record has been used in the prosecution of a crime for which the
grand jury issued an indictment or presentment or for a purpose
authorized by rule 6(e) of the Federal Rules of Criminal
Procedure.

REPORTING REQUIREMENTS

Sec. 1121. (a) In April of each year, the Director of the Admin-
istrative Office of the United States Courts shall send to the appro-
priate committees of Congress a report concerning the number of
applications for delays of notice made pursuant to section 1109 and
the number of customer challenges made pursuant to section 1110
during the greceding calendar year. Such report shall include: the
identity of the Government authority requesting a delay of notice; the
number of notice delays sought and the number granted under each
subparagraph of section 1109(a)(3); the number of notice delay
extensions sought and the number granted; and the number of custo-
mer challenges made and the number that are successful.

(b) In April of each year, each Government authority that requests
access to financial records of any customer from a financial institution
pursuant to section 1104, 1105, 1106, 1107, 1108, 1109, or 1114 shall
send to the appropriate committees of Congress a report describing

* requests made Surmg the preceding calendar year, Such report shall

include the number of requests for records made pursuant to each
section of this title listed in the preceding sentence and any other
relahted information deemed relevant or useful by the Government
authority.

Sec. 1122. The Securities and Exchange Commission shall not be
subject to the provisions of this title for a period of two years from
the date of enactment of the title.



V. SuLECTED BIBLIOGRAPHY

Dorsen, Norman, and Stephen Gillers, None of your business: government
secrecy in America. New York, Viking Press (1974]. 362 p.

Foer, Albert A, The personal information market: an examination of the
scope and impact of the Fair Credit Reporting Act. Loyola law
students consumer journal, v. II, 1974: 37-138.

Greenwalt, Ken:i. Legal protection of privacy; final report. Washington,
Office of Telecommunications Policy. U.3. Govt. Print. Off., 1976,
IOP .

M1’ "er, Arthur R. The assault on privacy: computers, data banks, and
dossiers., Ann Arbor, the University of Michigan Press [1971] 334 p.

National Academy of Sciences. Computer science and engineering board.
Project on computer databanks in a free society: computers, record-
keeping and privacy; Report. Alan P, Westin and Michael Baker,
Project directors., New York, Quadrangle Books [1972] 522p.

0'Brien, David M. Privacy and the right of access; purpose and paradoxes
of information control, Administrative law review, v, 30, winter
1978: 45-92,

Rule, James B, Private lives and public surveillance: social control in
the computer age. New York, Schocken Books, inc. [1974] 382 p,

Schatken, Steven N. Student records at institutions of postsecondary
education: selected issues under the Family Educational Rights and
Privacy Act of 1974, Journal of college and university law, v. 4,
spring 1977: 147-176,

U.S. Congress. House. Committee on Government Operations. A citizen's
guide on how to use the Freedom of Information Act and the Privacy Act
in requesting Government documents. Washington, U.S. Govt. Print. Off,,
1977. 59 p. (95th Congress. House. Report No. 95-973)



CRS-97

U.S. Congress., House, Committee on Government Operationms. Subcommittee
on Government Information and Individual Rights, Senate. Committee
on the Judiciary. Subcommittee on Administrative Practice and
Procedure., Freedom of Information Act and Amendments of 1974 (P.L. 93-
502): Source book: legislative history, texts, and other documents,
washington, U.S. Govt, Print. Off., 1975.

At head of title: 94th Congress, lst session. Joint committee

print.

U.S. Congress. Senate. Committee on Government Operations. House.
Committee on Government Operations., Subcommittee on Government
Information and Individual Rights. Legislative history of the
Privacy Act of 1974. S. 3418 (P.L. 93-579): Source book on privacy.
Washington, U.S. Govt. Print. Off., 1976,

At head of title: 94th Congress, 2d session. Joint committee
print,

U.S. Congress, Senate. Committee on Government Operations and Committee
on the Judiciary. Ad Hoc Subcommittee on Privacy and Information
Systems and the Subcommittee on Constitutional Rights. Privacy:
the collection, use, and computerization of personal data. Joint
hearings, 93d Congress, 2d session, on S, 3418. 2 v. June 18, 19,
and 20, 1974. Washington, U.S. Govt., Print. Off., 1974, 2335 p.

U.S. Dept. of Health, Education and Welfare., Secretary's Advisory
Committee on Automated Personal Data Systems. Records, computers,
and the rights of citizens, Report. Washington, U.S. Govt,
Print, Off., 1973. 346 p.

U.S. Dept, of Justice, Attorney General's memorandum on the 1974 amend-
ments to the Freedom of Information Act. Washington, U.S. Govt,
Print. Off., Feb. 1975. 61 p.

—-———- Attorney General's memorandum on the public information section
of the Administrative Procedure Act. Washington, 1967. 47 p.

U.S. General Accounting Office, Challenges of protecting personal
information in an expanding Federal computer network environment;
report to the Congress by the Comptroller General of the United
States, [Washington] 1978, 47 p.

U.S. Privacy Protection Study Commission, Personal privacy in an
information society. Final report. Washington, U.S. Govt,
Print, Off., 1977. 654 p.



CRS-98

Warren, Samuel D., and Louis D, Brandeis. The right to privacy.
Harvard law review, v. 4, Dec. 1890: 193-220.

Westin, Alan F. Privacy and freedom. ~Kew York, Atheneum [1970] 487 p.

Wheeler, Stanton, ed. On record: files and dossiers in American life.
New York, Russell Sage Foundation [1969] 499 p.

Wiggins, James R, Freedom or secrecy. Rev. ed, New York, Oxford
University Press, 1964. 289 p. (Bibliography: p. 271-279)

Younger, K., Chairman, Report of the cca.:ittee on privacy. London,
"~r Mejesty's Stationery Office [1972) 350 p.

SPC:mhs/mmb



