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The U.S. Defense Industrial Base:
Trends and Current Issues

Summary

The end of the Cold War precipitated one of the greatest reductions in U.S.
defense spending since the final months of World War [1. The Department of Defense
(DOD) and U.S. defense industry have struggled coming to terms with smaller
defense budgets and ill-defined threats to U.S. security. Cold War's end also
transformed the defense business environment, marking the rapid worldwide
globalization of economics and trade and changesin DOD policy toward theindustry
itself. Technological change, especially visible in the information processing and
telecommunications industries, has forced convergence between civilian and military
research and applications. Shrinking defense budgets worldwide have forced
producers into heightened competition.

These factors compelled DOD to reassess its half-century relationship with the
U.S. defenseindustrial base. Asaresult, DOD policy has changed in two major ways.
First, because the lead in some state-of -the-art product lines had passed from defense
to the commercia sector of the economy, DOD reformed the way it buys equipment.
Second, DOD sought to reform structural aspects of the defenseindustrial baseitsalf.
Instead of continuing to support excess production capacity across the board, DOD
focused on preserving “defense-unique” manufacturing capabilities, alowing other
U.S. defense firms to more freely respond to conventional market forces.

Congresshastraditionally protected economically vulnerable partsof the defense
industry that are critical to U.S. national security, but global changesin the economic
and defense environmentspose new issues. First, continued mergersand acquisitions
in the U.S. defense industry raise questions about maintaining competition. Some
maintain that surviving firmshave emerged healthier and more competitive, but others
worry about the potential loss of technological innovationand price competitionfrom
fewer companies. Second, defense acquisition reform has encouraged military use of
commercia productsin military systems. Proponents of this cite the advantages of
rapid access to new technologies for DOD and the adoption of efficient business
practices, while others question the inappropriateness of some products to military
applications, and the ability of DOD to cope with the speed of obsolescence for
commercial products. Third, globalization has increased cross-border flows of
informationand the availability of technology that could be used for military purposes.

The result has been pressure for the United States to ease defense-related
technology transfer restrictions which could increase exports of U.S. systems, and
help the U.S. defense supplier base. Critics of this logic, however, worry about the
extra vigilance needed to prevent the unauthorized transfer of U.S. defense
technology, potentially increasing U.S. vulnerabilities. And fourth, some U.S. defense
firmsfind it difficult to recruit and retain qualified designers and technical managers,
presaging potential problems. Some analystsnote adownturn in the number of recent
U.S. science and engineering graduates and see strong competition for their talents
from commercial high-technology firms as ominous. But others observe that
perceived shortfals seem concentrated in only some specidities, such as armored
vehicle design, while other specialty requirements, such as computer systems design,
appear ableto fill their requirements.
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The U.S. Defense Industrial Base:
Trends and Current Issues

Introduction

During most of the 1990s, U.S. defense companies faced unprecedented
challenges — a shrunken domestic market for their specialized military products,
reduced defense budgets among U.S. dlies in Europe and Asia, and increased
competitionin export salesfromoverseasfirms. Theresulting U.S. defenseindustria
base was smaller, in some ways more economically more vulnerable, and more
dependent on commercia technologies. New challengeshave evolved whichwill have
to be addressed as Congress and the executive branch ponder future U.S. defense
policy decisions, such as developing new U.S. military capabilities.

This report briefly describes the U.S. defense industrial base, its structure and
evolution, and examines challenges and potential issues for Congress to consider.
Issue areas include competition in defense contracting, the role of commercial
technologies, and foreign participation in U.S. defense programs, and the ability of
U.S. defense firms to recruit and retain sufficient numbers of technical workers.

This report focuses primarily on the private-sector U.S. firms that design and
produce weapons, equipment, and other itemsfor the Department of Defense (DOD).
It does not cover other elements of the nation’ s defense technological and industria
infrastructure, such as government-operated laboratories and repair depots, and
university-affiliated research and development organizations.

Background

Structure of the Defense Industrial Base

Today’ s defense industry is a multifaceted and complex sector of the national
economy, employing more than 2.3 millionworkersin hundreds of firms of al sizes.
Elements of the U.S. defense industry exist in every state and include many joint
ventures with foreign defense companies, especially those based in alied countries.

The structure of the U.S. defense industrial base can be imagined asa collection
of firms placed in amatrix of three dimensions. function, product, and ownership, as
depicted in Figure 1.

Inthefirst dimension, function, enterprisesare categorized as prime contractors,
subcontractors, and suppliers. Prime contractors (also known as “primes’) deal
directly withDOD and hold primary responsibility for product fabrication and overall



CRS-2

management in programswheremorethan one company isinvolved. Sub-contractors,
under obligation to the primes, create some portion of the final product, such as an
electronicssuitefor aship, or the enginesfor an aircraft. Suppliersprovidelower-tier
partsor processed materials to sub- and prime contractors. Traditionally, thislowest
layer of businesswasreferred to asthe “dual-use sector” because much of itsproduct
line could be used for both defense and non-defense purposes. In recent years,
though, a sgnificant number of the components provided by sub-contractorsfor use
in military products has been made to “commercial, off-the-shelf”(COTYS)
specifications. These are aso considered “dual-use.”

The Structure of the Defense Industry
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Adapted from Jacques S. Gansler, The Defense Industry, Cambridge: MIT Press, 1980, p. 3
Figure 1

The second dimension, product, indicates the separate industrial sectors
(aerospace, ships, armaments, etc.) within which firms operate. Any individua
enterprise may conduct business in several sectors, but each sector retains its own
very specific characteristics. For example, aircraft and shipsare built individually but
uniforms and rifles are assembled by mass production processes, while electronics
manufacturers fund more research and development than do boot and shoe makers.

The third dimension, owner ship, shows production facilitiesin private hands, in
the public domain, or in some mixture of the two. Arsenasused for the final assembly
of munitionsare publicly owned and operated by government employees. A significant
portion of the facilities and production equipment used to manufacture military
aircraft are government-owned but staffed by private corporations. All U.S. new-
construction shipyards used for building warships are privately owned and operated.

DOD funding of the industrial base is concentrated in three of the defense
budget’s appropriations titles. These are Operation and Maintenance (O& M:
fuel, ship operations, training, equipment maintenance and overhauls, etc.),
Procur ement (acquisitionof weapons and components, communi cations equi pment,
munitions, modernizations, and upgrade kits), and Resear ch, Development, Test,
and Evaluation (RDT&E: development and testing of equipment, prototypes,
technology demonstration devices, and basc research for potentia military
applications). In 1999, outlays for O&M, procurement, and RDT& E were $62.4,
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$48.6, and $38.0 hillion (in constant FY 2001 dollars), respectively.! For the top two
U.S. defensefirmsin 1999, L ockheed Martin Corp. and Boeing Co., DOD contracts
resulted in $17.8 and $16.3 billion in revenue, or 69.8% and 28.0% of their annual
totals.?

Factors Shaping the Defense Industrial Base

Until the end of the Korean War, the United States had no distinct, identifiable
defenseindustrial base. Industry organized itsdlf around civilian needs, mobilized to
meet war or crisis, and demobilized afterward, reconverting to the manufacture of
civilian products.

The onset of the Cold War changed this. With the Soviet Union and itssatellites
presenting a constant threat to the United States and itsalies, U.S. defense spending
remained at aconsiderably higher level than in previous times of peace, and a portion
of the U.S. industry consequently found itself permanently organized around meeting
DOD needs. As aresult, many firms gravitated toward DOD as their principal, or
even sole, customer, and anidentifiable U.S. defenseindustrial base beganto emerge.

The end of the Cold War in 1991 led to a significant reduction in defense
spending as a whole, and an even more significant reduction in the procurement
portion of DOD’ sbudget. These developments—together with reductionsin defense
budgetsamong alliesin Europe and Asia, increased competition in export salesfrom
overseas firms, and other economic and technological changes — have prompted
changesin the U.S. defense industrial base in severa areas, including the following:
consolidation, diversification, commercialization, teaming arrangements, globalization,
and the availability of skilled technical workers. Each of these is discussed below.

Declining Defense Spending Levels. Defense spending during the Cold
War, though high, was inconsistent (see Figure 2). Of the budget titles considered
here, expenditures on defense research and development (RTD& E) and in support of
operations and maintenance (O& M) generaly rose in real terms each year, peaking
late in the Reagan Administration. Procurement spending (weapon purchases,
communicationsgear, munitions, spareparts, etc.) fluctuated widely, hitting highsand
lows at irregular intervals. Market prospects for U.S. weapons manufacturers
mirrored these changes, rising in the early 1960s and again during the Vietnam War.
Even after the post-Vietnam fall in procurement spending, continuing superpower
rivalry offered the potential for a turnaround that was redlized in 1976 and which
continued through the late 1980s.

'Economic data, unless otherwise noted, are extracted from the Office of the Under Secretary
of Defense(Comptroller) National Defense Budget Estimatesfor FY2001. O& M figuresused
inthisreport exclude salaries to federal workersin order to moreaccurately reflect funds paid
to private enterprises.

’Defense News, August 14, 2000, p. 17.
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Military O&M, RDT&E, and Procurement
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Figure 2

The disappearance of the Soviet Union broke this cyclic spending pattern. After
peaking inreal (i.e., inflation-adjusted) termsin FY 1987, defense outlays as awhole
decreased 31.8% in real terms, with the procurement portion decreasing 55.3%, by
FY1998. Defense-related civilian industrial employment shrank by 28% (see
Figure 3). Most sgnificantly, with no immediate external threat, any expectation of
a spending upswing vanished. Procurement expenditures appeared to enter an
indefinite period of decline.

Defense Related Industry Employment
Fiscal vears 1954-2001
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Changing DOD Policy. During 1993, then-Deputy Defense Secretary
William Perry addressed a gathering of business executives at what has become
known as“The Last Supper.” Hetold them that the defense budget could no longer
support unused production capacity, and that DOD would not hamper, but would
monitor, any corporate mergers or acquisitions they felt it advantageous to make.
However, he went onto say, and later outlined with greater clarity, that DOD would
protect (and the Department continuesto protect) domestic facilities possessing what
hetermed “ defense-unique’ industrial capabilities, suchasthe constructionof nuclear
submarines or the production of heavy armored vehicles.?

A rapid vertical (buyout of parts suppliers and sub-contractors by primes) and
horizontal (mergers between primes) consolidation began among U.S. firms. Some
of the most prominent names in the defense business soon disappeared. By 1995, for
example, Ford Aerospace, the defense division of Unisys, and the Fort Worthdivision
of General Dynamics (builders of the F-16 fighter) had been absorbed by Loral. Two
years later, Loral became part of Lockheed Martin, which itself was the product of
afour-year seriesof 17 individual corporate mergers. Boeing acquired fellow defense
giantsRockwell in 1996 and McDonnell Douglasin 1997. In 1998, Litton Industries
capped itsown series of acquisitions by buying rival shipbuilder Avondale Industries.
Table 1 indicates some results of the mgor consolidations of the 1990s.

Table 1. Consolidation in U.S. Defense Firms, 1993-2000

Corporation/Division (1993) Corporation (2000)

Boeing Boeing
McDonnell Douglas
Rockwell

Litton Industries Litton Industries
Avondale Industries

Lockeed Lockheed Martin
Martin Marietta

Lora

Ford Aerospace

General Dynamics (Fort Worth)

Northrop Northrop Grumman
Grumman

LTV (Aircraft)

Westinghouse (Electronic Defense)
General Dynamics (Space)

Raytheon Raytheon
Genera Dynamics (Missiles)
Hughes Electronics

Texas Instruments (Electronics)

Sour ce: Aviation Week and Space Technology, May 8, 2000, p. 23.

3See Anthony L. Velocci, Jr., “Perry Forges New Shape for Industry.” Aviation Week and
Space Technology, November 15, 1993, pp. 52-54; and Jeff Cole, “Defense Industry
Regroups,” Wall Street Journal (European edition), December 9, 1996, p. 1. For detail on
the development of defense consolidation during the 1990s, see CRS Issue Brief 1B92122,
Defense Industry in Transition: Issues and Options for Congress, by (name redacted).
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Corporateconsolidations, both vertical and horizontal, areexpected to continue.
Although their effectsare always difficult to assess, further reduction of the number
of producers in the defense base raises questions about the continued viability of
technological innovation and price competition. U.S. military forces are the world's
most technologicaly advanced, and future force structures assume a continual
integration of rapidly evolving weapon and command and control systemtechnology.
As amove to expand the pool of potential bidders on defense projects, reduce costs,
and gain access to the latest technologies, DOD began to reform its acquisition
practices during the mid-1990s. Central to this reform have been the adoption of
commercia (rather thanmilitary) specificationsin some product designs, theadoption
of some commercial-likeacquisitionpractices, and thereductionof regulatory barriers
to commercial firms attempting to enter the defense market.®

Even with acquisition reform, there are some sectors within the industrial base
where a lowest acceptable limit on numbers of firms competing may have been
reached, and DOD appearsto be rethinking its policy of encouragement to mergers
and acquisitions. For example, the Department cited competition concernsin 1997
whenit did not permit Lockheed Martin to complete aproposed $11.2 billion buyout
of Northrop Grumman, and for the same reasonit is currently reviewing the proposed
purchase of Lockheed Martin's Aerospace Electronics Divison by BAE Systems
North America.®

Effects of Economic Globalization

An additiona post-Cold War phenomenon affecting U.S. defense is economic
globalization--the integration of national and regional economiesthat were previousy
separated by political, economic, or cultural boundaries.” Globalization has been
accelerated in the 1990s by advances in computers, the advent of the Internet, and
other developmentsin information and telecommunication technologies. Central to
this is the “information revolution,” which has helped to precipitate and sustain the
post-Cold War reduction of physical and political obstacles between communities.

Theeffect of globalizationonthe U.S. defenseindustrial base hasbeentwo-fold.
First, faced with a reduced level of defense spending, many defense firms have

“For examples of statements of corporate intentions, see Anthony L. Velocci, Jr., “Northrop
Grumman Chief Renews Aggressive Acquisition Strategy,” Aviation Week and Space
Technology, August 7, 2000, p. 53, and Robert Wall, “Lockheed Martin EndsNo-Acquisition
Mode,” Aviation Week and Space Technology, August 14, 2000, p. 47.

°For adetailed discussion of background and recent actions taken by DOD and Congress, see
(name relacted), Defense Acquisition Reform: Status and Current Issues (1B 96022),
Washington: Congressional Research Service.

See Reed L andberg, “ Defencelndustry Fightsfor ItsFuture,” Thelndependent, July 6, 1997,
p. 2; and Bryan Bender, “Special Watch by U.S. DOD on BAE-Lockheed Deal,” Jane's
Defence Weekly, August 9, 2000, p. 2.

"Office of the Under Secretary of Defense for Acquisition and Technology, Final Report of
the Defense Science Board Task Force on Globalization and Security, Washington:
Department of Defense, 1999, p. 1.
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broadened their focus to include a more commercia orientation. Those companies
which have remained within the traditional defense sector have begun to bring
commercially-devel oped technologies into military applications, have expanded the
number of joint ventures and strategic partnerships in which they have engaged with
their European counterparts, and have increased their reliance on commercial sector
business and defense exports. Second, the revolution in information technology (I'T)
has resulted in an increased emphasis on *“capability-amplifying” information
integration products such as telecommunications and computer-based systems.

Theworldwide proliferation of computersand the ease with which data can pass
betweenthem hasgreatly expanded the quantity and the typesof informationavailable
to virtualy anyone equipped with a modem and a mouse. Much unclassified
government information and almost any commercia product (such as reasonably
detailed satelliteimagery) isreadily obtainablefrom any I nternet-connected computer.
Indeed, the kind of technology upon which DOD is building its future “information-
centric” warfare cannot be kept from potential adversaries precisely because it is
largely commercia in nature and accessible from anywhere on the globe. A recent
Defense Science Board task force report stated that:

From a long-term strategic standpoint, globalization's most significant
manifestation is the irresistible leveling effect it is having on the international
military technological environment in which DOD must compete. ... The
technology DOD [anticipates being able to leverage most] to maintain military
dominanceis that which the United States is|east capable of denying its potential
competitors. Access to commercia technology is virtualy universal, and its
exploitation for both civil and military ends is largely unconstrained. ... Indeed,
owing to the proliferation of military technology, the commercialization of former
military-specific technology, and the increasing reliance of militaries worldwide
on commercialy-devel oped technology, and the genera diffusion of technology
and know-how, the majority of militarily useful technology is or eventually will
be available commercially and/or fromnon-U.S. defense companies.? [emphasis
in the original]

Congressional Action in Recent Years

Congress in recent years has enacted legidlation in response to some of the
previously mentioned devel opments affecting the U.S. defenseindustrial base. These
actions have included steps--such as annual decisions to keep certain defense
manufacturing lines“warm” --intended inlarge part to protect defense sectorsor firms
that were deemed economically vulnerable. The discussion below provides a few
examples of some of these actions during the 104™, 105", and 106™ Congresses.

104" Congress. During the 104" Congress, the House Committee on National
Security (HNSC)® pressed DOD to request increased authorization on a range of
projects “to stabilize the modernization accounts and key elements of the defense

8bid., pp. v-vi.
°In the 106™ Congress, this body was renamed the House Committee on Armed Services.



CRS-8

industrial base.”*® Congress funded procurement above levels proposed by the
Clinton Administration for tactical aircraft, ships, small arms, and precision guided
munitions. The Senate Committee on Armed Services (SASC) expressed strong
interest inforcing the Army to utilize multiyear contractsfor the purchase of tracked
combat vehicles, and in maintaining competition through the judicious allocation of
funds for submarine and warship construction.** Defense authorization acts crafted
during both sessions included language designed to ensure that “technology and
industrial base considerations [continue to be] given appropriate considerationinthe
programming and budgeting process in the Department of Defense.”*

105™ Congress. Legidation passed during the 105" Congress funded
purchases above those requested by DOD in order to, as the SASC put it, “support
the industrial base until end-state requirements can be identified after the [1997]
Quadrennial Defense Review process iscomplete”*® and to guide the preservation of
production capacity in specific programs (such as the B-2 Spirit heavy bomber).
HNSC urged “the Secretary of the Army to identify and evaluate processes and
economical practicesthat would enable [federal] arsenalsto remain viable and critical
components of the defense industrial base,” and in the matter of ship overhaul and
repair, directed “the Secretary of the Navy to apply no lessthan 50% of any additional
funding above the budget request to the private sector.”'* SASC indicated its
dissatisfaction with several aspects of the various services procurement plans and
devoted considerable attention to the continued domestic manufacture of smal arms
ammunition, to increasing the production of Army helicopters, and to the rapidity of
corporate mergers within the defense sector.™

106™ Congress. The 106™ Congress took steps to secure continued
competition in the procurement of smal arms ammunition, aircraft engines and
aircraft gjection seat development, and created a new office within the Office of the
Secretary of Defense having specific responsibility for monitoring and reporting on
the health of and competition within the defense industrial base.*® Congress debated

194.Rept. 104-131, June 1, 1995.
HUS Rept. 104-112, July 12, 1995.
125 Rept. 104-267, May 13, 1996.

133, Rept. 105-29, June 17, 1997. The Quadrennial Defense Review (QDR) isacomprehensive
analysis of the nation’s national security requirements undertaken every four years by the
Department of Defense. The next QDR is scheduled for release in early 2001.

1“H.Rept. 105-532, May 12, 1998.
S Rept. 105-29, June 17, 1997.

18Congress created the position of Under Secretary of Defense for Acquisition, Technology,
and Logisticsin order to bring an experienced private sector manager into defenseacquisition.
That individua isto supervise defense procurement and set policy for the management of the
defenseindustria basewhilereporting to the Congress on those actions necessary to promote
long-term research and technological development (H.Rept. 106-162, May 24, 1999).
Congress al so considered establishing a separate Defense Technology Security Agency under
a Deputy Under Secretary of Defense, responsible for advising the Secretary on industrial

(continued...)



CRS-9

the establishment of a loan guarantee program for the steel industry, “a critical
element of the U.S. defenseindustrial base... necessary to the defense readiness of the
United States.”*’ Finally, though its heated discussions of funding requested by DOD
for initia production of the F-22 Raptor and continued development of the
multiservice, multinational Joint Strike Fighter aircraft program, Congress appeared
to enter into more direct management of DOD procurement programs.*®

Potential Issues For Congress

Congress continues to face a variety of issues regarding the defense industrial base.
Theremainder of thisreport will touch uponfour which are of potential congressional
concern: continued corporate consolidation; commercialization of defensetechnol ogy;
globalization of the defense industry; and a perceived technical manpower shortage.

Industry Consolidation

Horizontal consolidationamong well-known and economically important prime
contractors has been perhaps the most visble post-Cold War industry devel opment.
Mergersand acquisitions have yielded fewer and larger companiesto which DOD can
turnfor the equipment it needs. For example, today thereare but five U.S. companies
able to construct Navy surface warships, three military airframe manufacturers, and
two builders of tracked combat vehicles where eight, eight, and three companies,
respectively, existed in 1990.%°

V ertical consolidation between the primesand their subcontractorsand suppliers
has been less evident, and itsimpact is more difficult to assess.®® Nevertheless, the
decreaseinthe number of compani es, combined withthe recent practice of “bundling”
numerousdefense contractsintofewer, larger offerings, hasgenerated concernsabout
the health of the lower tier of the defense industry.#

18(....continued)

base, competitiveness, foreign acquisition, and munitions export policy (H.Rept. 106-166,
May 27, 1999), and wrote into the Export Administration Act of 2000 the creation of an
Officeof Technology Evaluation within the Department of Commerce, tasking it withwriting
technical studies of thoseU.S. industrial sectorscritical to thedefenseindustrial base (S.Rept.
106-180, October 8, 1999).

"S,Rept. 106-8, March 4, 1999.

¥Harvey M. Sapolsky and Eugene Gholz, “The DefenseMonopoly,” Regulation 22/3, 1999,
pp. 39-43.

®David E. Cooper, Defensel ndustry Consolidation and Optionsfor Preserving Competition
(GAOINSIAD-98-141), Washington: General Accounting Office, 1998.

David E. Cooper, Defense Industry Consolidation: Competitive Effects of Mergers and
Acquisitions (GAOT-NSIAD-98-112), Washington: General Accounting Office, 1998.

24QOliver Launching Study of Contract Bundling's Small-Business Impact,” Inside the
Pentagon, November 7, 1999, pp. 7-8; also Peter Behr, “ Contract Woes for Small Firms:
(continued...)
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Although proponentsof continued consolidation maintainthat thesurviving firms
will emerge healthier and more competitive against each other and foreign defense
firms, critics focus their concerns on issues of technological innovation and price
competition.

Some analysts view continued corporate acquisitions as economicaly
inevitable,®® and have suggested several methods by which both innovation and
competition might be preserved in an environment where few companies, or even a
single source, remain.?® Among suggestions offered are: requiring that prime
contractors compete contractsto their sub-tier suppliers and use open-system (non-
proprietary) architecturesto permit wider competition; taking measuresto encourage
commercia firmsto enter the defense market; promoting the use of aternative (i.e.,
soft-kill, information-based, etc.) technologies, competing missons rather than
platforms (i.e., usng unmanned vehiclesinstead of manned); or opening competition
to foreign suppliers.

Commercialization of Defense Technology

Commercidization of the defense industrial base reflects a convergence of
military and civilian technologies in research and in application. In some fields, most
vigbly in information systems and telecommunications, the cutting edge of
technological advancement liesin the commercial sector.

The federal share of the total U.S. investment in research and development has
shrunk steadily over the last severa decades. Thisisin part due to a steep rise in
funding from private sources and a concurrent decline in federal dollars (see
Figure 4). With the most advanced technology in many fields now residing in the
commercial sector, DOD has become morewilling to rely on non-defense industry to
supply its needs.

21(_..continued)

‘Bundling’ Found to Undermine Minority-Owned Businesses,” The Washington Post, July
20, 2000, p. A23, “SBA Fina Rule on ‘Contract Bundling’ Gives Small Firms Strong
Protection,” M2 Presswire, July 28, 2000, and Peter Behr, “ Air Force Bidding Worries Small
Firms,” The Washington Post, September 22, 2000, p. E2.

2See Anthony L. Velocci, Jr., "Further Consolidation Looms Over Industry,” Aviation Week
and Space Technology, May 8, 2000, p. 22; also Robert Wall, "Lockheed Martin Ends No-
Acquisition Mode." Aviation Week and Space Technology, August 14, 2000, p. 47.

% See William E. Kovacic, “Competition Policy in the Postconsolidation Defense Industry,”
Antitrust Bulletin 44/2 (Summer, 1999), pp. 421-487.
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Figure 4

Proponents of using more commercial products emphasize the rapid access to
current technology, the exposure of the defense community to modern business
practices, and the ability of DOD to purchase new products in significantly reduced
time. The Defense Science Board has indicated that there are probable benefits to
DOD in cost and capability which areavailablein at least Six product areas, including
information systems, communications, ar and sea lift, logistics, space-based
surveillance, and high-efficiency ground transportation.?

Some critics of the move to commerciaize more of the defense acquisition
process cite examples of high modification costs and delivery delays when DOD
program managers have failed to appreciate gaps between military requirementsand
COTS equipment capabilities. They aso point out that commercia products are not
appropriateto al military applications, and that it is possible that forcing commercia
products into military niches can be inappropriate, expensive, and may result in
modification of the military requirement rather than improvement to the commercia
equipment itself. %

Othersseeasystematic aversiononthe part of some DOD acquisition managers
and prime contractors to the use of commercial components. Thisisduein part to a
perceptionthat machinesbuilt to civilian specifications may fail under extreme test or
operational conditions, increasing cost and potentialy placing larger programs at

#Office of the Under Secretary of Defensefor Acquisition and Technology, Final Report of
the Defense Science Board Task Force on Globalization and Security, Washington: Office
of the Secretary of Defense, 1999, p. 14.

% See Office of the Secretary of Defense, Commercial Item Acquisition: Considerationsand
Lessons Learned, Washington: Department of Defense, June 26, 2000.
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risk.? Once purchased and placedin service, commercial productscanrapidly become
obsolete. The civilian market movesrapidly, especialy in the information technology
and telecommunications fields. Some criticsfear that vital equipment could go out of
production and may not be available in quantity when needed.?” Moreover, new
versions of commercial productsand componentsmay not be “ backward compatible”
and able to operate with existing equipment.

Globalization

The globalization of industry translates into the lowering of barriersto trade,
financia movement, and accessto information. Companieswith aglobal outlook seek
opportunity for acquisitions and marketswith little regard for national boundaries. In
the defense industry, this trend can raise concerns regarding the transfer of sensitive
technology and of foreign corporate control.

Those who support a more globalized defense industry, particularly in
transatlantic relationships, point out that the reduction of controls on the transfer of
defense-related technology can help increase exportsof U.S. productsto friends and
allies. Such arelaxation can increase the number of individua units sold (offsetting
to some degreethe post-Cold War shrinkagein domestic defense procurement), make
the equipment used by different national military establishments interoperable
(enhancing the ability of U.S. forces to operate in conjunction with foreign units),
increase the scope of work in which U.S. industry engages, and effectively counter
competitive sales of equivalent foreign technology. In addition, globalized industries
foster cross-border collaboration on projects, can spread the financial risk of new
system development and production, and can assist in gaining U.S. accessto foreign
technology.

Those who criticize the easing of technology export restrictions cite the need to
prevent unauthorized transfer of U.S. defense technology.? Criticsalso maintain that
any reliance on globalized production carries with it the danger of being unable to
maintain adequate supply of materiel and components during times of crisis or
heightened need. Defense companies are acutely aware of government sensitivity to
the sharing of militarily-useful technology across national borders. Statements by
industry executives in both the United States and Europe, where the European
Aeronautic Defense and Space Co. (EADS) was recently created by the merger of
German, French, and Spanish defense firms, indicate a strong desire to pursue

%Bryan Bender, “DOD in Search for COTS Despite Mixed Results,” Jane' s Defence Week,
August 9, 2000, pp. 20-21.

ZThereis a discussion of the challenge posed by obsolete and out-of-production partsin the
F-22 program in David A. Fulghum, “USAF Maps Solution to Rapidly Aging Parts,”
Aviation Week and Space Technology, June 12, 2000, pp. 51-53.

BMichadl A. Taverna, "Thomson Cautious On U.S. Defense Links." Aviation Week and
Space Technology, July 31, 2000, p. 54. For a fuller discussion of a specific technology
export control issue, see CRS Report RL30273, Encryption Export Controls, by (namered
acted).
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transnational joint ventures and business alliances while satisfying governments that
critical information is not being compromised.?

Shortage of Technical Personnel

Findly, some defense companies appear to be facing current and projected
shortages of junior and middle-level scientists and engineers within the more
sophisticated and complex programs.®® Several causes seem to contribute to the
shortfal. In the military aircraft industry, for example, there are relatively few
aerospace engineersin the 40-49 year age bracket, reflecting the industry’ sdownturn
during the 1970s. Likewise, an insufficient number of recent engineering and science
graduates aged 25-30 are employed in defense, reflecting both the drawdown in
defense budgets during the ten years prior to 1998 and the intense compensation
competition for skilled personnel coming from computer and Internet companies.
This shortfal is felt to be especially acute in the electrical, software, and systems
engineering disciplines, where competition with commercial firmsisthe most severe.
Anadditional challengefor defense companiesisthefact that many advanced students
(master and doctora candidates) in U.S. engineering schools are foreign nationals
who are less likdly than U.S. citizens to be able to work in fields requiring access to
classified information.

According totop-level managers, acritical factor intherecruitment and retention
of high-quality personndl isthe industry’s ability to maintain vitality and vibrancy in
technically challenging programs. During the 1940s, 1950s, and 1960s, jet aircraft,
ships, and advanced ground vehicleswere at the forefront of technology, and young
engineers saw rewarding futures in their design and construction. Today, relatively
few defense-related programs are focused on building “platforms;” the greater
emphasisliesin electronics and systems integration. The bulk of industry complaints
about personnel shortfalls seem concentrated in the platform industries, particularly
airframe manufacturers, while programs stressing information technology appear to
be better able to recruit new talent. For example, Raytheon, a defense company with
a heavy focus on electronics and IT, has hired 3,000 engineers during the last 18
months, with 70% of those offered positions accepting them.** Northrop Grumman,
a defense firm which is shifting its efforts away from aircraft manufacture and into

29John D. Morrocco, "EADS, Northrop Grumman Broaden Cooperative Links," Aviation
Week and Space Technology, June 12, 2000, p. 35-36.

OWilliam B. Scott, “Industry’s Loss of Expertise Spurs Counterattack,” Aviation Week and
Space Technology, March 13, 2000, pp. 160-161; Anthony L. Velocci, “Loss of Intellectual
Capital Chalenges Company Ingenuity,” Aviation Week and Space Technology, April 24,
2000, p. 26; Robert Wall and Anthony L. Velocci, “Pentagon Board Urges Fix for Defense
Industrial Base,” Aviation Week and Space Technology, April 24, 2000, p. 28; and Anthony
Ve occi, "Industry Prognosis Flags Ominous Trends,” Aviation Week and Space Technol ogy,
July 17, 2000, pp. 28-30. See aso Kimberly Ann Harokopus, “Reforming Defense
Procurement: The Politics and Practices of Weapons Acquisition,” Ph.D. dissertation, Boston
College, 1999.

*1See Robert Holzer, “One-on-One: Louise Francesconi, Raytheon Co. Vice President and
Raytheon Guided Missile Systems General Manager,” Defense News, October 23, 2000,
p. 94.
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electronicsand I T, appearsto facerecruiting and retention challengesin product lines
tied to platforms, but not in those areas where “young people ... see afuture.”*

For those firms that are having difficulty, staffing problems among middie- and
senior-level engineersand program managers pose challenges different in quality but
similar in effect. In the aerospace industry, for example, some of the larger defense
corporations will soon face the retirement of a large number of technical managers
who entered their careers during the late 1950s and the 1960s. One major Pentagon
program managed by alarge defense contractor is noted by an observer as expecting
more than 80% of its engineering staff to retire before the end of September of
2002.* Thescarcity of mid-career engineers already noted meansthat an insufficient
number of experienced managersisavailableto fill the ranks of theretiring. Analysts
note that of those who are available for promotion into program management, few
have worked on enough major systems development projects to develop the same
breadth of experience as those they will replace.

2Unattributed, “One-on-One Kent Kresta, Chairman, CEO, Northrop Grumman
Corp.,” Defense News, October 16, 2000, p. 30.

% Anthony L. Veocci, “ Brain Drain Threatens Aerospace Vitality,” Aviation Week and Soace
Technology, April 24, 2000, p. 24.
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