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Iran: Arms and Technology Acquisitions

Summary

SuccessiveU.S. administrationssincelran’ s19791damicrevolution haveviewed
Iran as a potential threat to U.S. alies and forces in the Persian Gulf and in the
broader Middle East, and have sought to limit its military capabilities. The apparent
rise of moderate elementsinsde I ran led the Clinton Administration to seek to engage
Iran in aformal governmental dialogue, and to state that Iran has legitimate defense
needs. At the same time, the Clinton Administration and Congress were wary that
Iran’s political evolution could stop or reverse course, and they did not ease U.S.
efforts to deny Iran the arms and technology with which it could dominate or
intimidate pro-U.S. countriesin the region. Available dataindicate the United States
has had mixed success in achieving these goals.

Iran has generaly lacked the indigenous skills to manufacture sophisticated
conventional arms or independently devel op weapons of mass destruction (WMD),
and one of Iran’s objectives has been to obtain the technology and skills to become
sdlf-sufficient. Iran has come a long way toward that objective in certain areas,
including balistic missiles and chemica weapons. However, in the aggregate, Iran
remains reliant on foreign suppliers. This dependence has given the United States
some opportunity to work with potential suppliers to contain Iran’'s WMD
capabilities. European alliesof the United States have agreed not to sell conventional
weaponry to Iran, and the United States has persuaded its European allies not to sl
any technology that could have military applications (“dual use items’) to Iranian
military or security entities.

Totry tothwart U.S. efforts, Iran has cultivated closerelationshipswith foreign
suppliersthat are not allied to the United States, especialy Russia, China, and North
Korea. Curtailing armsand technology suppliesto Iran hasformed an important part
of the U.S. agendawith dl three of these countries, but more pressing U.S. objectives
with each of them have sometimes hampered the U.S. ability to dissuade them from
assisting Iran. Iran apparently continuesto receive critical technology from al three,
but U.S. efforts appear to be bearing some fruit in limiting their arms and technology
supply relationships with Iran.

U.S. attempts to prevent foreign arms and technology assistance to Iran has
prompted adebate over U.S. policy toward supplier states. Congressand successive
Administrations have enacted several laws and executive orders, many of which are
smilar to each other, that impose sanctions on countries and firms that sell WMD
technologyto Iran. The most recent measure enacted isthelran Nonproliferation Act
(P.L. 106-178), signed in March 2000. The Clinton Administration generally
preferred diplomacy and engagement with supplier states, and it used the threat of
sanctionsto obtain supplier cooperation. Somein Congressmaintainthat U.S. efforts
to halt technology flowsto Iran would be more effective if there were abroader and
sustained U.S. willingness to sanction supplier states.
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Iran: Arms and Technology Acquisitions

Iran’s experiences during its war with Irag (1980-1988) apparently convinced
the Iranian leadership to enhance Iran’s ability to develop and deliver weapons of
massdestruction (WMD). Iran attributed itslossin that war partly to Iraq’ s superior
WMD capabilities. Iran fired North Korean-supplied Scud missiles on Baghdad
during the Iran-Iraq war, but Irag’ s retaliation demonstrated that Baghdad's missile
technology capabilities far exceeded those of Iran during that war. Irag, with some
foreign assistance, was able to extend the range of Soviet-supplied missilesto reach
Tehran, some 400 miles from the Irag-Iran border. Irag used chemical weapons to
a far greater extent, and to greater effect, against Iran than Iran used chemical
weapons in retaliation. After the 1991 Persian Gulf war, when U.N. inspections of
Iraq’sWMD programs began, Iran learned aong with the rest of the world that Iraq
might have been within one year of achieving a nuclear weapons capability. Iran's
nuclear program was, and to a large extent still is, embryonic by comparison.

According to U.S. statementsand proliferationreports, Iran intensified itsdrive
to acquire WMD after the war with Irag. Iran has tried to build up its indigenous
WMD technology expertisein order to eventually become self-sufficient. However,
Iran has had to compensatefor itstechnol ogical deficienciesthrough a sustained and
broad effort to obtain outside assistance for itsWMD efforts. Most U.S. alies have
refused to supply Iran with technology that can be used for WMD, although an
August 2000 U.S. government nonproliferation report noted that Iranincreasingly is
seeking to procure WM D-capable technology from Western Europe.  Iran has
primarily had to approach countries, and entities within those countries, that are
willing or able to resist or evade U.S. pressureto curb their dealingswith Iran. The
main arms and WM D-related technology suppliersto Iran remain Russia, China, and
North Korea. The sections below discuss the evolution and scope of the arms and
technol ogy supply relationships between [ran and these countries. A separate section
discusses other countries that have supplied arms or WMD technology to Iran,
although on a much smaller scale than Russia, China, or North Korea.

One point of debate among expertsiswhether political changein Iranwill affect
itsWMD effortsinthefuture. Iran’ smilitary establishment remainsunder the control
of revolutionary purists linked to Iran’s Supreme Leader, Ali Khamene'i, who
congtitutionally holdsthe position of Commander-in-Chief of the Armed Forces. The
May 1997 landdlide popular election of arelative moderate, Mohammad Khatemi, as
Iran’s President, led some observers to believe that Khatemi would extend his
reformist agendainto military affairs. However, it isnot certain that Khatemi wants
to curb Iran’' sWMD programs, even if hewereto acquireadditional national security
decisonmaking authority. There hasbeen no suggestion that he disagreeswith other

ICIA Nonproliferation Center. Unclassified Report to Congress on the Acquisition of
Technology Relating to Weapons of Mass Destruction and Advanced Conventional
Munitions, 1 July Through 31 December 1999. August 2000.
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leaders on Iran’s threat perceptions or fundamental security needs. U.S. officials
testified to Congress during 2000 that the there has been no observable slowdown of
Iran’s WMD programs since Khatemi took office in August 1997.

On the other hand, Khatemi’s thus far successful efforts to end Iran's
international isolation depend on at least the appearance of cooperation with
international nonproliferationregimes. Somelranianofficials, particularly thoseinthe
foreign ministry, assert that Iran’s security is better protected through cooperation
withinternational nonproliferation regimesand diplomatic effortsto dampenregional
arms races than through WMD development. Whatever Iran’s motivations, the
International Atomic Energy Agency (IAEA) has said on severa occasionsthat Iran
issubstantially in compliance withitsobligations under the Nuclear Non-Proliferation
Treaty, and Iran has complied, to a sgnificant extent, with the organization
(Organization for the Prohibition of Chemical Weapons, OPCW) established to
implement the 1993 Chemica WeaponsConvention. Nonetheless, Iran’ scooperation
with these regimes has not diminished U.S. suspicions that Iran is covertly
circumventing, or could quickly circumvent, the restrictions imposed by these
conventions.

Russia

Iran has sought Russian assistance partly because of the limited alternatives and
not necessarily because of strategic or ideol ogical affinity between the two countries.
Iran’ s relationship with Russiais tempered by alingering fear of Russian power and
intentions. In 1907, Russia concluded atreaty with Britain dividing Iran into spheres
of control. Russian troopsoccupied northern Iranduring World War |. Soviet troops
invaded again in 1941, in concert with Britain, when Iran appeared to become
sympathetic to Nazi Germany. After World War [1, the Soviet Union refused to
withdraw completely from Iran and it set up two autonomous zonesin northern lran,
which lasted until 1946, when U.S. pressure forced the Soviets to withdraw
completely. Iran’slslamicrevolution, which triumphedin February 1979, considered
anathema Soviet ideology and itssuppression of ISlamand other religiousexpression.
The December 1979 Soviet invasion of Afghanistan revived Iranian fears that
Moscow might have territorial designson Iran. The Soviet Union also backed Irag
witharms saes, financia credits, diplomatic support, and military advice, throughout
the Iran-Irag war.

Thelran-lraq war, which ended in August 1988, left Iran’ s conventional arsenal
devastated, and the need for rearmament provided Iran and the Soviet Union an
opportunity to pursue mutual interests. A U.S. military buildup inthe Gulf during the
Iran-Iraq war — designed to protect the free flow of oil in the Gulf — had created
concern in Moscow that the United States was attempting to establish hegemony in
that strategic body. Iran, partly because of U.S. efforts during the Iran-Iraq war to
shut off worldwide arms salesto Iran, lacked awide choiceof willing suppliers, and
the Soviet Union saw arms sales to Iran as one way to broaden its influence in the
Gulf. A February 1989 visit to Tehran by then Soviet Foreign Minister Edouard
Shevardnadze, and his meeting with the ailing Ayatollah Khomeini, signaled the
beginning of athaw in Iran’s relations with the Soviet Union.
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Iran established an arms and technology relationship with the Soviet Union
during avist to Moscow by then parliament speaker Ali Akbar Hashemi-Rafsanjani
in June 1989, two weeks after the death of Ayatollah Khomeini. A joint communique
at the conclusion of the visit said that the two countries would collaborate in the
“peaceful use of nuclear energy,” and that the Soviet Union “agreed to bolster the
military capacity of the Ilamic Republic.”?

The subsequent breakup of the Soviet Union in late 1991 raised Iran’s
importance in the strategic calculations of Russia, the successor to the Soviet Union
ininternationa affairs. Russia percelved an arms and technology relationship with
Iran as a key part of an effort to moderate Iranian behavior on Russia s southern
flank. After the dissolution of the Soviet Union in 1991, Russia and the former
Communist leaders|eft in charge in the Sx Mudim states of the former Soviet Union
(Azerbaijan, Turkmenistan, Tgjikistan, Uzbekistan, Kyrgyzstan, and Kazakhstan) were
concerned that Iran might try to spread revolutionary Islam into these new states.
According to observers, Russa tacitly linked arms and technology sales to Iran’s
refraining from political meddling in these states.

An additional factor in Russian planning was the aftereffects of the 1990-1991
Persian Gulf crisis, which left the United States pre-eminent in the Gulf and
demonstrated the effectiveness of U.S. military technology. The war cemented the
U.S. position asthe primary arms supplier to the Persian Gulf monarchy states. U.N.
sanctions imposed on Irag after its August 1990 invasion of Kuwait included a
worldwide arms embargo, removing one of the key Soviet arms clients from the
international market. Russian officias viewed Iran as a key source of needed new
sales to compensate for the closure of these and other arms markets.

Attempting to curb Russia s arms and technology relationships with Iran, U.S.
officias have consistently impressed upon their Russian counterparts the possibility
that Iran’s historic resentment of past Russian actions in Iran might some day make
Russaitself atarget of IranianWMD. Iran and Russiaare also wary of each others
ambitions and claims on Caspian Sea energy resources, even though their positions
on the division of resources in the sea have not differed substantialy to date. (The
two countries, along withKazakhstan, Azerbaijan, and Turkmenistan, border thesea.)
These argumentshave not dissuaded Russiafromsdlling armsand technology to Iran,
and the Clinton Administration and Congress tried to use the threat of sanctionsin
efforts to achieve nonproliferation goals.

In some cases, the Clinton Administration took the step of imposing sanctions
on the Russian government and Russian entities dealing with Iran. However, the
Administration often stated itsreluctance to impose sanctions on the groundsthat the
United States has broad objectives in Russia, including promoting economic and
political reform, mutual arms control and reduction, safeguarding nuclear material,
and limiting the effects of the war in Chechnya. During 1999 and 2000, the Clinton
Administrationworked constructively with Russiato try to contain the I amist threat
posed by the Taliban regime of Afghanistan and its protected “guest,” Saudi-born

?|damic Republic of Iran News Agency [IRNA] on Communique. Foreign Broadcast
Information Service, FBIS-NES-89-121, June 26, 1989. P. 31-33.
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terrorist financier Usamabin Ladin. These objectives, according to some observers,
sometimes overrode calls within and outside the Administration to closely link U.S.
relationswith Russiato the abandonment of itsarms and technol ogy relationship with
Iran.

Advanced Conventional Weaponry

In 1991, Soviet arms ordered by Iran in 1989 began flowing to the Idamic
Republic. Possibly because of fluctuationsin Iranian oil revenues and its large debt
burden, it appearsthat Russia delivered fewer arms than Iran had originally ordered,
and deliveries seemto have tapered off by the mid 1990s. Total deliveriesto Iran by
Russia include about 30 MiG-29 and 30 Su-24 combat aircraft,® about 300 T-72
tanks,* SA-5 and SA-7 surface-to-air missile systems, and three Kilo-class diesel
submarines, the last of which arrived in January 1997. The submarine purchases
represented the first deployment of the vessels by a country in the Gulf and raised
concerns among U.S. naval officials of a heightened threat to U.S. naval and
international commercial shipping in the strategic waterway.

The purchases and their strategic implications drew considerable attention in
early 1992, when then CIA Director Robert Gates testified before the House Armed
Services Committee that Iran was planning to spend $2 billion per year to rebuild its
conventiona arsenal and try to become the pre-eminent Persian Gulf power.®> In
response to these assessmentsand to reportsof Iran’ sattemptsto acquire WMD and
delivery means, Congress passed the Iran-Iraqg Arms Non-Proliferation Act of 1992
(Title XVI of the National Defense Authorization Act for FY 1993, P.L. 102-484).
That law requires sanctions against foreign firms (a ban on U.S. government
procurement from and technology export licensesto the entity) and foreign countries
(a suspension of U.S. economic assistance, and of U.S. technical exchanges and
assistance) that “contribute knowingly and materialy to the effortsby Iranor Iraq ...
to acquire chemical, biological, and nuclear weapons® or to acquire destabilizing
numbers and types of advanced conventional weapons.” As discussed below (see
sectionon China), the law did not precisely define “destabilizing numbers and types’
of advanced conventional weapons, thereby giving the President discretion to
interpret the Act’s requirements and to decide whether or not to impose sanctions
under the Act.

3Figures provided by the International Institute of Strategic Studies, The Military Balance,
2000-2001. Aircraft figuresinclude small numbers of Russian-made aircraft flown to Iran
by Irag at the start of the 1991 Persian Gulf war. Irag has asked that its aircraft be returned.

“The Military Balance 2000-2001 assesses Iran’ sarsenal of T-72 tanks at 480, of which 100
were provided by Poland, according to press reports. Iran might have also received small
numbers of T-72's from other Eastern European sources, but it is widely believed that the
large mgjority of Iran’s T-72's, aswell asits 75 T-62 tanks and 400 older model T-54's and
T-55's, were provided by Russia.

*Gates Warns of Iranian Arms Drive. Washington Post, March 28, 1992. P. Al.

The language on chemical, biological, and nuclear weapons was added in 1996 by Section
1408 of P.L. 104-106, the National Defense Authorization Act of 1996.
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U.S. officids have argued that the threat of imposing sanctions under the Act
helped the United States extract a formal pledge from Russia in June 1995 not to
enter any new arms contracts with Iran. That pledge was required for the United
States to accede to Russia's membership in a multilateral export control regime
known asthe Waasenaar Arrangement, asuccessor to the Cold War eraCoordinating
Committee for Multilateral Export Controls (COCOM). The pledge was obtained
after numerousU.S.-Russiandiscussionsontheissue, including at the Clinton-Y eltsin
summits in Vancouver, Canada (April 1993), Washington (September 1994), and
Moscow (May 1995). Delivering a summary of the achievements of the 1995
Moscow summit, an Administration briefer stated that “The two Presidents have
resolved some outstanding issues associated with arms sales to Iran, and as soon as
those are recorded and in agreement, it'll be possible to welcome Russias
participation as a founding member of the new post-COCOM regime.”” Remaining
issues were resolved to the Administration’s satisfaction in June 1995, and Russia
subsequently provided the Administrationwithalist of military itemsdelivered, or yet
to be delivered, under existing contracts with Iran.®

The New York Times reported on October 13, 2000 that, under the
understanding reached withRussia, dl deliveriesto Iran wereto end by December 31,
1999, and that Russia did not honor that element of the arrangement.® A partial text
of a classfied “Aide Memoire’ setting out some elements of the U.S.-Russian
understandings reached in 1995 regarding Russia’' s arms salesto Iran was printed in
the Washington Times on October17, 2000.° The printed Aide Memoire notes that
“Russia sobligationnot to conclude new contractsand other agreementsontransfers
of arms and associated items to Iran will enter into force upon Russia sinvitation to
participatein the devel opment of the new regime.” Thereferenceto the “new regime”

"White House Briefing. Reuters, May 10, 1995.

& National Security Adviser Samuel Berger speaking on NBC' s“Meget the Press’ programon
October 15, 2000, said that, although disappointed that Russia did not honor the [December
31, 1999] date for completion of deliveries, sanctions could not be imposed on Russia for
arms transfer agreements concluded with Iran prior to the enactment of the Iran-Irag Arms
Nonproliferation Act. Further, Mr. Berger stated that the list of items Russia planned to
ddiver to Iran, based on prior contracts, was “ reviewed at the time by the Pentagon which
said that it would not upset the balance of power or balance of forces in the region.”
Transcript. Meet the Press. October 15, 2000.

*New York Times, October 13, 2000, p. A24.

1%\ashington Times, October 17, 2000, p. A11.The portion of this “Secret” Aide Memoire
printed in the paper is not dated, but the newspaper’s caption states that it was a 1995
agreement betweenVicePresident Al Goreand RussianPrimeMinister Victor Chernomyrdin.
The first sentence of the printed item states that the document represents “additional
understandings with respect to the Moscow Joint Statement of May 10, 1995” between the
United States and the Russian Federation, thus indicating that it was not dated before that
time. The New York Times, reporting on the same document in an October 13, 2000 article
states that it was signed on June 30, 1995, and consisted of “12 paragraphs.” The New York
Times did not print the text, but its report was based in part on a*“copy of the aide-memoire
and related classified documents’ provided toit by a* government official.” New York Times,
October 13, 2000, p.A24.
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seems a clear reference to the soon to be established Wassenaar Arrangement.™
Another point in the Aide Memoire of 1995 states that the Russians were precluded
from*“the renegotiation or modification of existing contractsso asto increasethetype
or quantity of arms-related transfers for which Russia is currently obligated.” The
Aide Memoire makes reference to an Annex (not published), which is part of the
overall understanding, that sets out “planned Russian transfers to Iran” and is to
represent “thetotality of the existing obligationsthat Russiareservestheright to fulfill
pursuant to its undertakings.” The Russians, according to the Aide Memoire, areto
“terminate al arms-related transfersto Iran not later than 31 December 1999.”* The
New York Times, in a October 13, 2000 story, reported that a “classified annex”
specified weapons Russia “was committed to supply to Iran: one Kilo-class diesdl-
powered submarine, 160 T-72 tanks, 600 armored personnel carriers, numerous anti-
ship mines, cluster bombs and a variety of long-range guided torpedoes and other
munitions for the submarine and the tanks.” This story also noted that “Russia had
already provided Iran withfighter aircraft, surface-to-air missiles, and other armored
vehicles”

The 1995 Aide Memoire also states that in view of the undertakings contained
inthe “ Joint Statement™* and this Aide Memoire, the United Statesisprepared to take
appropriate steps to avoid any penalties to Russia that might otherwise arise under
domestic law with respect to the completion of the transfers disclosed in the Annex
for so long as the Russian Federation acts in accordance with these commitments.”
The Aide Memoirealso addsthat, “ Thisassuranceis premised on the assumption that
the Russian disclosures in the Annex are complete and fully accurate.” The United
States added that it wished “to make clear that while noting Russia's interest in
fulfilling its preexisting obligations, it in no way endorses such transfers.”*®

In early November 2000, following the spate of U.S. press articles about the
Aide Memoire, Russia informed the United States that, as of December 1, 2000,
Russawould no longer consider itself bound by the pledge not to enter into new arms
dealswith Iran. Inresponseto U.S. criticism of Russa s shift, Russa assured the
United Statesit would sdll only “defensive” weapons to Iran, a characterization that
was unsatisfactory to the Clinton Administration. A late December 2000 visitto Iran
by Russia's Defense Minister resulted in an agreement for Russia to train Iranian
military personnel. New sales of Russian arms reportedly were discussed but none
were announced. The Clinton Administration criticized the Iran-Russia military

MRussia and 32 other states met in Vienna in July 11-12, 1996 and approved the “Initial
Elements’ to govern the Wassenaar Arrangement. It thus appears that Russiawas *invited”
to join the “new regime” sometime prior to that date. Under this formulation, the triggering
date for Russia s obligations under the Aide Memoire of 1995 would appear to be no later
than the July 11-12, 1996 Vienna meeting of the Wassenaar Arrangement states.

2Washington Times, October 17, 2000, p. A11.
New York Times, October 13, 2000, p. A24.

Mt isnot immediately clear what “ Joint Statement” is referred to, asit is not published inthe
Washington Times with the Aide Memoire on October 17, 2000.

B\Washington Times, October 17, 2000, p. A11.
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discussions and said the United States would continue negotiations with Russia to
reinstate the pledged freeze on new salesto Iran.

Additional legidation, passed by Congressin 1996, attemptsto punish suppliers
of conventional arms to Iran and other countries on the U.S. “terrorism list.” The
Anti-Terrorism and Effective Death Penalty Act of 1996 (P.L. 104-132) attempted
to build onthe lran-Irag Arms Non-Proliferation Act by requiring acutoff of U.S. ad
to countries that aid or sell arms to countries on the terrorism list, of which Iranis
one. This law, which added a new section 620H to the Foreign Assistance Act,
imposes sanctions for any arms sales, not only those considered “destabilizing in
number and type.” The sanctions apply only to “lethal military equipment provided
under acontract entered into after the date of enactment” (April 24, 1996). However,
because the Clinton Administration considered subsequent Russianarms salesto Iran
as part of a contract signed before the April 1996 law was enacted, no penalties for
saesto Iranwereimposed. Nor did the Clinton Administration issue awaiver to the
provisioninorder to avoid sanctioning Russiafor the lransaes. (InApril 1999, three
Russian entities were sanctioned under this provisionfor arms salesto Syria, but the
Russian government and its entities have not been sanctioned for salesto Iran.)

Ballistic Missiles

The Iranian missile program of most immediate concern is the Shahab (M eteor)
program. The Shahab-3 (800 to900 mile range, 1,650 Ib. payload), which is based
on North Korean No Dong missile technology, has been tested three times—in July
1998, July 2000, and September 2000. U.S. officials believe only the July 2000 test
was completely successful, but that the program is sufficiently advanced that Iran
“could deploy a limited number of the missles in an operational mode during a
perceived crisis.’®  In February 1999, Iran said that the Shahab-4 (1,200 mile range,
2,200 Ib. payload), derived from Soviet SS-4 technology, was undergoing testing but
would be used only for satellite launches. Iran’s Defense Minister has publicly
mentioned plans for an even longer range Shahab-5, and in February 2000 testimony
before the Senate Intelligence Committee, Director of Central Intelligence George
Tenet said that Iran would “ probably” possessaballistic missile capable of delivering
alight payload to the United States within the next few years. This contrasted with
histestimony the previousyear inwhich he said it would likely take Iran“many” years
to develop amissle capabl e of reaching the United States, although he noted then that
foreign assistance could shorten that timetable.

Sincelate 1996, U.S. officials and published reports have cited Russia, which
has been aforma member of the MTCR since August 8, 1995, as a primary supplier
of Iran’s balistic missile programs. Press reports and U.S. official statements and
reports since 1997 have indicated that Russian entities have provided Iran’s missile
programs with training, testing equipment, and componentsincluding specialty steels
and dloys, tungsten coated graphite, gyroscopes and other guidance technology,
rocket engine and fuel technology, laser equipment, machine tools, and maintenance
manuals.

*Department of Defense. Proliferation: Threat and Response.  January 2001. P.38.
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The Russiantechnology assistanceto Iran hasfrustrated Clinton Administration
and Congress. Through a combination of engagement and selected imposition of
sanctions, the Clinton Administration and Congress sought to enlist greater Russian
government cooperation in halting the technol ogy flow, with mixed success. Critics
in Congress took a different view, arguing for broad and sustained application of
sanctions on Russia and its entities on the grounds that the Russian government has
been insincere in its pledges to crack down on technology exports to Iran by its
entities.

In the 105™ Congress, H.R. 2709, the Iran Missile Proliferation Sanctions Act,
passed both chambers by large margins. The bill required sanctions, including
suspensionof U.S. government assistance, onforeign entities (including governmental
entitiesoperating asbusinesses) that assist Iran’ sballistic missile programs. However,
the Administration vetoed the bill on June 23, 1998 on the grounds that doing so
would likely make Russia more recalcitrant rather than promote cooperation to stop
the transfers. Asjustification for the veto, the Administration cited a January 1998
Russian decree tightening technol ogy export controls and a May 1998 implementing
directive as evidence of improved Russian government cooperation. In an effort to
at least appear cooperative, Russia also began an investigation of eight entities for
criminal violations of Russian controls on exportsto Iran.

Administration policy on the issue appeared to suffer a setback in July 1998 —
only one month after vetoing H.R. 2709 —when Iranfirst tested its Shahab-3 missile.
On July 28, 1998, one week after that test, the Clinton Administration took steps to
forestall congressional actionto override the veto of H.R. 2709 by issuing Executive
Order 13094. The order expanded a previous executive order (12938 of November
14, 1994) to enable the President to ban U.S. trade with, aid to, and procurement
from foreign entities assisting WMD programs in Iran or elsewhere. The sanctions
contained inthe executive ordersweresimilar to those provided inthe lran-lIrag Arms
Non-Proliferation Act (see above), although the executive orders focused on
sanctioning supplier entities, not governments. Pursuant to the amended executive
order, the Clinton Administration sanctioned seven Russian entities'” believed to be
assisting Iran’ s Shahab program. On January 12, 1999, the Admini stration sanctioned
three additional Russian entities® believed helping Iran’s missile and nuclear
programs.

At the same time, the Clinton Administration tried to provide incentives for
Russian cooperation and to prevent this issue from derailing progress on broader
U.S.-Russianissues. Claiming that Russia had made progress on export controls, in
July 1999 the Clinton Administrationincreased the quota of Russian launchesof U.S.
commercia satellites from 16 to 20 launches, with additional launches linked to
further export control progress. The Administration praised Russiain April 2000 for

"The entities sanctioned were INOR Scientific Center, Grafit, Polyus Scientific Production
Associates, Glavkosmos, the MOSO company, Baltic State Technical University, and
Europal ace 2000.

8The three entities sanctioned were NIKIET (Scientific Research and Design Ingtitute of
Power Technology), theD. Mendeleyev University of Chemical Technology, and the M oscow
Avidtion Institute.
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reprimanding the rector of Batic State Technica University (BSTU) — one of the
entities sanctioned by the United States — and cancelling the training of Iranian
technical studentsthere. That step was taken after the election of Vladimir Putin as
President of Russia, and appeared to signal a U.S. hope and expectation that Putin
would be more cooperative with the United States on this issue than was his
predecessor, Boris Ydtsin. On April 24, 2000, the United States extended its
sanctions on BSTU to the rector, Yuri Savelyev, and simultaneously dropped the
sanctions on two other missile-related entities—the INOR Scientific Center and the
Polyus Scientific Production Associates (guidance technology). Sanctions on the
latter entities were dropped on the grounds that, according to the Clinton
Administration, they had ended their technology relationships with Iran. In
December 2000, although noting that individual Russian experts continued to sell
their expertise to Iran, the Clinton Administration allowed the quota on U.S.
commercia use of Russian spacelaunchesto expireat theend of 2000. U.S. officias
justified the move on the grounds that Russia, in their view, had established better
controls over exports by its aerospace firms. *°

Although progress with Russia has ebbed and flowed, Congress has sought
stronger steps to end the missile assistance to Iran. H.R. 2709, the bill vetoed in
1998, was revived in May 1999 with the introduction of H.R. 1883, the Iran
Nonproliferation Act. In contrast to its predecessor and to the Iran-Irag Arms Non-
Proliferation Act, H.R. 1883 authorized, rather than mandated, the President to
impose sanctions on Russian entitiesthat assisted Iran’ smissle aswell as other WMD
programs. The bill passed both chambers unanimoudly, and was signed into law on
March 14, 2000 (P.L. 106-178). The sanctions authorized by the new law include:

1 aban on U.S. government procurement from or contracts with the entity.
I abanon U.S. assistance to the entity.
1 aprohibition of U.S. salesto the entity of any defense articles or services

I denid of U.S. licensesfor exportsto the entity of items that can have military
applications (“dual use items’).

The hill aso included a provision, not contained in the earlier version, that
banned U.S. extraordinary paymentsto the Russian Aviation and Space Agency in
connectionwiththeinternational space stationunlessthe President can certify that the
agency or entities under the Agency’s control had not transferred any WMD or
missile-related technology to Iran within the year prior. The provision contains
certain exceptions to ensure the safety of astronauts who will use the space station
and for certain space station hardware. In hisstatement upon signing thebill into law,
the President noted that Russia“continues to be a valued partner in the International
Space Station.” On October 16, 2000, the National Aeronautics and Space

9U.S. to End Quotas on Satellite Launches by Russia, Helping Lockheed’ s Business. Wall
Street Journal, December 1, 2000.

2As specified in the legidlation, the first two bullets are subsections b and ¢ of section 4 of
Executive Order 12938, as amended by Executive Order 13094 of July 28, 1998.
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Administration (NASA) testified before a House International Relations Committee
oversight hearing on implementation of the Iran Nonproliferation Act. The U.S.
space agency indicated that it has continued extraordinary payments to Russian
entities for work on the space station under an exemption in the Act allowing for
payments to ensure space crew safety (Section 6F).

Nuclear Issues

Although apparently convinced that Iran is attempting to acquire a nuclear
weapons capability, no U.S. officia has clamed that Iran is now on the verge of
achieving that capability. However, the degree of uncertainty about the status of
Iran’ s effort was reflected in a January 2000 New York Times report , which said that
the U.S. intelligence community is unable to accurately track Iran’ seffortsto acquire
nuclear technology and materiel. As a result of that uncertainty, according to the
Times report, the intelligence community believes Iran could possibly be closer to a
nuclear weapons breakthrough than previously believed.?  The January 2001
Defense Department proliferation report, cited above, sad that “[the Defense
Department believes] Iran also has an organized structure dedicated to developing
nuclear weapons by trying to establish the capability to produce both plutonium and
highly enriched uranium.” Neither of these capabilities is needed if Iran seeks to
produce only electricity fromitsnuclear plants. The report adds that Iran might try
to acquirethefissle material for anuclear weapon on the black market. On the other
hand, many observers point out that Iran is a party in good standing to the Nuclear
Non-Proliferation Treaty and has allowed inspections of declared nuclear facilitiesby
the International Atomic Energy Agency.

Since January 1995, when Iran signed an $800 million contract with Russia for
the completion of the 1,000 megawatt nuclear power reactor at Bushehr, the Clinton
Administration and Congress have been concerned about the potential for Iranto use
the project to advance a nuclear weapons program. Although the work on Bushehr
is far behind its original schedule, Russia asserted in mid-January 2001 that the
project is90% compl ete and would begin operations by 2003. Russiasimultaneoudy
announced that it was starting preliminary work on asecond power reactor at the site.
Iranian technicians have begun nuclear plant operationstraining in Russia

When the Bushehr contract was first signed, some in Congress said that
sanctions should have been imposed on Russa under the Iran-Irag Arms Non-
Proliferation Act. However, the Clinton Administration asserted that thelaw did not
specifically require sanctions for transfers of civilian nuclear technology permitted to
be transferred under the NPT. In taking this position, the Clinton Administration
signaled that it preferred to work with Russiato end, or at least limit, the scope of the
project. The Clinton Administration also sought to separate the issue from broader
U.S. - Russian relations by waiving —when possible — provisions of recent foreignaid
laws making one haf (or more) of U.S. aid to the Russian government contingent on
ending assistanceto Iran’ snuclear and missle programs. The Clinton Administration
limited the types of aid subject to cuts so that aid could still flow to local Russian

2IRisen, James and Judith Miller. C.I.A. Tells Clinton An Iranian A-Bomb Can’'t Be Ruled
Out. New York Times, January 17, 2000.
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governments and for humanitarian and nuclear dismantlement programs.?? On the
other hand, as noted above, the Administration did impose sanctions on two Russian
entities—the Scientific Research and Design I nstitute of Power Technology (NKIET)
and the D. Mendeleyev University of Chemica Technology — when there was firm
evidence that these entities were continuing to help Iran in the nuclear field. (In
March 1999, Russiaformulated a proposal to halt assistance to Iran by NKIET and
Mendeleyev University in exchange for the lifting of sanctions on those two entities.
However, the cancellation of the visit to Washington of Russias former Prime
Minister Y evgeny Primakov in March 1999, aresult of U.S.-Russian differences on
Kosovo, forestalled action on the Russian plan.)

The Clinton Administration’s decision to rely primarily on engagement rather
than punishment of Russia yielded some benefits. The Administration obtained
Russian pledges not to supply Iran with any technology that could contribute to a
nuclear weapons program, including uranium enrichment equipment. Russia also
promised not to alow Iranto reprocess spent nuclear reactor fuel. On the other hand,
the January 2001 DoD proliferation report states that “a number of Russian entities
are engaged in cooperation with Iran that goes beyond [the Bushehr] project,”
suggesting the Clinton Administration was not fully satisfied with Russias
implementation of its pledges. In September 2000, the Clinton Administration
successfully persuaded Russiato block asaleto Iran by one of itsresearch centers of
a laser device that the United States believed Iran would only use for a nuclear
weapons program. In regiona diplomacy, the Clinton Administration dealt the
Bushehr project a setback in March 1998 when visiting Secretary of State Albright
initidled an agreement with Ukraine under which it pledged to drop the sde of the
turbines for the reactor.

Somein Congress believethat the United Statesisindirectly helping the Bushehr
project — a project the United States strongly opposes — and that such aid should
cease. About $1.5 million of the budget of the International Atomic Energy Agency
(IAEA), an organization to which the United States contributes, has gone toward
techni cal assistance (primarily training in nuclear safety) to the Bushehr project during
1995-1999. Section 307 of the Foreign Assistance Act of 1961 exempts the IAEA
(and UNICEF) fromaban on U.S. contributions to programs in countries named in
that section. Ending this IAEA exemption was the subject of bills (H.R. 1477 and
S. 834) in the 106™ Congress, introduced April 20, 1999. H.R. 1477 passed the
House on July 19, 1999 by a 383-1 vote, and was reported out by the Senate Foreign
Relations Committee on November 3, 1999. On the other hand, some maintain that
funding IAEA assistance to Bushehr ensures that the United States can obtain

2The Clinton Administration formally waived (P.D. 96-24 of May 9, 1996, and P.D. 97-01
of November 8, 1996) the provisionsof FY 1996 and FY 1997 foreign aid appropriations (P.L.
104-107 and P.L. 104-208) — which cut aid to Russiaif it proceeds with the Bushehr deal
— on the grounds that it was more important to support reformers in Russia. Provisions
mandating the cutting of half the U.S. aid to the Russian government for assistanceto Iran’s
nuclear or missile programs wereincluded in the FY 1998, FY 1999, and FY 2000 foreign aid
appropriations laws (P.L. 105-118, P.L. 105-277, and P.L. 106-113, respectively). The
FY 2000 law cut U.S. aid to the Russi an Federation government only, not tolocal governments
within Russia.  The FY 2001 foreign aid appropriation (P.L. 106-429) contained a similar
measure but increased the aid cut to 60%
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information on the Bushehr project. The IAEA aso is helping ensure the plant will
be operated safely when it becomes operational.

Chemical and Biological Programs

According to the January 2001 DoD proliferation report, in 1998 Iran admitted
that it had devel oped chemical weaponsin the later stages of the 1980-1988 Iran-1raq
war but claimed that it unilaterally terminated the chemical weapons program after
that war. According to the DoD report, Iran, “In the past, manufactured and
stockpiled blister, blood, and choking agents, and weaponized some of these agents
into artillery shells, mortars, rockets, and aerial bombs.” The report notes that Iran
has sought chemical weapons technology and chemical precursors from Russia (and
China) in order to create a more advanced and self-sufficient chemical warfare
infrastructure. On the other hand, Iran signed and ratified the 1993 Chemical
Weapons Convention (CWC) and has allowed visits by the CWC monitoring body,
the Organization for the Prohibition of Chemical Weapons.

On biologica weapons, the DoD report says that “Iran is believed to be
pursuing offensive biological warfare capabilities and its effort may have evolved
beyond agent research and devel opment to the capability to produce smal quantities
of agent.” According to the DaoD report, Iran has expanded its efforts to acquire
“biotechnical” materials and expertisefromentitiesin Russa and elsewhere.  Press
reports indicate Iran has recruited Russian scientists to work on its biological
program.”  Iran has ratified the Biological Weapons Convention.

U.S. official statementson effortsto dissuade Russian WM D-rel ated technol ogy
sales generally omit discussion of chemical or biologica technology. U.S. reports,
including the August 2000 CIA proliferation report, note that outside assistance to
Iran’s chemical and biological program is “difficult to prevent, given the dual-use
nature of the materias, the equipment being sought, and the many legitimateend uses
for theseitems.” Therelative absence of public discussion could, alternately, suggest
that the provision of Russian chemica or biological technology to Iran has not
reached the level a which intense U.S. diplomatic pressure has been deemed
warranted.

ZMiller, Judith, and Broad, William. Iranians, Bioweaponsin Mind, Lure Needy Ex-Soviet
Scientists. New York Times, December 8, 1998.
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China®

Although relations between Iran and China have not always been close, Iran was
never occupied or invaded by Chinese troops and Iran does not fear long term
Chinese ambitions as Iran might fear those of Russia. Iran cut diplomatic relations
with China after the People’ s Republic of China (PRC) was established in 1949. As
PRC-Soviet relations worsened in the late 1960s and the 1970s, China saw a strong
Iran — even though it was governed by the pro-U.S., anti-Communist Shah — as an
obstacle to Soviet ams to expand its influence in the Persian Gulf, according to
articles in China's press during that period. After the fall of the Shah in February
1979, Iran-China relations warmed further. In January 1980, China abstained on a
U.N. Security Council vote to sanction Iran for the November 4, 1979 seizure of the
U.S. Embassy in Tehran.

In an effort to bolster Iran against Irag, which was backed by the Soviet Union,
China established itself as a key arms supplier to Iran soon after the Iran-Iraq war
broke out in September 1980. In June 1985, at the height of the Iran-Iraq war, then
parliament speaker Ali Akbar Hashemi-Rafsanjani visited Beljing and signed missile
technology agreementswith China.”> That visit apparently opened Iran to the supply
of Chinese-made Silkworm surface-to-surface anti-ship missiles (55 mile range).
During the latter stages of the Iran-lraq war, which ended in August 1988, Iran fired
Silkworms at U.S. Navy-escorted oil tankers in the Persian Gulf and at Kuwaiti oil
terminals. During 1987-88, China reportedly built Iran’s infrastructure to design,
build, and test ballistic missiles and to extend their ranges.

InMay 1989, then President (now Supreme L eader) Ali Khamene'i visited China
to cement China-lran defense and political relations. Since 1993, senior Iranian
officidshave said Iran should counter U.S. pressureon Iran by building new aliances
with countries such as India and China. Some observers believe that China has
continued to arm Iran, despite the collapse of the Soviet Union, in part to divert U.S.
forces from areas near Taiwan and possibly as retribution for continued U.S. arms
sdesto Taiwan. Others note that Chinahasnot cultivated Iran exclusively, but has
sought to expand itsinfluence broadly within the Middle East. Those who hold this
view point out that China maintains good relations with moderate Arab states
including Saudi Arabia and Egypt. Some experts perceive China’s interestsin Iran
as more narrow: China wants to guarantee itself supplies of oil to feed its growing
economy, and to earn revenues from sales of weapons and technology to Iran.

Asinthe Russacase, the United States hasabroad agendawiththe PRC. Aside
from nonproliferation issues, the high priority issues on the U.S.-China agenda
include: encouraging a peaceful resolution of the dispute between the PRC and
Taiwan, U.S.-PRC trade relations, and China's human rights record. The Clinton

#For further information on China's technology transfers to Iran, see CRS Issue Brief
IB92056, Chinese Proliferation of Weapons of Mass Destruction: Current Policy | ssues by
Shirley Kan. For additional background, see also: CRS Report 96-572, Iran: Military
Relations With China, by Kenneth Katzman.

#Carus, Seth and Joseph Bermudez. Iran’ sGrowing Missile Forces. Jane' sDefence Weekly,
July 23, 1988.
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Administration maintained that it needed to keep the broader issues in mind when
faced with a decision whether or not to impose sanctions on China for its relations
withIran. Some, particularly those who believe the United States should do more to
contain the PRC’ s growing strategic power, argued that the Clinton Administration
was too willing to accept China s nonproliferation pledges at face value. Some in
Congress have taken this latter view and want to ensure that Chinais sanctioned if it
provides WMD-related technology to Iran. One legidative effort in the 106"
Congresswas S. 2645 and acompanion House hill H.R. 4829, which provided for the
same sanctions as those that apply to Russian entities under P.L. 106-178 for any
Chinese entities that provide WM D-related technology to Iran (or other countries).
Neither bill came to a floor vote. The bill aso provided for progressively strong
sanctions against the Chinese government and progressively restricted U.S.-China
contactsif Chinaisdetermined by the President to continueto provide WMD-related
technology to Iran or other countries.

Asdiscussed below, Clinton Administration efforts slowed China scooperation
with Iranian WMD programs in some areas. However, in the aggregate, the United
States continues to see China as a key WMD-related technology supplier to Iran.
The vist to China by President Khatemi in June 2000 raised U.S. fears that new
WMD or weapons cooperation would be agreed between Iran and China, but both
countries strongly denied that the visit involved or resulted in new military
cooperation agreements.

Anti-Ship Cruise Missiles And Other Advanced Conventional
Weapons

Over the past five years, Chinahas supplied Iran with artillery pieces, tanks, the
Chinese version of the SA-2 surface-to-air missile, and 24 F-7 combat aircraft. Itis
China's past sales to Iran of anti-ship cruise missiles that have caused the most
sgnificant U.S. concern, because the missilesimprove Iran’ s ability to strike at U.S.
forcesand installations or commercial shippinginthe Gulf. According totheMilitary
Balance 1999-2000, China hasdelivered to Iran 15 Hudong fast attack craft, aswell
as ten other French-made patrol boats. Of the 15 Hudongs, five were delivered to
Iran’s Revolutionary Guard, which is a bastion of Iran’s hardline political elements,
and ten went to itsregular Navy. The ships are outfitted with about 150 C-802 anti-
ship cruisemissile (75 milerange), also supplied by China. (The C-802isnot covered
under the Missile Technology Control Regime because its range and payload are
under the regime’ sthreshold.) Irantested the Chinese-supplied air-launched C-801K
missile (25 mile range) on one of its U.S.-made F-4 Phantom aircraft® in June 1997,
prompting Secretary of Defense Cohento assert that |ran posed a* 360 degreethreat”
to U.S. forces. The January 2001 DoD proliferation report says that Iran “may try
to develop its own [anti-ship] missiles using technology it already has as a basis for
suchdevelopment efforts.” That assessment apparently was supported by an October

%The United States wasamajor arms supplier Iranwhenthe Shahwasin power, and Iran has
been able to keep some of its U.S.-supplied equipment operational even though the United
States cut off supplies of spare parts and technical assistance to Iran’s military after the
Idamic revolution.
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2000 test by Iran’s Revolutionary Guard Navy of a“modified” version of a Chinese-
made anti-ship missile, possibly indicating Iran had increased its range.’

Congressional debate about the Chinese anti-ship missile transfers centered on
whether the transfers, which occurred in the early 1990s, should have triggered U.S.
sanctions under the Iran-Irag Arms Non-Proliferation Act of 1992.2 In mid-1996,
some in Congress pressed the Clinton Administration to impose sanctions on China
for the C-802 transfers, and the Clinton Administration said it considered that step.
In April 1997, electing to negotiate theissuewith Chinarather thanimpose sanctions,
the Administration determined that the C-802 and C-801 transfersto Iran were * not
of a destabilizing number and type’ to warrant U.S. sanctions. Some in Congress
disagreed with the determination, and the disagreement sharpened after Secretary
Cohen’ s June 1997 statement that the C-801K posed a new threat to U.S. forcesin
the Gulf.

The issue of sanctions for the C-802 and C-801 sales quieted when China
pledged to Secretary of State Albright in September 1997, and againto Secretary of
Defense Cohen in January 1998, that it would halt further sales of C-802's and C-
801'sto Iran. Inwhat appeared to be a Clinton Administration success, U.S. officials
say that Chinais upholding thispledge. However, theWashington Timesreported on
August 19, 1999, that China had agreed to modify Iran’s FL-10 anti-ship cruise
missiles (20-30 mile range) to enable themto be fired from helicopters or fast attack
nava craft. U.S. officias said the reported deal would not violate China's pledges
because those assurances applied only to the C-802 and C-801, although some in the
Clinton Administration believed the FL-10 deal violated the spirit of those
commitments.?

Ballistic Missiles

Recent CIA and DoD proliferation reports have sad that entities in China
supplied balistic missile-related technology and advice to Iran’s Shahab missile
program. These assessment appeared to confirm press reports since 1995, such as
a November 21, 1996 Washington Times report quoted U.S. intelligence sources as
saying Chinahad sold Iran guidancetechnol ogy (gyroscopesand accel erometers) and
componentsto test ballistic missiles, possibly for use in the Shahab program. Other
press reports, some quoting U.S. intelligence sources, said Chinatransferred to Iran
special steel suited to missile fabrication and telemetry equipment for missile testing,
and that it trained Iranian engineers on inertial guidance techniques.* There have

ZIran to Test Modified Chinese Missiles Next Week. Dow Jones Newswire, October 23,
2000.

%This law was amended by Section 1408 the FY 1996 defense authorization law (P.L. 104-
106) to also sanction the provision to Iran or Iraq of equipment for chemical, biological, or
nuclear weapons.

» Gertz, Bill. ChinaAgreesto Dea With Iran on Missiles. Washington Times, August 19,
1999.

OGertz, Bill. “China Assists Iran, Libyaon Missiles.” Washington Times, June 16, 1998,
(continued...)
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been no confirmed deliveries of entire M-9 or M-11 bdlistic missilesto Iran, both of
whichare considered to have range/payl oad combinationsthat are covered by MTCR
guidelines.

The Clinton Administration tried to limit China's missle assistance to Iran
primarily through diplomatic engagement. On November 22, 1996, and again on
September 10, 1997, the State Department said the United States had not determined
that China had violated its March 1992 commitment to adhere to the terms of the
MTCR. In March 1998, the Clinton Administration reportedly offered China
expanded cooperation on commercial space ventures in return for an end to all
Chinese assistanceto Iran’ sbalistic missile programs and itsjoining the MTCR. In
November 2000, the Clinton Administration negotiated an agreement with China
under which Chinaissued (November 21) a public statement that it would not assist
other countries’ effortsto develop balistic missilesand that it would adopt acontrol
regime for exports of technology that could be used for ballistic missiles. The U.S.
insistence that Chinajoin the MTCR was dropped, and the Clinton Administration
sad it would not sanction Chinafor past missile assistanceto Iran or Pakistan and that
U.S.-Chinacommercial space cooperationwould resume. Simultaneoudly, recipient
entitiesin Pakistan and Iran (the Ministry of Defenseand Armed ForcesLogistics, the
Armed Forces Logistics Command, and the Defense Industries Organization) were
sanctioned, although the sanctions (a ban on U.S. trade with and exports to the
sanctioned entities) were aready in force under broader U.S. sanctions laws and
regulations on Iran.

Some subsequent press reports seemed to support critics who urge the United
States not to rely too heavily on bilatera anti-proliferation agreements with China
OnJanuary 26, 2001, the Washington Times quoted unnamed U.S. officialsas saying
that the Chinese firm Norinco (China North Industries Corporation) had recently
shipped speciaty metals and chemicals used in missile production to Iran’s Shahid
(Martyr Bakeri Industrial Group, adefense firminvolved in Iran’s missile program.
The January 2001 DoD proliferation report indicates that Chinese entities continue
to provide assistance to Iran’s Shahab program.

Nuclear Issues

It isin the nuclear fidd that the Clinton Administration had the clearest success
in limiting China’s relationship with Iran. In February 1993, China contracted to
construct in Iran two 300 megawatt nuclear reactors and to provide related
technology and training.** In mid-1997, Administration officials said they had
blocked a deal between Iran and a Chinese government-owned firm for the sale to
Iranof a* uraniumconversionfacility,” although Chinareportedly gavelran blueprints

%(...continued)
and “China Still Shipping Arms Despite Pledges,” Washington Times, April 15, 1999.

*Gertz, Bill. Beijing Using Front Companiesto Grab U.S. Arms Technology. Washington
Times, January 26, 2001.

*During 1985-87, China supplied Iran with a small research nuclear reactor and an
electromagnetic isotope separator (calutron).
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for the facility.®® In advance of the October 1997 U.S.-China summit, the
Administration said it received a firm written assurance that China would end its
nuclear relations with Iran (not build the reactors), athough two small ongoing
projectswould becompleted. One project isto supply Iran’ scivilian nuclear program
withazirconiumproductionfacility, for which | AEA safeguards arenot required, and
asmall research reactor, which the United States judges does not pose a significant
proliferation concern.

The Administration apparently extracted the PRC pledge by promising, in
exchange, to certify to Congress that China is cooperating to end nuclear
proliferation. Thiscertification, required by P.L. 99-183 and issued in January 1998,
opened Chinato nuclear cooperation with the United States under a 1985 bilateral
agreement. Congress did not formally disapprove within the thirty legidative day
period, and the certification took effect on March 18, 1998. The August 2000 CIA
report and the January 2001 DoD proliferation report, cited above, both said that
Chinaisliving up to that pledge. Some believe that the phaseout of China’ s nuclear
relationswith Iran wastheresult moreof anIranian decisionto cooperatewithRussia
instead than of Administration intercession with China. In addition, there reportedly
were technical and financia disagreements between the PRC and Iran over the
construction of the reactors.

As noted above, during June 22-26, Iran’s President Khatemi made a state visit
to China, raising concerns that nuclear or other WMD cooperation might be revived
or expanded. A few days after the visit ended, Khatemi issued a statement that
nuclear cooperation was not discussed during hisvisit. The Clinton Administration
did not publicly express proliferation concerns about the outcome of the visit. This
could indicate that China probably did not enter into discussions or agreementswith
Khatemi that would potentially lead to violations of China s pledge to wind down
nuclear assistance to Iran.

Chemical and Biological Programs

In the past, U.S. officids have identified Chinese firms as suppliers of lran’s
chemica weapons program. On May 22, 1997, Secretary of State Albright imposed
U.S. sanctions, under the Chemical and Biological Warfare Elimination Act of 1991
(P.L. 102- 182), ontwo PRC firms (Nanjing Chemical Industries Group and Jiangsu
Yongli Chemical Engineering and Technology Import/Export Corp.) and one Hong
Kong firm (Cheong Lee Ltd.) for knowingly and materialy aiding Iran’s chemical
weapons programs. The Administration said there was no evidence the PRC
government was aware of the transfers. On June 10, 1997, the State Department
announced suspension of an Exim Bank loanfor aU.S. firm’sexportsto the Nanjing
firm above. The sanctions remain in effect, and in June 1998, China expanded
chemical export controls to include ten chemicals not banned for export under the
Chemica Weapons Conventionbut included inthemorerestrictive® AustraliaGroup”
chemical export control list. The January 2001 DoD proliferation report notes,
however, that “...Iran has continued its efforts to seek production technology,

3pomfret, John. “U.S. May Certify Chinaon Curbing Nuclear Exports.” Washington Post,
September 18, 1997. P.A28.
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expertise, and precursor chemicals from entities in Russia and China that could be
used to create a more advanced and self-sufficient chemical warfare infrastructure.
The report did not clarify whether or not Iran had succeeded in obtaining CW
materias from China, but additional PRC entities presumably would have been
sanctioned had the United States learned of completed transactions.

North Korea

North Koreahastended to alignitself with countriesinthe Middle East, such as
Iran, Libya, and Syria, that have opposed U.S. policy in the region or have hosted
terrorist organizations.* Pyongyang’ smotive, according to many observers, hasbeen
to serveitsown interestsby building aliances with countries that oppose U.S. global
influence. North Korea supported the 1979 Islamic revolution in Iran, which
overthrew akey U.S. dly, the Shah. In supporting Iran and its anti-U.S. ideology,
North Korea sought to undermine the legitimacy of the U.S. military presence in
South Korea. North Korea also has sought to earn hard currency from sales of arms
and technology to Middle Eastern countries. Over the past decade, North Koreaand
Iran have been drawn together, in part, by U.S. referencesto both of them as “rogue
states” and astargets of U.S. economic sanctions. It isnot clear whether the Bush
Administration will continue the engagement policy with North Korea that was
followed during the later years of the Clinton Administration. Some disagree on
whether the engagement policy yielded tangible benefitsto U.S. effortsto curb North
Kored s technology assistance to Iran.

Ballistic Missiles

North Korea' srelationship with Iran appearsmostly limited to ballistic missiles,
building on along-standing missile relationship with Iran.®* During Iran’s war with
Irag, North Korea provided Iran with about 100 Scud-B balistic missiles, aswell as
facilities in which Iran could produce the Scud-B indigenously.®* North Korea also
reportedly sold Iran conventiona weapons, including minisubmarines and mines, and
provided training to Iran’s Revolutionary Guard. Some reports suggest that North
Koreahelped Revolutionary Guard naval unitstrack andtarget U.S. shipsduring their
skirmisheswith U.S. forcesinthe Gulf in 1987-88). In 1991, North Koreareportedly
began to supply Scud-C missiles to Iran and, in 1992, the State Department
sanctioned Iran’s Ministry of Defense and Armed Forces Logistics, dong with two
North Korean firms, for alleged missile proliferation activities. In March 1992, U.S.
Navy shipstracked —but did not attempt to intercept —aNorth Korean ship, believed

*For further discussion of possible North Korean motives and interests in the Middle Eat,
see CRS Report 94-754, North Korea: Military Relations With the Middle East. September
27,1994, by Kenneth Katzman and Rinn-Sup Shinn.

*Thecoreof Iran’s current missileforce consists of 200-300 North K orean-supplied Scud-B
and Scud-C missiles, with ranges of 320 km and 500 km respectively. North Korea has also
supplied ten to fifteen maobile launchers.

*Bermudez, Joseph. Ballistic Missilesin the Third World - Iran’s Medium Range Missiles.
Jane’s Intelligence Review, April 1992.
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to be carrying Scud-C missiles, that docked inlran. (In August 2000, North Korean
leader Kim Jong-I1 publicly admitted that North Korea had sold complete missilesto
Iran and Syria. Iran refuted Kim’s assertion.)

In the early 1990s, Iran reportedly discussed with North Koreathe purchase of
North Korean-made Nodong 1 missiles (1,000 milerange). Iranian officials attended
test launches of the Nodong 1 during its development in North Korea, according to
anumber of pressreports. U.S. scrutiny of the Iran-North Korea relationship, U.S.
sanctions on North K orean entities, and U.S.-North K oreatalks on missile exports®
apparently contributed to Iran’s decision to build the Shahab missile indigenoudly,
based on the Nodong design. In May 1996, one month after the first U.S.-North
Korea talks on missile exports to Iran (and other Middle Eastern countries), the
Administration issued another determination® that entitiesin Iran and North Korea
had engaged in missle proliferation activities. On August 6, 1997, following another
round of U.S.-North Korea missle talks, the United States imposed trade sanctions
on two North Korean firmsfor missile-related activities believed to involve Iran and
Pakistan.

The Clinton Administration’s engagement of North Korea began gradualy in
1994 with a U.S. effort to hat North Korea's nuclear program and, later, its
development of missiles capable of hitting the United States.  These areissues that
the Clinton Administration considered vital to the national security of the United
States and its troops in South Korea. A key additional U.S. aim was to curb North
Kored's bdligic missle technology relationship with Iran and other countries,
although the North Korean nuclear and missile program itself clearly took priority.

The engagement process included humanitarian relief and then progressively
higher levels of diplomatic contact. In May 1999, U.S. envoy to North Korea,
former Defense Secretary William Perry, reportedly offered alifting of U.S. sanctions
on North Korea in exchange for a halt to its testing of missiles and an end to its
exports of missile technology to the Middle East and Pakistan. In September 1999,
the United States partially lifted its economic sanctions on North Korea in response
to a September 1999 North Korean conditional pledge to suspend testing of long
range missiles. The sanctions easing was not linked to any North Korean pledge to
suspend missile exports to the Middle East, although the Clinton Administration
continued to discussthat issue with North Korea.  In July 2000, U.S.-North Korea
talks on missle exports fatered when the United States refused North Korea's
demand that it receive $1 billionannually for three yearsto compensatefor the halting
of exports. The Clinton Administration appeared to be on the verge of a broad
nonproliferation agreement with North Koreabefore President Clinton|eft office, but
no agreement was finalized. Because some of the nonproliferation issues were not
resolved by the end of histerm, President Clintondid not go forward withalate-term
visit to North Korea.

$"These talks are a by-product of the October 1994 “Agreed Framework” on limiting North
Korea's nuclear program.

*¥See Federal Register, June 12, 1996. P. 29785. Bureau of Political-Military Affairs,
Department of State. Public Notice 2404.
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Inthe course of engaging North Korea, the Clinton Administration continued to
sanction North Korean entities that were known to be assisting Iran.  In February
2000, U.S. intelligence officials indirectly confirmed press reports that North Korea
had delivered to Iran 12 engines that would be critical to Iran’s efforts to build
extended-range Shahab missiles® Two months later, on April 6, 2000, the
Department of Stateimposed sanctions onone NorthKoreanand four Iranian entities
for engaging in missle technology proliferation activities. The sanctions were
imposed pursuant to the Arms Export Control Act and the Export Administration
Act, as carried out under Executive Order 12924 of August 19, 1994. The North
K orean entity sanctioned wasthe Changgwang Sinyong Corporation; the four Iranian
entities sanctioned were: the Ministry of Defense and Armed Forces Logistics; the
Aerospace Industries Organization; the Shahid Hemmat Industrial Group, and the
Sannam Industrial Group. In practice, the sanctions (no U.S. licenses for exportsto
these entities, no U.S. government contractswith the entities, and no importsto the
United States of productsfrom these entities) will havelittle or no effect. The United
States does not export to or contract with these entities, and no Iranian or North
Korean products permitted to be imported to the United States are produced by these
organizations.

Despite U.S. effortsto halt North Korean exports of technology to the Middle
East, by all accounts North Korean assistance to Iranian weapons programs is
continuing. The January 2001 DoD proliferation report says that “Iran’s plans to
developlong rangemissilescome* against the backdrop of sustained cooperationwith
Russian, North Korean, and Chinese entities...”

Anti-Ship Missiles

Some reports have appeared recently to suggest that Iran and North Koreahave
begun to cooperate on anti-ship missiles. According to press reportsin early 2000,
Iran sent to North Korea a few of the C-802 anti-ship missiles Iran bought from
China.®® Iran reportedly has asked North Koreato help upgrade the accuracy of the
missiles. [ran might also be seeking to persuade North Korean to manufacture the
missile— or provide | ran the technology to produce the missile itself —to compensate
for China's cutoff of additional supplies of the C-802.

¥Gertz, Bill. ‘Critical’ N. Korea Missile Parts Seen Aiding Iran’s Program. Washington
Times, February 10, 2000.

“ONKK,, Iran Jointly Developing Missile: Newspaper. Kyodo News Inter national, February 16,
2000.
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Other Suppliers

Information on Iranian efforts to acquire weapons and technology from other

suppliers appears sketchy, and suggests that Iran is scouring the globe for suppliers
of scarce technologies. Many press reports describe Iranian attempts to purchase
these goods, or U.S. effortsto dissuade other countries from proceeding with sales
to Iran. Mgjor examples include the following:

Poland sold Iran 100 T-72 tanks in 1994, and subsequently pledged to the
United States not to sell Iran any additional tanks.

In 1997, the U.S. Department of Defense purchased 21 Russian-made MiG-
29'sfromMoldovaafter reportedly receiving informationthat Iran wasseeking
to buy the aircraft.

As noted above, in 1998 the U.S. Administration successfully dissuaded
Ukraine from supplying key turbines for the Bushehr nuclear reactor project.

In 1999, a Czech firm, ZVVZ Milevesko, signed a contract to supply air
conditioning technology for the Bushehr reactor. The Administration asked
the Czech government to ban that sade, and the Czech government
subsequently drafted legidation preventing Czech firms from supplying the
plant. In April 2000, the lower house of the Czech parliament rebuffed
objections from the upper Senate in passing the law, which is expected to be
signed by President Vaclav Havel.

The August 2000 CIA nonproliferationreport notesthat Tehran “expanded its
efforts to seek considerable dual-use biotechnical materials, equipment, and
expertise from abroad — primarily from entities in Russia and Western Europe
— ostensibly for civilian uses. The report added that “entities in Western
European countries in particular remain significant suppliers for [Iranian and
Libyan] WMD programs. Past CIA nonproliferation reports have said that
Indianfirmshad supplied Iran’ schemica weapons program, althoughthe 2000
and 2001 U.S. government proliferation reports do not mention India
specifically as a supplier to Iran.



