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Privacy: An Overview of Federal Statutes Governing
Wiretapping and Electronic Eavesdropping

Summary

This report provides an overview of federa law governing wiretapping and
electronic eavesdropping. It also surveys state law in the area and contains a
bibliography of lega commentary.

It is a federal crime to wiretap or to use a machine to capture the
communications of otherswithout court approval, unless one of the partieshasgiven
their prior consent. It islikewise afederal crime to use or disclose any information
acquired by illegal wiretapping or electronic eavesdropping. Violationscanresultin
imprisonment for not more than 5 years; fines up to $250,000 (up to $500,000 for
organizations); in civil liability for damages, attorneys fees and possibly punitive
damages; in disciplinary action against any attorneys involved; and in suppression of
any derivative evidence. Congress has created separate but comparable protective
schemesfor e ectronic mail (e-mail) and against the surreptitious use of telephone call
monitoring practices such as pen registers and trap and trace devices.

Each of these protective schemes comes with aprocedural mechanismto afford
limited law enforcement access to private communications and communications
records under conditions consistent with the dictates of the Fourth Amendment. The
government has been given even more narrowly confined authority to engage in
wiretapping and el ectroni c eavesdroppinginthenameof foreignintelligencegathering
in the Foreign Intelligence Surveillance Act.

Threeissuesinthe areaat onetime proved particularly difficult to resolve. They
involve cdlular telephones, digita telephony, and encryption. Intentionally
intercepting any telephone conversation haslong been afederal crime. Congresshas
adjusted federal law to make it clear that intentionally intercepting a telephone
conversation involving the use of cdllular telephone is a crime.

Companiesthat providetel ephone and other communications serviceshavelong
cooperated in the law enforcement execution of court ordersauthorizing wiretapping
and electronic eavesdropping. Digital telephony and the explosion of other
technological advances have made that assistance both more difficult and more
expensive. Congress passed the Communications Assistance for Law Enforcement
Act (CALEA) to help pay communication service providers for the cost of
configuring their systems to accommodate law enforcement needs.

Encryptionisameans of protecting any computer-related communication from
wiretapping or interception. The federal government has been instrumental in the
development of morerobust encryptiontechnology to protect government and private
information. Export restrictions, challenged on First Amendment grounds, have been
relaxed.
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Privacy: An Overview of Federal Statutes
Governing Wiretapping and Electronic
Eavesdropping

INTRODUCTION!

Depending on one’ s perspective, wiretapping and electronic eavesdropping are
either “dirty business,” essentia law enforcement tools, or both. Thisisavery general
overview of the federal statutes that proscribe wiretapping and electronic
eavesdropping and of the procedures they establish for law enforcement and foreign
intelligence gathering purposes. Specia attention is given to three particularly
troublesome areas of the law: digital telephony, cell phone interception, and
encryption. Although the specifics of state law are beyond the scope of this report,
citations to related state statutory provisions and a selected bibliography of lega
materias have been appended.

! Portions of this report draw upon a series of earlier reports, no longer available, entitled:
Wiretapping and Electronic Surveillance: A Brief Discussion of Pertinent Supreme Court
Cases, A Summary and Compilation of Federal Sate Satutes, and a Selected Legal
Bibliography (1970); Wiretapping and Electronic Surveillance: A Brief Discussion of
Pertinent Supreme Court Cases, A Summary and Compilation of Federal State Satutes, and
a Selected Legal Bibliography (1971); Wiretapping and Electronic Surveillance: Federal
and Sate Satutes (1974); Taps and Bugs: A Compilation of Federal and State Statutes
Governing the Interception of Wire and Oral Communications (1981); The Interception of
Communications: A Legal Overview of Bugs and Taps (1988); Wiretapping & Electronic
Surveillance: The Electronic Communications Privacy Act and Related Matters (1992);
Taps, Bugs & Telephony: An Overview of Federal Statutes Governing Wiretapping and
Electronic Eavesdropping (1998).

As used in this report “eectronic eavesdropping” refers to the use of hidden
microphones, recorders and any other mechanical or electronic means of capturing
communications, other than wiretapping (tapping into telephone conversations). In previous
versions of this report and other earlier writings, it was common to use a more neutral term
— dectronic surveillance — at least when referring to law enforcement use. Unfortunately,
continued use of the term “eectronic surveillance’ rather than “electronic eavesdropping”
risks confusion with forms of surveillance that either have individualistic definitions (e.g.,
“electronic surveillance” under the Foreign Intelligence Surveillance Act, 18 U.S.C. 1801(f)),
that involve surveillance that does not capture conversation (e.g., therma imaging or
electronic tracking devices), or that may or may not capture conversation (e.g., video
surveillance which when it does capture conversation is covered by the law governing
electronic eavesdropping, see United States v. Williams, 124 F.3d 411 (3d Cir. 1997).
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BACKGROUND

At common law, “eavesdroppers, or such as listen under walls or windows, or
the eaves of ahouse, to hearken after discourse, and thereupon to frame slanderous
and mischievous tales, are a common nuisance and presentable at the court-leet; or
areindictable at the sessions, and punishable by fine and finding of suretiesfor [their]
good behavior,” 4 BLACKSTONE, COMMENTARIES ON THE LAWS OF ENGLAND, 169
(1769).

Although early Americanlaw proscribed common law eavesdropping, the crime
was little prosecuted and by the late nineteenth century had “nearly faded from the
legal horizon.”? With the invention of the telegraph and telephone, however, state
laws outlawing wiretapping or indiscretion by telephone and telegraph operators
preserved the spirit of the common law prohibition in this country.?

Congress enacted the first federal wiretap statute as a temporary measure to
prevent disclosure of government secrets during World War |.* Later, it proscribed
intercepting and divulging private radio messages in the Radio Act of 1927,° but did
not immediately reestablish a federal wiretap prohibition. By the time of the
landmark Supreme Court decision in Olmstead however, at least forty-one of the
forty-eight states had banned wiretapping or forbidden telephone and telegraph
employees and officers from disclosing the content of telephone or telegraph
messages or both.®

2 “ Eavesdropping is indictable at the common law, not only in England but in our states. It
is seldom brought to the attention of the courts, and our books contain too few decisions upon
it to enable an author to define it with confidence. . . . It never occupied much space in the
law, and it has nearly faded from the legal horizon.” 1 BisHOP, COMMENTARIES ON THE
CRIMINAL LAW, 670 (1882).

3 By thetime of thelandmark Supreme Court decisioninOlmstead in 1928, at least forty-one
of the forty-eight states had banned wiretapping or forbidden telephone and telegraph
employeesand officersfromdisclosing the content of tel ephone or tel egraph messages or both.
Olmstead v. United States, 277 U.S. 438, 479-80 n.13 (1928)(Brandeis, J., dissenting).
Olmstead is remembered most today for the dissents of Holmes and Brandeis, but for four
decades it stood for the view that the Fourth Amendment’ s search and seizure commands did
not apply to government wiretapping accomplished without a trespass onto private property.

4 40 Stat.1017-18 (1918)(“whoever during the period of governmental operation of the
telephone and telegraph systems of the United States . . . shall, without authority and without
the knowledge and consent of the other users thereof, except as may be necessary for
operation of the service, tap any telegraph or telephoneline. . . or whoever being employed
in any such telephone or telegraph service shall divulge the contents of any such telephone or
telegraph message to any person not duly authorized or entitled the receive the same, shall be
fined not exceeding $1,000 or imprisoned for not morethan oneyear or both”); 56 Cong.Rec.
10761-765 (1918).

° 44 Stat. 1172 (1927)(“. . . no person not being authorized by the sender shall intercept any
message and divulge or publish the contents, substance, purpose, effect, or meaning of such
intercepted message to any person. . .").

® Olmstead v. United Sates, 277 U.S. 438, 479-80 n.13 (1928)(Brandeis, J., dissenting).
(continued...)
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Olmstead was a Seattle bootlegger whose Prohibition Act conviction was the
product of afederal wiretap. He challenged his conviction on three grounds, arguing
unsuccessfully that the wiretap evidence should have been suppressed as aviolation
of either his Fourth Amendment rights, his Fifth Amendment privilege against self-
incrimination, or the rights implicit in the Washington state statute that outlawed

wiretapping.

For a majority of the Court, writing through Chief Justice Taft, Olmstead’'s
Fourth Amendment challenge was doomed by the absence of “an official search and
seizure of his person, or such a seizure of his papers or his tangible material effects,
or an actual physical invasion of his house or curtilage’ for the purposes of making a
seizure,” 277 U.S. at 466.

Chief Justice Taft pointed out that Congress was free to provide protection
which the Constitution did not.® Congress did so in the 1934 Communications Act
by expanding the Radio Act’s proscription against intercepting and divulging radio
communications so as to include intercepting and divulging radio or wire
communications.’

The Federa Communications Act outlawed wiretapping, but it said nothing
about the use of machines to surreptitiously record and transmit face to face

§(...continued)

Olmstead is remembered most today for the dissents of Holmes and Brandeis, but for four
decades it stood for the view that the Fourth Amendment’ s search and sei zure commands did
not apply to government wiretapping accomplished without a trespass onto private property

" Curtilage originally meant the land and buildings enclosed by the walls of acastle; in later
usage it referred to the barns, stables, garden plots and the like immediately proximate to a
dwelling; it isunderstood in Fourth Amendment parlanceto describethat areawhich* harbors
thoseintimate activities associated with domestic life and the privacies of the home,” United
Satesv. Dunn, 480 U.S. 294, 301 n.4 (1987).

& Olmstead had not been compelled to use his phone and so the Court rejected his Fifth
Amendment challenge. 277 U.S.C. at 462. Any violation of the Washington state wiretap
statute was thought insufficient to warrant the exclusion of evidence, 277 U.S. at 466-68.
Justice Holmesin his dissent tersely characterized the conduct of federal wiretappersas* dirty
business,” 277 U.S. at 470. The dissent of Justice Brandeis observed that the drafters of the
Constitution “conferred as against the Government, the right to be let alone — the most
comprehensive of rights and the right most valued by civilized men. To protect that right,
every unjustifiableintrusion by the Government against privacy of theindividual whatever the
means employed, must bedeemedinviolation of the Fourth Amendment,” 277 U.S. at 478-79.

® “Congress may of course protect the secrecy of telephone messages by making them, when
intercepted inadmissiblein evidencein federal criminal trials, by direct legidation,” 277 U.S.
at 465.

10 48U.S.C. 1103-4(1934), 47 U.S.C. 605 (1940 ed.). TheAct neither expressly condemned
law enforcement interceptions nor called for the exclusion of wiretap evidence, but it wasread
to encompass both, Nardone v. United Sates, 302 U.S. 379 (1937); Nardone v. United
Sates, 308 U.S. 321 (1939).
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conversations.™* In the absence of a statutory ban the number of surreptitious
recording cases decided on Fourth Amendment grounds surged and the resultsbegan
to erode Olmstead’ s underpinnings.*

Erosion, however, camesowly. Initialy theCourt applied Olmstead’ sprinciples
to these electronic eavesdropping cases. Thus, the use of a dictaphone to secretly
overhear aprivate conversation in an adjacent office offended no Fourth Amendment
precipes because no physical trespass into the office in which the conversation took
place had occurred, Goldman v. United Sates, 316 U.S. 129 (1942). Similarly, the
absence of aphysical trespass precluded Fourth Amendment coverage of the situation
where a federal agent secretly recorded his conversation with a defendant held in a
commercia laundry in an area open to the public, On Leev. United Sates, 343 U.S.
747 (1952). On the other hand, the Fourth Amendment did reach the government’s
physical intrusion upon private property during aninvestigation, asfor example when
they drove a*“ spike mike” into the commonwall of arow house until it made contact
with a heating duct for the home in which the conversation occurred, Slverman v.
United Sates, 365 U.S. 505 (1961).

Slverman presented something of atechnical problem, because there was some
guestion whether the spike mike had actually crossed the property line of the
defendant’s town house when it made contact with the heating duct. The Court
declined to rest its decision on the technicalities of local property law, and instead
found that the government’ s conduct had intruded upon privacy of home and hearth
in amanner condemned by the Fourth Amendment, 365 U.S. at 510-12.%3

1 Section 605 did ban the interception and divulgence of radio broadcasts but it did not reach
theradio transmission of conversations that were broadcast unbeknownst to al of the parties
tothe conversation. Lateinthe game, the FCC supplied apartia solution when it banned the
useaf licensed radio equipment to overhear or record privateconversationwithout the consent
of all the parties involved in the conversation, 31 Fed.Reg. 3400 (March 4, 1966), amending
then 47 C.F.R. 882.701, 15.11. The FCC excluded “operations of any law enforcement
offices conducted under lawful authority,” id.

12 The volume of al Fourth Amendment cases calling for Supreme Court review increased
dramatically after Mapp v. Ohio, 367 U.S. 643 (1961), acknowledged the application of the
Fourth Amendment exclusionary rule to the states.

13 “The absence of aphysical invasion of the petitioner’s premises was also a vital factor in
the Court’ sdecision in Olmstead v. United Sates . . . . In holding that the wiretapping there
did not violatethe Fourth Amendment, the Court noted that the insertions were made without
trespass upon any property of the defendants. They were made in the basement of the large
officebuilding. Thetapsfrom house lineswere madein the streets near the houses. 277 U.S.
at 457. There was no entry of the houses or offices of the defendants. 277 U.S. at 464.
Relying upon these circumstances, the Court reasoned that the intervening wires are not part
of (the defendant’s) house or office any more than are the highways along which they are
stretched. 277 U.S. at 465.

“Here, by contrast, theofficersoverheard thepetitioners' conversationsonly by usurping
part of the petitioners house or office — a heating system which was an integral part of the
premises occupied by the petitioners, a usurpation that was effected without their knowledge
and without their consent. 1n these circumstances we need not pause to consider whether or
not therewasatechnical trespass under thelocal property law relating to party walls. Inherent

(continued...)
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Each of these cases focused upon whether a warrantless trespass onto private
property had occurred, that is, whether the means of conducting a search and seizure
had been so unreasonable as to offend the Fourth Amendment. Y et in each case, the
object of the search and seizure had been not those tangible papers or effects for
which the Fourth Amendment’s protection had been traditionally claimed, but an
intangible, a conversation. This enlarged view of the Fourth Amendment could
hardly beignored, for [i]t followsfrom. .. Slverman. . . that the Fourth Amendment
mayy protect against the overhearing of verbal statementsaswell as against the more
traditional seizure of papers and effects,” Wong Sun v. United Sates, 371 U.S. 471,
485 (1963).

Soon thereafter the Court repudiated the notion that the Fourth Amendment’s
protectionwas contingent upon some trespassto real property, Katzv. United Sates,
389 U.S. 347 (1967). Katz was abookie convicted on the basis of evidence gathered
by an electronic listening and recording device set up outside the public telephone
booth that Katz used to take and place bets. The Court held that the gateway for
Fourth Amendment purposes stood at that point where an individual should to able
to expect that hisor her privacy would not be subjected to unwarranted governmental
intrusion, 389 U.S. at 353.

13(....continued)
Fourth Amendment rights are not inevitably measurablein terms of ancient niceties of tort or
real property law . . ..

“The Fourth Amendment, and the personal rightswhich it secures, have along history.
At the very corestands theright of a manto retreat into his own home and there be free from
unreasonable governmental intrusion . . . This Court has never held that afederal officer may
without warrant and without consent physically entrench into a man's office or home, there
secretly observe or listen, and relate at the man’ s subsequent criminal trial what was seen or
heard.

“ A distinction between the dictaphone employed in Goldman and the spike mike utilized
here seemed to the Court of Appeals too fine a one to draw. The court was unwilling to
believe that the respective rights are to be measured in fractions of inches. But decision here
does not turn upon the technicality of a trespass upon a party wall as a matter of local law.
It is based upon thereality of an actual intrusion into a constitutionally protected area. What
the Court said long ago bears repeating now: It may be that it is the obnoxious thing in its
mildest and least repulsive form; but illegitimate and unconstitutional practices get their first
footing in that way, namely, by silent approaches and dight deviations from legal modes of
procedure. Boyd v. United States, 116 U.S. 616, 635. We find no occasion to re-examine
Goldman here, but wedeclineto go beyondit, by evenafraction of aninch,” 365 U.S. at 510-
12 (internal quotation marks omitted).

14 “We conclude that the underpinnings of Olmstead and Goldman have been so eroded by
our subsequent decisionsthat thetrespass doctrine thereenunciated can no longer beregarded
as controlling. The Government’s activities in electronically listening to and recording the
petitioner’s words violated the privacy upon which he justifiably relied while using the
telephone booth and thus constituted a search and seizure within the meaning of the Fourth
Amendment. The fact that the electronic device employed to achieve that end did not happen
to penetratethe wall of the booth can have no constitutional significance.” Later courts seem
to prefer the “ expectation of privacy” language found in Justice Harlan’ s concurrence: “My
understanding of the rule that has emerged from prior decisions is that there is a twofold
requirement, first that a person have exhibited an actual (subjective) expectation of privacy

(continued...)
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One obvious consequence of Fourth Amendment coverage of wiretapping and
other forms of electronic eavesdropping isthe usual attachment of the Amendment’s
warrant requirement. To avoid constitutional problems and at the same time preserve
wiretapping and other forms of electronic eavesdropping as alaw enforcement tool,
some of the states established a statutory system under which law enforcement
officias could obtain awarrant, or equivalent court order, authorizing wiretapping or
electronic eavesdropping.

The Court regjected the constitutional adequacy of one of the more detailed of
these state statutory schemesin Berger v. New York, 388 U.S. 41 (1967). The statute
was found deficient its failure to require:

* aparticularized description of the place to be searched,

* a particularized description of the crime to which the search and seizure
related;

* aparticularized description of the conversation to be seized,;

* limitations to prevent general searches,

* termination of the interception when the conversation sought had been seized;
* prompt execution of the order;

* return to the issuing court detailing the items seized; and

* any showing exigent circumstances to overcome the want of prior notice. 388
U.S. at 58-60.

Berger help persuade Congressto enact Title 111 of the Omnibus Crime Control
and Safe Streets Act of 1968, 87 Stat. 197, 18 U.S.C. 2510 - 2520 (1970 ed.), a
comprehensive wiretapping and electronic eavesdropping statute that not only
outlawed both in general terms but that permitted federal and state law enforcement
officersto usethemunder strict limitations designed to meet the objectionsin Berger.

A decade later another Supreme Court case persuaded Congressto supplement
Title 111 with a judicidly supervised procedure for the use of wiretapping and
electronic eavesdropping in foreign intelligence gathering situations.

When Congress passed Title 111 there was some question over the extent of the
President’s inherent powers to authorize wiretaps — without judicial approval —in
national security cases. As a consequence, the issue was ssimply removed from the
Title 111 scheme.™® After the Court held that the President’s inherent powers were
insufficient to excusewarrantlessel ectroni c eavesdropping on purely domestic threats
to national security, United States v. United Sates District Court, 407 U.S. 297

14(..continued)

and, second, that the expectation be one that society is prepared to recognize as reasonable,”
389 U.S. at 361

> 18 U.S.C. 2511(3)(1970 ed.)(“Nothing contained in this chapter or in section 605 of the
Communications Act . . . shall limit the constitutional power of the President to take such
measures as he deems necessary to protect the Nation against actual or potential attack or
other hostile acts of a foreign power, to obtain foreign intelligence information deemed
essential to the security of theUnited States, or to protect national security information against
foreign intelligence activities. . .”).
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(1972), Congress considered it prudent to augment the foreign intelligence gathering
authority of the United States with the Foreign Intelligence Security Act of 1978, 92
Stat. 1783,50 U.S.C. 1801 - 1811. TheAct providesaprocedurefor judicial review
and authorization or denia of wiretapping and other forms of electronic
eavesdropping for purposes of foreign intelligence gathering.

In 1986, Congressrecast Title 11 inthe Electronic Communications Privacy Act
(ECPA), 100 Stat. 1848, 18 U.S.C. 2510 - 2521. The Act followed the general
outline of Title 1l with adjustments and additions. Like Titlelll, it sought to strike
a balance between the interests of privacy and law enforcement, but it also reflected
aCongressional desire to avoid unnecessarily crippling infant industries in the fields
of advanced communications technology, H.R.Rep.No. 647, 99th Cong., 2d Sess.
18-9 (1984); S.Rep.No. 541, 99th Cong., 2d Sess. 5 (1986).

The Act aso included new protectionand law enforcement access provisionsfor
stored wire and electronic communications and transactional records access (e-mall
and phone records), 100 Stat. 1860, 18 U.S.C. 2701 - 2710, and for pen registersas
well as trap and trace devices (devices for recording the calls placed to or from a
particular telephone), 100 Stat. 1868, 18 U.S.C. 3121 - 3126.

In a more recent adjustment, the Communications Assistance for Law
Enforcement Act (CALEA), 108 Stat. 4179, 47 U.S.C. 1001 - 1010 (inter alia),
established a procedure designed to help police keep pace with telecommunications
advances and to provide tighter protection for e-mail and cordless telephone
communications. The current result of Congress slegidativeefforts, Title [11/ECPA
and related provisions, is an array of crimina prohibitions augmented by procedural
schemes crafted to give government access to private communications in limited
circumstances, ordinarily under judicia supervision.

CRIMES
Generally

Unless otherwise provide, Title [11/ECPA outlaws wiretapping and other forms
of electronic eavesdropping, possession of wiretapping or electronic eavesdropping
equipment, use or disclosure of information obtained through illegal wiretapping or
electronic eavesdropping, and in order to obstruct justice, disclosure of information
secured through court-ordered wiretapping or electronic eavesdropping, 18 U.S.C.
2511. There are separate crimes for:

* unlawful accessto stored e-mail communications, 18 U.S.C. 2701,

« unlawful use of apen register or atrap and trace device, 18 U.S.C. 3121; and
» abuse of eavesdropping authority under the Foreign Intelligence Surveillance
Act, 50 U.S.C. 1809.

Illegal Wiretapping and Electronic Eavesdr opping

At the heart of Title111/ECPA liesthe prohibition againgt illega wiretapping and
electronic eavesdropping, 18 U.S.C. 2511(1), that proscribes:
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* any person from
* intentionally
* intercepting, or endeavoring to intercept, or
* wire, oral or electronic communications
* by using an electronic, mechanical or other device
» unless the conduct is specifically authorized or expressly not covered, e.g.

- one of the parties to the conversation has consent to the interception

- the interception occurs in compliance with a statutorily authorized,
judicialy supervised law enforcement or foreign intelligence gathering
interception,

- theinterception occursas part of providing or regulating communi-cation
services,

- some kinds of radio broadcasts, and

- in some places, spousal wiretappers.

Subject to the same exceptions, section 2511 also protects wire, oral and
electronic communications from any person who intentionally:

» discloses or endeavorsto discloseinformationwith reason to know it has been
unlawfully intercepted, or

* uses or endeavors to use information with reason to know it has been
unlawfully intercepted, or

» discloses or endeavors to disclose information with intent to obstruct justice
and with reason to know the information was secured through a court-ordered
interception.

Person

The prohibition applies to “any employee, or agent of the United States or any
Stateor political subdivisionthereof, and any individua, partnership, association, joint
stock company, trust, or corporation,” 18 U.S.C. 2510(6).%
| ntentional

Conduct canonly violate Title 1I/ECPA if it isdone “intentionally,” inadvertent

conduct is no crime; the offender must have done on purpose those thingswhich are
outlawed.*

16 Although the governmental entities are not subject to criminal liability, as noted infra, the
courts believe them subject to civil liability under 18 U.S.C. 2520.

7“In order to underscore that the inadvertent reception of a protected communication is not
a crime, the subcommittee changed the state of mind requirement under Title 111 of the
Omnibus Crime Control and Safe Streets Act of 1968 from <willful’ to <intentiona,’”
S.REP.NO. 541, 99" Cong., 2d Sess. 23 (1986); “This provision makes clear that the
inadvertent interception of a protected communication is not unlawful under this Act,”
H.REP.NO. 647, 99" Cong., 2d Sess. 48-9 (1986).
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Jurisdiction

Section 2511(1) contains two interception bars — one, 2511(1)(a), smply
outlaws intentional interception; the other, 2511(1)(b), outlaws intentiona
interception when committed under any of five jurisdictional circumstances.’
Congress adopted the approach because of concern that its constitutional authority
might not be sufficient to ban instances of electronic surveillance that bore no
discernable connection to interstate commerce or any other of the enumerated
powers. So it enacted a genera prohibition, and as a safety precaution, a second
provision more tightly tethered to specific jurisdictional factors.”® The Justice
Department hashonored that caution by employing subparagraph (b) to prosecutethe
interception of oral communications, while using subparagraph () to prosecute other
forms of electronic eavesdropping, DEPARTMENT OF JUSTICE CRIMINAL RESOURCE
MANUAL at 1050.

18 “(1) Except as otherwise specifically provided in this chapter any person who — (a)
intentionally intercepts, endeavors to intercept, or procures any other person to intercept or
endeavor to intercept, any wire, oral, or electronic communication;

“(b) intentionally uses, endeavorsto use, or procures any other person to useor endeavor
to use any electronic, mechanical, or other deviceto intercept any oral communication when
— (i) such deviceis affixed to, or otherwisetransmitsasignal through, awire, cable, or other
like connection used in wire communication; or “(ii) such device transmits communications
by radio, or interferes with the transmission of such communication; or (iii) such person
knows, or has reason to know, that such device or any component thereof has been sent
through themail or transported ininterstateor foreign commerce; or (iv) such useor endeavor
touse (A) takes place on the premises of any business or other commercia establishment the
operations of which affect interstate or foreign commerce; or (B) obtains or isfor the purpose
of obtaining information relating to the operations of any business or other commercia
establishment the operations of which affect interstateor foreign commerce; or (v) such person
acts in the District of Columbia, the Commonwedlth of Puerto Rico, or any territory or
possession of the United States,” 18 U.S.C. 2511(1)(a),(b).

19 “Subparagraph (a) establishes a blanket prohibition against the interception of wire
communication. Since the facilities used to transmit wire communications form part of the
interstate or foreign communications network, Congress has plenary power under the
commerceclauseto prohibit all interception of such communications whether by wiretapping
or otherwise.

“The broad prohibition of subparagraph (a) isalso applicableto theinterception of oral
communications. The interception of such communications, however, does not necessarily
interferewith the interstate or foreign commerce network, and the extent of the constitutional
power of Congress to prohibit such interception is less clear than in the case of interception
of wire communications. . . .

“Therefore, in addition to the broad prohibitions of subparagraph (a), the committee has
included subparagraph (b), which relies on accepted jurisdictional bases under the commerce
clause, and other provisions of the Condtitution to prohibit the interception of ora
communications,” S.REP.N0.1097, 90th Cong., 2d Sess. 91-2 (1968).
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| nterception

Interception “means the aural or other acquisition of the contents’ of various
kinds of communications.® ECPA enlarged the definition by adding the words “or
other acquisition” so that it is no longer limited to interceptions that can be heard.?

Endeavoring to intercept

Although the statute condemns attempted wiretapping and electronic
eavesdropping (“endeavoringtointercept”), 18U.S.C. 2511(1), theprovisionsappear
to have escaped use, interest, or comment heretofore, perhaps because the conduct
most likely to constitute preparation for an interception — possession of wiretapping
equipment — is already a separate crime, 18 U.S.C. 2512, discussed, infra.

By electronic, mechanical, or other device

The statute does not cover common law “eavesdropping,” but only interceptions
“by electronic, mechanical or other device,” 18 U.S.C. 2510(4). That phraseisinturn
defined so as not to include hearing aids or extension telephones in normal use.”
Whether an extension phone has been installed and is being used in the ordinary
course of business or in the ordinary course of law enforcement duties, so that it no
longer constitutes an interception device for purposes of Title [1I/ECPA and
comparable state laws has proven a somewhat vexing question.®

2 Thedictionary definition of “aural” is*“of or relating to the ear or to the sense of hearing,”
MERRIAM-WEBSTER' S COLLEGIATE DICTIONARY 76 (10th ed. 1996).

2 S.Rep.No. 541, 99th Cong., 2d Sess. 13 (1986)(the “amendment clarifiesthat it isillegal
to intercept the non-voice portion of a wire communication. For example, it isillega to
intercept the data or digitized portion of a voice communication”); see also H.REP.NO. 647,
99th Cong., 2d Sess. 34 (1986).

22 “{E]lectronic, mechanical, or other device’ means any device or apparatus which can be
used to intercept awire, oral, or eectronic communication other than— (&) any telephone or
telegraph instrument, equipment or facility, or any component thereof, (i) furnished to the
subscriber or user by a provider of wire or electronic communication servicein the ordinary
course of its business and being used by the subscriber or user in the ordinary course of its
businessor furnished by such subscriber or user for connectiontothefacilities of such service
and used in the ordinary course of its business; or (ii) being used by a provider of wire or
electronic communication serviceintheordinary courseof itsbusiness, or by aninvestigative
or law enforcement officer in the ordinary course of his duties; (b) a hearing aid or similar
devicebeing used to correct subnormal hearing to not better thannormal,” 18 U.S.C. 2510(5).

2 See the cases cited and commentary in Barnett & Makar, “ n the Ordinary Course of
Business’: The Legal Limits of Workplace Wiretapping, 10 HASTINGS JOURNAL OF
COMMUNICATIONS AND ENTERTAINMENT LAW 715 (1988); Application to Extension
Telephones of Title 111 of the Omnibus Crime Control and Safe Streets Act of 1968 (18
U.SC. 882510 et seq.), Pertaining to Interceptions of Wire Communications, 58 ALR Fed.
594, Eavesdropping on Extension Telephone as Invasion of Privacy, 49 ALR 4th 430.
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Although often intertwined with the consent exception discussed below, the
question generaly turnsonthefactsin agiven case.?* When the exemptionisclaimed
as a practice in the ordinary course of business, the interception must be for a
legitimate business reason, it must be routinely conducted, and at least in some
circuits employees must be notified at that their conversations are being monitored.®
Similarly, “Congressmost likely carved out an exceptionfor law enforcement officias
to make clear that the routine and almost universal recording of phone linesby police
departmentsand prisons, aswell asother law enforcement institutions, isexempt from
the statute,” Adams v. Battle Creek, 250 F.3d at 984.° The exception contemplates
administrative rather than investigative monitoring,?” which must nevertheless be
justified by alawful, vaid law enforcement concern.®

Wire, oral or electronic communications

An interception can only be a violation of ECPA if the conversation or other
form of communication intercepted is among those kinds which the statute protects,
in over smplified terms — telephone (wire), face to face (ora), and computer
(electronic). Congress used the definitions of the three forms of communications to
describe the communications beyond the Act’ sreach aswell asthose within itsgrasp.
For example, “oral communication” by definition includes only those face to face
conversations with respect to which the speakers have a justifiable expectation of

# Seeeg., Deal v. Spears, 780 F.Supp. 618, 623 (W.D.Ark. 1991), aff'd, 980 F.2d 1153
(8th Cir. 1992)(employer regularly taped employee calls by means of adevice attached to an
extension phone; most of the callswerepersonal and recording and disclosing them served no
business purpose).

% Adamsv. Battle Creek, 250 F.3d 980, 983 (6th Cir. 2001); Ariasv. Mutual Central Alarm
Service, 202 F.3d 553, 558 (2d Cir. 2000); Berry v. Funk, 146 F.3d 1003, 1008 (D.C.Cir.
1998); Sanders v. Robert Bosch Corp., 38 F.3d 736, 741 (4th Cir. 1994).

Some courts include surreptitious, extension phone interceptions conducted within the
family home as part of the “business extension” exception, Anonymous v. Anonymous, 558
F.2d 677, 678-79 (2d Cir. 1977); Scheib v. Grant, 22 F.3d 149, 154 (7th Cir. 1994);
Newcombv. Ingle, 944 F.2d 1534, 1536 (10th Cir. 1991); contra, United States v. Murdock,
63 F.3d 1391, 1400 (6th Cir. 1995).

% Seee.g., Smithv. U.SDept. of Justice, 251 F.3d 1647, 1049-50 (D.C.Cir. 2001); United
Satesv. Poyck, 77 F.3d 285, 292 (9th Cir. 1996); United Sates v. Daniels, 902 F.2d 1238,
1245 (7th Cir. 1990); United States v. Paul, 614 F.2d 115, 117 (6th Cir. 1980).

2 Amati v. Woodstock, 176 F.3d 952, 955 (7th Cir. 1999)(“Investigation is within the
ordinary course of law enforcement, soif <ordinary’ wereread literally warrantswould rarely
if ever be required for electronic eavesdropping, which was surely not Congress's intent.
Since the purpose of the statute was primarily to regulate the use of wiretapping and other
electronic surveillancefor investigatory purposes, <ordinary’ should not be read so broadly;
it is more reasonably interpreted to refer to routine noninvestigative recording of telephone
conversations’).

% The exception, however, does not permit a county to record all calsin and out of the
offices of county judges merely because a detention center and the judges share a common
facility, Abraham v. Greenville, 237 F.3d 386, 390 (4th Cir. 2001), nor does it permit
jailhouse telephone monitoring of an inmate's confession to a clergyman, Mockaitis v.
Harcleroad, 104 F.3d 1522, 1530 (Sth Cir. 1997).
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privacy.? Similarly, “wire communications’ are limited to those that are at some
point involve voice communications (i.e. only aural transfers). ¥ Radio and data
transmissions are generaly “electronic communications.” The definition includes
other formsof informationtransfer but excludescertain radio transmissionswhichcan
be innocently captured without great difficulty.®* Although it is not a federal crime
to intercept radio communications under any number of conditions, the exclusion is
not a matter of definition but of specia general exemptions, 18 U.S.C. 2511(2)(g),
discussed below.

Exemptions: consent interceptions

Consent interceptions are common, controversial and have a history al their
own. The early bans on divulging telegraph or telephone messages had a consent
exception The Supreme Court upheld consent interceptions against Fourth
Amendment challenge both before and after the enactment of Title 111.**> The
argument in favor of consent interceptions has always been essentially that a speaker
risks the indiscretion of his listeners and holds no superior legal position smply
because alistener electsto record or transmit his statementsrather than subsequently
memorializing or repeating them.*

2 “{O]ral communication’ means any oral communication uttered by a person exhibiting an
expectation that such communication is not subject to interception under circumstances
justifying such expectation, but such term does not include any eectronic communication,”
2510(2).

30 “{W]ire communication’ means any aural transfer made in whole or in part through the
use of facilities for the transmission of communications by theaid of wire, cable, or other like
connection between the point of origin and the point of reception (including the use of such
connection in a switching station) furnished or operated by any person engaged in providing
or operating such facilities for the transmission of interstate or foreign communications or
communications affecting interstate or foreign commerce and such term includes any
electronic storage of such communication,” 18 U.S.C. 2510(1).

3L4[E]lectronic communication’ meansany transfer of signs, signals, writing, images, sounds,
data, or intelligence of any nature transmitted in whole or in part by a wire, radio,
electromagnetic, photoelectronic or photooptical system that affects interstate or foreign
commerce, but does not include— (A) theradio portion of acordlesstel ephone communication
that is transmitted between the cordless handset and the base unit; (B) any wire or oral
communication; (C) any communication made through a tone-only paging device; or (D) any
communication from a tracking device (as defined in section 3117 of thistitle),” 18 U.S.C.
2510(12).

% On Lee v. United Sates, 343 U.S. 747 (1952); Lopez v. United States, 373 U.S. 427
(1963); United Sates v. White, 401 U.S. 745 (1971).

¥ United Satesv. White, 401 U.S. at 751 (1971)(“ Concededly a police agent who conced's
his police connections may write down for official use his conversations with a defendant and
testify concerning them, without a warrant authorizing his encounterswith the defendant and
without otherwise violating the latter's Fourth Amendment rights . . . . For constitutional
purposes, no different result is required if the agent instead of immediately reporting and
transcribing his conversations with defendant, either (1) simultaneoudly records them with
electronic equipment which he is carrying on his person, Lopez v. United Sates, supra; (2)

(continued...)
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Wiretapping or electronic eavesdropping by ether the police or anyone else with the
consent of at least one party to the conversation is not unlawful under the federal
statute.* These provisions do no more than shield consent interceptions from the
sanctions of federal law; they afford no protection from the sanctions of state law.
Many of the states recognize comparable exceptions, but some only permit
interception with the consent of all parties to a communication.®

Under federal law, consent may be either explicitly or implicitly given. For
instance, someone who uses a tel ephone other than his or her own and has been told
by the subscriber that conversations over the instrument are recorded has been held
to have implicitly consented to interception when using the instrument.®* Thisis not
to say that subscriber consent aone is sufficient, for it is the parties to the
conversation whose privacy is designed to protect.®” Although consent may be given
in the hopes of leniency from law enforcement officials or as an election between
unpal atable alternatives, it must be freely given and not secured coercively.®®

33(...continued)

or carries radio equipment which smultaneoudly transmits the conversations either to
recording equipment located elsawhere or to other agents monitoring the transmitting
frequency. On Lee v. United Sates, supra. If the conduct and revelations of an agent
operating without eectronic equipment do not invade the defendant’s congtitutionally
justifiable expectations of privacy, neither does a simultaneous recording of the same
conversations made by the agent or by others from transmissions received from the agent to
whom the defendant is talking and whose trustworthiness the defendant necessarily risks’);
Lopez v. United Sates 373 U.S. 427, 439 (1963)(" Stripped to its essentials, petitioner’s
argument amountsto saying that he has a constitutional right to rely on possible flawsin the
agent’s memory, or to challenge the agent’ s credibility without being beset by corroborating
evidencethat is not susceptible of impeachment. For no other argument can justify excluding
an accurate version of a conversation that the agent could testify to from memory. We think
the risk that petitioner took in offering a bribe to Davis fairly included the risk that the offer
would be accurately reproduced in court, whether by faultless memory or mechanical
recording”).

3 “(c) It shall not be unlawful under this chapter for a person acting under color of law to
intercept a wire, oral, or eectronic communication, where such person is a party to the
communication or one of the parties to the communication has given prior consent to such
interception.

“(d) It shall not beunlawful under this chapter for a person not acting under color of law
to intercept a wire, oral, or electronic communication where such person is a party to the
communication or where one of the parties to the communication has given prior consent to
suchinterception unless such communicationisintercepted for the purposeof committing any
criminal or tortious act in violation of the Constitution or laws of the United States or of any
State,” 18 U.S.C. 2511(2)(c),(d).

* For citations to state law see Appendix 1.

% United Sates v. Footman, 215 F.3d 145, 154-55 (1st Cir. 2000) (inmate use of prison
phone); Griggs-Ryan v. Smith, 904 F.2d 112, 116-17 (1st Cir. 1990)(use of landlady’s
phone).

37" Anthony v. United States, 667 F.2d 870, 876 (10th Cir. 1981).

% United Sates v. Antoon, 933 F.2d 200, 203-204 (3d Cir. 1991), but see, O’ Ferrell v.
(continued...)
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Private consent interceptions may not be conducted for a criminal or tortious
purpose. At onetime, thelimitation encompassed interceptionsfor criminal, tortious,
or otherwise injurious purposes, but ECPA dropped the reference to injurious
purposes for fear that first amendment values might be threatened should the clause
beread to outlaw consent interceptions conducted to embarrass, S.REP.NO. 541, 99th
Cong., 2d Sess. 17-8 (1986); H.RerP.No. 647, 99th Cong., 2d Sess. 39-40 (1986).

Exemptions: publicly accessible radio communications

Radio communications which can be inadvertently heard or are intended to be
heard by the public are likewise exempt. These include not only commercia
broadcasts, but ship and aircraft distress signals, tone-only pagers, marine radio and
citizenband radio transmissions, and interceptions necessary to identify the source any
transmission, radio or otherwise, disrupting communications satellite broadcasts.*

Exemptions: government officials

Government officials enjoy an exemption when acting under judicial authority,
whether that provided in Title [11/ECPA for federal and state law enforcement

3(...continued)

United Sates, 968 F.Supp. 1519, 1541 (M.D.Ala 1997)(an individual — who spoke to his
wife on the telephone after being told by FBI agents, then executing a search warrant at his
place of business, that he could only speak to her with the agents listening in — consented to
the interception, even if FBI’sinitial search were unconstitutional).

% “(g) It shall not be unlawful under this chapter or chapter 121 of this title for any person
— (i) to intercept or access an eectronic communication made through an electronic
communication system that is configured so that such electronic communication is readily
accessible to the genera public;

“(i1) to intercept any radio communication which is transmitted — (1) by any station for
the use of the general public, or that relates to ships, aircraft, vehicles, or personsin distress;
(1) by any governmental, |aw enforcement, civil defense, privateland mobile, or public safety
communications system, including police and fire, readily accessible to the general public;
(111) by a station operating on an authorized frequency within the bands allocated to the
amateur, citizensband, or general mobileradio services; or (1V) by any marine or aeronautical
communications system;by any marine or aeronautical communications system,

“(iii) to engage in any conduct which — (I) is prohibited by section 633 of the
Communications Act of 1934; or (1) isexcepted from the application of section 705(a) of the
Communications Act of 1934 by section 705(b) of that Act;

“(iv) to intercept any wire or electronic communication the transmission of which is
causing harmful interference to any lawfully operating station or consumer electronic
equipment, to the extent necessary to identify the source of such interference; or

“(v) for other users of the same frequency to intercept any radio communication made
through a system that utilizes frequencies monitored by individuals engaged in the provision
or the use of such system, if such communication is not scrambled or encrypted,” 18 U.S.C.
2511(2)(g).
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officers,*® the Foreign Intelligence Surveillance Act,* or the separate provisions
according them access to stored electronic communications and the use of pen
registers and trap and trace devices.*

Exemptions. communication service providers

There is a general exemption for those associated with supplying
communications services, the telephone company, switchboard operators, and the
like. The exemption not only permits improved service and lets the telephone
company protect itself against fraud,* but it allowsfor assistance to federal and state

0 “Except as otherwise specifically provided in this chapter any person who (a)

intentionally intercepts.. . . .” 18 U.S.C. 2511(1)(emphasis added).

4 “(e) Notwithstanding any other provision of this title or section 705 or 706 of the
Communications Act of 1934, it shall not be unlawful for an officer, employee, or agent of
the United States in the normal course of his official duty to conduct electronic surveillance,
as defined in section 101 of the Foreign Intelligence Surveillance Act of 1978, as authorized
by that Act,”18 U.S.C. 2511(2)(e).

42 “(h) It shall not be unlawful under this chapter — (i) to use a pen register or atrap and trace
device (asthoseterms are defined for the purposeof chapter 206). . ..” 18 U.S.C. 2511(2)(h).
For the citations to state statutes permitting judicial authorization of law enforcement
interception of wire, oral or electronic communications, for access to stored electronic
communications, and for the use pen registers and trap and trace devices see Appendix V.

4 “(a)(i) It shall not be unlawful under this chapter for an operator of a switchboard, or on
officer, employee, or agent of a provider of wireor electronic communication service, whose
facilities are used in the transmission of a wire or electronic communication, to intercept,
disclose, or use that communication in the normal course of his employment while engaged
inany activity whichis a necessary incident to the rendition of his service or to the protection
of the rights or property of the provider of that service, except that a provider of wire
communication serviceto the public shall not utilize service observing or random monitoring
except for mechanical or service quality control checks. . .
* * *

“(h) 1t shall not be unlawful under this chapter . . .

“(i) for aprovider of electronic communication serviceto record thefact that awireor
electronic communication wasinitiated or completedin order to protect such provider, another
provider furnishing service toward the completion of the wire or e ectronic communication,
or auser of that service, fromfraudul ent, unlawful or abusive use of such service,” 18 U.S.C.
2511(2)(a)(i),(h).
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officials operating under a judicially supervised interception order,* and for the
regulatory activities of the Federal Communications Commission.*

Domestic exemptions

A few courtsrecognizea“vicariousconsent” exception under which acustodial
parent may secretly record the conversations of hisor her minor child in the interest
of protecting the child.*® Although rejected by most,*” a handful of federal courts
have held that Title [11/ECPA does not preclude one spouse from wiretapping or

44 “(ii) Notwithstanding any other law, providers of wire or € ectronic communication service,
their officers, employees, and agents, landlords, custodians, or other persons, are authorized
to provide information, facilities, or technical assistance to persons authorized by law to
intercept wire, oral, or electronic communications or to conduct electronic surveillance, as
defined in section 101 of the Foreign Intelligence Surveillance Act of 1978, if such provider,
its officers, employees, or agents, landlord, custodian, or other specified person, has been
provided with —

(A) acourt order directing such assistance signed by the authorizing judge, or

(B) acertification in writing by a person specified in section 2518(7) of thistitle or the

Attorney General of the United States that no warrant or court order is required by law,

that all statutory requirements have been met, and that the specified assistance is

required,
setting forth the period of time during which the provision of the information, facilities, or
technical assistance is authorized and specifying the information, facilities, or technical
assistance required. No provider of wire or eectronic communication service, officer,
employee, or agent thereof, or landlord, custodian, or other specified person shall disclosethe
existence of any interception or surveillance or the device used to accomplish theinterception
or surveillance with respect to which the person has been furnished a court order or
certification under this chapter, except as may otherwiseberequired by legal processand then
only after prior notification to the Attorney Genera or to the principa prosecuting attorney
of aStateor any political subdivision of a State, asmay be appropriate. Any such disclosure,
shall render such person liablefor the civil damages provided for in section 2520. No cause
of action shal lie in any court against any provider of wire or eectronic communication
service, its officers, employees, or agents, landlord, custodian, or other specified person for
providing information, facilities, or assistance in accordance with the terms of a court order
or certification under this chapter,” 18 U.S.C. 2511(2)(a)(ii).

4 “(b) It shall not be unlawful under this chapter for an officer, enployee, or agent of the
Federal Communications Commission, in the normal course of his employment and in
discharge of the monitoring responsibilities exercised by the Commission in the enforcement
of chapter 5 of title 47 of the United States Code, to intercept a wire or electronic
communication, or oral communication transmitted by radio, or to disclose or use the
information thereby obtained,” 18 U.S.C. 2511(2)(b).

“¢ Pollock v. Pollock, 154 F.3d 601, 611 (8th Cir. 1998); Wagner v. Wagner, 64 F.Supp.2d
895, 889-901 (D.Minn. 1999); Campbell v. Price, 2 F.Supp.2d 1186, 1191-192 (E.D.Ark.
1998); Thompson v. Dulaney, 838 F.Supp. 1535 (D.Utah 1993).

47 Heggy v. Heggy, 944 F.2d 1537, 1539 (10th Cir. 1991); Kempf v. Kempf, 868 F.2d 970,
972 (8th Cir. 1989); Pritchardv. Pritchard, 732 F.2d 372, 374 (4th Cir. 1984); United Sates
v. Jones, 542 F.2d 661, 667 (6th Cir. 1976); Kratz v. Kratz, 477 F.Supp. 463, 467-70
(E.D.Pa 1979); Heyman v. Heyman, 548 F.Supp. 1041, 1045-47 (N.D.III. 1982).
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electronically eavesdropping upon the other,”® aresult other courts have sometimes
reached through the telephone extension exception discussed above.*

Consegquences: Criminal Penalties

Interceptions in violation of Title I1I/ECPA are generaly punishable by
imprisonment for not more than five years and/or a fine of not more than $250,000
for individuals and not more than $500,000 for organizations.®® Victims are entitled
to equitable relief; reasonable attorneys’ fees and costs; damages in an amount equal
to the greater of $10,000, $100 per day for each day of a violation, or the value of
damage or gain attributable to the violation; and in appropriate cases, punitive
damages, 18 U.S.C. 2520.

Congress decided to mitigate punishment for two types of offenders. In order to
minimize the opprobrium directed at radio scanner enthusiasts, use of a scanner or
amilar device to capture the radio portion of a message from a cellular phone, car
phone or voice message pager is punishable by no more than a fine of not more than
$500. Intentionally intercepting the non-radio portion of the same conversation is
punishable by imprisonment for not more than a year and/or a fine of not more than
$100,000. Subsequent offenses, interceptions committed for crimina or tortious
purposesor motivated by commercial advantage or gain, and the captureof scrambled
or encrypted conversations al carry the more stringent, basic penalty, imprisonment
for not more than five years and/or afine of not more than $250,000.*

“8 Smpson v. Smpson, 490 F.2d 803, 809 (5th Cir. 1974); Perfit v. Perfit, 693 F.Supp. 854-
56 (C.D.Cal. 1988); see generally, Applicability, in Civil Action, of Provisions of Omnibus
Crime Control and Safe Streets Act of 1968 Prohibiting I nter ception of Communications (18
USCS 82511(1)), to Interception by Spouse, or Spouse' s Agent, of Conver sations of Other
Soouse, 139 ALR FeD. 517, and the cases discussed therein.

9 Anonymousv. Anonymous, 558 F.2d 677, 678-79 (2d Cir. 1977); Scheibv. Grant, 22 F.3d
149, 154 (7th Cir. 1994); Newcomb v. Ingle, 944 F.2d 1534, 1536 (10th Cir. 1991); contra,
United Sates v. Murdock, 63 F.3d 1391, 1400 (6th Cir. 1995).

% “Except as provided in (b) of this subsection or in subsection (5), whoever violates
subsection (1) of this section shall be fined under thistitle* or imprisoned not morethan five
years, or both.” 18 U.S.C. 2511(4)(a).

* Section 3559 of title 18 classifies asafelony any offense punishable by imprisonment
for more than one year; and as a class A misdemeanor any offense punishable by
imprisonment for one year or less but not more than six months. Unless Congress clearly
rejects the general fine ceilings it provides, section 3571 of title 18 sets the fines for felonies
at not morethan $250,000 for individuas and not morethan $500,000 for organizations, and
for class A misdemeanors at not more than $100,000 for individuals and not more than
$200,000 for organizations. If thereis monetary loss or gain associated with the offense, the
offender may aternatively be fined not more than twice the amount of the loss or gain, 18
U.S.C. 3571.

L “(b) If the offense is afirst offense under paragraph (a) of this subsection and is not for a
tortious or illegal purpose or for purposes of direct or indirect commercial advantage or
private commercial gain, and the wireor e ectronic communication with respect to which the
offenseunder paragraph (a) isaradio communication that isnot scrambled or encrypted, then

(continued...)
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Filching satellite communications is the second instance where Congress opted
for reduced penalties. Unauthorized interception is broadly proscribed subject to an
exception for unscrambled transmissions,® but interceptions for neither criminal,
tortious, nor mercenary purposes, subject offenders to only civil liability.>

The statutory good faith defense created as part of the civil cause of actionin 18
U.S.C. 2520 is available as a defense against both civil and criminal charges.> As

*}(...continued)

—radio communication that is not scrambled or encrypted, then —(i) if the communicationis
not theradio portion of acellular telephone communication, apublic land mobileradio service
communication or a paging service communication, and the conduct is not that described in
subsection (5), the offender shall be fined under this title or imprisoned not more than one
year, or both; and (ii) if the communication is the radio portion of a cellular telephone
communication, a public land mobile radio service communication or a paging service
communication, the offender shall be fined not more than $500,” 18 U.S.C. 2511(4)(b).

52 “(c) Conduct otherwise an offense under this subsection that consists of or relates to the
interception of a satellite transmission that is not encrypted or scrambled and that is
transmitted — (i) to abroadcasting station for purposes of retransmission tothegenera public;
or (ii) asan audio subcarrier intended for redistribution to facilities open to the public, but not
including datatransmissions or telephonecalls, isnot an offense under this subsection unless
the conduct is for the purposeof direct or indirect commercia advantage or private financial
gain,” 18 U.S.C. 2511(4)(c).

34 (5)(a)(i) If the communicationis— (A) a private satellite video communication that is not
scrambled or encrypted and the conduct in violation of this chapter is the private viewing of
that communication and is not for atortious or illegal purpose or for purposes of direct or
indirect commercia advantageor privatecommercial gain; or (B) aradio communication that
is transmitted on frequencies allocated under subpart D of part 74 of the rules of the Federal
Communications Commission that is not scrambled or encrypted and the conduct in violation
of this chapter is not for tortious or illegal purpose or for purposes of direct or indirect
commercial advantage or private commercia gain, then the person who engages in such
conduct shall be subject to suit by the Federal Government in a court of competent
jurisdiction. (ii) In an action under this subsection — (A) if the violation of this chapter isa
first offensefor the person under paragraph (a) of subsection (4) and such person hasnot been
found liablein acivil action under section 2520 of thistitle, the Federal Government shall be
entitled to appropriate injunctive relief; and (B) if the violation of this chapter is a second or
subsequent offense under paragraph (a) of subsection (4) or such person hasbeenfound liable
inany prior civil action under section 2520, the person shall be subject to a mandatory $500
civil fine.

“(b) The court may use any means within its authority to enforce an injunction issued
under paragraph (ii)(A), and shall imposea civil fine of not lessthan $500 for each violation
of such an injunction.” 18 U.S.C. 2511(5).

Under 18 U.S.C. 2520, victims may recover no morethan damages of not less than $50
nor morethan $500 for thefirst offense, increased to $100 and $1000 for subsequent offenses.

* “A good faith reliance on — (1) a court warrant or order, a grand jury subpoena, a
legidative authorization, or a statutory authorization; (2) arequest of an investigative or law
enforcement officer under section 2518(7) of thistitle; or (3) a good faith determination that
section 2511(3)* of this title permitted the conduct complained of; is a complete defense

(continued...)
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noted below, the defense seemsto lack sufficient breadthto shelter any offender other
than a government official or some one working at their direction.

Consequences: Civil Liability

Victims of illega wiretapping or electronic eavesdropping may be entitled
equitable relief, damages (equal to the greater of actual damages, $100 per day of
violation, or $10,000),> punitive damages, reasonable attorney’ sfeesand reasonable
litigation costs, 18 U.S.C. 2520. Thereisadivision of authority asto whether (1) a
court may decline to award damages, attorneys fees and costs once a violation has
been shown,* (2) governmental entitiesareliablefor violations of section 2520,>” and

%(...continued)
against any civil or crimina action brought under this chapter or any other law,” 18 U.S.C.
2520(d).

*7(3)(a) Except as provided in paragraph (b) of this subsection, a person or entity
providing an €l ectronic communication serviceto thepublic shall notintentionally divulgethe
contents of any communication (other than one to such person or entity, or an agent thereof)
while in transmission on that service to any person or entity other than an addressee or
intended recipient of such communication or an agent of such addressee or intended recipient.

“(b) A person or entity providing electronic communication service to the public may
divulge the contents of any such communication — (i) as otherwise authorized in section
2511(2)(a) or 2517 of thistitle; (ii) with the lawful consent of the originator or any addressee
or intended recipient of such communication; (iii) to a person employed or authorized, or
whosefacilities are used, toforward such communicationtoitsdestination; or (iv) whichwere
inadvertently obtained by the service provider and which appear to pertain to the commission
of acrime, if such divulgence is made to alaw enforcement agency,” 18 U.S.C. 2511(3).

% The $10,000 lump sum for liquidated damagesislimited to asingle award per victim rather
than permitting $10,000 multiples based on the number of violations or the number of types
of violations, aslong astheviolationsare*interrelated and time compacted,” Smoot v. United
Transportation Union, 246 F.3d 633, 642-645 (6th Cir. 2001); Desiletsv. Wal-Mart Sores,
Inc., 171 F.3d 711, 713 (1st Cir. 1999).

% Compare, Nalley v. Nalley, 53 F.3d 649, 651-53 (4th Cir. 1995), Reynolds v. Spears, 93
F.3d 428, 433 (8th Cir. 1996); Romano v. Terkik, 939 F.Supp. 144, 146-47 (D.Conn.
1996)(courts have discretion), with, Rodgersv. Wood, 910 F.2d 444, 447-49 (7th Cir. 1990)
and Menda Biton v. Menda, 812 F.Supp. 283, 284 (D. Puerto Rico 1993)(courts have no
such discretion)(notethat after Menda, the First Circuit in Desiletsv. Wal-Mart Sores, Inc.,
171 F.3d at 716-17 treated as amatter for thetrial court’s discretion the question of whether
the award of plaintiff’s attorneys' fees should be reduced when punitive damages have been

denied).

> Adams v. Battle Creek, 250 F.3d 980, 984 (6th Cir. 2001); Organizacion JD Ltda. v.
United States Department of Justice, 18 F.3d 91, 94-5 (2d Cir. 1994); Connor v. Tate, 120
F.Supp.2d 1370, 1374 (N.D.Ga. 2001); Dorrisv. Absher, 959 F.Supp. 813, 820 (M.D.Tenn.
1997), aff d/rev'd in part on other grounds, 179 F.3d 420 (6th Cir. 1999); PBA Local No.
38 v. Woodbridge Police Department, 832 F.Supp. 808, 822-23 (D.N.J. 1993)(each
concluding that governmental entities may be held liable); contra, Abbott v. Winthrop
Harbor, 205 F.3d 976, 980 (7th Cir. 2000); Amati v. Woodstock, 176 F.3d 952, 956 (7th Cir.
1999).
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(3) law enforcement officers enjoy a qualified immunity from suit under section
2520.%®

The cause of action created in section 2520 is subject to a good faith defense,
18 U.S.C. 2520(d)(quote in note 52, supra.) The only apparent efforts to claim the
defense by any one other than a government official or some one working at their
direction have been unsuccessful .

Consequences: Attorney Discipline®

Surreptitiously recording telephone or face to face conversations without the
consent of at least one party to the conversation isillega and contrary to the ethical
standards of the legal profession. In some states recording such conversations
requires the consent of al parties to the conversation. Elsewhere, recording a
conversationwiththe knowledge or consent of only one participant may belawful but
unethical.

The American Bar Association (ABA) concluded amost aquarter of a century
ago that secretly recording a conversation without the knowledge or consent of al of
the participantsviolated the ethical prohibitionagainst engaging in conduct involving
“dishonesty, fraud, deceit or misrepresentation.” The ABA conceded, however, that
law enforcement recording, conducted under judicia supervision, breached no ethical
standard.

The opinions of the authorities responsible for regulation of the practice of law
in the various states fall into three categories. Some agree with the ABA.*" Some
agreewiththe ABA but have expanded the circumstances under whichrecording may
be conducted within ethical bounds.®” Some reject the ABA view.®

% Compare, Berry v. Funk, 146 F.3d 1003, 1013 (D.C.Cir. 1998)(no immunity), with,
Tapley v. Collins, 211 F.3d 1210, 1216 (11th Cir. 2000)(immunity); Blake v. Wright, 179
F.3d 1003, 1011-13(6th Cir. 1999)(same).

% Williamsv. Poulos, 11 F.3d 271, 285 (1st Cir. 1993); United Sates v. Wuliger, 981 F.2d
1497, 1507 (6th Cir. 1992).

€ The commentary inthis part relies heavily on an earlier report entitled, Wiretapping, Tape
Recorders & Legal Ethics: Questions Posed by Attorney | nvolvement in Secretly Recording
Conversation, CRS REP. N0.98-250 (1998).

2Ala. Opinion 84-22 (1984); People v. Smith, 778 P.2d 685, 686, 687 (Colo. 1989); Haw.
Formal Opinion No. 30 (1988); Ind.State Bar Ass'n Op.No.1 (2000); lowa State Bar Ass'n
v. Mollman, 488 N.W.2d 168, 169-70, 171-72 (lowa 1992); Mo.Advisory Comm. Op. Misc.
30 (1978); Tex.Sat.Bar Op. 514 (1996); Va. LEO #1635 (1995), Va. LEO #1324; Gunter
v. Virginia State Bar, 238 Va. 617, 621-22, 385 S.E.2d 597, 600 (1989).

Thus far, the federal courts seem to be in accord, Parrott v. Wilson, 707 F.2d 1262
(11th Cir. 1983); Moody v. IRS, 654 F.2d 795 (D.C. Cir. 1981); Ward v. Maritz, Inc., 156
F.R.D. 592 (D.N.J. 1994); Wilson v. Lamb, 125 F.R.D. 142 (E.D.Ky. 1989); Haigh V.
Matsushita Electric Corp., 676 F.Supp. 1332 (E.D.Va. 1987).

€2 Ariz. Opinion No. 95-03 (1995); Alaska Bar Ass n Eth.Comm. Ethics Opinions No. 95-5
(continued...)
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Consequences. Exclusion of evidence

Information whose disclosureis prohibited by the federal wiretapping statuteis
inadmissible as evidence before any federa, state, or local tribunal or authority, 18
U.S.C. 2515.% The benefits of the section 2515 exclusionary rule may be claimed
through a motion to suppress under 18 U.S.C. 2518(10)(a).®

62(...continued)

(1995) and No. 91-4 (1991); Idaho Formal Opinion 130 (1989); Kan.Bar.Ass n Opinion 96-
9(1997); Ky.Opinion E-279 (1984); Minn.Law.Prof. Resp.Bd. Opinion No. 18 (1996); Ohio
Bd.Com.Griev.Disp. Opinion No. 97-3 (1997); S.C. Ethics Advisory Opinion 92-17 (1992);
Tenn.Bd.Prof.Resp. Formal Ethics Opinion No. 86-F-14(a) (1986).

& D.C. Opinion No. 229 (1992) (recording was not unethical because it occurred under
circumstances in which the uninformed party should have anticipated that the conversation
would be recorded or otherwise memoridized); Mississippi Bar v. Attorney ST., 621 So.2d
229 (Miss. 1993)(context of the circumstances test); Conn.Bar Ass‘n Op. 98-9
(1998)(same); Mich.Sate Bar Op. RI-309 (1998)(same); Me.Sate Bar Op.No. 168
(1999)(same); N.M.Opinion 1996-2 (1996)(members of the bar are advised that thereare no
clear guiddines and that the prudent attorney avoids surreptitious recording); N.C. RPC 171
(1994)(lawyersare encouraged to discl oseto the other lawyer that aconversation isbeing tape
recorded); Okla.Bar Ass n Opinion 307 (1994)(a lawyer may secretly recording his or her
conversations without the knowledge or consent of other parties to the conversation unlessthe
recording is unlawful or in violation of some ethical standard involving more than smply
recording); Ore.State Bar Ass'n Formal Opinion No. 1991-74 (1991) (an attorney with one
party consent he or she may record a telephone conversation “in absence of conduct which
would reasonably |ead an individual to believe that no recording would bemade’); Utah State
Bar Ethics Advisory Opinion No. 96-04 (1996) (“recording conversations to which an
attorney is a party without prior disclosureto the other parties is not unethical when the act,
considered within the context of the circumstances, does not involve dishonesty, fraud, deceit
or misrepresentation”); Wis.Opinion E-94-5 (“whether the secret recording of a telephone
conversation by alawyer involves<dishonesty, fraud, deceit or misrepresentation’ under SCR
20:8.4(c) depends upon al the circumstances operating at the time”). In New York, the
guestion of whether an attorney’ s surreptitiously recording conversationsis ethically suspect
is determined by locality, compare, Ass' n of the Bar of City of N.Y. Formal Opinion No.
1995-10 (1995)(secret recording is per se unethical), with, N.Y.County Lawyer’'s Ass'n
Opinion No. 696 (1993)(secret recording is not per se unethical).

& “Whenever any wire or oral communication has been intercepted, no part of the contents
of such communication and no evidence derived therefrom may bereceived in evidencein any
trial, hearing, or other proceeding in or before any court, grand jury, department, officer,
agency, regul atory body, |egidlativecommittee, or other authority of the United States, a State,
or apolitical subdivision thereof if the disclosure of that information would bein violation of
this chapter,” 18 U.S.C. 2515.

& “Any aggrieved person in any trial, hearing, or proceeding in or before any court,
department, officer, agency, regulatory body, or other authority of the United States, a State,
or a political subdivision thereof, may move to suppress the contents of any wire or oral
communication intercepted pursuant to this chapter, or evidence derived therefrom, on the
grounds that — (i) the communication was unlawfully intercepted; (ii) the order of
authorization or approval under whichit was intercepted isinsufficient onitsface; or (iii) the

interception was not made in conformity with the order of authorization or approval.
“Such motion shall be made beforethetrial, hearing, or proceeding unlesstherewas no
(continued...)
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Althoughthe Supreme Court has held that section 2515 may require suppression
in instances where the Fourth Amendment exclusionary rule would not, Gelbard v.
United Sates, 408 U.S. 41, 52 (1972), some of the lower courts have recognized the
applicability of the good faith exception to the Fourth Amendment exclusionary rule
in section 2515 cases, United Sates v. Moore, 41 F.3d 370, 376 (8th Cir. 1994).%
Other courts have held, moreover, that the fruits of an unlawful wiretapping or
electronic eavesdropping may be used for impeachment purposes.®’

The admissihility of tapes or transcripts of tapes of intercepted conversations
raise a number of questions quite apart from the legality of the interception. Asa
consequence of the prerequisites required for admission, privately recorded
conversations are more likely to be found inadmissble than those recorded by
government officials. Admissibility will require the party moving admission to show

65(...continued)

opportunity to make such motion or the person was not aware of the grounds of the motion.
If the motion is granted, the contents of the intercepted wire or oral communication, or
evidence derived therefrom, shall be treated as having been obtained in violation of this
chapter. The judge, upon the filing of such motion by the aggrieved person, may in his
discretion make available to the aggrieved person or his counsel for inspection such portions
of theintercepted communication or evidence derived therefrom as the judge determines to be
in the interests of justice,” 18 U.S.C. 2518(10)(a).

“The Supreme Court has explained the relationship between these two provisions. In
United Sates v. Giordano, 416 U.S. 505 (1974), the Court wrotethat <what disclosures are
forbidden under 2515 and we subject to motions to suppressis. . . governed by 2518(10(a).’
Thus, evidence may be suppressed only if one of the grounds set out in 2518(10)(a) is met.
Moreover not every failure to comply fully with any requirement provided in Title 111 would
render theinterception of wireor oral communications unlawful under 2518(10)(a)(i). United
Satesv. Donovan, 429 U.S. 413, 433 (1977), quoting United Satesv. Chavez, 416 U.S. 562
(1974). Rather suppression is mandated only for afailure to satisfy any of those statutory
requirementsthat directly and substantially implement the congressional intention to limit the
use of intercept procedures to those situations clearly calling for the employment of this
extraordinary investigative device, Donovan, 429 U.S. at 433-34, quoting Girodano, 416
U.S. at 527,” United States v. Williams, 124 F.3d 411, 426 (3d Cir. 1997); United Satesv.
Escobar-deJesus, 187 F.3d 148, 171 (1st Cir. 1999).

% Seealso, United Satesv. Ambrosio, 898 F.Supp. 177, 187 (S.D.N.Y. 1995); United States
v. Malelzadeh, 855 F.2d 1492, 1497 (11th Cir. 1988), contra, United State v. McGinness,
764 F.Supp. 888, 897 (S.D.N.Y. 1991).

Gelbard held that a grand jury witness might claim the protection of section 2515
through a refusal to answer questions based upon an unlawful wiretap notwithstanding the
fact that the Fourth Amendment exclusionary rule does not apply in grand jury proceedings.
The good faith exception to the Fourth Amendment exclusionary rule permits the admission
of evidence secured in violation of the Fourth Amendment, if the officers responsible for the
breach were acting in good faith reliance upon the apparent authority of a search warrant or
some like condition negating the remedial force of the rule, United States v. Leon, 468 U.S.
431, 446-48 (1984).

67 Culbertson v. Culbertson, 143 F.3d 825, 827-28 (4th Cir. 1998); Forsythv. Barr, 19 F.3d
1527, 1547 (6th Cir. 1994). United States v. Echavarria-Olarte, 904 F.2d 1391 (Sth Cir.
1990); United Statesv. Vest, 813 F.2d 477, 484 (1st Cir. 1987); Anthony v. United Sates,
667 F.2d 870 (10th Cir. 1981).
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that the tapes or transcripts are accurate, authentic and trustworthy.® For some
courts this demands a showing that, “(1) the recording device was capable of
recording the events offered in evidence; (2) the operator was competent to operate
the device; (3) the recording is authentic and correct; (4) changes, additions, or
deletions have not been made in the recording; (5) the recording has been preserved
inamanner that isshownto the court; (6) the speakerson the tape are identified; and
(7) the conversation dicited was made voluntarily and in good faith, without any kind
of inducement.”®

Illegal Disclosure of Information Obtained by
Wiretapping or Electronic Eavesdropping

Although often overlooked, it dso afederal crimeto disclose or useinformation
obtained fromillicit wiretapping or electronic eavesdropping, 18 U.S.C. 2511(1)(c):

* any person [who]

* intentionally

» discloses or endeavors to disclose to another person

* the contents of any wire, oral, or electronic communication

* having reason to know

» that the information was obtained through the interception of awire, ora, or
electronic communication

* inviolation of 18 U.S.C. 2511(1)

* is subject to the same sanctions and remedies as the wiretapper or electronic
eavesdropper.

This is true of the wiretapper or electronic eavesdropper and of all those who
disclose information, that in fact can be traced to a disclosure by the origina
wiretapper or eavesdropper, with reason to know of the information’sillicit origins,

® United States v. Thompson, 130 F.3d 676, 683 (5th Cir. 1997); United Sates v. Panaro,
241 F.3d 1104, 1111 (9th Cir. 2001); United Sates v. Smith, 242 F.3d 737, 741 (7th Cir.
2001).

& United Statesv. Webster, 84 F.3d 1056, 1064 (8th Cir. 1996); United Satesv. Green, 175
F.3d 822, 830 n.3 (10th Cir. 1999); cf., United States v. Calderin-Rodriguez, 244 F.3d 977,
986-87 (8th Cir. 2001). Thesesevenfactorshavebeenfairly widely cited sincethey werefirst
announced in United States v. McKeever, 169 F.Supp 426, 430 (S.D.N.Y. 1958), rev'd on
other grounds, 271 F.2d 669 (2d Cir. 1959). They areabit formalistic for some courts who
endorseamoread hoc approach to the assessment of whether the admission of what purports
to be a taped conversation will introduce fraud or confusion into the court, see e.g., Sringel
v. Methodist Hosp. of Indiana, Inc., 89 F.3d 415, 420 (7th Cir. 1996)(McKeever “sets out
arather formal, seven step checklist for the authentication of tape recordings, and we have
looked to some of the features [in the past]”); United Sates v. White, 116 F.3d 903, 921
(D.C.Cir. 1997)(“tapes may be authenticated by testimony describing the process or system
that created the tape or by testimony from parties to the conversation affirming that the tapes
contained an accurate record of what was said”); United Sates v. Tropeano, 252 F.3d 653,
661 (2d Cir. 2001)(“[T]his Circuit has never expresdy adopted a rigid standard for
determining the admissibility of tape recordings’).
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except to the extent the First Amendment bans application.” The legidative history
speaksof acommon knowledge limitation on the statute’ s coverage, but it isnot clear
whether it refers to common knowledge at the time of interception or at the time
disclosure, S.REP.NO. 1097, 90th Cong., 2d Sess. 93 (1967)." By definition a
violation of paragraph 2511(1)(c) requires an earlier unlawful interception under
subsection 2511(1). If thereis no predicate unlawful interception there can be no
violation of paragraph 2511(1)(c).

Theresultsof electronic eavesdropping authorized under Title111/ECPA may be
disclosed and used for law enforcement purposes "? and for testimonial purposes.”

™ Bartnicki v. Vopper, 121 S.Ct. 1753, 1756 (2001), pointed out that the First Amendment
right to free speech bars the application of section 2511(1)(c) to the disclosure of illegally
intercepted, but lawfully acquired, communications dealing with a matter of unusual public
concern. Bartnicki was a union negotiator whose telephone conversations with the union’s
president weresurreptitioudly intercepted and recorded whil ethey werediscussion negotiation
of ateachers contract. During the conversation, the possibility of using violence against
school board memberswas mentioned. After theteachers contract was signed, the unknown
wiretapper secretly supplied Y ocum, a critic of the union’s position, with a copy of the tape.
Yocuminturnplayed it for membersof the school board and turned it over to Vopper, aradio
talk show host, who played it on his show. Other stations and media outlets published the
contents as well. Bartnicki sued Vopper and Y ocum for use and disclosure in violation of
sections 2511(1)(c) and 2511(2)(d). Vopper and Y ocum offered afree speech defense which
the Supreme Court accepted. For a more extensive examination of Bartnicki, see,
Featherstone, The Right to Publish Lawfully Obtained But Illegally Inter cepted Material of
Public Concern: Bartnicki v. Vopper, CRS Report RS20974 (July, 2001).

™ “Subparagraphs (c) and (d) prohibit, in turn, the disclosure or use of the contents of any
intercepted communication by any person knowing or having reason to know the information
was obtained through an interception in violation of this subsection. The disclosure of the
contents of an intercepted communication that had already become <public information’ or
<common knowledge’ would not be prohibited. The scope of this knowledge required to
violate either subparagraph reflects existing law (Pereira v. United Sates, 347 U.S. 1
(1954).” The remark may also have been influenced by the high level of intent (willfully
rather than intentionally) included in the disclosure provision as reported out.

2 “Any invedtigative or law enforcement officer who, by any means authorized by this
chapter, has obtained knowledge of the contents of any wire, ora, or electronic
communication, or evidence derived therefrom, may disclose such contents to another
investigative or law enforcement officer tothe extent that such disclosureis appropriateto the
proper performance of the official duties of the officer making or receiving the disclosure,”
18 U.S.C. 2517(1).

3% Any person who has received, by any means authorized by this chapter, any information
concerning a wire, oral, or eectronic communication, or evidence derived therefrom
intercepted in accordance with the provisions of this chapter may disclosethe contents of that
communication or such derivative evidence while giving testimony under oath or affirmation
in any proceeding held under the authority of the United States or of any State or political
subdivision thereof,” 18 U.S.C. 2517(3). Thisdoes not entitle private litigants to disclosure
in the view of at least one court, In re Motion to Unseal Electronic Surveillance Evidence,

990 F.2d 1015 (8th Cir. 1993).
When court ordered interception resultsin evidence of a crime other than the crimewith
(continued...)
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It isaso afederal crime to disclose, with an intent to obstruct criminal justice,
any information derived fromlawful police wiretapping or e ectronic eavesdropping,
ie.:

* any person [who]
« intentionally discloses, or endeavors to disclose, to any other person
sthe contents of any wire, oral, or electronic communication
* intercepted by means authorized by sections:

- 2511(2)(a)(ii) (communication service providers, landlords, etc. who
assist police setting up wiretaps or electronic eavesdropping devices

- 2511(2)(b) (FCC regulatory activity)

- 2511(2)(c) (police one party consent)

- 2511(2)(e) (Foreign Intelligence Surveillance Act)

- 2516 (court ordered, police wiretapping or electronic surveillance)

- 2518 (emergency wiretaps or electronic surveillance)
* knowing or having reason to know that
» theinformationwas obtained through the intercepti on of suchacommunication
* in connection with acrimina investigation
* having obtained or received the information in connection with a criminal
investigation
* withintent to improperly obstruct, impede, or interfere with a duly authorized
criminal investigation,
*is subject to the same sanctions and remedies as one who illegdly wiretaps, 18
U.S.C. 2511(1)(e).”

Theproscriptions 2511(1)(e) would appear to apply to effortsto obstruct justice
by information gleaned from either federal or state police wiretaps. Use of the word
“authorized” in conjunction with a list of federa statutes might suggest that the
paragraphwasonly intended to protect wiretap informationgathered by federal rather
than by federal or state authorities. But most of the cited sections do not “authorize’
anything; they smply confine the reach of the statutory prohibitions. And several are

73(...continued)

respect to which the order was issued, the evidence is admissible only upon ajudicial finding
that it was otherwise secured in compliance with Title I1I/ECPA requirements, 18 U.S.C.
2517(5).

" When acting with a similar intent, disclosure of the fact of authorized federa wiretap or
foreignintelligencegathering isproscribed el sawhereintitle 18. “Whoever, having knowledge
that a Federal investigative or law enforcement officer has been authorized or has applied for
authorization under chapter 119 to intercept a wire, oral, or electronic communication, in
order to abstruct, impede, or prevent such interception, gives noticeor attemptsto give notice
of the possibleinterception to any person shall befined under thistitle or imprisoned not more
than five years, or both.”

“Whoever, having knowledge that a Federal officer has been authorized or has applied
for authorization to conduct el ectronic surveillanceunder the Foreign I ntelligence Surveillance
Act of 1978 (50 U.S.C. 1801, &t seq.), in order to obstruct, impede, or prevent such activity,
gives notice or attempts to give notice of the possible activity to any person shall be fined
under thistitle or imprisoned not more than five years, or both,” 18 U.S.C. 2232(d),(e).
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aslikely to involve state interceptions as federd, e.g., the one-party-consent-under-
color-of-law interceptions.

Illegal Use of Information Obtained by Unlawful Wiretapping or Electronic
Eavesdropping

The prohibition on the use of information secured from illega wiretapping or
electronic eavesdropping mirrors the disclosure provision, 18 U.S.C. 2511(1)(d):

* any person [who]

* intentionally

* uses or endeavors to use to another person

* the contents of any wire, oral, or electronic communication

* having reason to know

« that the information was obtained through the interception of awire, oral, or
electronic communication

* inviolation of 18 U.S.C. 2511(1)

* is subject to the same sanctions and remedies as the wiretapper or electronic
eavesdropper.

The available case law under the use prohibition of section 2511(1)(d) is scant,
and the section has rarely been invoked except in conjunction with the disclosure
prohibition of section 2511(c). The wording of the two is clearly parallel, the
legidative history describes themin the same breath,” and they are treated alike for
law enforcement purposes.” Bartnicki seems destined to change all that, because it
appearsto parse the constitutionally suspect ban on disclosure from constitutionally
permissible ban on use.” In doing so, it may also resolve a conflict among the lower
federal appellate courtsover the so-called “ clean hands’ exception. A few courtshad
recognized an exception to the disclosure-use bans of section 2511(1) where law
enforcement officias might disclose or use the results of an illegd interception in

> “Subparagraphs (c) and (d) prohibit, in turn, the disclosure or use of the contents of any
intercepted communication by any person knowing or having reason to know theinformation
was abtained through an interception in violation of this subsection,” S.REp.No. 1097, 90th
Cong., 2d Sess. 93 (1967).

® Compare, 18 U.S.C. 2517(1)(“ Any investigative or law enforcement officer who, by any
means authorized by this chapter, has obtained knowledge of the contents of any wire, oral,
or electronic communication, or evidence derived therefrom, may disclose such contents to
another investigative or law enforcement officer to the extent that such disclosure is
appropriateto the proper performance of the official duties of the officer making or receiving
thedisclosure’), with 18 U.S.C. 2517(2)(“ Any investigative or law enforcement officer who,
by any means authorized by this chapter, has obtained knowledge of the contents of any wire,
oral, or electronic communication or evidence derived therefrom may use such contentsto the
extent such use is appropriate to the proper performance of his official duties’).

"I T]he naked prohibition against disclosures isfairly characterized as a regulation of pure
speech. Unlike the prohibition against the <use’ of the contents of an illegal interception in
§2511(1)(d), subsection (c) is not a regulation of conduct,” 121 S.Ct. at 1761.
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which they had played no role.”® Bartnicki appears to dim the prospects of aclean
hands exception when, to illustrate Situations to which the section 2511(1)(d) use ban
might be applied constitutionaly, it points to one of the cases which regjected to the
exception.”

Shipping, manufacturing, distributing, possessing or advertisingwire, oral, or
electronic communication inter ception devices

The proscriptions for possession and trafficking in wiretapping and
eavesdropping devices are even more demanding than those that apply to the
predicate offense itself. There are exemptions for service providers,® government
officials and those under contract with the government,®* but there is no exemption
for equipment designed to be used by private individuals, lawfully but
surreptitiously.®

The three prohibitions in section 2512 present generally common features,
declaring that:

8 Forsyth v. Barr, 19 F.3d 1527, 1541-545 (5™ Cir. 1994); United States v. Murdock, 63
F.3d 1391, 1400-403 (6th Cir. 1995); contra, Berry v. Funk, 146 F.3d 1003, 1011-13
(D.C.Cir. 1998); Chandler v. United States Army, 125 F.3d 1296, 1300-302 (9th Cir. 1997);
InreGrand Jury, 111 F.3d 1066, 1077 (3d Cir. 1997); United States v. Vest, 813 F.2d 477,
481 (1% Cir. 1987).

™ “Unlike the prohibition against the <use’ of the contents of an illega interception in
§2511(1)(d),* subsection (c) is not aregulation of conduct.

*"The Solicitor General has catal ogued some of the cases that fall under subsection(d):
. ... The statute has al so been held to bar the use of illegally intercepted communications for
important and socially valuable purposes, SeeInreGrand Jury, 111 F.3d 1066, 1077-79 (3d
Cir. 1997),” 121 S.Ct. at 1761(footnote 10 of the Court’s opinion quoted after the *).

8 “It shall not be unlawful under this section for — (a) a provider of wire or electronic
communication service or an officer, agent, or employee of, or a person under contract with,
such a provider, in the normal course of the business of providing that wire or eectronic
communication service . . . to send through the mail, send or carry in interstate or foreign
commerce, or manufacture, assemble, possess, or sell any electronic, mechanical, or other
device knowing or having reason to know that the design of such device renders it primarily
useful for the purpose of the surreptitious interception of wire, oral, or electronic
communications,” 18 U.S.C. 2512(2)(a).

8 «(2) It shall not be unlawful under this section for . . . (b) an officer, agent, or enployee
of, or a person under contract with, the United States, a State, or a political subdivision
thereof, in the normal course of the activities of the United States, a State, or a political
subdivision thereof, to send through themail, send or carry in interstate or foreign commerce,
or manufacture, assembl e, possess, or sell any electronic, mechanical, or other deviceknowing
or having reason to know that the design of such device renders it primarily useful for the
purpose of the surreptitious interception of wire, oral, or electronic communications.

“(3) It shal not be unlawful under this section to advertise for sale a device described
in subsection (1) of this section if the advertisement ismailed, sent, or carried in interstate or
foreign commerce solely to a domestic provider of wireor electronic communication service
or to an agency of the United States, a State, or a political subdivision thereof whichis duly
authorized to use such device,” 18 U.S.C. 2512(2)(b),(3).

8 United Sates v. Spy Factory, Inc., 961 F.Supp. 450, 473-75 (S.D.N.Y. 1997); United
Satesv. Bast, 495 F.2d 138, 141 (D.C.Cir. 1974).
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* any person who

* intentionally
* either
@ o _
- sends through the mail or sends or carries in interstate or foreign
commerce

- any electronic, mechanical, or other device

- knowing or having reason to know

- that the design of such device renders it primarily useful

- for the purpose of the surreptitiousinterceptionof wire, oral, or electronic
communications; or

(b)

- manufactures, assembles, possesses, or sells

- any electronic, mechanical, or other device

- knowing or having reason to know

- that the design of such device rendersit primarily useful

- for the purpose of the surreptitiousinterceptionof wire, oral, or electronic
communications, and

- that such device or any component thereof has been or will be sent
through the mail or transported in interstate or foreign commerce; or

(©)

- places in any newspaper, magazine, handbill, or other publication
- any advertisement of —

+ any electronic, mechanical, or other device

+ knowing or having reason to know

+ that the design of such device rendersit primarily useful

+ for the purpose of the surreptitious interception of wire, oral, or
electronic communications; or

+ any other electronic, mechanical, or other device

+ where such advertisement promotes the use of such device

+ for the purpose of the surreptitious interception of wire, oral, or
electronic communications
- knowing or having reason to know
- that such advertisement will be sent through the mail or transported in

interstate or foreign commerce

* shall imprisoned for not more than 5 years and/or fined not more than
$250,000 (not more than $500,000 for organizations), 18 U.S.C. 2512.

The legidative history lists among the items Congress considered “primarily
useful for the purpose of the surreptitiousinterception of communications: the martini
olive transmitter, the spike mike, the infinity transmitter, and the microphone
disguised as a wristwatch, picture frame, cuff link, tie clip, fountain pen, stapler, or
cigarette pack,” S.Rer.No. 1097, 90th Cong., 2d Sess. 95 (1968).
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Questions once raised over whether section 2512 covers equipment designed to
permit unauthorized reception of scrambled satellite television signals have been
resolved.® Each of the circuits to consider the question have now concluded that
2512 outlaws such devices.® Their useisalso proscribed by 47 U.S.C. 605.%°

& The two appellate panel decisions that found the devices beyond the bounds of section
2512, United Satesv. Herring, 933 F.2d 932 (11th Cir. 1991) and United States v. Hux, 940
F.2d 314 (8th Cir. 1991) have been overturned en banc, United Sates v. Herring, 993 F.2d
784, 786 (11th Cir. 1993); United Sates v. Davis, 978 F.2d 415, 416 (8th Cir. 1992).

8 United Satesv. Harrell, 983 F.2d 36, 37-9 (5th Cir. 1993); United Sates v. One Macom
Video Cipher 11, 985 F.2d 258, 259-61 (6th Cir. 1993); United States v. Shriver, 989 F.2d.
898, 901-906 (7th Cir. 1992); United Satesv. Davis, 978 F.2d 415, 417-20 (8th Cir. 1992);
United Satesv. Lande, 968 F.2d 907, 910-11 (9th Cir. 1992); United Satesv. McNutt, 908
F.2d 561, 564-65 (10th Cir. 1990); United Sates v. Herring, 993 F.2d 784, 786-89 (11th
Cir. 1991).

& ¢(a). .. No person not being entitled thereto shall receive or assist inreceiving any interstate
or foreign communication by radio and use such communication (or any information therein
contained) for his own benefit or for the benefit of another not entitled thereto. No person
having received any intercepted radio communication or having become acquainted with the
contents, substance, purport, effect, or meaning of such communication (or any part thereof)
knowing that such communication was intercepted, shall divulge or publish the existence,
contents, substance, purport, effect, or meaning of such communication (or any part thereof)
or use such communication (or any information therein contained) for his own benefit or for
the benefit of another not entitled thereto. This section shall not apply to the receiving,
divulging, publishing, or utilizing the contents of any radio communication which is
transmitted by any station for the use of the general public, which relates to ships, aircraft,
vehicles, or personsin distress, or which is transmitted by an amateur radio station operator
or by acitizens band radio operator.

“(b) The provisions of subsection (@) of this section shall not apply to the interception
or receipt by any individual, or the assisting (including the manufacture or sale) of such
interception or receipt, of any satellite cable programming for private viewing if — (1) the
programming involved is not encrypted; and (2)(A) a marketing system is not established
under which — (i) an agent or agents have been lawfully designated for the purpose of
authorizing private viewing by individuals, and
(i) such authorization is available to the individua involved from the appropriate agent or
agents; or (B) a marketing system described in subparagraph (A) is established and the
individuals receiving such programming has obtai ned authorization for privateviewing under
that system . . .

“(2) Any person who violates subsection (a) of this section willfully and for purposes
of direct or indirect commercia advantage or private financial gain shall be fined not more
than $50,000 or imprisoned for not more than 2 years, or both, for the first such conviction
and shall be fined not more than $100,000 or imprisoned for not morethan 5 years, or both,
for any subsequent conviction.

“(3)(A) Any person aggrieved by any violation of subsection (&) of this section or
paragraph (4) of this subsection may bring a civil action in a United States district court or
in any other court of competent jurisdiction. (B) The court — (i) may grant temporary and
final injunctions on such terms as it may deem reasonable to prevent or restrain violations of
subsection (a) of this section; (ii) may award damages as described in subparagraph (C); and
(iii) shall direct therecovery of full costs, including awarding reasonabl e attorneys' feestoan
aggrieved party who prevails. (C)(i) Damages awarded by any court under this section shall
be computed, at the election of the aggrieved party, in accordancewith either of thefollowing

(continued...)
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Stored e ectronic communications

Initsoriginal form Title 111 wasill suited to ensurethe privacy of those varieties
of modern communications which are equally vulnerable to intrusion when they are
at rest as when they are in transmission. Surreptitious “access’* is asleast as great
a threat as surreptitious “interception” to the patrons of electronic mail (e-mail),
electronic bulletin boards, voice malil, pagers, and remote computer storage.

Accordingly, Title I1I/ECPA also bans surreptitious access to communications
at rest, although it does so beyond the confines of that apply to interception, 18
U.S.C. 2701 - 2711.% These separate provisions afford e-mail communications

8(...continued)

subclauses: (1) theparty aggrieved may recover the actual damages suffered by himasaresult
of theviolation and any profits of the violator that are attributable to the violation which are
not taken into account in computing the actual damages; in determining theviolator’ sprofits,
the party aggrieved shall be required to prove only the violator’s gross revenue, and the
violator shall be required to prove his deductible expenses and the eements of profit
attributable to factors other than the violation; or (I1) the party aggrieved may recover an
award of statutory damages for each violation of subsection (a) of this sectioninvolvedinthe
action in asum of not lessthan $1,000 or morethan $10,000, as the court considersjust, and
for each violation of paragraph (4) of this subsection involved in the action an aggrieved party
may recover statutory damages in asum not lessthan $10,000, or morethan $100,000, asthe
court considersjust. (i) Inany caseinwhich the court findsthat the violation was committed
willfully and for purposes of direct or indirect commercial advantageor privatefinancial gain,
thecourt inits discretion may increasethe award of damages, whether actual or statutory, by
anamount of not morethan $100,000 for each violation of subsection (&) of this section. (iii)
Inany casewherethe court finds that the violator was not aware and had no reason to believe
that his acts congtituted a violation of this section, the court inits discretion may reduce the
award of damages to a sum of not less than $250.

“(4) Any person who manufactures, assembles, modifies, imports, exports, sells, or
distributesany el ectronic, mechanical, or other device or equi pment, knowing or having reason
toknow that the device or equipment is primarily of assistancein the unauthorized decryption
of satellitecableprogramming, or direct-to-home satelliteservices, or isintended for any other
activity prohibited by subsection (a) of this section, shall befined not morethan $500,000 for
each violation, or imprisoned for not more than 5 years for each violation, or both. For
purposes of all penalties and remedies established for violations of this paragraph, the
prohibited activity established herein as it applies to each such device shall be deemed a
Separate violation. . . "

8 Thecourtsdiffer somewhat over the circumstances under which stored communicationscan
be*“intercepted” and thus subject to the protection of Titlelll aswell, compare, United Sates
v. Smith, 155 F.3d 1051, 1058 (Sth Cir. 1998)(unauthorized retrieval and recording of
another’ s voice mail messages constitutes an “interception”); Konop v. Hawaiian Airlines,
Inc., 236 F.3d 1035, 1046 (Sth Cir. 2001)(fraudulent access to a secure website constitutes
an“interception;” el ectronic communications areentitled tothe same protection when they are
in storage as when arein transit); Fraser v. National Mutual Insurance Co., 135 F.Supp.2d
623, 634-37 (E.D.Pa. 2001)(“ " interception” of e-mail occurswithitsunauthorized acquisition
prior to initial receipt by its addressee); with, Seve Jackson Games, Inc. v. United States
Secret Service, 36 F.3d 457, 461-62n.7 (5th Cir. 1994)(Congress did not intend for
“interception” to apply to e-mail stored on an electronic bulletin board; stored wire
communications (voice mail), however, is protected from “interception”); United States v.

(continued...)
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protection akin to that available for telephone and face to face conversations under
18 U.S.C. 2510-2522. Thus, subject to certain exceptions, it is afederal crime to:

* intentionally
* ether

- access without authorization or

- exceed an authorization to access
» afacility through which an electronic communication service is provided
» and thereby obtain, alter, or prevent authorized accessto awire or electronic
communication while it is in electronic storage in such system, 18 U.S.C.
2701(a).

The exceptions cover electronic storage facility operators, their customers, and
—under procedural counterparts to court ordered wiretapping — governmental
entities.®’

Violations committed for malicious or mercenary purposes are punishable by
imprisonment for not morethan ayear and/or afine of not more than $250,000; | esser
transgressions, by imprisonment for not more than six months and/or a fine of not
more than $5,000.® Those who provide the storage service and other victims of
unlawful access have acause of action for equitable relief, reasonable attorneys’ fees
and costs, damages equal the loss and gain associated with the offense but not less

8(...continued)

Meriwether, 917 F.2d 955, 959-60 (6th Cir. 1990)(access to stored information through the
use another’s pager does not constitute an “interception”); United States v. Reyes, 922
F.Supp. 818, 836-37 (S.D.N.Y. 1996)(same); Wesley Collegev. Pitts, 947 F.Supp. 375, 385
(D.Ddl. 1997)(no “interception” occurs when the contents of electronic communications are
acquired unless contemporaneous with their transmission); see also, Adamsv. Battle Creek,
250 F.3d 980, 982 (6th Cir. 2001)(use of a “clone” or duplicate pager to simultaneously
receive the same message as a target pager is an “interception”); Brown v. Waddell, 50 F.3d
285, 294 (4th Cir. 1995)(same).

8 “Subsection (a) of this section does not apply with respect to conduct authorized -- (1) by
the person or entity providing a wire or electronic communications service; (2) by a user of
that service with respect to a communication of or intended for that user; or (3) in section
2703 [requirements for government access|, 2704 [backup preservation] or 2518 [court
ordered wiretapping or electronic eavesdropping] of thistitle,” 18 U.S.C. 2701(c).

Section 2709 creates an exception for counterintelligence access to telephone records.

8 “The punishment for an offense under subsection (a) of this sectionis— (1) if the offense
is committed for purposes of commercial advantage, malicious destruction or damage, or
privatecommercia gain—(A) afine of not morethan $250,000 or imprisonment for not more
than oneyear, or both, in the case of afirst offense under this subparagraph; and (B) afine
under thistitle [of not morethan $250,00 for anindividual and of not morethan $500,000 for
an organization with the aternative, if greater, of a fine equal to twice the gain or loss
associated with the offense], or imprisonment for not more than two years, or both, for any
subsequent offense under this subparagraph; and (2) a fine of not more than $5,000 or
imprisonment for not more than six months, or both, in any other case,” 18 U.S.C. 2701(b).
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than $1000.% Both criminal and civil liability are subject to good faith defenses.®

Unlike wiretapping, unlawful disclosure or use of the contents of stored
electronic communications by service providers or by governmental entities with
lawful access, isnot acrimeunder section2701. Serviceproviders, nevertheless, may
incur civil liability for unlawful disclosures, °* unless they can take advantage of any

8 «(a) Cause of action — Except as provided in section 2703(e)[relating to immunity for
compliance with judicial process], any provider of eectronic communication service,
subscriber, or customer aggrieved by any violation of this chapter in which the conduct
congtituting the violation is engaged in with a knowing or intentional state of mind may, ina
civil action, recover from the person or entity which engaged in that violation such relief as
may be appropriate.

“(b) Relief — In acivil action under this section, appropriate relief includes — (1) such
preliminary and other equitableor declaratory relief asmay beappropriate; (2) damages under
subsection(c); and (3) a reasonable attorney’s fee and other litigation costs reasonably
incurred;

“(c) Damages — The court may assess as damages in a civil action under this section the
sum of the actual damages suffered by the plaintiff and any profits made by the violator as
aresult of the violation, but in no case shall a person entitled to recover receive lessthan the
sum of $1,000. . ..” 18 U.S.C. 2707.

% “A good faith reliance on — (1) a court warrant or order, a grand jury subpoena, a
legidative authorization, or a statutory authorization; (2) arequest of aninvestigative or law
enforcement officer under section 2518(7) of thistitle[relating to emergency wiretapping and
electronic eavesdropping]; or (3) a good faith determination that section 2511(3) of thistitle
[relating to the circumstances under which an e ectronic communicationsprovider may divulge
the contents of communication] permitted the conduct complained of — is a complete defense
to any civil or crimina action brought under this chapter or any other law,” 18 U.S.C.
2707(e).

91 “(1) aperson or entity providing an electronic communication service to the public shall
not knowingly divulge to any person or entity the contents of a communication while in
electronic storage by that service;

“(2) a person or entity providing remote computing service to the public shall not
knowingly divulgeto any person or entity the contents of any communication whichiscarried
or maintained on that service— (A) on behalf of, and received by means of electronic
transmission from (or created by means of computer processing of communications
received by means of electronic transmissionfrom), a subscriber or customer of such
service; and (B) solely for the purpose of providing storage or computer processing
servicesto such subscriber or customer, if the provider isnot authorized to accessthe
contents of any such communications for purposes of providing any services other
than storage or computer processing,” 18 U.S.C. 2702(a)(1),(2).

Section 2702 makes no mention of any consequences that follow abreach of its
commands, but 2707 establishesacivil cause of actionfor the victims of any violation
of chapter 211 (18 U.S.C. 2701 - 2711).
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of afairly extensive list of exceptions and defenses.®

Unlawful accessto electronic communications may involve violations of several
other federal and state laws, including for instance the federal computer fraud and
abuse statute, 18 U.S.C. 1030, and state computer abuse statutes.®

Pen registersand trap and trace devices

A trap and trace deviceidentifiesthe source of incoming cals, and apenregister
indicates the numbers caled from a particular phone.** Since neither allows the
eavesdropper to overhear the “contents’ of the phone conversation they were not
interceptions within the reach of Title I11 prior to the enactment of ECPA, United
Satesv. New York Telephone Co., 434 U.S. 160 (1977). Although Congresselected
to expand the definition of interception, it chose to continueto regul ate these devices
beyond the boundaries of Title I11, 18 U.S.C. 3121 - 3127. Their use or installation
by anyone other than the tel ephone company or those acting under judicial authority,
however, is a federa crime, punishable by imprisonment for not more than a year
and/or afine of not more than $100,000 ($200,000 for an organization).* Thereis

%2 “A person or entity may divulge the contents of acommunication — (1) to an addressee or
intended recipient of such communication or an agent of such addressee or intended recipient;
(2) as otherwise authorized in section 2517, 2511(2)(a), or 2703 of this title; (3) with the
lawful consent of the originator or an addressee or intended recipient of such communication,
or the subscriber in the case of remote computing service; (4) to a person employed or
authorized or whosefacilities are used to forward such communication to its destination; (5)
as may be necessarily incident to the rendition of the service or to the protection of the rights
or property of the provider of that service; or (6) to alaw enforcement agency, if such contents
— (A) wereinadvertently obtained by the service provider; and (B) appear to pertain to the
commission of acrime,” 18 U.S.C. 2702(b).

Liability under section 2707 is subject to a defense based upon a good faith reliance on
acourt order, awarrant, agrand jury subpoena, legidative or statutory authorization, alaw
enforcement request for assistance with respect to emergency wiretapping or electronic
eavesdropping, or upon an assumption that the disclosureis related to lawful wiretapping or
electronic eavesdropping, 18 U.S.C. 2707(e).

% Citations to the various state computer abuse statutes are appended.

% «(3) the term <pen register’ means a device which records or decodes € ectronic or other
impulses which identify the numbers dialed or otherwisetransmitted on the telephone line to
which such deviceis attached, but such term does not include any device used by a provider
or customer of a wire or electronic communication service for billing, or recording as an
incident to billing, for communications services provided by such provider or any deviceused
by a provider or customer of a wirecommunication service for cost accounting or other like
purposes in the ordinary course of its business; (4) the term <trap and trace device' means a
devicewhich captures theincoming electronic or other impulseswhichidentify the originating
number of an instrument or device from which a wire or electronic communication was
transmitted,” 18 U.:S.C. 3127(3),(4)). Although clone pagers are considered not pen
registers, Brown v. Waddell, 50 F.3d 285, 290-91 (4th Cir. 1995), “caller id” services have
been found to constitutetrap and trace devices, United States v. Fregoso, 60 F.3d 1314, 1320
(8th Cir. 1995).

% “(a) In general — Except as provided in this section, no person may ingtall or use a pen
(continued...)
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no accompanying exclusionary rule, however, and consequently aviolation of section
3121 will serve as a basis to suppress any resulting evidence.®

Unlike other violations of Title II/ECPA, there is no separate federal private
cause of actionfor victims of apen register or trap and trace device violation. Some
of the states have established a separate criminal offense for unlawful use of a pen
register or trap and trace device, yet most of these do seemto follow the federal lead
and decline to establish a separate private cause of action, See Appendix I11.

Foreign Intelligence Surveillance Act

The Foreign Intelligence Surveillance Act, 50 U.S.C. 1801 - 1811, creates a
procedure for judicialy supervised wiretapping and electronic eavesdropping for
foreign intelligence gathering purposes. The Act classifies four kinds of wiretapping
and electronic eavesdropping as “electronic surveillance” and proscribes

* intentionally

* either
- engaging in electronic surveillance
- under color of law
- except as authorized by statute, or

- disclosing or using

- information obtained under color of law

- by electronic surveillance,

- knowing or having reason to know

- that theinformati onwas obtai ned by el ectronic surveillancenot authorized
by statute, 18 U.S.C. 1809.

%(...continued)
register or atrap and trace devicewithout first obtaining a court order under section 3123 of
thistitleor under the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.).

“(b) Exception—The prohibition of subsection (a) does not apply with respect tothe use
of apenregister or atrap and trace device by a provider of eectronic or wirecommunication
service — (1) relating to the operation, maintenance, and testing of a wire or electronic
communication serviceor to the protection of therights or property of such provider, or tothe
protection of users of that service from abuse of service or unlawful use of service; or (2) to
record thefact that awireor electronic communication wasinitiated or completed in order to
protect such provider, another provider furnishing service toward the completion of thewire
communiceation, or auser of that service, from fraudulent, unlawful or abusive use of service;
or (3) where the consent of the user of that service has been obtained.

“(c) Limitation— A government agency authorized to install and usea pen register under
this chapter or under Statelaw shall usetechnology reasonably availableto it that restrictsthe
recording or decoding of electronic or other impulses to the dialing and signaling information
utilized in call processing. (d) Penalty.— Whoever knowingly violates subsection (a) shall be
fined under thistitle or imprisoned not more than one year, or both,” 18 U.S.C. 3121.

% United Satesv. Fregoso, 60 F.3d 1314, 1320 (8th Cir. 1995); United Statesv. Thompson,
936 F.2d 1249, 1249-250 (11th Cir. 1991).
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The four classes of eectronic survelllance involve wiretapping or electronic
eavesdropping that could otherwise only be conducted under court order:

“(2) the acquisition by an electronic, mechanical, or other surveillance device of
the contents of any wire or radio communication sent by or intended to be received
by a particular, known United States person who is in the United States, if the
contents are acquired by intentionally targeting that United States person, under
circumstancesinwhichaperson hasareasonabl e expectation of privacy and awarrant
would be required for law enforcement purposes,

“(2) the acquisition by an el ectronic, mechanical, or other surveillance device of
the contents of any wire communication to or from a person in the United States,
without the consent of any party thereto, if such acquisition occurs in the United
States;

“(3) theintentional acquisition by an electronic, mechanical, or other surveillance
device of the contents of any radio communication, under circumstances in which a
person has a reasonable expectation of privacy and awarrant would be required for
law enforcement purposes, and if both the sender and al intended recipients are
located within the United States; or

“(4) the installation or use of an electronic, mechanical, or other surveillance
device in the United States for monitoring to acquire information, other than froma
wireor radio communication, under circumstancesin which aperson hasareasonable
expectation of privacy and a warrant would be required for law enforcement
purposes,” 50 U.S.C. 1801(f).

The prohibitions do not apply to alaw enforcement officer operating under a
warrant or court order, 50 U.S.C. 1809." Violationsare punishable by imprisonment
for not morethan 5 years and/or afine of not more than $250,000, id. and expose the
offender to civil liability, 50U.S.C. 1810,%(other thaninjunctiverestrictions).*® FISA
also hasitsown exclusionary rule,*® but Congress anticipated,*™ and the courtshave

" Federal officers or employees may also enjoy a defense under Bartnicki v. Vopper, 121
S.Ct. 1753 (2001), for disclosing illegal intercepted information of great public concern,
following their own lawful acquisition.

% “An aggrieved person, other than a foreign power or an agent of a foreign power, as
defined in section 1801(a) or (b)(1)(A) of thistitle, respectively, who has been subjected to
an electronic surveillance or about whom information obtained by electronic surveillance of
such person has been disclosed or used in violation of section 1809 of thistitle shall have a
cause of action against any person who committed such violation and shall be entitled to
recover — () actual damages, but not lessthan liquidated damages of $1,000 or $100 per day
for each day of violation, whichever is greater; (b) punitive damages; and (c) reasonable
attorney’s fees and other investigation and litigation costs reasonably incurred,” 50 U.S.C.
1810.

% ACLU Foundation of Southern California v. Barr, 952 F.2d 457, 469-70 (D.C.Cir.
1992)(the court did not address the question of whether conduct in violation of both FI SA and
Title I1I/EPCA might be enjoined under 18 U.S.C. 2520(b)(1)).

100 «|f the United States district court pursuant to subsection (f) of this section determinesthat
the surveillance was not lawfully authorized or conducted, it shall, in accordance with the
requirements of law, suppress the evidence which was unlawfully obtained or derived from

(continued...)
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acknowledged, that surveillance conducted under FISA for foreign intelligence
purposes may result in admissible evidence of a crime.'%

PROCEDURE
Generally

Each of the prohibitions mentioned above recognizes a procedure for
government use notwithstanding the general ban, usualy under judicia supervision.

Although Fourth Amendment concerns supply a common theme, the procedures are
individualy distinctive.

100(_..continued)

electronic surveillance of the aggrieved person or otherwisegrant the motion of the aggrieved
person. If the court determinesthat the surveillance was lawfully authorized and conducted,
it shall deny the motion of the aggrieved person except to the extent that due process requires
discovery or disclosure,” 50 U.S.C. 1806(Q).

“Whenever a court or other authority is notified pursuant to subsection (c) or (d) of this
section, or whenever amotion is made pursuant to subsection (€) of this section, or whenever
any motion or request is made by an aggrieved person pursuant to any other statute or rule of
the United States or any State beforeany court or other authority of the United States or any
State to discover or obtain applications or orders or other materials relating to electronic
surveillance or to discover, obtain, or suppress evidence or information obtained or derived
from electronic surveillance under this chapter, the United States district court or, wherethe
motion is made before another authority, the United States district court in the same district
astheauthority, shall, notwithstanding any other law, if the Attorney General filesanaffidavit
under oath that disclosure or an adversary hearing would harm the national security of the
United States, review in camera and ex parte the application, order, and such other materials
relating to the surveillance as may be necessary to determine whether the surveillance of the
aggrieved person was lawfully authorized and conducted. In making this determination, the
court may disclose to the aggrieved person, under appropriate security procedures and
protective orders, portions of the application, order, or other materials relating to the
surveillance only wheresuch disclosureis necessary to make an accurate determination of the
legality of the surveillance,” 50 U.S.C. 1806(f).

101 S,RepP.No. 701, 95" Cong., 2d Sess. 61 (1978); 50 U.S.C. 1806(b)(“. . . suchinformation
... may only beused in a criminal proceeding with the advance authorization of the Attorney
General”).

192 Thereis some debate, however, over how prominent the foreign intelligence purpose must
be, United Statesv. Johnson, 952 F.2d 565, 572 (1st Cir. 1992)(* Although evidence obtained
under FI SA subsequently may be used in criminal prosecutions, theinvestigation of criminal
activity cannot be the primary purpose of the surveillance”); United States v. Duggan, 743
F.2d 59, 77 (2d Cir. 1984)(“ The requirement that foreign intelligence information be the
primary objective of thesurveillanceisplain. . .”); United Satesv. Sarkissian, 841 F.2d 959,
964 (9th Cir. 1988) (“ Defendants rely on the primary purposetest . . .. We.. . . declineto
decide the issue. We have generally stated that the purpose of the surveillance must be to
secureforeign intelligenceinformation. . . . Werefuse to draw too fine a distinction between
criminal and intelligenceinvestigations’); United Statesv. Badia, 827 F.2d 1458, 1463 (11th
Cir. 1987)(“An application for a FISA order must contain certification by a designated
official of the executive branch that the purpose of the surveillance is to secure foreign
intelligence information. . . . Once the certification is made, it is subjected to only minimal
scrutiny by the courts”).
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Law Enforcement Wiretapping and Electronic Eavesdropping

Title 11I/ECPA authorizes both federal and state law enforcement wiretapping
and eectronic eavesdropping, under court order, without the prior consent or
knowledge of any of the participants, 18 U.S.C. 2516 - 2518. At thefedera level, a
senior Justice Department official must approve the application for the court order.
The procedure is only available where there is probable cause to believe that the
wiretap or electronic eavesdropping will produce evidence of one of along, but not
exhaustive, list of federal crimes,’® or of the whereabouts of a“fugitive fromjustice”
fleeing from prosecution of one of the offenseson the predi cate offenselist, 18 U.S.C.
2516(1)(1). Any federa prosecutor may approve an application for a court order

103 “The Attorney General, Deputy Attorney General, Associate Attorney General, or any
Assistant Attorney General, any acting Assistant Attorney General, or any Deputy Assistant
Attorney General or acting Deputy Assistant Attorney General in the Criminal Division
specially designated by the Attorney General, may authorize an applicationto a Federal judge
of competent jurisdiction for, and such judge may grant in conformity with section 2518 of
this chapter an order authorizing or approving theinterception of wireor oral communications
by the Federal Bureau of Investigation, or a Federal agency having responsibility for the
investigation of the offense as to which the application is made, when such interception may
provide or has provided evidence of [the predicate offenses]. . .” 18 U.S.C. 2516(1).

194 The predi cate of fense list includes conspiracy to violateor violations of: (1) 8 U.S.C. 1324
(smuggling aliens), 1327 (same), or 1328 (same); (2) bankruptcy fraud; (3) 18 U.S.C. 8832
(destruction of aircraft or their facilities), 33 (destruction of motor vehicles or their facilities),
115 (threatening or retaliating against federa officials), 38 (aircraft parts fraud), 175
(biological weapons), 201 (bribery of public officials and witnesses), 215 (bribery of bank
officials), 224 (bribery in sporting contests), 351 (assassinations, kidnapping, and assault of
Members of Congress and certain other officials), 471-473 (counterfeiting), 659 (theft from
interstate shipment), 664 (embezzlement from pension and welfarefunds), 751 (escape), 791-
798 (espionage and related felonies), 831 (traffic in nuclear materials), 844(d), (e), (f), (g),
(h), or (i) (unlawful use of explosives), 892-894 (loansharking), 922 (firearms felonies), 924
(same), 1014 (bank fraud), 1028 (fal seidentity felonies), 1029 (credit card fraud), 1032 (bank
fraud), 1084 (gambling), 1203 (hostage taking), 1341 (mail fraud), 1343 (wirefraud), 1344
(bank fraud), 1361-1367 (felonies relating to malicious mischief), 1425-1427 (immigration
offenses), 1460-1469 (feloniesrelating to obscenity), 1503 (obstruction of justice), 1510-1513
(same), 1541-1546 (passport crimes), 1651-1661 (felonies relating to piracy), 1751
(assassination, kidnapping, and assault of the president and certain other executive officials),
1831-1839 (economic espionage); 1951 (Hobbs Act), 1952 (Travel Act), 1954 (bribery
relating to employeebenefit plans), 1955 (gambling), 1956 (money laundering), 1957 (same),
1958 (murder for hire), 1959 (violenceinaid of racketeering), 1963 (RICO), 1992 (wrecking
trains), 2101-2102 (feloniesrelatingtoriots), 2151-2156 (sabotage and related fel onies), 2251
and 2252 (sexual exploitation of children), 2271-2281 (felonies relating to shipping), 2312-
2315 (interstate transportation of stolen property), 2321 (illicit trafficking in motor vehicles
or motor vehicle parts), 2381-2390 (treason and related felonies), 2511 (wiretapping), 2512
(wiretapping deviceoffenses) 3146 (bail jumping), 3521(b)(3) (disclosinginformationrelating
to witness relocation), and any other provision of title 18 of the United States Code involving
murder, kidnapping, robbery, or extortion;(4) drug trafficking; (5) 22 U.S.C. 2778 (Arms
Export Control Act offenses); (6) 26 U.S.C. 85861 (firearms offenses); (7) 29 U.S.C. 88186
(corruption of labor unions), 501(c)(same); (8) 31 U.S.C. 85322 (money laundering); (9) 42
U.S.C. 882274-2277 (felonies under the Atomic Energy Act); 2284 (felonies relating to
sabotage at nuclear facilities); and (10) 49 U.S.C. §860123(b) (destruction of a natural gas
pipeline), 46502 (air piracy).
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authorizing the interception of e-mail or other electronic communications upon
probable cause of afelony.'%

At the state levd, the principal prosecuting attorney of a state or any of its
political subdivisions may approve an applicationfor an order authorizing wiretapping
or electronic eavesdropping based upon probable cause to believe that it will produce
evidence of a felony under the state laws covering murder, kidnapping, gambling,
robbery, bribery, extortion, drug trafficking, or any other crime dangerousto life, limb
or property. Stateapplications, court ordersand other procedures must at aminimum
be as demanding as federal requirements.’®

Applications for a court order authorizing wiretapping and electronic
surveillance include:

» the identity of the applicant and the official who authorized the application;
« afull and complete statement of the facts including

- details of the crime,

- a particular description of nature, location and place where the
interception is to occur,™*

105 « Any attorney for the Government (as such term is defined for the purposes of the Federal
Rules of Criminal Procedure) may authorize an application to a Federal judge of competent
jurisdiction for, and such judge may grant, in conformity with section 2518 of this title, an
order authorizing or approving the interception of electronic communications by an
investigative or law enforcement officer having responsibility for the investigation of the
offense as to which the application is made, when such interception may provide or has
provided evidence of any Federa felony,” 18 U.S.C. 2516(3).

106 “The principal prosecuting attorney of any State, or the principal prosecuting attorney of
any political subdivision thereof, if such attorney is authorized by a statute of that State to
make application to a State court judge of competent jurisdiction for an order authorizing or
approving the interception of wire, oral, or electronic communications, may apply to such
judgefor, and such judge may grant in conformity with section 2518 of this chapter and with
the applicable State statute an order authorizing, or approving the interception of wire, oral,
or eectronic communications by investigative or law enforcement officers having
responsibility for the investigation of the offense as to which the application is made, when
such interception may provide or has provided evidence of the commission of the offense of
murder, kidnapping, gambling, robbery, bribery, extortion, or dealing in narcotic drugs,
marihuana or other dangerous drugs, or other crime dangerousto life, limb, or property, and
puni shableby imprisonment for morethan oneyear, designated in any applicable Statestatute
authorizing suchinterception, or any conspiracy to commit any of theforegoing offenses,” 18
U.S.C. 2516(2).

197 Requirements that may be excused under the circumstances provided in subsections (11)
and (12) sometimes referred to as authorizing “roving wiretaps’:

“The requirements of subsections (1)(b)(ii) and (3)(d) of this section relating to the
specification of the facilities from which, or the place where, the communication is to be
intercepted do not apply if — (&) in the case of an application with respect to the interception
of anoral communication— (i) theapplication isby aFedera investigative or law enforcement
officer and isapproved by the Attorney General, the Deputy Attorney General, the Associate
Attorney General, an Assistant Attorney General, or an acting Assistant Attorney Generdl;

(continued...)
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- aparticular description of the communications to be intercepted, and

- the identities (if known) of the person committing the offense and of the
persons whose communications are to be intercepted;
« afull and complete statement of the aternative investigative techniques used
or an explanation of why they would be futile or dangerous,
* astatement of period of time for which the interceptionisto be maintained and
if it will not terminate upon seizure of the communications sought, a probable
cause demonstration that further smilar communications are likely to occur;
* afull and complete history of previous interception applications or efforts
involving the same parties or places;
* in the case of an extension, the resultsto date or explanation for the want of
results; and
* any additional information the judge may require, 18 U.S.C. 2518(1), (2).

Before issuing an order authorizing interception, the court must find:

* probable cause to believe that an individua is, has or is about to commit one
or more of the predicate offenses;

* probable cause to believe that the particular communications concerning the
crime will be seized as aresult of the interception requested;

» that normal investigative procedures have been or arelikely to be futile or too
dangerous; and

* probable causeto believethat “the facilitiesfromwhich, or the placewhere, the
wire, oral, or electronic communications areto beintercepted are being used, or
are about to be used, in connection with the commission of such offense, or are
leased to, listed in the name of, or commonly used by such person,” 18 U.S.C.
2518(3).*

Subsections 2518(4) and (5) demand that any interception order include:

107( . .continued)
(i) the application contains a full and compl ete statement as to why such specification is not
practical and identifies the person committing the offense and whose communications are to
be intercepted; and (iii) the judge finds that such specification is not practical; and (b) inthe
caseof an application with respect to awireor electronic communication — (i) the application
is by a Federal investigative or law enforcement officer and is approved by the Attorney
General, theDeputy Attorney General, the Associate Attorney General, an Assistant Attorney
Genera, or an acting Assistant Attorney General; (ii) the application identifies the person
believed to be committing the offenseand whose communications areto beintercepted and the
applicant makes a showing of a purpose, on the part of that person, to thwart interception by
changing facilities; and (iii) the judge finds that such purpose has been adequately shown.
“An interception of a communication under an order with respect to which the
requirements of subsections (1)(b)(ii) and (3)(d) of this section do not apply by reason of
subsection (11) shall not begin until the facilities from which, or the place where, the
communication isto beintercepted is ascertained by the person implementing the interception
order. A provider of wire or electronic communications service that hasreceived an order as
provided for in subsection (11)(b) may move the court to modify or quash the order on the
ground that its assistance with respect to the interception cannot be performed in atimely or
reasonable fashion. The court, upon notice to the government, shall decide such a motion
expeditiously,” 18 U.S.C. 2518(11), (12).
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* the identity (if known) of the persons whose conversations are to be
intercepted;
» the nature and location of facilities and place covered by the order;
* aparticular description of the type of communication to be intercepted and an
indication of the crime to which it relates,
« individual approving the application and the agency executing the order;
* the period of time during which the interception may be conducted and an
indication of whether it may continue after the communication sought has been
Seized;
* an instruction that the order shall be executed

- as 'soon as practicable, and

- S0 as to minimize the extent of innocent communication seized; and
* uponreguest, adirectionfor the cooperation of communications providersand
others necessary or useful for the execution of the order.'®

Compliance withthese procedures may be postponed until after the interception
effort has begun, upon the approval of senior Justice Department officids in
emergency cases involving organized crime or national security threatening
conspiracies or involving the risk of death or seriousinjury, 18 U.S.C. 2718(7).1®

108 « . An order authorizing the interception of awire, oral, or electronic communication
under this chapter shall, upon request of the applicant, direct that a provider of wire or
electronic communication service, landlord, custodian or other person shall furnish the
applicant forthwithall information, facilities, and technical assistance necessary to accomplish
theinterception unobtrusively and with a minimum of interference with the services that such
service provider, landlord, custodian, or person is according the person whose
communications are to be intercepted. Any provider of wire or eectronic communication
service, landlord, custodian or other person furnishing such facilities or technical assistance
shall be compensated therefor by the applicant for reasonabl e expenses incurred in providing
such facilities or assistance. Pursuant to section 2522 of this chapter, an order may aso be
issued to enforce the assistance capability and capacity requirements under the
Communications Assistance for Law Enforcement Act,” 18 U.S.C. 2518(4).

109 “ Nootwithstanding any other provision of thischapter, any investigative or law enforcement
officer, specialy designated by the Attorney General, the Deputy Attorney General, the
Associate Attorney Genera or by the principal prosecuting attorney of any State or
subdivision thereof acting pursuant to a statute of that State, who reasonably determines that
— (8) an emergency Situation exists that involves — (i) immediate danger of death or serious
physical injury to any person, (ii) conspiratorial activities threatening the national security
interest, or (iii) conspiratorial activities characteristic of organized crime — that requires a
wire, oral, or eectronic communication to be intercepted before an order authorizing such

interception can, with due diligence, be obtained, and
“(b) there are grounds upon which an order could be entered under this chapter to
authorize such interception, may intercept such wire, oral, or electronic communication if an
application for an order approving the interception is made in accordance with this section
within forty-eight hoursafter the interception has occurred, or beginsto occur. In the absence
of an order, such interception shall immediately terminate when the communication sought is
obtained or when the application for theorder is denied, whichever isearlier. In the event such
application for approval isdenied, or in any other case where the interception is terminated
without an order having been issued, the contents of any wire, oral, or eectronic
communication intercepted shall be treated as having been aobtained in violation of this
(continued...)
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The authority of the court orders extends only as long asrequired but not more
than 30 days. After 30 days, the court may grant 30 day extensions subject to the
procedures required for issuance of the original order, 18 U.S.C. 2518(5). During
that time the court may require progress reports at such intervals as it considers
appropriate, 18 U.S.C. 2518(6).

Intercepted communications are to be recorded and the evidence secured and
placed under seal (with the possibility of copies for authorized law enforcement
disclosure and use) along with the application and the court’s order, 18 U.S.C.
2518(8)(a),(b).

Within 90 days of the expiration of the order those whose communications have
been intercepted are entitled to notice, and evidence secured through the intercept
may beintroduced into evidencewith 10 days advance noticeto the parties, 18 U.S.C.
2518(8)(d), (9).

Stored Electronic Communications

The procedural requirements for law enforcement access to stored electronic
communications and transactional records are less demanding but equally
complicated. They deal with two kinds of information: the content of electronic
communications and communications records. The law subdivides each of the two
— distinguishing in the case of electronic communications between recent electronic
communications, electronic communications that are more than six months old, and
electronic communicationsthat are remotely stored. Accessto transactional records
is governed by whether the requester is a governmental entity or not.

Government officiadsmay gain accessto el ectronic communicationsinelectronic
storage for less than 6 months under a search warrant issued upon probable cause to
believe a crime has been committed and the search will produce evidence of the
offense, 18 U.S.C. 2703(a).

The government must used the same procedureto acquireolder communications
or those stored in remote computer storage if accessisto be afforded without notice
to the subscriber or customer, 18 U.S.C. 2703(b)(1)(A). If the government officials
are willing to afford the subscriber or customer prior notice, access may be granted
under a court order showing that the information sought is relevant and material to
acrimina investigation or under an administrative subpoena, a grand jury subpoena,
atrial subpoena, or court order, 18 U.S.C. 2703(b)(1)(B),(d).

General identifying and billing information is available to the government
pursuant to an administrative subpoena, agrand jury or trial subpoena, awarrant, with
the consent of the subscriber or customer, or under a court order issued with a

109(_...continued)
chapter, and an inventory shall be served as provided for in subsection (d) of this section on
the person named in the application,” 18 U.S.C. 2518(7).
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showing of that information is relevant and material to a criminal investigation, 18
U.S.C.. 2703.1*°

10 Section 2703 in its entirety provides: “(a) Contents of electronic communications in
electronic storage —A governmenta entity may require the disclosure by a provider of
e ectronic communication service of the contents of an electronic communication, that isin
electronic storage in an electronic communications system for one hundred and eighty days
or less, only pursuant to awarrant issued under the Federal Rules of Criminal Procedure or
equivalent State warrant. A governmental entity may require the disclosure by a provider of
electronic communications services of the contents of an electronic communication that has
been in electronic storage in an electronic communi cations system for morethan one hundred
and eighty days by the means available under subsection (b) of this section.

“(b) Contents of eectronic communications in a remote computing service — (1) A
governmental entity may require a provider of remote computing service to disclose the
contents of any electronic communication to which this paragraph is made applicable by
paragraph (2) of this subsection — (A) without required notice to the subscriber or customer,
if the governmental entity obtains a warrant issued under the Federal Rules of Criminal
Procedure or equivalent State warrant; or (B) with prior notice from the governmental entity
to the subscriber or customer if the governmental entity — (i) uses an administrative subpoena
authorized by a Federal or State statute or a Federal or State grand jury or trial subpoena; or
(i) obtains a court order for such disclosure under subsection (d) of this section; except that
delayed notice may be given pursuant to section 2705 of this title. (2) Paragraph (1) is
applicable with respect to any electronic communication that is held or maintained on that
service—(A) on behdf of, and received by means of e ectronic transmission from (or created
by means of computer processing of communications received by means of electronic
transmissionfrom), asubscriber or customer of such remotecomputing service; and (B) solely
for the purpose of providing storage or computer processing services to such subscriber or
customer, if the provider is not authorized to access the contents of any such communications
for purposes of providing any services other than storage or computer processing.

“(c) Records concerning el ectronic communication service or remote computing service
— (1)(A) Except as provided in subparagraph (B), a provider of electronic communication
service or remote computing service may disclosearecord or other information pertaining to
a subscriber to or customer of such service (not including the contents of communications
covered by subsection (@) or (b) of this section) to any person other than a governmental
entity. (B) A provider of electronic communication service or remote computing service shall
disclosearecord or other information pertaining to asubscriber to or customer of such service
(not including the contents of communications covered by subsection (a) or (b) of this section)
to a governmental entity only when the governmentda entity — (i) obtains a warrant issued
under the Federal Rules of Criminal Procedureor equivalent Statewarrant; (ii) obtainsacourt
order for such disclosure under subsection (d) of this section; (iii) has the consent of the
subscriber or customer to such disclosure; or (iv) submits aformal written request relevant
to alaw enforcement investigation concerning telemarketing fraud for the name, address, and
place of business of a subscriber or customer of such provider, which subscriber or customer
is engaged in telemarketing (as such term is defined in section 2325 of this title). (C) A
provider of electronic communication service or remote computing service shall discloseto
agovernmentd entity the name, address, local and long distancetelephonetoll billing records,
telephone number or other subscriber number or identity, and length of serviceof a subscriber
to or customer of such service and the types of services the subscriber or customer utilized,
when the governmental entity uses an administrative subpoena authorized by a Federal or
State statute or a Federal or State grand jury or trial subpoena or any means available under
subparagraph (B). (2) A governmental entity receiving records or information under this
subsection is not required to provide notice to a subscriber or customer.

(continued...)
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Pen Registersand Trap and Trace Devices

Pen registers and trap and trace devices identify the source of calls placed to or
fromaparticular telephone. Federal government attorneys and state and local police
officers may apply for a court order authorizing the installation and use of a pen
register and/or atrap and trace device upon certificationthat the information that will
provide is relevant to a pending criminal investigation, 18 U.S.C. 3122.**

An order authorizing installation and use of a pen register or trap and trace
device must:

* specify

19, continued)

“(d) Requirements for court order — A court order for disclosure under subsection (b)
or (c) may beissued by any court that isa court of competent jurisdiction describedin section
3127(2)(A) and shall issueonly if the governmental entity offersspecific and articulablefacts
showing that there are reasonable grounds to believe that the contents of awireor electronic
communication, or the records or other information sought, are relevant and material to an
ongoing criminal investigation. In the case of a State governmental authority, such a court
order shall not issueif prohibited by thelaw of such State. A court issuing an order pursuant
to this section, on amotion made promptly by the service provider, may quash or modify such
order, if the information or records requested are unusualy voluminous in nature or
compliance with such order otherwise would cause an undue burden on such provider.

“(e) No cause of action against a provider disclosing information under this chapter —
No cause of action shall lie in any court against any provider of wire or electronic
communication service, its officers, employees, agents, or other specified persons for
providing information, facilities, or assistance in accordance with the terms of a court order,
warrant, subpoena, or certification under this chapter.

“(f) Requirement to preserve evidence. — (1) In general. — A provider of wire or
electronic communication services or a remote computing service, upon the request of a
governmental entity, shall take all necessary steps to preserve records and other evidence in
its possession pending the issuance of a court order or other process. (2) Period of retention.
— Records referred to in paragraph (1) shall be retained for a period of 90 days, which shall
be extended for an additional 90-day period upon a renewed request by the governmental
entity.”

11« @) Application— (1) An attorney for the Government may make application for an order
or an extension of an order under section 3123 of this title authorizing or approving the
installation and use of a pen register or atrap and trace device under this chapter, in writing
under oath or equivalent affirmation, to a court of competent jurisdiction. (2) Unless
prohibited by Statelaw, aStateinvestigativeor |aw enforcement officer may make application
for an order or an extension of an order under section 3123 of this title authorizing or
approving the installation and use of a pen register or a trap and trace device under this
chapter, in writing under oath or equivaent affirmation, to a court of competent jurisdiction
of such State.

“(b) Contents of application —An application under subsection (&) of this section shall
include— (1) the identity of the attorney for the Government or the State |law enforcement or
investigative officer making the application and the identity of the law enforcement agency
conducting theinvestigation; and (2) acertification by theapplicant that theinformation likely
to be obtained is relevant to an ongoing crimina investigation being conducted by that
agency,” 18 U.S.C. 3122.
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- the person (if known) upon whose telephone line the device is to be
installed,

- the person (if known) who is the subject of the criminal investigation,

- the telephone number, (if known) the location of the line to which the
deviceisto be attached, and geographical range of the device,

- adescription of the crime to which the investigation relates;
« Upon request, direct carrier assistance pursuant to section 3124;*
* terminate within 60 days, unless extended,;
» impose necessary nondisclosure requirements, 18 U.S.C. 3123.%3

112 “(3) Pen registers — Upon the request of an attorney for the Government or an officer of
a law enforcement agency authorized to install and use a pen register under this chapter, a
provider of wire or eectronic communication service, landlord, custodian, or other person
shall furnish suchinvestigative or law enforcement officer forthwithall information, facilities,
and technical assistance necessary to accomplish the instalation of the pen register
unobtrusively and with a minimum of interference with the services that the person so ordered
by the court accords the party with respect to whom the installation and useisto take place,
if such assistance is directed by a court order as provided in section 3123(b)(2) of thistitle.

“(b) Trap and trace device —Upon the request of an attorney for the Government or an
officer of alaw enforcement agency authorized to receivetheresults of atrap and trace device
under this chapter, a provider of a wire or electronic communication service, landlord,
custodian, or other person shall install such deviceforthwith on the appropriateline and shall
furnish such investigative or law enforcement officer all additional information, facilities and
technical assistanceincluding installation and operation of the device unobtrusively and with
aminimum of interference with the services that the person so ordered by the court accords
theparty withrespect to whom theinstallation and useisto take place, if suchinstallation and
assistance is directed by a court order as provided in section 3123(b)(2) of thistitle. Unless
otherwise ordered by the court, the results of the trap and trace device shall be furnished,
pursuant to section 3123(b) or section 3125 of thistitle, to the officer of alaw enforcement
agency, designated in the court order, at reasonable intervals during regular business hours
for the duration of the order.

“(c) Compensation—A provider of awireor electronic communication service, landlord,
custodian, or other person who furnishes facilities or technical assistance pursuant to this
section shall be reasonably compensated for such reasonable expenses incurred in providing
such facilities and assistance.

“(d) No cause of action against a provider disclosing information under this chapter —
No cause of action shall lie in any court against any provider of a wire or electronic
communication service, its officers, employees, agents, or other specified persons for
providing information, facilities, or assistance in accordance with the terms of a court order
under this chapter or request pursuant to section 3125 of thistitle.

“(e) Defense — A good faith reliance on a court order under this chapter, a request
pursuant to section 3125 of thistitle, alegidative authorization, or a statutory authorization
is a complete defense against any civil or criminal action brought under this chapter or any
other law.

“(f) Communi cati ons assi stance enforcement orders— Pursuant to section 2522, an order
may be issued to enforce the assistance capability and capacity requirements under the
Communications Assistance for Law Enforcement Act,” 18 U.S.C. 3124.

113 %(3) In general — Upon an application made under section 3122 of thistitle, the court shall
enter an ex parteorder authorizing theinstallation and use of a pen register or atrap and trace
device within the jurisdiction of the court if the court finds that the attorney for the
Government or the Statelaw enforcement or investigative officer has certified to the court that

(continued...)
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Senior Justice Department or state prosecutors may approvetheinstallationand
use of a pen register or trap and trace device prior to the issuance of court
authorizationin emergency casesthat involving either an organized crime conspiracy
or an immediate danger of death or seriousinjury, 18 U.S.C. 3125.**

113(_..continued)
the information likely to be obtained by such installation and use is relevant to an ongoing
criminal investigation.

“(b) Contents of order — An order issued under this section — (1) shall specify — (A) the
identity, if known, of the person to whom isleased or in whose name is listed the telephone
line to which the pen register or trap and trace device is to be attached; (B) the identity, if
known, of the person who is the subject of the criminal investigation; (C) the number and, if
known, physical location of the telephone line to which the pen register or trap and trace
deviceisto beattached and, in the case of atrap and trace device, the geographic limitsof the
trap and trace order; and (D) a statement of the offenseto which theinformation likely to be
obtained by the pen register or trap and trace device relates; and (2) shall direct, upon the
request of the applicant, the furnishing of information, facilities, and technical assistance
necessary to accomplish the installation of the pen register or trap and trace device under
section 3124 of thistitle.

“(c) Time period and extensions — (1) An order issued under this section shall authorize
theinstallation and use of a pen register or atrap and trace devicefor a period not to exceed
sixty days. (2) Extensions of such an order may be granted, but only upon an application for
an order under section 3122 of this title and upon the judicial finding required by subsection
(a) of thissection. The period of extension shall be for a period not to exceed sixty days.

“(d) Nondisclosure of existence of pen register or atrap and trace device — An order
authorizing or approving the installation and use of a pen register or atrap and trace device
shall direct that — (1) the order be sealed until otherwise ordered by the court; and (2) the
person owning or leasing the line to which the pen register or a trap and trace device is
attached, or who has been ordered by the court to provide assistance to the applicant, not
disclose the existence of the pen register or trap and trace device or the existence of the
investigation to the listed subscriber, or to any other person, unlessor until otherwiseordered
by the court, 18 U.S.C. 3123.

14 «(@ Notwithstanding any other provision of this chapter, any investigative or law
enforcement officer, specialy designated by the Attorney General, the Deputy Attorney
General, the Associate Attorney General, any Assistant Attorney General, any acting
Assistant Attorney Generd, or any Deputy Assistant Attorney General, or by the principal
prosecuting attorney of any State or subdivision thereof acting pursuant to a statute of that
State, who reasonably determines that — (1) an emergency Situation existsthat involves— (A)
immediate danger of death or serious bodily injury to any person; or (B) conspiratorial
activities characteristic of organized crime, that requires the installation and use of a pen
register or atrap and trace device before an order authorizing such installation and use can,
with due diligence, be obtained, and (2) there are grounds upon which an order could be
entered under this chapter to authorize such installation and use; may have installed and use
a pen register or trap and trace device if, within forty-eight hours after the installation has
occurred, or beginsto occur, an order approving theinstallation or useisissued inaccordance
with section 3123 of thistitle.

“(b) In the absence of an authorizing order, such use shall immediately terminate when
the information sought is obtained, when the application for the order is denied or when
forty-eight hours have lapsed sincetheinstallation of the penregister or trap and trace device,
whichever is earlier.

“(c) The knowing installation or use by any investigative or |aw enforcement officer of

(continued...)
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Foreign Intelligence Surveillance Act

Theapproval procedureunder the Foreign Intelligence Surveillance Act (FISA),
50 U.S.C. 1801-1811, is the most distinctive of the wiretap-related procedures.™®
Firgt, it'sfocusis different. It is designed to secure foreign intelligence information
not evidence of a crime. Second, it operates in a highly secretive manner. But its
most individudistic feature is that the procedure is conducted entirely before an
independent court convened for no other purpose.

The Foreign Intelligence Surveillance Court is comprised of seven federal court
judges designated by the Chief Justiceto St onthe Court for asingle sevenyear term,
50 U.S.C. 1803(a),(b),(d).**® The judges of the Court individually receive and

14, .continued)

apen register or trap and trace device pursuant to subsection (a) without application for the
authorizing order within forty-eight hours of theinstallation shall constituteaviolation of this
chapter.

“(d) A provider of awireor electronic service, landlord, custodian, or other person who
furnished facilities or technical assistance pursuant to this section shall be reasonably
compensated for such reasonable expenses incurred in providing such facilities and
assistance,” 18 U.S.C. 3125.

1> See generally, Bazan, The Foreign Intelligence Surveillance Act: An Overview of the
Satutory Framework for Electronic Surveillance, CRSREP.No. RL30465 (May 17, 2000).

116 «(3@) Court to hear applications and grant orders; record of denial; transmittal to court of
review — The Chief Justice of the United States shall publicly designate seven district court
judges from seven of the United States judicial circuits who shall constitute a court which
shall have jurisdiction to hear applications for and grant orders approving electronic
surveillance anywherewithin the United States under the procedures set forth in this chapter,
except that no judge designated under this subsection shall hear the same application for
electronic surveillance under this chapter which has been denied previoudly by another judge
designated under this subsection. If any judge so designated denies an application for an order
authorizing electronic surveillance under this chapter, such judge shall provide immediately
for the record awritten statement of each reason for his decision and, on motion of the United
States, the record shall be transmitted, under seal, to the court of review established in
subsection (b) of this section transmitted under seal, to the court of review established in
subsection (b) of this section.

“(b) Court of review; record, transmittal to Supreme Court — The Chief Justice shall
publicly designate three judges, one of whom shall be publicly designated as the presiding
judge, from the United States district courts or courts of appeal s who together shall comprise
acourt of review which shall have jurisdiction to review the denial of any application made
under this chapter. If such court determines that the application was properly denied, the
court shall immediately provide for the record a written statement of each reason for its
decision and, on petition of the United States for a writ of certiorari, the record shall be
transmitted under seal to the Supreme Court, which shall have jurisdiction to review such
decision.

* * *

“(d) Tenure — Each judge designated under this section shall so serve for a maximum
of seven years and shall not be eligible for redesignation, except that the judges first
designated under subsection (a) of this section shall be designated for terms of from one to

(continued...)
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approve or reject requests, authorized by the Attorney General, to conduct four
spexific types of wiretapping or electronic eavesdropping (electronic surveillance)*’
in order to intercept the communications of foreign powers.

The contents of FISA application include:

* the identity of the individual submitting the application;
* an indication of the President’s grant of authority and the approva of the
Attorney General or a Deputy Attorney Generdl;
» the identity or a description of the person whose communications are to be
intercepted;
* an indication of

- why the personisbelieved to be aforeign power or the agent of aforeign
power,*® and

118(_...continued)

seven years so that one term expires each year, and that judges first designated under
subsection (b) of this section shall be designated for terms of three, five, and seven years,” 50
U.S.C. 1803(a),(b),(d).

17 “<Electronic surveillance, means—

“(1) the acquisition by an electronic, mechanical, or other surveillance device of the
contents of any wire or radio communication sent by or intended to be received by a
particular, known United States person who is in the United States, if the contents are
acquired by intentionally targeting that United States person, under circumstances in which
a person has a reasonable expectation of privacy and a warrant would be required for law
enforcement purposes,

“(2) the acquisition by an electronic, mechanical, or other surveillance device of the
contents of any wire communication to or from a person in the United States, without the
consent of any party thereto, if such acquisition occurs in the United States;

“(3) theintentional acquisition by anelectronic, mechanical, or other surveillancedevice
of the contents of any radio communication, under circumstances in which a person has a
reasonable expectation of privacy and a warrant would be required for law enforcement
purposes, and if both the sender and all intended recipients are located within the United
States; or

“(4) theinstallation or use of an electronic, mechanical, or other surveillance devicein
the United States for monitoring to acquire information, other than from a wire or radio
communication, under circumstances in which a person has a reasonable expectation of
privacy and awarrant would be required for law enforcement purposes,” 50 U.S.C. 1801(f).

The courts have noted that, unlike surveillance under Title I1I/EPCA, slent video
surveillance falls within the purview of FISA by virtue of subsection 1801(1)(4), United
Satesv. Koyomgjian, 970 F.2d 536, 540 (9th Cir. 1992); United Statesv. Mesa-Rincon, 911
F.2d 1433, 1438 (10th Cir. 1990); United States v. Biasucci, 786 F.2d 504, 508 (2d Cir.
1986).

118 “<Foreign power means — (1) aforeign government or any component thereof, whether
or not recognized by the United States; (2) a faction of a foreign nation or nations, not
substantially composed of United States persons; (3) an entity that is openly acknowledged
by a foreign government or governments to be directed and controlled by such foreign
government or governments; (4) a group engaged in international terrorism or activities in
preparation therefor; (5) aforeign-based political organization, not substantially composed
of United States persons, or (6) an entity that is directed and controlled by a foreign
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- why foreign powers or their agents are believed to use the targeted
facilities or places,
 asummary of the minimization procedures™ to be followed;
* a detailed description of the communications to be intercepted and the
information sought (only if the target isaforeign agent; if the target isaforeign

118, continued)
government or governments.

“¢Agent of aforeign power’ means— (1) any person other than a United States person,
who — (A) acts in the United States as an officer or employee of a foreign power, or as a
member of aforeign power as defined in subsection (a)(4) of this section; (B) acts for or on
behalf of a foreign power which engages in clandestine intelligence activities in the United
States contrary to the interests of the United States, when the circumstances of such person’s
presence in the United States indicate that such person may engage in such activities in the
United States, or when such person knowingly aids or abets any person in the conduct of such
activities or knowingly conspires with any person to engage in such activities; or (2) any
person who — (A) knowingly engages in clandestine intelligence gathering activities for or on
behalf of aforeign power, which activities involve or may involve a violation of the criminal
statutes of the United States; (B) pursuant to thedirection of anintelligenceserviceor network
of aforeign power, knowingly engagesin any other clandestine intelligence activities for or
on behalf of such foreign power, which activities involve or are about to involve aviolation
of the criminal statutes of the United States, (C) knowingly engages in sabotage or
international terrorism, or activities that arein preparation therefor, or on behaf of aforeign
power; or (D) knowingly aids or abets any person in the conduct of activities described in
subparagraph (A), (B), or (C) or knowingly conspires with any person to engage in activities
described in subparagraph (A), (B), or (C),” 50 U.S.C. 1801(a),(b).

Note that the definition of foreign power includes international terrorists groups
regardless of whether any nexusto aforeign power can be shown, 50 U.S.C. 1801(a)(4) and
includes agents of foreign powersthat no longer exist, United States v. Squillacote, 221 F.3d
542, 554 (4th Cir. 2000)(agents of East Germany intercepted under an order granted after
unification).

19 “«Minimization procedures’, with respect to electronic surveillance, means— (1) specific

procedures, which shall be adopted by the Attorney General, that are reasonably designed in
light of the purpose and technique of the particular surveillance, to minimize the acquisition
and retention, and prohibit the dissemination, of nonpublicly avail ableinformation concerning
unconsenting United States persons consistent with the need of the United States to obtain,
produce, and disseminate foreign intelligence information;

“(2) procedures that requirethat nonpublicly availableinformation, whichisnot foreign
intelligence information, as defined in subsection (€)(1) of this section, shall not be
disseminated in a manner that identifies any United States person, without such person’s
consent, unless such person’s identity is necessary to understand foreign intelligence
information or assess its importance;

“(3) notwithstanding paragraphs (1) and (2), procedures that alow for the retention and
dissemination of information that is evidence of a crime which has been, isbeing, or is about
to be committed and that isto beretained or disseminated for law enforcement purposes; and

“(4) notwithstanding paragraphs (1), (2), and (3), with respect to any eectronic
surveillance approved pursuant to section 1802(a) of thistitle, procedures that requirethat no
contents of any communication to which a United States person is aparty shall be disclosed,
disseminated, or used for any purpose or retained for longer than twenty-four hoursunlessa
court order under section 1805 of this title is obtained or unless the Attorney Genera
determines that the information indicates a threat of death or serious bodily harm to any
person,” 50 U.S.C. 1801(h).
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power, anindication of the communications of and informationabout Americans
likely to be intercepted);

* certification by a senior national security or senior defense adviser to the
President that

- the information sought is foreign intelligence information,

- purpose of interception is to secure foreign intelligence information,

- the information cannot reasonably be obtained using alternative means
(including a statement of the basis for the belief if the target is aforeign agent;
if the target is a foreign power, an indication of the communications of and
information about Americans likely to be intercepted),

- anindication (including a statement of the basisfor the belief if the target
is a foreign agent; if the target is a foreign power, the extent to which the
communicationsof and informationabout Americansarelikely to beintercepted)
of whether the information relates to

+ an actual or potential foreign attack or other grave hostile act,

+ sabotage or terrorism by aforeign power or its agents, or

+ foreign clandestine intelligence activities,
« the means of accomplishing the interception (including whether aphysical entry
will be required)(only if the target is a foreign agent; if the target is a foreign
power, anindication of the communications of and informationabout Americans
likely to be intercepted);
* ahistory of past interception applications involving the same persons, places
or facilities;
» the period of time during which the interception is to occur, whether it will
terminate immediately upon obtaining the information sought, and if not, the
reasons why interception thereafter islikely to be productive;
» whether more than one interception device isto be used and if so their range
and the minimization procedures associated with each (only if the target is a
foreign agent; if the target is a foreign power, an indication of the
communications of and information about Americans likely to be intercepted);
and
* any other information the judge requests, 50 U.S.C. 1804.

FISA court judgesissue orders approving el ectronic surveillance upon afinding
that the application requirements have been met and that there is probable cause to
believe that the target of the interceptionsisaforeign power or the agent of aforeign
power and the targeted places or facilities are used by foreign powers of their
agents.*?

120 “Upon an application made pursuant to section 1804 of thistitle, the judge shall enter an
ex parteorder asrequested or as modified approving the electronic surveillanceif hefindsthat
— (1) the President has authorized the Attorney General to approve applications for electronic
surveillance for foreign intelligence information; (2) the application has been made by a
Federal officer and approved by the Attorney General; (3) on the basis of the facts submitted
by the applicant there is probable cause to beieve that — (A) the target of the electronic
surveillance is a foreign power or an agent of a foreign power: Provided, That no United
States person may be considered a foreign power or an agent of a foreign power solely upon
the basis of activities protected by the first amendment to the Constitution of the United
States; and (B) each of the facilities or places at which the electronic surveillance is directed
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Orders approving electronic surveillance must:
* specify

- the identity or a description of the person whose communications are to
be intercepted,

- the nature and location of the targeted facilities or places,

- type of communications or activities targeted and the kind of information
sought (if the target is aforeign agent),

- the means by which interception is to be accomplished and whether
physical entry is authorized (if the target is a foreign agent),

- the tenure of the authorization, and

- whether more than one device are to be used and if so their respective
ranges and associated minimization procedures (if the target isaforeign agent);
* require

- that minimization procedures be adhered to,

- upon request, that carriers and others provide assistance,

- that those providing assistance observe certain security precautions, and
be compensated;
* expirewhenits purpose is accomplished but not later than after 90 days unless
extended (extensions may not exceed 1 year), 50 U.S.C. 1805(b),(c), (d).

Asin the case of law enforcement wiretapping and electronic eavesdropping,
thereisauthority for interception prior to approval inemergency situations, 50 U.S.C.
1805(e),"* but there is also statutory authority for foreign intelligence surveillance

120(_..continued)

is being used, or is about to be used, by aforeign power or an agent of aforeign power; (4)
the proposed minimization procedures meet the definition of minimization procedures under
section 1801(h) of this title; and (5) the application which has been filed contains all
statements and certifications required by section 1804 of thistitleand, if thetarget isa United
States person, the certification or certifications are not clearly erroneous on the basis of the
statement made under section 1804(a)(7)(E) of thistitle and any other information furnished
under section 1804(d) of thistitle,” 50 U.S.C. 1805(a).

121 “Notwithstanding any other provision of this subchapter, when the Attorney General
reasonably determinesthat — (1) an emergency situation existswith respect to the employment
of electronic surveillanceto obtainforeignintelligenceinformation beforean order authorizing
such surveillance can with due diligence be obtained; and (2) the factual basisfor issuance of
an order under this subchapter to approve such surveillance exists — he may authorize the
emergency employment of electronic surveillanceif ajudge having jurisdiction under section
1803 of this title is informed by the Attorney General or his designee at the time of such
authorization that the decis on hasbeen madeto employ emergency electronic surveillanceand
if an application in accordance with this subchapter is made to that judge as soon as
practicable, but not more than twenty-four hours after the Attorney General authorizes such
surveillance. 1If the Attorney Genera authorizes such emergency employment of electronic
surveillance, heshal requirethat the minimization procedures required by this subchapter for
theissuanceof ajudicia order befollowed. Inthe absence of ajudicial order approving such
electronic surveillance, the surveillance shall terminate when the information sought is
obtained, when the application for the order is denied, or after the expiration of twenty-four
hours from the time of authorization by the Attorney General, whichever is earliest. In the
event that such application for approval is denied, or in any other case where the electronic
surveillance is terminated and no order is issued approving the surveillance, no information

(continued...)



CRS-51

interceptions without the requirement of acourt order whenthetargetsarelimited to
communications among or between foreign powers or involve nonverbal
communicationsfrom placesunder the open and exclusive control of aforeign power,
50 U.S.C. 1802(a)(1),(4).*** The second of these is replete with reporting
requirementsto Congress and the FISA court, 50 U.S.C. 1802(a)(2),(3),*® and both

121(..continued)

obtained or evidence derived from such surveillanceshall bereceivedin evidence or otherwise
disclosed in any trial, hearing, or other proceeding in or before any court, grand jury,
department, office, agency, regulatory body, legidative committee, or other authority of the
United States, a State, or political subdivision thereof, and no information concerning any
United States person acquired from such surveillance shall subsequently be used or disclosed
in any other manner by Federal officers or employees without the consent of such person,
except with the approval of the Attorney General if theinformation indicates athreat of death
or serious bodily harmto any person. A denial of the application made under this subsection
may be reviewed as provided in section 1803 of thistitle,” 50 U.S.C. 1805(e).

122 %(1) Notwithstanding any other law, the President, through the Attorney General, may
authorizedectronic surveillancewithout acourt order under thissubchapter toacquireforeign
intelligence information for periods of up to one year if the Attorney Genera certifies in
writing under oath that — (A) the electronic surveillance is solely directed at — (i) the
acquisition of the contents of communi cations transmitted by means of communications used
exclusively between or among foreign powers, as defined in section 1801(a)(1), (2), or (3) of
thistitle; or (ii) theacquisition of technical intelligence, other thanthe spoken communications
of individuals, from property or premises under the open and exclusive control of a foreign
power, as defined in section 1801(a)(1), (2), or (3) of thistitle; (B) there is no substantial
likelihood that the surveillance will acquire the contents of any communication to which a
United States person is a party; and (C) the proposed minimization procedures with respect
to such surveillance meet the definition of minimization procedures under section 1801(h) of
thistitle; and—if the Attorney General reports such minimization procedures and any changes
thereto to the House Permanent Select Committee on Intdligence and the Senate Select
Committee on Intelligence at least thirty days prior to their effective date, unlessthe Attorney
Genera determines immediate action is required and notifies the committees immediately of
such minimization procedures and the reason for their becoming effective immediately. . . .

“(4) With respect to electronic surveillance authorized by this subsection, the Attorney
General may direct a specified communication common carrier to -- (A) furnish al
information, facilities, or technical assistance necessary to accomplish the electronic
surveillance in such a manner as will protect its secrecy and produce a minimum of
interference with the services that such carrier is providing its customers; and (B) maintain
under security procedures approved by the Attorney General and the Director of Central
Intelligence any records concerning the surveillance or the aid furnished which such carrier
wishes to retain — The Government shall compensate, at the prevailing rate, such carrier for
furnishing such aid,” 50 U.S.C. 1802(a)(1),(4).

12%¢(2) An dectronic surveillance authorized by this subsection may be conducted only in
accordancewiththe Attorney General’ scertification and theminimization procedures adopted
by him. The Attorney General shall assess compliance with such procedures and shall report
such assessments to the House Permanent Select Committee on Intelligence and the Senate
Select Committee on Intelligence under the provisions of section 1808(a) of thistitle.

“(3) TheAttorney General shall immediately transmit under seal to the court established
under section 1803(a) of this title a copy of his certification. Such certification shall be
maintained under security measures established by the Chief Justice with the concurrence of
the Attorney Generd, in consultation with the Director of Centra Intelligence, and shall
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may be subject to congtitutional limitations, particularly when Americans are the
surveillance targets.*

ISSUESNO LONGER QUITE SO NETTLESOME
Cdl Phones

Cdlular telephone conversations are now clearly protected by Title [1I/EPCA.
Celular telephone service'® was approved by the Federal Communications
Commission in 1981. Title I1l was initialy enacted prior to the development of
cellular telecommunications. Explicit privacy protection for cellular communications
was among the several modifications ECPA brought to Title I11. ECPA expanded
Title I11" sdefinition of “wire communication” to include communications made over
cellular systems so long as the connection between the sending and receiving phones
is made in a switching station.'?

In drafting ECPA Congresswas concerned that “[c]ellular telephone calls can be
intercepted by either sophisticated scanners designed for that purpose, or by regular
radio scanners modified to intercept cdlular calls,” S.REP.NO. 541, 99th Cong., 2d
Sess. 9(1986). Although theinterception of cellular telephone callswasillegal under
federal law prior to enactment of ECPA, Congressbelieved it necessary to clarify and
strengthen the prohibition.*?’

123(_..continued)
remain sealed unless— (A) an application for a court order with respect to the surveillanceis
made under sections 1801(h)(4) and 1804 of thistitle; or (B) the certification is necessary to
determine the legality of the surveillance under section 1806(f) of this title,” 50 U.S.C.
1802(a)(2),(3).

124 United Sates v. Bin Laden, 126 F.Supp.2d 264, 281-82 (S.D.N.Y. 2000)(overseas
surveillance of an American (who was an international terrorist) found contrary to Fourth
Amendment requirements). United Statesv. United States District Court (Keith), 407 U.S.
297, 321-22 (1972), held that the Fourth Amendment does not permit warrantless electronic
surveillance of domestic terrorists, but left open “the issues which may be involved with
respect to activities of foreign powers or their agents.”

125 “In a cdlular radiotelephone system, large service areas are divided into honeycomb-
shaped segments or <cells,” each of which is equipped with alow-power transmitter or base
station which can receive and radiate messages within its parameters. When acaler dialsa
number on acellular telephone, atransreceiver sends signals over theair on aradio frequency
toacdl ste. Fromtherethe signal travelsover phonelines or amicrowave to acomputerized
mobile telephone switching office (“MTSO”) or station. The MTSO automatically and
inaudibly switches the conversation from one base station and one frequency to another asthe
portable telephone, typically in a motor vehicle, moves from cell to cell.” S.RepP.NO. 541,
99th Cong., 2d Sess. 9 (1986).

126 Cdllular telephone service uses both radio and wire transmissions.

127 The House Judiciary Committee Report stated, “ Existing law, which prohibitsinterception
of wire communications or oral communications, was enacted prior to the development of
cellular telecommuni cations and doesnot provide adequate privacy protection to conversations
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Part of the impetus for Congressional action was the routine advertisement of
scanning receivers promoting eavesdropping on cellular conversations, H.REP.NO.
647, 99th Cong., 2d Sess. 32 (1986). Although scanning enthusiasts argued before
the Judiciary Committee “that the mere monitoring of cdlular telephone cals should
not beillega,” the Committee rejected those arguments because the 1968 wiretap
law had made the willful monitoring of such callsillegal, and becausethe design of the
celular telephone system makes the intentional monitoring of specific calls more
difficult, H.REP.NO. 647, 99th Cong., 2d Sess. 7-8 (1986).

Title II/ECPA makes it a crime and a civil offense to intercept and disclose
intercepted cellular communication. Subject to certain exceptions,'® the general rule
isthat an individual found guilty of violating section 2511 will be liable for afine up
to $250,000 and imprisonment of up to five yearsor both, 18 U.S.C. 2511(4)(a).**
Exceptions to the genera rule were enacted for radio communications on the theory
that it is easier to inadvertently intercept certain types of radio communications.

“The first exception for this general rule is that interception of [private] radio
communications [that are not scrambled, encrypted, or transmitted using private
modul ation techniques] are punishable as one year misdemeanors with fines up to
$100,000. . .."” H.Rer.NO. 647, 99th Cong., 2d Sess. 47 (1986). A person found
guilty of intercepting private radio communications will be liable for a fine up to
$100,000 under Title 18 and imprisonment of up to one year or both.** “If the
offender has been previoudy found to have been guilty of an offense of intercepting
radio communications, then the felony provisions apply. Similarly, if theinterception
is done for illegd, tortious or commercia gain purposes, then the offender is

127(..continued)

transmitted over a cellular system. . . . Inasmuch as all cellular communications (whether
mobile-to-mobile or mobile-to-landline) must pass through a mobile telephone switching
office, the Committee bill will remedy thisinadequacy and provideexplicit privacy protection
toal communications utilizing cellular radio. . ..” H.ReEP.No. 647, 99th Cong., 2d Sess. 31
(1986).

128 “(p) If the offense is afirst offense under paragraph (a) of this subsection and is not for
atortious or illegal purpose or for purposes of direct or indirect commercial advantage or
private commercial gain, and the wireor electronic communication with respect to which the
offense under paragraph (a) is a radio communication that is not scrambled, encrypted, or
transmitted using modul ati on techniques the essential parametersof which have beenwithheld
from the public with the intention of preserving the privacy of such communication then — (i)

if the communication is not theradio portion of a cellular telephone communication, . . ., the
offender shall befined under thistitle or imprisoned not more than one year, or both; and (ii)
if the communication is the radio portion of a cellular telephone communication, . . . , the

offender shall be fined under thistitle.” 18 U.S.C. 2511(4)(b).

129 Section 2511(a) of title 18, U.S.C., specifies imprisonment of up to 5 years, and thereby
incorporates by reference 18 U.S.C. 8§ 3559, making the offense a Class D felony, which is,
thus, subject to a fine of up to $250,000 for individuas, and organizations up to $500,000
under 18 U.S.C. § 3571.

130 Section 2511(4)(b)(i) of title 18, U.S.C., specifies imprisonment of up to 1 year, and
thereby incorporates by reference 18 U.S.C. § 3559, making the offense a misdemeanor,
which is, thus, subject to afine of up to $100,000, under 18 U.S.C. 8 3571.
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punishable under the felony penalty,” H.REP.NO. 647, 99th Cong., 2d Sess. 47
(1986).

Under section 2511(4)(b)(ii) “. . . [f]irst offenders who intercept the radio
portion of a cellular telephone call (and who act without one of the enumerated bad
purposes) may be subject up to a$5,000 fine.”**! If the “ of fender intercepts the wire
portion of a [cellular] telephone call such conduct remains a five year felony,”
H.ReP.No. 647, 99th Cong., 2d Sess. 47 (1986).

Any person whose cellular communication is unlawfully intercepted, used, or
disclosed may bring a civil action against each violator, and may recover actua
damages or liquidated damages of $10,000, 18 U.S.C. § 2520.

CALEA

Communications carriersareobliged to assist law enforcement officias conduct
court-ordered wiretaps, but advances in technology have made that increasingly
difficult. The Communications Assistance for Law Enforcement Act of 1994
(CALEA), Pub. L. No. 103-414, 108 Stat. 4279 (1994), 47 U.S.C. 1001-1010, seeks
to preserve the capability of law enforcement agencies to carry out properly
authorized intercepts by requiring telecommunications carriers to modify and design
their equipment, facilities, and services to ensure that authorized electronic
eavesdropping can be performed.

Subject to regulatory review by the Federa Communications Commission
(FCC), the carrierswereresponsble for theinitia development of technical standards
to fulfill their surveillance capability responsibilities under CALEA.*** Following
release of the industry group’s proposed standard (the so-call J-Standard, officialy
the Interim Standard/Trial Standard J-STD-025), the Center for Democracy and
Technology appealed to the FCC claming the J-Standard violated CALEA’ s privacy
protections and impermissibly expanded government surveillance capabilities. The
Justice Department and the FBI aso petitioned the Commission for modifications,
arguing that the J-Standard did not include all of CALEA’s required assistance
capabilities. The Department sought alist of nine additional surveillance capabilities,
itsso-called punch list.**®* After receiving public comment on the petitions, the FCC

131 Section 2511(4)(b)(ii) of title 18, U.S.C., specifies no term of imprisonment, and thereby
incorporates by reference 18 U.S.C. § 3559, making the offensean infraction, whichis, thus,
subject to afine of up to $5,000, under 18 U.S.C. § 3571.

132 The standards must (1) meet the assistance capability requirements by cost-effective
methods; (2) protect the privacy and security of communications not authorized to be
intercepted; (3) minimizethe cost of such compliance on residential ratepayers; (4) servethe
policy of the United States to encourage provision of new technologies and services; and (5)
provide reasonable time and conditions for compliance with, and transition to, the new
standard, 47 U.S.C. 1006.

33 The punch list consists of the ability to capture: “ 1) Content of subject-initiated conference
cals. .. .2) Party hold, join, drop — Messages would be sent to law enforcement that identify
the active parties of acal. Specifically, on aconference call, those messages would indicate
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resolved the challenges to the J-Standard in its Third Report & Order, Inre Matter
of Communications Assistancefor Law Enforcement Act, 14 F.C.C.R. 16794 (1999).

The United States Telecom Association, the Celular Telecommunications
Industry Association, the Center for Democracy and Technology and several other
privacy grounds challenged the FCC order in the United States Court of Appealsfor
the Digtrict of Columbia. The FCC and the Justice Department filed separate briefs
defending the Commission’s action. The challengers questioned inclusion of the six
of the law enforcement assi stance capabilitieswhichthe FCC order insisted upon: two
from the J-Standard (cellular antenna tower location information and packet-mode
data)’* and four from the FBI's punch list (dialed digit extraction, party
hold/join/drop, subject-initiated dialing and signaling, and in-band out-of-band
signaling).

On August 15, 2000, in United States Telecom Ass' n v. FCC,, 227 F.3d 450
(D.C.Cir. 2000), the court of appeals vacated the order and sent back to the FCC that
portion of the Commission’ s order dealing with the four challenged punishlist items,
but confirmed the FCC’ s authority with respect to digital packet mode data and the
antenna tower location.

Encryption

133(_..continued)

whether a party is on hold, has joined or has been dropped from the conference call. 3)
Subject-initiated dialing and signaling information . . . . 4) In-band and out-of-band signaling
(notification message) — A message would be sent to [law enforcement officers] whenever a
subject’ s service sends a tone or other network message to the subject or association (e.g.,
notification that alineisringing or busy). 5) Timing information — Information necessary to
correlate call-identifying information with the call content of a communications interception
. . .. 6) Survelllance status — a message that would verify that an interception is still
functioning . . . . 7) Continuity check tone (c-tone) — An electronic signa that would alter
[law enforcement officialg] if the facility used for delivery of call content interception has
failed or lost continuity. 8) Feature status — A message would affirmatively notify [law
enforcement officials] of any changesin features to which asubject subscribes. 9) Dialed digit
extraction — Information sent to [law enforcement officials] would include thosedigitsdialed
by a subject after initial call setup is completed,” In re Communications Assistance for Law
Enforcement Act, 14 F.C.C.R. 16794, 16798-799 (1999).

13 Indigital switching, acommunication is broken into a number of digital packets, each

traveling independently. Datapackets arereassembled at their final destination. Each packet
contains two components: a portion of the communications message and an address. The
addressinformation appearsin the packet’ sheader. The message within the packet isknown
asthe“body” or “payload.” The J-Standard requires that carriers make available both header
and payload data. The petitioners claimed that packet headers (communication-identifying
information) cannot be separated from bodies (communications content), and that any packet-
mode data made available to law enforcement pursuant to a pen register order would include
some call content, thereby violating CALEA’s privacy protections.

Theantennatower |ocation information capability requires carriesto make avail ablethe
physical location of the antenna tower that a mobile phone uses to connect at the beginning
and end of acall.
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Encryptionisameans of protecting any computer-related communication from
wiretapping or interception. It scramblesinformation generated by computer, stored
inacomputer, or transmitted through a computer so that the information can only be
retrieved in an intelligible form by someone with the key to unscramble it.**

Encryption is important for the protection of government, commercia, and
private information and communications, but over the last severa years, police and
intelligence authorities have expressed growing concerns that unregul ated accessto,
and use of, encryption might have unfortunate consequences.**

135 “Encryption basicaly involves running a readable message known as<plaintext’ through
a computer program that tranglates the message according to an equation or algorithm into
unreadable<ciphertext.” Decryption is the trandlation back to plaintext when the messageis
received by someone with an appropriate<key,”” Bernstein v. United States Department of
Sate, 945 F.Supp. 1279, 1282 (N.D.Cal. 1996); seedso, H.R.Rep.No. 105-108 (Pt.1) at 5
(1997); H.R.Rep.No. 105-108 (Pt.2) at 4-5 (1997); Froomkin, The Metaphor Is the Key:
Cryptography, the Clipper Chip, and the Constitution, 143 UNIVERSITY OF PENNSYLVANIA
LAW REVIEW 709, 714 (1995).

As a generdl rule, encryption has a broader meaning; it is a form of cryptography, a
form of “secret writing” or “hidden writing” or — perhaps closest to its Greek derivation —
“buried writing.” Writing in codeis a practice of ancient origin employed by Julius Caesar,
Leonardo daVinci, and Thomas Jefferson among others. In more modern times, it has
provided both juvenileamusement (“ Captain Midnight’ sMagic Decoder Ring”) andimportant
military and diplomatic uses (code breaking played an important part in Allied success in
WorldWar 11 perhaps most famously at the Battle of Midway and in the battlefor the Atlantic
against German U-boats). For a historical examination of the practice see, KAHN, THE
CODEBREAKERS (1967); for a more technical introduction to the art and science of
cryptography, see, KONHEIM, CRYPTOGRAPHY: A PRIMER (1981); MEYER & MATYAS,
CRYPTOGRAPHY: A NEW DIMENSION IN COMPUTER DATA SECURITY (1982).

136 “|f unbreakable encryption proliferates, critical law enforcement tools would be nullified.
For example, evenif the Government satisfies therigorouslegal and procedural requirements
for obtaining an order to tap the phones of drug traffickers, the wiretap would be worthless
if the intercepted communications amount to an unintelligible jumble of noises or symbols.
Or we might legally seize the computer of terrorist or a child molester using the Internet and
be unable to read the data identifying his targets or his plans,” Security and Freedom
Through Encryption (SAFE) Act: Hearing Before the Subcomm. on Courtsand Intellectual
Property of the House Comm. on the Judiciary, 105th Cong., 1st Sess. 33 (1997) (testimony
Deputy Ass't Att'y Gen. Robert S. Litt). See also, The Administration’s Clipper Chip Key
Escrow Encryption Program: Hearing Befor e the Subcomm. on Technology and the Law of
the Senate Comm. on the Judiciary, 103d Cong., 2d Sess. 4-5 (1994)((testimony of Ass't
Att'y Gen. Jo Ann Harris)(“if intercepted criminal conversations are encrypted, we need the
ability to cut through the encryption, just as we need atrandator to cut through the foreign
language. . . . [H]igh-quality voice encryption in an affordable, portable easy to usefor will
soon bewidely availableonthe market. . . . Weworry . . . that such devices will also be used
by criminal organizations to shield their illegal enterprises’); Encryption and Computer
Privacy: Hearing Beforethe Senate Comm. on the Judiciary, 105th Cong., 1st Sess. (1997)
(FBI Director Louis Freeh) (“1f wehaveaccessper court order tothe conversation of someone
who has committed a crime or is about to commit a henous crime, whether it be an act of
terrorism or kidnapping, and the federal, state, and local officers who are listening to that
court-authorized conversation or looking for the data which is stored somewhere can't
understand it, the accessreally is not meaningful. If we have al the legal authorities and the

(continued...)
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The difficult question is how best to ensure the benefits of encryption while
avoiding the dangersit might also bring. Law enforcement officials and others have
argued that the proper equation consists of four elements: (1) strong encryption
availableto protect governmental, businessand privateinformation; (2) crimina laws
outlawing the use of encryptionin furtherance of greater crimesor perhapsevenmore
broadly; (3) akey recovery featurein dl encryption that allows the encrypted affairs
of terroristsand other criminalsto be unlocked; and (4) development of aprofession
of trusted custodians for those keys (sometimes referred to as a key escrow or key
management infrastructure).

Reactionto their proposals hasthusfar been mixed. Thefedera government has
been amajor contributor to the development of stronger encryption.*® Although it
enacted no new crimina penaltiesfor the crimina use of encryption, for several years
the federal government greatly restricted exportsof encryption technol ogy backed by
the threat of criminal penalties.*® The restrictions, however, have been substantially

138(....continued)
technical accessibility to that information but we can’t understand it in real-time, it doesn’t
do us and the people that we have to protect and the country very much good.”).

137 Thefederal government wasinstrumental in creation of the most common used encryption
algorithm, the 56-bit Digital Encryption Standard (DES), its interim replacement the triple-
DES, and finally the Advanced Encryption Standard (AES) 256-bit Rijndagl agorithm. 64
Fed.Reg.60424 (Nov.5, 1999); 66 Fed.Reg. 12762 (Feb. 28, 2001); see generally, Taking
Account of the World As It Will Be: The Shifting Course of U.S. Encryption Policy, 53
FEDERAL COMMUNICATIONS LAW JOURNAL 289 (2001) (The terms “56-bit” or “256-bit”
means that the keysrequired to unlock information encrypted by the softwaremay be no more
than 56 or 256 binary digitslong, NATIONAL RESEARCH COUNCIL, CRYPTOGRAPHY’SROLE
IN SECURING THE INFORMATION SOCIETY, Glossary B (Prepublication Copy) (May 30,
1996)).

138 Encryption products were subject to export restrictions whose generosity depended upon
thestrength of the encryption and thereceptivity of their exporterstoa®key recovery” system.
The International Emergency Economic Powers Act (IEEPA) authorizes the President to
regulate certain import and export activities, 50 U.S.C. 1702, in order to deal with “unusual
and extraordinary threat[s] . . . to the national security, foreign policy, or economy of the
United States,” 50 U.S.C. 1701. The President relied upon these powers, E.O. 12131 (as
amended, 50 U.S.C. 1701 note), to revive otherwise expired portions of the Export
Administration Act of 1979, 50 U.S.C. App. 2401 to 2410c, and regulations promulgated
thereunder. Pursuant to these powers he authorized the Department of Commerce to
promulgate regulations for the issuance of the necessary export licenses covering encryption
products, E.O. 13026, 61 Fed.Reg. 58767 (Nov. 19, 1996). The Department of Commerce
issued interim encryption export licenseregulations, 61 Fed.Reg. 68572 (Dec. 30, 1996)(date
omitted hereafter).

Violations of any license, order, or regulation issued under |EEPA are punishable by
civil penalties of up to $10,000 and by criminal penalties of imprisonment for not more than
10 yearsand/or afine of not more than $50,000, 50 U.S.C. 1705. Encryption software and
equipment could not be exported without alicense. 15 C.F.R. 736.2(7), 61 Fed.Reg. 68579
(Dec. 30, 1996). Certain “cryptographic equipment specially designed and limited or usein
machines for banking . . . transactions’ was not controlled by these restrictions, 15 C.F.R.
Supplement No.1 to part 774, 61 Fed.Reg. 68586. Export licenses for 40-bit mass-market
encryption software were issued subject to a one-time expedited review process. 15 C.F.R.

(continued...)
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reduced recently, particular with respect to exports to the European Union and
severa other industrialized countries.*®

138(_..continued)
742.15 (61 Fed.Reg. 68581) and Supplement No.6 to Pt.742 (61 Fed.Reg. 68583-584).
Export licenses for 56-bit encryption software were issued for software that contained key
escrow, key recovery or key recoverablefeatures or for 56-bit software without such features
but whose producers submitted a detailed plan for the steps to be taken before January 1,
1999 for the creation of 56-bit software with such features. 15 C.F.R. 742.15 (61 Fed.Reg.
68581-582) and Supplements 4, 5& 7 to Pt.742 (61 Fed.Reg. 68582-584). “Key escrow,”
“key recovery,” and “key recoverable” all refer to features where a “key” that will unlock
encrypted information is held by the manufacturer of the encryption product or some other
individual or entity from whom it may be obtained by authorities, OFFICE OF TECHNOLOGY
ASSESSMENT, ISSUE UPDATE OF INFORMATION SECURITY AND PRIVACY IN NETWORK
ENVIRONMENTS, 6 (June, 1995); Supplemental Information, 61 Fed.Reg. 68575 (“For
purposes of thisrule, <recovery encryption products' refersto products (including software)
that allow government officials to obtain under proper legal authority and without the
cooperation or knowledge of the user, the plaintext of encrypted data and communications’).
Prior to theinvocation the President’ sauthority under IEEPA, the Arms Export Control
Act, 22 U.S.C. 2751 to 2596. and the International Traffic in Arms Regulations, 22 C.F.R.
120-130(rev. asof April 1, 1996), had been used for sometimeto restrict encryption exports.
NATIONAL RESEARCH COUNCIL, CRYPTOGRAPHY’S ROLE IN SECURING THE INFORMATION
SOCIETY, A Brief History of Cryptography Policy (Prepublication Copy) (May 30, 1996);
Public Cryptography, Arms Export Controls, and the First Amendment: A Need for
Legislation, 17 CORNELL INTERNATIONAL LAWJOURNAL 197 (1994); Cryptography, Export
Controls, and the First Amendment in Bernstein v. United States Department of State, 10
HARVARD JOURNAL OF LAW & TECHNOLOGY 667 (1997). Effective enforcement of the
export restrictions, however, posed certain First Amendment complications, Constitutional
Law—Free Speech Clause-Sxth Circuit Classifies Computer Source Code as Protected
Speech — Junger v. Daley, 209 F.3d 481 (6th Cir. 2000), 114 HARVARD LAW REVIEW 1813
(2001).

19 65 Fed.Reg. 2492 (Jan.14, 2000); 65 Fed.Reg. 62600 (Oct. 19, 2000), discussed in,
Grimmett, Encryption Export Controls, CRS REp.NO. RL30273 (Jan. 11, 2001).
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APPENDICES

Appendix |

State Statutes Outlawing the I nter ception

of Wire(w), Oral(o) and Electronic Communications(e)

Alabama: Ala.Code §813A-11-30 to 13A-11-37(w/0);
Alaska: Alaska Stat. §842.20.300 to 42.20.390(w/o/e);
Arizona: Ariz.Rev.Stat.Ann. 8813-3001to 13-3009(w/0/e);
Arkansas: Ark.Code 85-60-120(w/o/e);

California: Cal.Penal Code 88631(w), 632(0), 632.7(€);

Colorado: Colo.Rev.Stat. 8818-9-301 to 18-9-305(w/o/e);
Connecticut: Conn.Gen.Stat.Ann. 8853a-187 to 53a-
189(w/0);

Delawar e: Del.Codetit.11 §2402(w/o/e);

Florida: Fla.Stat.Ann. 8934.03(w/o/e);

Georgia: Ga.Code 816-11-62 (w/o/e);

Hawaii: Hawaii Rev.Stat. §8803-41, 803-42(w/o/€);

I daho: Idaho Code §18-6702(w/0);

[linois: 11l.Comp.Stat.Ann. ch.720 85/14-2(w/0);
Indiana: Ind.Code Ann. 835-33.5-5-5;*

lowa: lowa Code Ann. §8808B.2(w/0/e);

Kansas: Kan.Stat.Ann. §21-4001(w/0); 21-4002(w);
Kentucky: Ky.Rev.Stat. §8526.010,

526.020(w/0);

Louisiana: La.Rev.Stat.Ann. 815:1303(w/o/€);

Maine: Me.Rev.Stat.Ann. ch.15 88710(w/0);

Maryland: Md.Cts. & Jud.Pro.CodeAnn. §10-402(w/o/e);
M assachusetts: Mass.Gen.Laws Ann. ch.272 §99(w/o);
Michigan: Mich.Comp.Laws Ann.

§8750.539c¢(0); 750.540(w);

Minnesota: Minn.Stat.Ann. 8626A.02(w/o/e);
Mississippi: Miss.Code §41-29-533(w/0/e)

Missouri: Mo.Ann.Stat. §542.402 (w/0);

Montana: Mont.Code Ann. 845-8-213(w/0);
Nebraska: Neb.Rev.Stat. §86-702(w/0);

Nevada: Nev.Rev.Stat. §§200.620(w), 200.650(0);
New Hampshire: N.H.Rev.Stat.Ann. 8570-A:2 (w/0);

New Jersey: N.J.Stat. Ann. §2A:156A-3(w/0);

New Mexico: N.M.Stat.Ann. 830-12-1(w);

New York: N.Y.Penal Law §250.05(w/o/e);

North Carolina: N.C.Gen.Stat. §15A-287(w/o/e);
North Dakota: N.D.Cent.Code §812.1-15-02 (w/0);
Ohio: Ohio Rev.Code §2933.52 (w/o/e);

Oklahoma: Okla.Stat.Ann. tit.13 §176.3 (w/o/e);
Oregon: Ore.Rev.Stat. 88165.535 to 165.545 (w/o/e);

Pennsylvania: Pa.Stat.Ann. tit.18 85703 (w/o/e);
Rhode Idand: R.I.Gen.Laws 8811-35-21(w/0/e);
South Dakota: S.D.Cod.Laws §23A-35A-20 (w/0);
Tennessee: Tenn.Code Ann. §39-13-601(w/o/e);
Texas. Tex.Penal Code. §16.02(w/o/e);

Utah: Utah Code Ann. 8877-23a-4, 77-23b-2 to
77-23b-4(w/ole);

Virginia: Va.Code 8§19.2-62(w/o/e);
Washington: Wash.Rev.Code Ann.
§9.73.030(w/0);

West Virginia: W.Va.Code §62-1D-3(w/0/e);
Wisconsin: Wis.Stat.Ann. 8968.31(w/o/e);
Wyoming: Wyo.Stat. §7-3-602(w/o/e);

District of Columbia: D.C.Code §23-542(w/0).
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Appendix |

Consent Interceptions Under State Law

Alabama: Ala.Code 813A-11-30 (one party consent);
Alaska: Alaska Stat. 8842.20.310, 42.20.330 (one party
consent);

Arizona: Ariz.Rev.Stat.Ann. 813-3005 (oneparty consent);
Arkansas: Ark.Code 85-60-120 (one party consent);
California: Cal. Penal Code 88631, 632 (oneparty consent
for police; all party consent otherwise);

Colorado: Colo.Rev.Stat. §818-9-303, 18-9-304 (oneparty
consent);

Connecticut: Conn.Gen.Stat.Ann. 8853a-187(one party
consent);

Delaware: Del.Codetit.11 §2402 (one party consent);
Florida: Fla.Stat.Ann. 8934.03 (one party consent for the
police, all party consent for others);

Georgia: Ga.Code 816-11-66 (one party consent);
Hawaii: Hawaii Rev.Stat. 8803-42 (one party consent);

I daho: Idaho Code 8§18-6702 (one party consent);
[llinois: 1ll.Comp.Stat.Ann. ch.720 85/14-2 (law
enforcement exceptions but no one party consent
exception);

Indiana: Ind.Code Ann. 835-33.5-5-6 (no consent
language, but proscription is limited );

lowa: lowa Code Ann. §808B.2 (one party consent);
Kansas: Kan.Stat.Ann. §821-4001, 21-4002 (all party
consent);

Kentucky: Ky.Rev.Stat. 8526.010 (one party consent);

L ouisana: La.Rev.Stat.Ann. 815:1303 (oneparty consent);
Maine: Me.Rev.Stat.Ann. ch.15 88709, 712 (one party
consent);

Maryland: Md.Cts. & Jud.Pro.Code Ann. §10-402 (all
party consent);

M assachusetts: Mass.Gen.Laws Ann. ch.272 8899 (all
parties must consent, except in some law enforcement
cases);

Michigan: Mich.Comp.Laws Ann. 8750.539c
(eavesdropping proscriptions do not apply to otherwise
lawful activities of peace officers);

Minnesota: Minn.Stat.Ann. 8626A.02 (oneparty consent);

Mississippi: Miss.Code 8§41-29-531 (one party consent);
Missouri: Mo.Ann.Stat. §542.402 (one party consent);

Montana: Mont.Conde Ann. 8845-8-213 (all parties must
consent);

Nebraska: Neb.Rev.Stat. 886-702 (one party consent);
Nevada: Nev.Rev.Stat. 88200.620, 200.650 (one party
consent);

New Hampshire: N.H.Rev.Stat.Ann. 8570-A:2 (all party
consent);

New Jersey: N.J.Stat.Ann. 882A:156A-4 (one party
consent);

New Mexico: N.M.Stat.Ann. 8830-12-1 (one party
consent);

New York: N.Y.Penal Law §250.00 (one party consent);
North Carolina: N.C.Gen.Stat. §15A-287 (one party
consent);

North Dakota: N.D.Cent.Code §812.1-15-02 (one party
consent);

Ohio: Ohio Rev.Code §2933.52 (one party consent);
Oklahoma: Okla.Stat.Ann. tit.13 8§176.4 (one party
consent);

Oregon: Ore.Rev.Stat. 8165.540 (one party consent for
wiretapping and all parties must consent for other forms of
electronic eavesdropping);

Pennsylvania: Pa.Stat.Ann.tit.18 85704 (one party consent
for the police; al parties consent otherwise);

Rhode Idand: R.l.Gen.Laws §811-35-21 (one party
consent);

South Dakota: S.D.Comp.Laws 8823A-35A-20 (oneparty
consent);

Tennessee: Tenn.Code Ann. 839-13-601 (one party
consent)

Texas. Tex.Penal Code §16.02 (one party consent);

Utah: Utah Code Ann. 8877-23a-4 (one party consent);
Virginia: Va.Code §19.2-62 (one party consent);
Washington: Wash.Rev.Code Ann. §9.73.030 (all parties
must consent except in certain law enforcement cases);
West Virginia: W.Va.Code 862-1D-3 (one party consent);
Wisconsin: Wis.Stat.Ann. §968.31 (one party consent);
Wyoming: Wyo.Stat. 87-3-602 (one party consent);
District of Columbia: D.C.Code §23-542 (one party
consent).
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Appendix I11

Statutory Civil Liability for Interceptions Under State Law

Arizona: Ariz.Rev.Stat.Ann. 812-731;

California: Cal. Pena Code 88 637.2;

Colorado: Colo.Rev.Stat. §18-9-309.5;
Connecticut: Conn.Gen.Stat.Ann. §854-41r;
Delawar e: Del.Code tit.11 §2409;

Florida: Fla.Stat.Ann. §8934.10, 934.27,

Hawaii: Hawaii Rev.Stat. 8803-48;

| daho: Idaho Code 818-6709;

[llinois: 11l.Comp.Stat.Ann. ch.720 85/14-6;
Indiana: Ind.Code Ann. §35-33.5-5-4;

lowa: lowa Code Ann. §8808B.8;

Kansas: Kan.Stat.Ann. 822-2518

Louisiana: LaRev.Stat.Ann. §15:1312;

Maine: Me.Rev.Stat.Ann. ch.15 8711,

Maryland: Md.Cts. & Jud.Pro.Code Ann. §810-410, 10-
4A-08;

M assachusetts: Mass.Gen.Laws Ann. ch.272 §899;
Michigan: Mich.Comp.Laws Ann. §750.53%9h;
Minnesota: Minn.Stat.Ann. 88626A.02, 626A.13;
Nebraska:Neb.Rev.Stat. 8886-707.2, 86-707.15;

Nevada: Nev.Rev.Stat. §200.690;

New Hampshire: N.H.Rev.Stat.Ann. 8570-A:11;
New Jersey: N.J.Stat.Ann. 882A:156-24;

New Mexico: N.M.Stat.Ann. 8830-12-11;

North Carolina: N.C.Gen.Stat. 815A-296;
Ohio: Ohio Rev.Code §2953.65;

Oregon: Ore.Rev.Stat. 8133.739;

Pennsylvania: Pa.Stat.Ann. tit.18 885725, 5747;
Rhode Idand: R.I.Gen.Laws §12-5.1-13;
Tennessee: Tenn.Code Ann. §39-13-603;

Texas. Tex.Civ.Pract. & Pro. §8123.001-123.004;
Utah: Utah Code Ann. 8877-23a-11; 77-23b-8;
Virginia: Va.Code 8§19.2-69;

Washington: Wash.Rev.Code Ann. §9.73.060;
West Virginia: W.Va.Code §62-1D-12;
Wisconsin: Wis.Stat.Ann. §968.31;

Wyoming: Wyo.Stat. §7-3-609;

District of Columbia: D.C.Code §23-554.
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Appendix IV

Court Authorized Interception Under State Law

Alaska: Alaska Stats. §812.37.010 to 12.37.130;
Arizona: Ariz.Rev.Stat.Ann. 8813-3010 to 13-3017;
California: Cal.Pena Code 8629 to 629.98;

Colorado: Colo.Rev.Stat. §816-15-101 to 16-15-104;
Connecticut: Conn.Gen.Stat.Ann. 8854-41ato 54-41t;
Delawar e: Del.Code tit.11 882401 to 2412,

Florida: Fla.Stat.Ann. 88934.02 to 934.43;

Georgia: Ga.Code §816-11-64;

Hawaii: Hawaii Rev.Stat. 88803-41 to 803-49;

Idaho: Idaho Code §818-6706 to 18-6725;

[linois: Ill.Stat.Ann. ch.725 §885/108A-1 to 108B-14;

I ndiana:Ind.Code 8835-33.5-1-1 to 35-33.5-5-6;

lowa: lowa Code Ann. §8808B.3 to 808B.5;

Kansas; Kan.Stat.Ann. §822-2401 to 22-2414;
Louisiana: La.Rev.Stat.Ann. §815:1301 to 15:1316;
Maryland: Md.Cts. & Jud.Pro.Code Ann. 8810-401 to 10-
410;

M assachusetts: Mass.Gen.Laws Ann. ch.272 899;
Minnesota: Minn.Stat.Ann. 88626A.01 to 626.41;
Mississippi: Miss.Code §841-29-501 to 41-29-537,
Missouri: Mo.Ann.Stat. §8542.400 to 542.424;
Nebraska: Neb.Rev.Stat. §886-701 to 86-712;

Nevada: Nev.Rev.Stat. §8179.410 to 179.515;

New Hampshire: N.H.Rev.Stat.Ann. 88570-A:1 to 570-
A:9;

New Jersey: N.J.Stat.Ann. 882A:156A-8 to 2A:156A-23;
New Mexico: N.M.Stat.Ann. 8830-12-1 to 30-12-14;
New York: N.Y.Crime.Pro. Law 8§8700.05 to 700.70;

North Carolina: N.C.Gen.Stat. 8815A-286 to 15A-298;
North Dakota: N.D.Cent.Code §8829-29.2-01 to 29-29.2-
05;

Ohio: Ohio Rev.Code §82933.51 to 2933.66;

Oklahoma: Okla.Stat.Ann. tit.13 §8176.1 to 176.14
Oregon: Ore.Rev.Stat. 88133.721 to 133.739;
Pennsylvania: Pa.Stat.Ann. tit.18 885701 to 5728
Rhode Idand: R.I.Gen.Laws 8§812-5.1-1 to 12-5.1-16;
South Dakota: S.D.Cod.Laws §823A-35A-1 to 23A-35A-
34

Tennessee: Tenn.Code Ann. §840-6-301 to 40-6-311;
Texas. Tex.Crim.Pro. Code. §18.20;

Utah: Utah Code Ann. 8877-23a-1 to 77-23a-16;
Virginia: Va.Code 8819.2-61 to 19.2-70.3;

Washington: Wash.Rev.Code Ann. 889.73.040 to
9.73.250;

West Virginia: W.VaCode §862-1D-1 to 62-1D-16;
Wisconsin: Wis.Stat.Ann. 88968.27 to 968.33;
Wyoming: Wyo.Stat. 887-3-601 to 7-3-611,

District of Columbia: D.C.Code §823-541 to 23-556.
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Appendix V

State Statutes Regulating Stored Electronic Communications (SE),

Pen Registers (PR) and Trap and Trace Devices (T)

Alaska: Alaska Stats. 8812.37.200 (PR&T),
12.37.300(SE);

Arizona: Ariz.Rev.Stat.Ann. 8813-3016 (SE), 13-3017
(PR&T);

Delaware: Del.Codetit.11 882421 to 2426 (SE), 2430 to
2434 (PR&T);

Florida: FlaStat.Ann. 88934.21 (SE), 93432 to
934.34(PR&T);

Georgia: Ga.Code Ann. 8816-11-60 to 16-11-64.2;
Hawaii: Hawaii Rev.Stat. §8803-44.5, 803-44.6 (PR&T),
803-47.5 t0 803.47.9 (SE);

Idaho: Idaho Code §818-6721 to 18-6723 (PR&T);

lowa: lowa Code Ann. §8808B.10 to 808B.14;

Kansas: Kan.Stat.Ann. §822-2525 to 22-2529 (PR&T);
Louisana: LaRev.Stat.Ann. 8815:1313 to 15:1316
(PR&T);

Maryland: Md.Cts. & Jud.Pro.Code Ann. 8810-4A-01 to
10-4A-08 (SE), 10-4B-01 to 10-4B-05 (PR&T);
Minnesota: Minn.Stat.Ann. 88626A.24 (SE), 626A.35TO
636A.391 (PR&T);

Mississippi; Miss.Code §41-29-701(PR&T);

Montana: Mont.Code Ann. 8846-4-401 TO 46-4-
404(PR&T);

Nebraska: Neb.Rev.Stat. 8§886-707.3 to 86-707.07
(PR&T), 86-707.09 to 86-707.14 (SE);

Nevada: Nev.Rev.Stat. §8179.530 (PR&T), 205.492 TO
205.513(SE);

New Hampshire: N.H.Rev.Stat.Ann. 88570-B:1t0570-B:7
(PR&T);

New Jersey; N.J.Stat.Ann. 882A:156A-27 to 2A:156A-34
(SB);

New York: N.Y.Crim.ProLaw 88750.00 to 750.35
(PR&T);

North Carolina: N.C.Gen.Stat. 8815A-260 to 15A-264
(PR&T);

North Dakota: N.D.Cent.Code §§29-29.3-01t0 29-29.3-05
(PR&T);

Ohio: Ohio Rev.Code §2933.76 (PR&T);

Oklahoma: Okla.Stat.Ann. tit.138177.1t0177.5(PR&T);
Oregon: Ore.Rev.Stat. §8165.657 to 165.659 (PR&T);
Pennsylvania: Pa.Stat.Ann. tit.18 885741 to 5748 (SE),

5771t0 5775 (PR&T);

Rhode Idand; R..Gen.Laws 8812-5.2-1 to 12-5.2-5
(PR&T);

South Carolina; S.C.Code 8817-29-10 to 17-29-50
(PR&T);

South Dakota: S.D.Cod.Laws8823A-35A-22t0 23A-35A-
34 (PR&T);

Tennessee: Tenn.Code Ann. 840-6-311 (PR&T);

Texas. Tex.Code of Crim.Pro. art. 18.21 (SE, PR&T);
Utah: Utah Code Ann. 8877-23a-14 (PR&T), 77-23b-2 to
77-23b-9(SE);

Virginia: Va.Code 8819.2-70.2 (PR&T), 19.2-70.3 (SE);
West Virginia: W.Va.Code 862-1D-10 (PR&T);
Wisconsin: Wis.Stat.Ann. §968.30 to 968.37 (PR&T).
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Appendix VI

State Computer Crime Statutes

Alabama: Ala.Code §813A-8-100 to 13A-8-103;
Alaska: Alaska Stat. 811.46.740;

Arizona: Ariz.Rev.Stat.Ann. §13-2316;

Arkansas. Ark.Code §85-41-101 to 5-41-108;
California: Cal.Pena Code 8502;

Colorado: Colo.Rev.Stat. §818-5.5-101, 18-5.5-102;
Connecticut: Conn.Gen.Stat.Ann. 8§853a-250 to 53a-261;
Delawar e: Del.Code tit.11 88931 to 939;

Florida: Fla.Stat.Ann. 88815.01 to 815.07;

Georgia: Ga.Code 8816-9-92 to 16-9-64;

Hawaii: Hawaii Rev.Stat. §708-890 to 708-896;

Idaho: Idaho Code §818-2201, 18-2202,

[Hlinois: Ill.Stat.Ann. ch.720 885/16D-1 to 5/16D-7,;
Indiana: Ind.Code 8835-43-2-4 to 35-43-2-3;

lowa: lowa Code Ann. §88716A.1 to 716A.16;

Kansas: Kan.Stat.Ann. §21-3755;
Kentucky:Ky.Rev.Stat. §8434.840 to 434.860;
Louisiana: LaRev.Stat.Ann. §§814:73.1 to 14:73.5;
Maine: Me.Rev.Stat.Ann. ch.17-A 88431 to 433;
Maryland: Md.Code Ann. art. 27 §146;

M assachusetts: Mass.Gen.Laws Ann. ch.266 §833A;
Michigan: Mich.Comp.Laws Ann. 88752.791 to 752.797;
Minnesota: Minn.Stat.Ann. 88609.87 to 609.893;
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