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Summary

Nuclear,biological ,and chemica weapons(NBCW) posethemost seriousthreats
totheUnited Statesanditsforeigninterests. Ballisticand cruisemissiles, aircraft, covert
forces, andterrorist groupsarecons dered poss blemeansof ddiveringtheseweaponsof
massdestruction. Thetotal number of nuclear, biological, and chemical weapons
stockpiled throughout theworldisdecreasing asthemajor powersscaleback their
inventories, but someadditional countriesand groupsaretryingto acquiretheseweapons.
U.S. andallied policy makersdebatetherateof proliferationand thenatureand extent of
thethreat tothe United Statesanditsallies, andtheweapons' effectsoninternational
stability. Theseissuesandthepolicy preferencesof varioussegmentsof thesecurity
policy communitiesintheUnited Statesand overseashaveledto markedly different
approachesto countering NBCweaponsand missilethreats. Thepurposeof thispaper
i sto assemblecurrentinformation onthestatusof weaponsprogramsaround theglobeand
analyze patterns regarding the threats posed by these weapons.

China, France, Russia, the UnitedKingdom, and the United States have wel | -
establi shedarsenal sof nuclear wegponsand arecons dered nucl ear-wesgpon statesunder
theNuclear Non-Proliferation Treaty (NPT). Indiaand Pakistantested nuclear weapons
in1998; | srael isbelieved to havenumerousnucl ear weapons; and North K oreaisthought
tohaveoneortwo. U.S.intelligenceofficia spredict morecountrieswill acquirethemin
the next decade or so. About adozen countrieshaveoffensivebiol ogical weapons
programs,andabout 17 countrieswerereportedly knownor likely tohavehad chemica
weapons whenthe Chemical Weapons Conventionwentintoeffect. Thenumber of
countriesand subnational groups that will beableto produceat |east smal quantitiesof
CW and BW weaponsislikelytogrowasnewtechnol ogiesaredevel opedandthe
international flow of goods, peopl e, and technol ogy continuestoincrease. Thenumber that
will produceand stockpile WM D may decreaseif diplomaticefforts, armscontrol tregties,
nonproliferationregimes, and security strategiesareeffective. WhiletheUnited Statesand
Russiaarereducingtheir intercontinental missileinventoriesand haveeliminated
intermedi ate-rangemissiles, Chinaismodernizing and expandingitsmissileforce, and
NorthKorea, Iran, I srael, India, and Pakistan are buil ding short- and medium-range
missilesand aredevel opinglonger-rangemissiles. Dozensof countrieshaveor are
developing ballistic missiles and more are likely to acquire them.

Fromthe United Statesand Europe, acrossNorthAfricaandthe MiddleEast,
through South Asiato Northeast Asia, nuclear, biological, or chemical weaponsand
missileswill probably beapotential threat for theforeseesblefuture. Morecountriesand
groupswill havetheability toinflict masscasualtiesand massdestructionontheir
adversarieswithintheir country, withintheir region, and eventhoseat agreat distance.
Whilethethreatsof nuclear, biological, and chemica warfareassociatedwiththeCold
War aregreatly diminished, newthreatshaveemerged and moremay developinthe
coming decadeaselementsinNorth Korea, Russia, China, and other countriescontinue
to export weapons technology.
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Nuclear, Biological, and Chemical
Weapons and Missiles: The Current
Situation and Trends

Background

Onlynuclear,biological,or chemical weapons(NBCW) could now threstenthe
national integrity of theUnited Statesor couldinflict massivecasudtiesand destructionon
the country.! Theseweaponsarealsoathreat toU.S. troopsabroad, U.S. allies, and
regiond stability. Withtheend of theCold War and thediminished strategic Soviet thredt,
U.S. policy makershavebeenabletogivegreater attentiontothepotentia useof nuclear,
biological, and chemica weaponshy lesspowerful countriesor terrorist groups. For these
reasons, thereisconcernin Congressabout thecountriesand groupsthat haveNBC
weapons, aredevel oping them, or trying to acquirethem, and about thosewho haveor
seek missileddivery systems. President Clintonreportedto Congressthat “ Weaponsof
massdestructionposethe greatest potential threat to global stability and security.
Proliferation of advanced weaponsand technol ogiesthreatensto provideroguestates,
terroristsandinternationa crimeorganizationswiththemeanstoinflict terribledamageon
the United States, our allies and U.S. citizens and troops abroad.”? The Bush
Administration hasfocused onwegponsprogramsand restructuring of themilitary toded
with aspects of agrowing NBCW and missile threat.?

But worldleadersdebatethe extent of thethreats,andwhether the threatsare
growingor receding. SomeU.S. andforeignanaystsemphasi zepositivedevel opments,
suchasthedemiseof the Soviet Unionand progressmadein U.S.-Russianarmscontrol
andinternational armscontrol. Othersemphasi zenegativedevel opmentssuchasthe
nuclear tests by Indiaand Pakistan; missiletestsby NorthKorea, Iran, India, and
Pakistan; continuing transfersof dangeroustechnol ogy particularly by China, Russia, and
North Korea; and agrowinginterest inweaponsof massdestructionamongterrorists.
The purposeof thisreportisto contributeto discussionsof U.S. policiesonthesecomplex
national security issuesby providinginformationandanalysi sregarding thecurrent threet
and trends in nuclear, biological, and chemical weapons and missiles.

Nuclear and biologica weapons can cause massive casuaties and other damage. The
effects of chemical weapons are generdly confined to smaller geographic areas and cause
fewer casualties but can create panic in a poorly protected population.

2A National Security Srategy for A New Century. Released by the White House Press
Secretary, January 5, 2000, p. 6.

SWolfowitz, Paul, Testimony before the Senate Committee on Armed Services, July 12, 2001.
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Implications for U.S. Policy Decisions

Numerouslawsaddressthe proliferation, development, testing, production,
stockpiling, and useof theseweapons* Potential NBCW and missile(NBCW+M ) threats
toU.S. security interestsimpingeon numerousnational security andforeignpolicy
decisions. Whether potential adversarieshaveandarelikely touseNBCW+M isoften
instrumental in determining:

! the size and nature of the U.S. military force structure

1 U.S. acquisition of weapon systems and equipment

1 U.S. doctrine and strategy for homeland defense and military operations abroad
! foreign policy and economic policy toward those countries and their neighbors.

Thestatus andtrendsof thesestrategicweaponsarekey factorsinnational and
international debates regarding:

1 whether themost dangerousthreat or themost likely threat toU.S. security is
NBCW delivered by terrorists, missiles, aircraft, or ships

1 whether likely adversariesareacquiring NBC weaponsand missilesasdeterrence
or as an offensive military capability to use against the United States or its allies

1 whether intelligenceestimatesshoul d bebased onthecapability of countriesand
terrorist groups to acquire and use NBC weapons and missiles or ontheir
perceived intent to acquire and use them

1 whether U.S. intelligence collection and analysis resources are adequate

1 whether theUnited Statesshould emphasizeastrategy of deterrenceor astrategy
of independent national defense

! the appropriatemix of activedefense, passivedefense, armscontrol, and economic
growth through expanded exports.

Resol ution of thesedifficultissuesiscritical indetermining sound U.S. national
security policies. Someanaystsconcludethatissuesthat are”toohard” —suchashowto
counter biological weaponsattacksintheUnited Statesby terrorists, or how to prevent
particular countriesfromacquiring NBCW —arenecessarily put onaback burner. Others
contend suchthreatsshouldbeaprimary focusof U.S. defensepolicy. Somearguethat
economicinterestshaveoverruled security concernsindeterminingwhether toexercise
U.S. politica and economicclout todow theproliferation of NBCweaponsand missiles.
Other analystsand policy makersemphasizetheview that U.S. economicstrengthisthe
basis for U.S. security and must be protected.

Whileeconomicpolicy hasbeenalargebenefactor of thepost Cold War period, the
U.S. government hasal so takenmany stepsto addressNBC weapons.® Still, most

“See, Nuclear, Biological, Chemical, and Missile Proliferation Sanctions: Current Law,
by Dianne Rennack, CRS Report 98-116 F, updated July 21, 2000.

°See, Proliferation Control Regimes. Background and Satus, CRS Report 97-343,
(continued...)
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analystsagreemuchremainstobedonetoreducetheWMD threat. In October 1996,
President Clinton described the situation as follows:

...we have workedpatiently and pragmatically toreducethethreat of
weaponsof massdestruction, totakeonthechallengeof terrorism, tobuildan
opentrading systemfor the21% century, to helpsecurethegainsthat peaceand
freedom aremaking aroundtheworld. Wearemaking thefuturemoresecure
by lifting the danger of weapons of mass destruction.®

Countries that Have or May Soon Acquire NBC
Weapons and Missiles

About twenty-five countries,accordingtovariousU.S. government sources, are
suspected of having nuclear, biological, or chemical weapons(NBCW) or of seeking such
weapons. Whilethegovernment hasnot listed all thecountrieswithNBCW programsin
unclassifiedreports, it hasidentified some of the countries. Themedia, foreign
governments, and theacademiccommunity haveidentified others. Table1listsabout two
dozen countriesthat have, or may havehad theseweapon programswithinthelast severa
years, based onacombination of sources. Whilethetotal number of nuclear, biological,
and chemical weapon countriesisinapproximateaccordwithU.S. government total s,
someof thelistedcountriesmay not bethesameasthosereferredto by the Secretary of
Defense, Director of Central Intelligence, or other officialsin public reports.

Thetotal number hasnot grownsignificantly sincetheend of theColdWar, asafew
countrieshaveabolishedtheir programsand othershaveacquired weapons. What is
perhaps moresignificantiswhich particular countriesareactively buildingNBCW
inventoriesandtheir increas ng capabilitiesto ddliver theseweapons, taking advantage of
widdy availablemissiletechnology. Alsosgnificantisthepotentia for additional countries,
or possibly terrorist groups, to produce NBC weapons using available technology.

5(...continued)
updated March 30, 2000.

Clinton, William J. President. Foreign Policy Speech, in Detroit, Michigan, October 22,
1996.
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Figure 1. Nuclear, Biological, and Chemical Weapons and Ballistic Missiles
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Nuclear Weapon Arsenals and Programs

Fivecountrieshavewd |-established arsenal sof nuclear weaponsand areconsidered
nuclear-weagpon statesunder theNuclear Non-Proliferation Treaty (NPT): China, France,
Russia, the United Kingdom, and the United States.’

India, Pakistan, | srael,and possibly NorthK oreaarereportedto havenuclear
weapons but arenot consi dered nucl ear-weaponstatesunder theNPT. Indiatesteda
nuclear deviceinMay 1974 andtested several moreinMay 1998. Israel issaidtohave
produceditsfirst atomicweaponinthelate 1960sand may now havebetween 100 and
200 weapons.? Pakistan respondedto | ndia’ s1998test by testing anumber of nuclear
devicesinMay 1998. NorthK orea“ probably hasone, possibly two, nuclear weapons.”°
Aspart of the Agreed Framework, North K oreahasfrozenitsgraphite-moderated
reactorsincluding theplutoniumreprocessing plant, and halted theconstruction of two
other reactors, but already had enough material for oneor twoweapons. Each of these
countrieshasaircraft withwhichthey could ddliver nuclear weapons, eachhasmissilesthat
may nowor soonbe ableto deliver their nuclear weapons. Indiaandlsragl may alsobe
devel oping ship-based missiles.!®

Iran, Irag, and Libyaarereportedly tryingto devel op nuclear weapons. Iranhasa
number of civiliannuclear facilitiesand reportedly hasacovert programto devel op nuclear
weapons. Iraq’'s nuclear weapon program was stalled by the Gulf War and UN
inspections, but it coul d probably producenuclear wegponsinare atively shorttimeif it
isabletoimport fissilematerial or theequipmentto produceit. Libya’ sattemptsto
develop nuclear weapons apparently have not made much progress.

Other governmentshaverelinquished their nuclear weapons(Bel arus, K azakhstan,
Ukraine,and SouthAfrica) or have abandoned or forswornnucl ear weapon programs
(Argentina, Brazil, Germany, Japan, SouthK orea, Sweden, and Taiwan). Nuclear
technology isincreasingly available, and nuclear weaponmaterial sand production
equipment may beavailableontheinternational black-market or may betransferredfrom
one statetoanother. Additional countriesmay thereforebeableto devel op nuclear

"For a discussion of U.S. nuclear forces, see U.S. Nuclear Weapons: Policy, Force
Sructure, and Arms Control Issues, CRS Report RL30345, by Amy F. Woolf, Oct. 1,
1999.

8Spector, Leonard S. Nuclear Ambitions. Boulder, Westview Press, 1990, p. 155; Cohen,
Avner. lIsrael and the Bomb. New York, Columbia University Press, 1998, p. 1;
“Completing the Deterrence Triangle,” Carnegie Endowment for International Peace, Non-
Proliferation Project, v. 3, no. 18, June 29, 2000.

°U.S. Nationd Intelligence Council. Global Trends 2015: A Dialogue About the Future
with Nongover nment Experts. NIC 2000-02, December 2000, p. 36.

©For further information see, Nuclear Weapons and Balligic Missile Proliferation in
India and Pakistan, by K. Allan Kronstadt, CRS Report RL30623; Pakistan-U.S.
Relations, by Barbara Ann LePoer, CRS Issue Brief 1B94041; Nuclear Nonproliferation
Issues, by Carl Behrens, CRS Issue Brief 1B98039.
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weaponsif they areableto obtainfisslematerial. Eventerrorist groupsmay acquireand
use radiol ogical weapons whichuseaconventional explosive to disperse deadly
radioactive materia: inthemid-1990s, Chechenrebel sandthe Aum Shinrikyoculttried
to acquire and use radioactive materials as terrorist devices.

Biological Weapon Arsenals and Programs

Almost adozen countrieshaveoffensveBW programs™ Publicinformation sources
indicatetwo countries(Iragand Egypt) areknowntohaveBW, and several countriesare
likely tohave BW, suspected of havingBW, or areseeking BW. Inaddition, anumber
of subnational terrorist groupshavereportedly triedto devel op or acquireBW. Because
much of the material andequipment usedto produce BW has legitimate medical,
agricultural, orindustrial purposes, and because BW could possibly beproduced covertly
inarelatively small facility, other countriesor groupsmay haveundetected BW programs.
However, expertsinthefield say terrorist groupswoul d havedifficulty obtai ning sufficient
material sand know-how togrow, handle, storeand dispersebiol ogical agentstohavea
large-scalelethal effect.’? A small volumeof biological agent or toxin, if properly
dispersed, could causemassive casualtiesinan unprotected densely populated area. The
material couldbesprayedfromanaircraft or drone; fromsubmunitionsdelivered by
artillery, rockets, cruiseor ballisticmissiles; or disseminated by terrorists. Eachof the
countriesthat reportedly haveoffensveBW programshaveaircraft, artillery, andmissiles.
DuringtheGulf War, Irag had BW warheadson someof itsshort-rangemissilesbut
apparently did not use those weapons.

Chemical Weapon Arsenals and Programs

“Atleast sixteenstates...currently haveactive CW programs,” accordingtoa
statement by aCI A official in1999.2 Unclassified, public sourceshave named about
countries(includingtheUnited States) that werereportedly knownor likely tohavehad
chemical weaponsinventoriesinthelate 1990s. Additional countriesandafewterrorist
groups were suspected of having or seeking CW.

Under the Chemical WeaponsConvention (CWC), whichwentintoeffectin1997,
member countrieswill have to destroy their stockpilesby 2007. TheUnited States,
Russia, South K orea, and Indiaacknowledged CW inventories, and all but Russiahave
begundestroyingthe CW weaponsand materials. Eleven countriesa soreportedfacilities
for theproduction of CW and havepledged to destroy them or convertthemtocivilian
uses. Other countriesmay be prevented from acquiring precursor material sneededto

L auder, John A. Specia Assistant for Nonproliferation to the Director of Centra
Intelligence. Unclassified Statement to the Commission to Assess the Organization of the
Federal Government to Combat the Proliferation of Weapons of Mass Destruction, as
prepared for delivery on 29 April 1999, p. 4.

2| eitenberg, Milton. “An Assessment of the Threat of the Use of Biological Weapons or
Biological Agents,” September 18, 2000, p. 18.

Blbid.
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producechemical weaponshby export control and monitoring mechanisms. Theeffect of
the CW Chas probably beentoreducethenumber of partieswith chemical weaponsand
toreducethelikelihoodthey will beused. Butitisnot clear which countriesstill have CW
programsbecausethe Convention hasnot been aggressively implemented and therehave
beenno challengeinspections* Several countriesthat ratified the CWC haveprobably
terminatedtheir CW programs, but itissuspected that somesignatories(suchaslranand
Sudan) and several countriesthat havenot signedthe CWC (Egypt, Iraq, I srael, Libya,
North Korea, and Syria) may still be developing or producing CW.

Technology and material sfor theproduction of |ethal chemical agentsareavailable
internationally, and productionfacilitiescan beconceal ed, soitispossiblethat additional
countriesand subnational groupsmay now, or soon, have CW capabilities. In1995, the
Japanesereligiouscult Aum Shinrikyolaunched attacksinthe Tokyo subway with sarin,
achemical nerveagent. Whilethenumber of producersof small quantitiesof CW could
increase, restrictionsestablished under the CWCwill probably limit large-sca eproduction
andstockpilesamong CW C statesparties.® Theextent towhichtheworldwide CW
threat decreasesor increasesinthecomingdecadedependsin part on how effectively the
CWC isimplemented.

Chemical agentscanbedeliveredby aircraft, drones, artillery, rocket launchers,
submunitionson cruiseor balisticmissiles, dispersionfromachemica reaction or manual
or mechanical rel ease. All but threeof thecountriesthat reportedly havehad or have
sought chemical weapons al so have missilesand other meansof delivery. Several
countries reportedly have CW warheads for their missiles.

“Tucker, Jonathan B. “The Chemical Weapons Convention: Has it Enhanced U.S.
Security?” Arms Control Today, April 2001, pp. 8-12.

®Chemical Weapons Convention: Issues for Congress, CRS Issue Brief 1B94029, by
Steven Bowman.



Table 1. The State of Proliferation
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Nuclear Biological | Chemical Ballistic
Weapons Weapons | Weapons | Missiles
(Longest
)
Algeria —= Research? Suspected SRBM
China Known Likely® Has Had ICBM
Egypt — Known Likely SRBM
R&D
Ethiopia — — Likely® —
France Known Ended Ended SLBM
India Known® — Has Had © MRBM
Indonesia — — Sought —
Iran Seeking Likely HasHad' MRBM
Irag Seeking Known? Knowns? SRBM
Israel Known" Likely R&D Likely MRBM
Kazakhstan Ended — Suspected SRBM
Libya Seeking Research Likely i MRBM
Myanmar — — Likely —
North Korea Likely Likely Known IRBM
Pakistan Known' —nm Likely MRBM
Russia Known Suspected " Known ICBM
Saudi Arabia —° — Suspected MRBM
South Africa Ended Ended Suspected Ended
South Korea Ended — Suspected SRBM
Sudan — a Suspected —
Syria — Seeking Known SRBM
Taiwan Ended Suspected Likely SRBM
Thailand — — Suspected —
United Kingdom Known Ended Ended SLBM
United States Known Ended Known ICBM
Vietnam — — Likely SRBM
Yugoslavia (Serbia & Montenegro) — — Known ! Suspected
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TermsUsed In Table 1

1 Missles: Thetableindicatestherangegroup of thelongestrangeballisticmissile
inthe possession of each country that al so hasnuclear, chemical, or biological
weapons. India, Iran, North Korea, and Pakistanaredevel oping, but do not yet
possess, longer range ballistic missiles.

SRBM: Short Range Ballistic Missile, <1000 km (620 mi.)

MRBM : Medium Range Ballistic Missile, 1001-3000 km (621-1860 mi.)
IRBM: Intermediate Range Ballistic Missile, 3001-5500 km (1861-3410mi.)

ICBM: Intercontinental Ballistic Missile, >5500 km (3410 mi.)
SLBM: Submarine Launched Ballistic Missile

Sour ces: Primary sources used in the production of the table were:

Proliferation Threat and Response Office of the Secretary of Defense: April 1996, and
November 1997.

The Arms Control Reporter . Ingtitute for Defense and Disarmament Studies.

Adherence To and Compliance With Arms Control Agreements. Arms Control and Disarmament
Agency: 1996 Annual Report.

The Nonproliferation Review. Center for Nonproliferation Studies at the Monterey Institute of
International Studies, various issues.

Report of the Commission to Assess the Ballistic Missile Threat to the United States, Executive
Summary, July 15, 1998.

Table 1 Notes
& A few indicators suggest a possible military use of Algerias 15 MWt Es Salam reactor at Ain
Oussera, and evoked suspicion that Algeria is developing nuclear weapons. Rodney W. Jones, Mark
G. McDonough with Toby Dalton and Gregory Koblentz, Tracking Nuclear Praliferation, Carnegie
Endowment for International Peace, 1998, p.163.

® ACDA reported in 1996 that China previously had a biological weapon (BW) program and that it was
highly probable that China remained noncompliant with obligations under the BW Convention.
Adherence to and Compliance With Arms Control Agreements, Arms Control and Disarmament
Agency, 1996. U.S. Department of Defense, Proliferation: Threat and Response 1997 stated, “China
likely has maintained the offensive biologicd warfare program it is believed to have had before
acceding to the BWC.”

¢ Ethiopia was termed a “probable’ chemica weapons possessor by Rear Admiral Thomas Brooks,
Director of Nava Intelligence, statement before the House Committee on Armed Services,
Subcommittee on Sea Power, Strategic and Critical Materials, March 7, 1991, p.107.

9 |ndia detonated a nuclear devicein 1974 and several morein 1998.

€ When it became a state party to the Chemical Weapons Convention, India admitted that it had
produced a chemical weapons stockpile, but has since hosted all required CWC inspections. It retains
the capability to produce CW. Proliferation: Threat and Response, January 2001, p. 25.

' Iran used chemical weapons in 1987 during the Iran-Irag War and also supplied Libya with chemical
weapons which were later used in Chad. Proliferation: Threat and Response 1996, pp. 15-16. “It is
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aso believed to be conducting research on nerve agents.”  Proliferation: Threat and Response,
January 2001, p. 36

9 Irag clams its CW and BW stockpiles have been destroyed, but UN inspection officias suspect
small stockpiles, possibly including missile warheads, remain. Irag used CW against Iran and against
its own Kurdish population in the 1980s.

h Although press reports and the academic community generally report that lIsrael has nuclear
weapons, many of which could be deployed with its missile force, neither the Israeli nor U.S.
government has officialy acknowledged their existence.

' K azakhstan reportedly retained some Soviet-era CW stockpiles.

I Libya used Iranian supplied chemica weapons in Chad, and according to Proliferation: Threat and
Response, 1996, Libya has begun domestic production of chemical weapons.

k1t is believed that North Korea has produced enough weapons grade material for at least one nuclear
weapon and may have produced a nuclear weapon. Estimates as to the potential number of weapons
it could produce vary: State Department estimates 2; CIA estimates 1-2; Russian Defense Ministry
estimates 2-3. Former Secretary of Defense Perry has stated that if North Korea has achieved greater
technological capabilities than is currently believed, they “could make five bombs out of the amount
of plutonium we estimate they have” Niksch, Larry, North Korea's Nuclear Weapons Program, CRS
Issue Brief 1B91141, pp. 3-5. The Nationa Intelligence Council reported, “P yongyang probably has
one, possibly two, nuclear Weapons.” Global Trends 2015, December 2000, p. 36.

I Pakistan detonated several nuclear devicesin May 1998.

™ “Pakistan is beleived to have the resources and capabilities to support a limited biological warfare
research and development effort,” according to DoD’s Proliferation: Threat and Response, January
2001, p. 28.

" Russia has acknowledged it had a clandestine BW program and claims to have stopped production.
However, the U.S. is not assured that Russia is in compliance with the Biological Weapons
Convention.

° Saudi Arabia has reportedly shown interest in funding the Pakistani nuclear programs and may be
seeking to acquire a nuclear capacity. See: Shahram Chubin, “Eliminating Weapons of Mass
Destruction: The Persian Gulf Case,” The Henry L. Stimson Center, March 1997, p. 20; “Saudi Arabia:
Weapons of Mass Destruction Capabilities and Programs,” Center for Nonproliferation Studies,
Monterey Institute of International Studies; New York Times, July 10, 1999; Reuters, August 3, 1999;
New York Times, August 7, 1994.

P" There are unconfirmed reports that Saudi Arabia may have developed chemical warheads for its CSS-
2 missiles. NBC Capabilities, Saudi Arabia, Jane€'s NBC Defense Systems 1998-1999. Also, Defense
and Foreign Affairs Weekly, April 1991, reports Chinese assistance to Saudi Arabia in developing
chemica warheads. Also, in the Arms Control Reporter as of March 13, 1991 and May 1992, 704.E-
0.10.

9 CIA stated that: “Given its history of developing chemica weapons and its close relationship with
Irag, Sudan may be interested in a Biologicadl weapons program as well”. Director of Central
Intelligence, Report to Congress on the Acquisitions of Technology Relating to Weapons of Mass
Destruction and Advanced Conventional Munitions, July 1999.

" The same DCI Report to Congress states that, “Sudan has been developing the capability to produce
chemical weapons for many years [and] has obtained help from many countries including Irag.”

$ According to the U.S. Arms Control and Disarmament Agency, Taiwan has been upgrading its
biotechnology capabilities, but the “evidence indicating a BW program is not sufficient to determine
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if Taiwan is engaged in activities prohibited by the BWC.” ACDA, Adherence to and Compliance
with Arms Control Agreements: 1997, Annual Report to Congress.

' Pentagon officials believe that the Yugodav army has stocks of letha and non lethal chemical
weapons. Judith Miller, “U.S. Officids Suspect Deadly Chemica Weapons in Yugoslav Army
Arsenal,” New York Times, April 16, 1999. William Potter of the Monterey Institute said Y ugoslavia
has the capability to produce nuclear Weapons. European Sars and Sripes, May 29, 2000, p. 2.

Missile Arsenals and Programs

Nearlyall countriesthat reportedly haveor are seeking nuclear, biological, or
chemical weaponsal so haveballistic missiles—four donot®. About 15 other countries
have bal i stic missil e programsbut noknown NBCW capability.”” Thefiveestablished
nuclear powers—China, France, Russi a, theUnited Kingdom, andtheUnited States—and
possibly North K oreat® have i ntercontinental ballistic missil esor subomarinelaunched
ballisticmissiles. Inthelate1980s, Saudi Arabiabought mediumrangeballisticmissiles
(MRBMs,1000-3000 km) from China. Isradl, India, Pakistan, andIranhave MRBMs
andare probablyworki ngtodevel opintermediaterangeballisticmissiles(IRBMs, 3000-
5500km) and, perhapseventually intercontinental ballisticmissiles(ICBMs, >5500km)
Libyareportedly bought Nodong MRBMsfrom NorthKorea.?® Atleast 25 other

The bdligic missiles referred to in this paper are guided during a portion of their ascent,
then follow a baligtic (unguided and unpowered) trajectory over the remainder of the flight.
Cruise missiles are continually powered by an air-breathing or rocket engine and are
generdly guided for their entire flight. Excluded are al air-to-air, surface-to-air, antitank,
anti-ship, and air-to-surface missiles, unguided artillery rockets, and satellite launch vehicles.

YCountries with ballistic missiles but no known NBCW are Afghanistan, Argentina,
Armenia, Bédarus, Bulgaria, Czech Republic, Greece, Netherlands, Romania, Slovakia,
Turkey, Turkmenistan, Ukraine, United Arab Emirates, and Yemen. For further discussion
of the missiles held by each country, see Misslle Survey: Ballistic and Cruise Missiles of
Foreign Countries, by Robert Shuey, CRS Report RL30427.

N orth Korea test fired a Tagp’' o-dong 1 with a third stage that failed. If North Korea can
make the third stage function properly, and if it has a reentry vehicle to protect a warhead,
it might be able to deliver a small payload to ICBM range. According to the September 1999
intelligence estimate on missile threats, North Korea may also have developed and have
ready to test the Taep'o-dong 2 ICBM, which, with a third stage, could deliver a large
warhead to most areas of the United States. With two stages it could deliver a large
warhead to pointsin Hawaii and Alaska

Ylsrael produces the Jericho 1 SRBM and Jericho 2 MRBM and is developing the Jericho
3 which various reports describe as an IRBM or an ICBM. Israel also produces space
launch vehicles that could be converted to ballistic missiles, possibly ICBMs. India has
developed and tested the Agni MRBM and space launch vehicles. Pakistan’s Ghauri and
Iran’s Shahab 3 are both MRBMSs based on North Korea's Nodong. Both those countries
are developing longer range missiles. See Missile Survey, CRS Report RL30427.

2Testimony by CIA Director George Tenet before the Senate Select Committee on
Intelligence, February 7, 2001, tended to confirm press reports that Libya acquired Nodong
missiles form North Korea: “You have to worry about what the North Koreans are going to

(continued...)
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countrieshaveshort rangeballisticmissiles(SRBMs, <1000km). Forthelastfiveyears,
NorthK oreahasbeentheprimary exporter of missilesand missiletechnology, but firms
inRussiaand Chinacontinueto hel pforeignprograms. Organizationsinthosetwo
countrieshave recently suppliedmateria, components, andtechnica assistancetolran,
India, Libya, Pakistan, Syria, and even North Korea.#

Trends Regarding NBC Weapons and Missiles

Theebbandflowof nuclear, biological, and chemica weaponstechnology around
theglobeandtheriseandfall of aggressivegovernmentshavevariedtheoverall risk that
some country or groupwill attack another withweaponsof massdestruction. Theriskis
increasinginsomeregionswhiledecreasinginothers. Despiteseveral encouraging
developments, nuclear, biological, and chemical weaponsand missilescontinueto pose
severethreatsto many populations. NBCW arethegreatest threat toU.S. national
security, anditislikely that morecountriesand groupswill beabl etothreatenthe United
States and its allies with these weapons in the coming decades.

Positive Developments

! Thedemiseof the Soviet Union hasgreatly decreased thelikelihood of aworld
conflagrationinamassiveexchangeof nucl ear weaponsand diminished thechance
of massive biological or chemical attacks.

1 Thereductionof weaponsunder the START process, continuingunilateral
reductions, andimproved safeguarding of nuclear weaponsand materia scontinue
todecreasethelikelihoodof nuclear war in Europe and North America, an
accidental launching, and the proliferation of nuclear weapons.

1 TheChemical WeaponsConvention hasenteredintoforceand decreasedthe
likelihood of large-scale CW production and use.

1 TheComprehensive Test Ban Treaty hasbeensigned by many countriesand may
reducethe likelihoodthat someadditional countrieswill develop, test, and deploy
nuclear weapons.?

2(,..continued)

do and who they proliferate (sic). ... Everybody has a medium-range ballistic missile
capability. Libyans have one, the Iranians have one — everybody wants to acquire that
capability.”

ZCentral Intelligence Agency, Unclassified Report to Congress on the Acquisition of
Technology Relating to Weapons of Mass Destruction and Advanced Conventional
Weapons, 1 July through 31 December 1999; and “Russia Sells Missile Technology to
North Korea,” Washington Times, June 30, 2000.

2See, Nuclear Weapons. Comprehensive Test Ban Treaty, by Jonathan Meddia, CRS
(continued...)
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1 Membersof theBiologica WeaponsConventionaretryingto createaworkable
verification protocol.

1 ChinaaccededtotheNPT, stopped nuclear tests, signedthe CTBT, and pledged
to improve its record on nonproliferation.

1 NorthKoreahasagreedtostop producingfissilematerial and suspend missile
tests, and hasoffered to abandon | CBM devel opment inexchangefor satellite
launch services.

1 President Putin signed the law on ratification of START Il, with certain
conditions.?®

1 TheNuclear Non-Proliferation Treaty hasbeen extended and the2000 review
conferencedidnot derail theglobal consensusto holdfast nonproliferationgoals.

1 Thesettlement betweenlsrael and Egypt andthe political moderationthatis
apparently occurringinlranarereducing someof thetensionsthat couldleadtoan
NBCW exchange in the region.

1 Therisk of NBCW warfarein Southeast A siahasbeen diminishedwiththeend
of the Vietnam war and Cambodian civil strife.

1 Whiletherisk of NBCW war ontheK orean peninsularemainsaseriousconcern,
it has probabl y peaked and may befurther reducedinthecomingyearsthrough
ongoing diplomacy.

1 Theriskof NBC warfareinSouthAmericawasreducedby the decisions of
Argentinaand Brazil to abandonnuclear wegponsprogramsand thedevel opment
of advanced missiles.

Theperceivedneedfor NBCW coul dbefurther reduced by aMiddleEast peace
agreement, political moderation of Iran, continued containment of Irag, reconciliationon
the K orean peninsul g, resol ution of issuesbetween | ndiaand Paki stan and between China
and Taiwan.

2(,,.continued)
Issue Brief 1B92009.

ZApproved on April 18, 2000, the Russian ratification law allows for withdrawal from the
treaty if the U.S. abrogates the ABM Treaty or deploys nuclear weapons in new NATO
countries. It also makes START Il entry into force conditional on U.S. acceptance of the
1997 U.S.-Russian agreements on the ABM Treaty. See Nuclear Arms Control: the U.S--
Russian Agenda, by Amy Woolf, CRS Issue Brief 1B98030.
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Table 2. International Commitments
Country NPT CcwC BWC CTBT NSG MTCR IAEA
Algeria A R — S — — P
China A R A S - Pledged P
Egypt R - S S - - P
Ethiopia R R R S - - [
France A R A R P P P
India - R R - - - Partial
Indonesia R R R S - — [=]
Iran R R R S - - p
Iraq R - R - - - P
|'srael - S - S - Adherent Partial
Kazakhstan A S — S — — P
Libya R - A - - - P
Myanmar A S S S - - P
(Burma)
North Korea A - A - - - P
Pakistan - R R - - - Partial
Russia R R R R P P p
Saudi Arabia A R R - - - -
South Africa A R R R P P P
South Korea R - R R P P P
Sudan R A - - - - P
Syria R - S - - - P
Taiwan R - R - - -
Thailand A S R S - - P
United Kingdom R R R R P P P
United States R R R S P P P
Vietnam A R A S - - [
Yugoslavia R A R S — - [=]
(Serbia &
M ontenegr o)
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Abbreviations

NPT - Nuclear Non-Proliferation Treaty
CWC - Chemical Weapons Convention

BWC - Biological Weapons Convention
CTBT - Comprehensive Test Ban Treaty

NSG - Nuclear Suppliers Group

MTCR - Missile Technology Control Regime

|AEA - Safeguards Agreement with the International Atomic Energy Agency

A - Acceded
P - Participant
R - Ratified
S- Signed

Pledged - Unilaterally agreed not to export missiles that meet MTCR thresholds

Adherent- Entered an international agreement with the U.S. to abide by MTCR

Sourcesfor Table 2:

U.S. Arms Control & Disarmament Agency [http://www.acda.gov]

International Atomic Energy Agency [http://www.iaea.or.at]

“Inventory of International Nonproliferation Organizationsand Regimes,” Center for
Nonproliferation Studies, Monterey Institute of International Studies:
[http://cns.miis.edu/pubs/reports/pdfs/9707inve.pdf]

Negative Developments

Severa countriescontinueto acquireNBCwesaponsand missiles, increasethenumber
of weaponsintheir inventories, enhancethecapabilitiesof their weapons, and establish
doctrine for the operational use of strategic weapons, largely offsetting positive
developments cited above.

1 Russacontinuesto maintainthousandsof nuclear wegponsand hasmilitary doctrine
that call sfor theuseof nuclear weaponstoassurevictory onthebattlefield. Russia
haslargestockpilesof nuclear, chemical, and biol ogical weaponsmaterial. Severd
Russi an organi zati ons have provided missiletechnology tolran, North Korea, and
other potentially hostile countries.*

1 Chinaisexpandingand modernizingitsnuclear missileforcethoughitssizeisnot
expectedto approachthat of theUnited Statesor Russia. ChinamaintainsCW and
possibly BW stocksand providesmissiletechnol ogy tolran, Pakistan, North K orea,

#Nuclear Weapons in Russia: Safety, Security, and Control Issues, by Amy Woolf, CRS
Issue Brief 1B98038.
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and perhapsother countries. China svertical andhorizonta proliferationincreasethe
risk of NBC or missilewarfare. Thethreatening postureof the People sRepublic of
Chinatoward Taiwan is a particular source of tension.?

South Asiaisfrequently calledthemost likely locationfor nuclear war. Indiaand
Pakistan each tested nuclear devicesin 1998, both arebuilding mediumrange
missiles, both probably have chemica weapons. Despiteinternationa pressures, the
parties have not begun to negotiate a settlement of the Kashmir conflict.

Iranisreportedly tryingto devel op nucl ear weapons, andisthought to havechemical
and biological weapons as well as medium range missiles.?’

Iragwasreportedly closeto building anuclear weapon beforethe Gulf War, and
had CW,BW,andmissiles. It hasused CW against IranandIragi Kurdsandfired
missilesat coalitionforcesinSaudi Arabiaandat |sragli cities. Sinceithasdenied
accessto UN weaponsinspectors, U.S. military officia ssuspect I rag hasresumed
its NBC+M programs.

Syria, Libya, Egypt,and|srael probably have CW and missileprogramsand may
have BW programs; Israel reportedly has numerous nuclear weapons.

North Korearemainsunpredictable, hasfrequently been belligerent, andisarmed

with CW, BW, missiles, and probably nuclear weapons.?®

Terroristsareapparentlyinterestedin, and probably capableof acquiring chemica
weapons and possibly biological and radioactive weapons.

%See China: Ballistic and Cruise Missiles, CRS Report 97-391 F, by Shirley A. Kan,
updated June 20, 2000; Chinese Proliferation of Weapons of Mass Destruction: Current
Issues. CRS Issue Brief 1B92056 by Shirley A. Kan.

26See Nuclear Weapons and Ballistic Missile Proliferation in India and Pakistan:
Issues for Congress, CRS Report RL30623, by K. Alan Kronstadt, July 31, 2000.

2'See Weapons of Mass Dedtruction in the Middle East, CRS Report RL30408, January
14, 2000; Iran: Arms and Technology Acquisitions, by Kenneth Katzman, CRS Report
RL30551; Iran: Current Developments and U.S. Policy, by Kenneth Katzman, CRS Issue
Brief 1B93033.

#National Intelligence Council, Global Trends 2015, p. 36. South Korea's Defense White
Paper issued in December 2000 found no change in the North Korean military threat. See
also, North Korea's Nuclear Weapons Program, by Larry Niksch, CRS Issue Brief
1B91141.
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Contributing Factors

A number of factorshave beencitedthat couldprompt the spread of dangerous
technology toadditional countriesand groupsand mightincreasethelikelihoodthat
NBCW+M will be used:

Increased availability of information

Increased ability to travel

Increased ability to trade in open markets

Growing disparitiesin conventional military capabilities

Growing disparitiesin strategic defenses

Continuing prestige of nuclear power

Growing prestige of missile capabilities

Perceived utility of NBCW threatsto deter U.S. intervention, and
Indications of disdainby major powersfor certainarmscontrol agreementsand
international cooperation on nonproliferation.

Asmentioned, thereduction of global and regional tension hel psreducetheperceived
needfor massdestructionwegpons. Economicand political integrationareal sothought to
reduceproliferation. ThestrongandcredibleU.S. deterrent capability might weakenthe
likelihoodthat somehostilecountrieswill acquireor useNBCW. Analystsdebatewhether
U.S. development of aNationa MissileDefensesystemwill further deter theproliferation
and use of NBCW+M or will incite further proliferation.

Trends in Nuclear Weapons

Thetotal number of nuclear warheadsintheworld hasdecreased andwill probably
continuetodecreaseover thenext few decadesasthe United Statesand Russiareducetheir
stockpiles. Thenuclearinventoriesof China, India, and Pakistanaresmall, but all will
probably be expanded. Thereisnoindicationthealleged nuclear arsenal of | srael will
significantly increase or decrease in the near future.

However, thenumber of nationswith nuclear weaponshasincreased, withtheaddition
of India, Pakistan and probably North K orea, and may increasefurther if Iran, Irag, Libya,
and other countriesarenot dissuaded from acquiring sensitivemateria sand technol ogy and
building nuclear devicesanddelivery systems. JayanthaDhanapala, Under Secretary
General for Disarmament Affairsat theUnited Nations, described nuclear proliferationas
“thegravest threat tointernational peaceand security of our time—thegravest threat, indeed,
to the future of humankind.” %

2°Dhanapda, Jayantha. “The NPT at a Crossroads,” The Nonproliferation Review, Spring
2000, p. 138.

Technological developments (NBCW, computer, and production technology)
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Director of Defense Intelligence Vice Admiral Thomas R. Wilson predicted:

We will continue to face strategic nuclear threats — from Russia and China,
and eventudly from North Korea and other ‘rogue’ states. While the tota number
of warheads targeted against us will be much lower than during the Cold War, the
mix of threat nations, force structures, capabilities, and employment doctrines will
complicate the strategic threat picture. ...

Several rogue states will likdy acquire nuclear weapons during the next

decade or so, and some existing nuclear states will undoubtedly increase their
inventories. As these trends unfold, the prospects for limited nuclear weapons use
inaregiona conflict will rise. So too will the potential for a terrorist or some other
subnational group to acquire and use a weapon.*®

Eventhough Russiawill probably continuetoreduceitsstrategicforcesbelow START
Il level sbecauseof financia congraints, itiswiddy predicted Russawill maintaintheability
for theforeseeablefutureto strikethe United Stateswith hundredsof warheadsgiventhesize
of theexisting arsena andthepriority Russiacontinuestogiveitsstrategicforces. Russa's
strategi c forcesaredesignedtodeter nuclear and conventional aggression, but Russia“is
preparedto conduct limitednuclear strikes” to repel anenemy or changethe courseof
battle. However, itisdeemed unlikely that Russiawill launch anaccidenta or unauthorized
nuclear attack against the United States.3!

Chinaisimprovingitsstrategic nucl ear forcewith planned depl oymentsof new mobile
|CBMss, possibly withmultiplereentry vehiclescarrying nuclear warheads, and upgraded
command, control, and communications. Itssmall strategicdeterrentforcewill improve
significantly innumbers(toseverd tensof missiles), accuracy, reliability, and survivability in
thenext 20years® Accordingtoarecent DoD report, Chinaisconcentrating onbuilding
itspolitical, diplomatic, and economic power for achievingitsnational goalsand considers
itsnuclear weaponsprimarily adeterrent. But, “ If athird party weretointervenemilitarily
inaregiona conflictinvolving China, thePLA wouldemploy al meansnecessary inthehope
of inflicting high casualtiesand weakening theintervening party’ sresolve.”® TheNaiond
Intelligence Council judges* an unauthorized launch of aChinesestrategicmissileishighly
unlikely.”3* Chinaisalsoexpanding and modernizingitstactical missileforcesandis
attemptingto intimidate Taiwanwith SRBMs, likely armed with conventional warheads
although they are capable of delivering NBCW.

Director of Centra Intelligence George Tenet noted | ndiaand Pakistan haveintensified
their nuclear rivalry with testsof nuclear weaponsand MRBM sin 1998, and both have

Wilson, pp. 6, 10.

%1U.S. Nationa Intelligence Council. “Foreign Missile Developments and the Bdligic Missile
Threat to the United States,” September 1999, pp. 8 and 9; Wilson, p. 13.

2\Wilson, p. 14.

#U.S. Department of Defense. “Annual Report on the Military Power of the People's
Republic of China,” June 22, 2000, pp. 2 and 7.

%U.S. National Intelligence Council, p. 9.
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begunto establish doctrine, tactics, and contingency plansfor theuseof nuclear weapons.
Inhisview, inthespring 1999, “thetwo countriesnarrowly averted afull-scalewar in
K ashmir, which could haveesca atedtothenudear level.”® Whilethenucl ear competition
betweenlndiaand Pakistanisdangerous, most anaystsconcludelndia squest for nuclear
weaponsisdrivenprimarily by itsdesireforthestatusof amgor power and by itsregiond
competition with China.

NorthKorea, Iran, Irag, and Libyaaredevel oping, or tryingtodeve op, NBCW and
longer-range missilestodeter U.S. interventionandtointimidatetheir neighbors. Some
ana ystsdoubt these countrieswoul d overtly attack the United Stateswith NBCW because
of theU.S. ability to conduct an overwhel ming counterattack. But otherscontend NBCW
capabilitiesinthesecountriescouldlimit U.S. military optionsto defenditsinterestsout of
concern that the adversary might inflict massive casualties on U.S. forces or allies.

TheUnited Statesgovernment works hardto decreasetherisk of NBCW war, the
spread of NBCW +M, andtheU.S. vulnerability totheweapons. U.S. leadershiphasbeen
critical forthe Non-ProliferationTreaty, thelnternational Atomic Energy Agency, the
Nuclear SuppliersGroup, Zangger Committee, theFissileMaterial Production ban,
strengthening the Bi ologica WeaponsConvention, the Chemical WeaponsConvention,
AustraliaGroup, Missil e Technology Control Regime, Wassenaar Arrangement, START I,
I1,and 111, NorthKoreaAgreed Framework, and bil ateral effortswith numerouscountries
to discourage the spread of weaponstechnol ogy and theacqui sition, deployment, or useof
NBCW+M. But variousconstituencieshavecriticized somerecent U.S. actionsas
stimulatingNBCW+M proliferation: policiessuchasthedevel opment of anational missile
defense; threatstoabrogatethe Anti-BalisticMissile Treaty; discussionsof regiona missile
defensesystemsinAsiaandthe MiddleEast; refusal to consenttoratification of the
Comprehensive Test Ban Treaty; and perceivedel evationof economic goal s above
nonproliferationgods, dthough proponentssirongly defend their actionsasbeinginthebest
national interest.

Proponentsof missiledefensea so arguethedefensivepostureislessthreatening that
the strategy of nuclear deterrenceand vulnerability (mutual assured destruction) that ruled
the Cold War.

Risks of Nuclear Conflict

Itispossiblethat asmorecountriesacquirenucl ear weaponsor expandtheir nuclear
arsenals, thelikelihoodthey will usenuclear weaponswill increase. Theacquisition of
nuclear weapons by countrieswithinadequate command and control systems, vague
strategicdoctrine (or aggressive operationa doctrine), and poor intelligenceonenemy
capabilitiesandintentionscould particularly increasetherisk of nuclear warfare. Theofficia
U.S. assessment: “ Theprobability that amissilewith aweapon of massdestructionwould
be used againstU Sfor cesor inter estsi shigher today than during most of the ColdWar,

*Tenet, George. Director of Central Intelligence. “The Worldwide Threat in 2000: Global
Redities of Our Nationa Security,” Testimony before the Senate Select Committee n
Intelligence, February 2, 2000, pp. 3, 5, and 37.
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andwill continuetogrow.”*® But several European and Canadian defenseexpertshave
expressed theview that thethreat of nuclear war hasdiminished substantially over thepast
decade and their feeling of safety has increased.®

Thenuclear arsenal sof China, India, and Pakistan arenow considered primarily tobe

deterrentforces. TheClA estimates” Countrieswithemerging CBM capabilitiesarelikely
toviewtheir relatively few | CBM smoreasweaponsof deterrencethan asweaponsof war,
recognizing that their use could bring devastating consequences.” %
But someanalystsareconcernedthesecountries, li keRussia may beadopting doctrine
calingfor thetactical useof nuclear wesponsunder direcircumstancesinregional conflicts.
Othersworry that thevery existenceof nuclear weaponsinthearsenal sof antagoni st
countriesrai sestheprobability of nuclear war through miscal cul ation or desperation, if not
inresponseto nationa doctrine. Other anaystscontend thepossess on of nuclear weapons
by one countryinaconflictislikely todeter other countriesfromusingtheir own nuclear
weapons or, generally, attempting to conquer the nuclear-armed country.*

Thefollowing chartisanotional representationof thelikelihood of nuclear conflict
occurring somewhere in the world.

%Wadpole, Robert. Nationa Intelligence Officer for Strategic and Nuclear Programs.
Testimony before the Senate Governmental Affairs Committee, Subcommittee on
International Security, Proliferation, and Federal Services, September 21, 2000. (His
emphasis.)

$"The Ottawa Citizen, August 25, 2000, cited in the Ballistic Missile Defense Organization
External Affairs Digest, August 31, 2000; Carnegie Endowment for International Peace,
“Why U.S. Allies Do Not See a Missile Threat,” September 21, 2000.

*®Nationa Intelligence Council, Foreign Missile Developments and the Ballistic Missile
Threat to the United Sates Through 2015, September 1999, p. 7.

*®For further discussion of deterrence, see Nuclear Weapons and Ballistic Missile
Proliferation in India and Pakigan, by K. Alan Krondstadt, CRS Report RL30623; and
“lsrael’s Nuclear History,” Jane's Intelligence Review, July 2000, p. 14.
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Figure 2. Worldwide Risks of a Nuclear Attack From Any Source,
Late 1940s-2000

High Risks

AEEE 1

1950 1960 1970 1980 1990 2000

Low Risks

This graphic isbased on analysis of nuclear risks associated with particular histori cal situations and
relational ships between principd anatagonists.

The levels of probability are based on factors such as:

1 the existence of nuclear weapons and delivery systemsin various countries

1 informationonthereadinessof thoseweaponsfor use (weaponization, deployment,
alert status)

1 evidenceindicatingthat the conditionsfor using nuclear weaponsinacountry’s
strategy and doctrine were close to being met

1 thelevel of conflict between a nuclear-armed state and its adversary(ies)

1 the perceived level of threat to the viability of the nuclear-armed state and

1 thelevel of frustrationwithal ong confrontationthat wasinflicting heavy casudties,
drainingnationa resourcesand patience, and chalenging theleader’ scredibility, even
if not threatening national integrity.

The probabilitythat afuturenuclear warismorelikely tooccurinAsiaor theMiddle
East may assuage the concerns of Europeanswholived under thethreat of aSoviet attack
for decades. Alsothefact that afuturenuclear attack may consist of asmall number of
detonations rather than acatastrophi c exchange of hundredsor thousandsof nuclear
warheads may |ead sometofeel thethreat isreduced. Here we are considering the
probability of a nuclear attack regardless of scale and regardless of location.
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Accordingtomost national security analysts, highrisksof nuclear warfareclimbedin
the early 1950sand probably peaked duringthe CubanMissileCrisis. Tensionsremained
rel ati vely highthroughthe 1960s, |eading toahighrisk Sino-Soviet confrontationin 1969.
A seriesof event inthe early 1980srai sed therisksof US-USSR nuclear warfare, but that
riskdeclinedsteadily beginningthelate 1980s. Inthe1990s, new risksemergedinthe
MiddleEast, South Asia, and ontheK orean Peninsula. TheclashinKargil wasprobably
thegreatest risk of nuclear war sincetheend of theCold War. Somekey eventsrelatedto
nuclear risk are listed below:

1945 USSR Subjugates Poland

1948 USSR Completes Subjugation of East Europe

1949 USSR Atomic test

1950-53 Korean War

1953 Russiatests H-Bomb

1954- 55 Formosa Strait Crisis

1956 Mid-East War, Hungary Uprising,

1961 Berlin

1962 Cuban Missile Crisis

1963 Berlin

1964 China Atomic Test

1968 Prague Spring, VN Tet Offensive, USS Pueblo Seized

1969 Height of Sino-Soviet confrontation — Border Clash

1973 Mid-East War

1974 Indian Atomic Test

1977 USSR begins deploying SS-20 intermediate-range missiles

1979 USSR-Afghan War, US and USSR military buildups

1981 Martial law imposed on Poland

1983 Heightened Cold War tension; peaceful coexistencedoubted by Andropov and
Reagan; USSR shootsdownKALQ007;U.S. deploysPershing 2intermediate-range
missiles in Europe

1985-86 Gorbachev ascendancy, revision of Soviet military doctrine

1989 Berlin Wall torn down

1990 Germany reunified

1991 Threatsof CW attacksduringtheGulf War Soviet Uniondissolved; U.S. &

Soviet nuclear weapons reductions

1993 North Korean nuclear diversion discovered; U.S. and Russiasign START ||

1994 Agreed Framework on North Korea signed

1995 Nuclear Non-Proliferation Treaty extended indefinitely

1998 Indiaand Pakistantest nuclear devices; North K orea, Pakistan, India, andIran

test missiles
1999 Kargil clash, India and Pakistan alert forces
2000 Kashmir conflict continues; North Korea talks with South Korea

Trends in Biological and Chemical Weapons

Theentry intoforceof the Chemical WeaponsConventionand establishment of the
Organizationfor the Prevention of Chemical Weaponshavehad positiveeffectsinreducing
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international transfersof weaponsmaterial sand equipment and in bringing about the
destructionof CW stocks. Severa countriesthat werethought to have CW havejoinedthe
Conventionand accepted therequirement to destroy their CW stockpiles. Theprobability
of large-scale CW attackwill probably declineasthesestocksaredestroyed, especialy if
restrictionson CW devel opment andtradeareenforced. Andyet chemical wegponsremain
inthearsena sof someaggressivecountriesand possibly someterrorist groupsandtradein
CW ingredients continues.

The negotiating membersof the Biol ogical WeaponsConvention devel oped adraft
protocol to establishmeasuresto verify thel egitimateactivitiesof biotechnol ogy plants
aroundtheworld. But theUnited Statesfound thesafeguardsinsufficient andtoointrusive.
The covert devel opment of biologica weapons, especialy innon-member states, remains
hardto detect;the useof BW ishardto defend against; and aBW attack coul dcause
enormouscasualtiesor destruction of crops. International tradein BW materia , equipment,
andtechnol ogy remainsaconcern. Inthecoming decades, asbiotechnol ogy makesfurther
advancesandinternational flowsof information, peopl e, and goodscontinuetogrow, the
threat of BW warfare may also increase.

Director of Defenselntelligence, ViceAdmira Wilsonnoted biol ogical and chemical
weaponsarerelatively easy todevel op, hide, and deploy and said, “ | expect theseweapons
tobewiddy proliferated, andthey could beusedinaregional conflict over thenext 15years.
| am al so concerned that sub-national groupsor individual swill usechemical or biological
agentsinaterrorist orinsurgent operation.”® The General Accounting Officecriticizedthe
Administrationfor not having devel oped acomprehensiveassessment of thedomesticand
international threat of CW and BW attacksby terrorists. They reportedthat, evenwithout
sophisticatedknowledge or disseminationmethods, terroristscoul d attack withtoxic
industrial chemicals such as chlorine. But, GAO judged,

terrorists would need a relatively high sophistication to successfully cause mass
casudties with some other chemical and most biologica agents. Specialized
knowledge would be needed to acquire the right biological agent or precursor
chemicals, process the chemical or biologica agent, improvise a weapon or device,
and effectively disseminate the agent to cause mass casualties.”

AsJonathan Tucker noted, thefact that |argecitiesarequitevulnerabletoterrorist CW and
BW attacks does not demonstrate an existing threat from such terrorist attacks.*?

“Wilson, p. 10.

“U.S. General Accounting Office. Combating Terrorism: Need for Comprehensive
Threat and Risk Assessments of Chemical and Biological Attacks, GAO/NSIAD-99-163,
September 1999, pp. 2-3.

“2Tucker, Jonathan B. Toxic Terror: Assessing Terrorist Use of Chemical and Biological
Weapons. Monterey Institute of International Studies. Cambridge, Massachusetts, MIT
Press, 2000, p. 1.
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The Central Intelligence Agency has identified several dangerous trends:®

1 Developmentsinbiotechnology, including geneticengineering, may produceawide
variety of liveagentsandtoxinsthat aredifficult to detect and counter; and new CW
agents and mixtures of CW and BW agents are being devel oped.

1 Somecountries, suchas|ran, arebuilding saf-sufficiency intheproductionof CW
and BW agents, producing mor e of thenecessary equipment and materia ssothey
do not have to depend on imports.

1 Countriesareusingthe natural overlap betweenweaponsprogramsandcivilian
appli cationsof chemical and biologica materialstoconcea CW and BW production.

1 Countrieswith CW and BW capabiilitiesareacquiring sophisticated delivery systems
including cruise and ballistic missiles.

1 Scientistswithexperiencein CW and BW production continuetoleavecountriesof
the former Soviet Union.

1 Controlling exports of dual-use technology is ever more difficult.

1 About onedozenterrorist groups have sought CW, BW, and nuclear material or
expressedinterestinthem; anumber of thecountrieswith CW and BW capabilities
have sponsored terrorists.

Trends in Missiles

Thereareconflictingtrendsintheareaof missilethreatstotheUnited Statesand U.S.
interests—severa devel opmentstendtoalleviateconcern but severa otherscauseconcern.
Beneficial developments include the following:

I Russiaisdownto about 1000 strategic missleswith4,500warheads—far lessthan
half the earlier Soviet arsend andwell ahead of scheduledreductionsunder START
I. Russahasratified START I1, with certain conditions, and hasbegun preliminary
discussiononfurther reductions. Belarus, Kazakhstan, and Ukrainehavee iminated
their strategic missilesand nuclear wegpons. Theintelligencecommunity estimates
Russiawill retainaformidablestrategicforcebut will reduceitssizebelow arms
control limits primarily for financial reasons.*

“®Lauder, John A. Special Assistant for Nonproliferation. Worldwide WMD Threat,
presentation to the Commission to Assess the Organization of the Federal Government to
Combat the Proliferation of Weapons of Mass Destruction, April 29, 1999, pp. 4 and 5.

“National Intelligence Council, p. 9.
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! TheMTCR hasadded many new partners, growingfrom7in 1987 to 332 by 2001,
but China has still not pursued participation.

1 InSeptember 1999, North K oreaagreedto suspendlong rangemissiletestswhile
itisengagedwiththe United Statesintalksonimprovingrelations. Inresponseto
policy recommendations of former Secretary of DefensePerry, the Clinton
administration offered North K oreapolitical and economic concessionsandapledge
nottouseU.S. missilesagainst NorthKorea. 1nJuly 2000, KimJong-11 suggested
anoffertothevisiting Russian Presi dent Vladimir Putinthat North K oreawoul d
abandonitslong-rangemissileprograminexchangefor international assistancein
launchingNorth K oreansatellites.® North K orean officialslater confirmedtheoffer
inwriting, andstill later saidit wasajoke. NorthK orea sintentionsonthisissue
remain unclear.

1 TheUnited Statessigned amemorandum of understandingwith Isragl strengthening
the U.S.commitment to hel pagainst WM D andlong range missileattacks, to
enhancel sradli defensiveand deterrent capabilities, andtoupgradebilateral military
and technological cooperation.

I TheUnited Statessuccessfully testeditsNational MissileDefense, Theater High
Altitude AreaDefense, and Patriot PA C-3athoughit aso had severa unsuccessful
tests. Israel and Taiwan also tested theater missile defense systems.

Several other developmentsin the area of missile proliferation were more ominous:

I InAugust 1998, North K oreatested athree-stage spacelaunch vehicle/missilethat
demonstrated thepotentia todeliver asmall warhead over 5,000km. NorthKorea
isbuilding underground missilefacilitiesnear theborderswith South Koreaandwith
China.

1 NorthKoreaexported missilesand productiontechnol ogy for Scud-variants,
including theNodong, asingle-stageMRBM. Recipientsof itsmissiletechnology
included Iran, Pakistan, Egypt, Syria, Vietnam, and Libya. Iranand Pakistaneach
testedM RBM sreportedly basedontheNodong and both aredevel opinglonger
range missiles.

1 InApril 1999, SouthK oreatested amissilebelievedtobecapableof traveling 300
km or more. TheUnited Statesand South K oreareplacedtheir 1972 agreement that
Seoul would not build missileswitharangegreater than 180 km. Under thenew
agreement, South K oreato buildmissilesuptotheM TCR threshold of 300kmrange
witha500kg. warhead. InMarch 2001 South K orea smembershipintheMTCR
wasannounced. South Koreaal soplanstobuildsatellitelaunchvehiclesanda
launch facility.

“Washington Post, July 20, 2000. North Korean officials have since reaffirmed the offer
and partialy clarified it to Russian and U.S. officials.
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1 In1998 Irag blockedinspectorsof the UnitedNations Special Commission
(UNSCOM) asthey attempted todiscover and destroy Irag’ snuclear, chemical, and
biol ogica weaponsand missiles. TheUnited Nationsreplaced UNSCOM withthe
United NationsMonitoringand V erificationand | nspection Commission but that
organization hasnever been permittedto operateinIrag. Meanwhilelragcontinues
tobuildandtest short rangemissilesandi ssuspected of devel oping weaponsof mass
destruction.

I Indiaannounceditsintentionto producetheAgni MRBM, test firedan Agni |1 which
isto havearangeof between 2,000 and 3,000 km, andisdevel opinglonger range
missiles.

1 BothlIndiaand Pakistantested nuclear explosivedevicesin 1998 and both may have
developed nuclear warheads for some of their ballistic missiles.

1 NumerousRuss anfirmsandingtitutionshavereportedly supplied missletechnology
toforeign countriesincluding lranand NorthKorea. Russiatestfired several of its
existing missiles and deployed a second regiment of Topol-M ICBMs.

1 In1998, Chinadidnot accept aU.S. proposd that it becomeapartnerintheMissle
Technology Control Regime(MTCR)inreturnfor alarger U.S. quotaof authorized
satellitelaunchesand other incentives. Accordingto CIA, Chinahassupplied
additional missiletechnology toPakistan, Iran, NorthK orea, Libya, and other
countries.

1 By 2000, Chinahad deployed 150-200 SRBMsto areasnear the Taiwan Strait,
continuedtothreaten Taiwan, and test fired anew mobilestrategicmissile, theDF-
31.

1 Taiwanisreportedly consideringanoffensivemissileforcetodeter and counter
China’ s missiles.

1 A French-Britishfirm sold Black Shahineland attack cruisemissilestotheUnited
Arab Emirates.

Giventhesecontrasting devel opmentsand other factorsthat will bementioned bel ow,
thereisarangeof viewsontheseriousnessof the missilethreat totheUnited States. The
1999intelligenceestimatesaid that “ during thenext 15yearstheUnited Statesmost likely
will facel CBM threatsfromRussia, China, and NorthK orea, probably fromIran, and
possibly fromIrag, dthoughthethreatswill consst of dramatically fewer wegponsthantoday
becauseof significant reductionsweexpectin Russianstrategicforces.” *° Itdaboratedthat
NorthKoreacouldconvertitsTagp o-dong 1 spacelaunchvehicleintoan| CBM capable

“National Intelligence Council. “Foreign Missile Developments and the Ballistic Missile
Threat to the United States Through 2015,” unclassified, September 1999, p. 7.
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of reaching partsof theUnited Stateswithalight CW/BW payl oad and coul d test themore
powerful Tagp’ 0-dong 2 at anytime(rather than within5yearsasoften statedinthepress)
whichcoul ddeliver alargepayl oad anywhereintheUnited States. Assoonasthemissile
istestedsuccessfullyitwould bedeemedto* beavailablefor thecountry to useasathreat
orinamilitaryrole.”*” Iranwassaidtobeabletobuildan | CBM with Russanhelpand test
it between 2005and 2010, or it could buildaTaep’ o-dongtypel CBM, possibly withNorth
Korean help in the next few years.®

Lieutenant General RonaldK adish, Director of the Ballistic Missile Defense
Organization, has saidthe missilethreat is"real andnow,” andthat U.S. security depends
ontheability todefest that threat. Heexplained, “ Employing activedefenseswould provide
basi c protection, help preservefreedom of action, and* removeahostilestate’ scapability
tocoerceU.S.foreign policy or shapenationa security decisions.” *° Under Secretary of
DefenseWalter S ocombebuttressed thisposition, saying missiledefensecomplementsU.S.
deterrence, diplomacy, and armscontrol measuresby “enhancingthecredibility of U.S.
global security commitments” in the face of missile threatsto U.S. cities.®

Someofficialsinthe ClintonWhiteHouse, Department of State, Department of
Defense, and Central Intelligence Agency reportedly thought theestimated threat should not
bebased merely onthetechnol ogical capability of countriesto acquiremissiles, but should
beleavenedwithpolitical, economic, and socia factorsthat might decreasethedetermination
of acountry to acquireor to usemissilesagainst the United States, itstroops, or itsal lies™
Joseph Cirincioneof the CarnegieEndowment for I nternational Peacearguestherecent
estimatesexaggeratethe missilethreat andtermedthe Rumsfeldreport “ somewhat
hysterical” inthat it assertsnew nationscoul d deploy | CBMswithlittleor nowarning.®

“lbid., pp.2 and 7. The estimate noted that North Korea would require an operable third
stage and a survivable reentry vehicle, which apparently have not been observed, to produce
an ICBM. The Commission to Assess the Ballistic Missile Threat to the United States
(Rumsfeld Commission) concluded North Korea and Iran could “inflict major destruction on
the U.S. within about five years of a decision to acquire such a [ballistic missile] capability
(10 years in the case of Irag).” Many interpreted that statement to indicate the threat would
materidize in 2004, but North Korea could have made the decision some years ago and be
much closer to the capability. The Clinton administration subsequently reported it would not
be able to deploy a national missile defense before 2005 and that became the target date for
meeting a developing North Korean threat even though Pyongyang tested the Taep’ o-dong
1in August 1998 and was expected to test the Tagp’ 0-dong 2 in 1999 or 2000.

“|pid., p. 8

“U.S. Department of State.  Washington File,” Ballistic Missile Defense Organization
Director Answers Critics,” June 16, 2000, p. 1.

®Slocombe, Water B. “The Administration’s Approach,” The Washington Quarterly, v.
23, no. 3, Summer 2000, pp. 79-80.

®<ciolino, Elane and Steven Lee Meyers. “U.S. Study Reopens Division Over Nuclear
Missile Threat,” New York Times, July 5, 2000, p. 1.

52The Bdlidic Missile Threat Evolves,” by Joseph Cirincione, Carnegie Endowment for
(continued...)
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Several analystshavequestioned the sophi stication of North K orea’ smissileprogram, the
likely progressinlran’ smissileprogram, andtheleve of successinindia sand Pakistan’s
nuclear tests. TheBushadministrationisconvinced of thecurrent and developingWMD and
missile threat.

Thegreat emphasisonthelong-rangemissilethreat and effortsto defend against that
potential threat, intheview of someanalysts, detractsfromthemorelikely threatstoU.S.
security posedby terroristsarmedwithNBCW, by foreign shipsinU.S. ports, or by short-
range ballistic or cruisemissileslaunched from shipsstationed off theU.S. coasts. Butthe
intelligencecommunity hasfoundthethreat of shipbornemissileattack toberemote, and
former Secretary of Defense Cohennoted, “ To say that wecan't protect against everything
[e.g., all possibleterrorist attacks] doesn’ t meanthat weshoul dn’ t protect against thosethat
can cause us catastrophic harm.”>3

Thereislesscontroversy over thethreat of missilesthat canattack U.S. forcesoverseas
andU.S. dlies. Overthepast few years, thenumber of countrieswith short rangeballistic
missiles(SRBMs) hasgrown—Scud missilesand basic missileproductiontechnology are
widely available.

Another concernisvertical proliferaion—theimprovementsand new designsbeing
made by China, NorthKorea, Iran, Syria, India, and Pakistan. These countries are
improvingtherangeand accuracy of their missilesand significantly increasingtheir numbers
of missiles. Basicmissilesand missiletechnology arefairly readily available, andthese
countriesareincreas ng the sophisti cation of their missiles. Technol ogiestowatchfor include
stageseparation, multi plewarheads, submunitions, improved guidance, and penetrationaids.

NorthKoreareportedly hasabout 500 Scuds and 100 Nodong missilesandhas
exported hundredsof missilestotheMiddleEast.> Isragl, India, and NorthK oreahave
devel oped multistagemissiles, akey stepinbuildingintercontinental missiles. Pakistanand
Iran may soontesttwoor threestagemissiles. ViceAdmiral Wilson saidthat heexpects
“the number of ballistic missleswithrangesbetween 500 and 3,000kilometerstoincrease
significantly duringthe next 15yearsandtobecomemoreaccurateand destructive.
Likewise, thepotential for widespread proliferation of land attack cruisemissilesishigh. ...

%2(,..continued)

International Peace, Non-Proliferation Project Issue Brief, val. 11, no. 13, Sept. 10, 1999.
Comments on the 1999 intelligence estimate and on the report of the Commission to Assess
the Ballistic Missile Threst to the United States.

*Sciolino, p.1.

%Schwartz, Thomas, General, U.S. Army, Commander of United Nations Command and
ROK/U.S. Combined Forces Command. Testimony before the Senate Armed Services
Committee, March 7, 2000.
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Major air andseaports,logisticsbasesandfacilities,troopconcentrations, andfixed
communications nodes will be increasingly at risk.”®

Thenew medium-rangemissilesare* significantly altering strategicbalancesinthe
Middle East and Asia.”*

Another dangeroustrendisthe spread of productiontechnology, asNorthKorea,
China, andvarious groupsin Russiahavehel ped other countriesdesign, test, and produce
their ownmissiles. Withtheir help, Pakistanand I rantest fired medium-rangeballistic
missilesin April and July 1998 respectively. TheRuss anand Chinesegovernmentshave
promisedtorestrict missiletechnology exports, butitisnot yet clear they will beabletodo
soorarecommittedtotheeffort. WhileNorth K oreaisvoluntarily abstainingfrommissile
flight tests, it hasnot agreed tolimit missiledevel opments, depl oyments, or exports. Even
Iran, Libya, and Egypt havebeenidentified assourcesof missilesor somemissileproduction
technology.

Assessments

Althoughthepotentia scaleof NBCW warfarehasdiminishedwiththeend of theCold
War, thenumber of countriesor groupsthat couldinitiateanuclear, biological, or chemical
attack may beincreasing. Thenumber of countrieswithmissilesisincreasing, and countries
havefrequently used missilesincombat or asatool of intimidation. Thezoneof particular
concernspreadsfromNorth AfricaacrosstheMiddle East, through South Asiato Northeast
Asia. Withinthisband of countries, I srael, India, Pakistan, and Chinareportedly have
nuclear weapons and areworkingtoimprovetheir warheadsand delivery systems. North
K oreaprobably has nuclear weaponsandLibya, Iran, Iragaretryingto devel op nuclear
weapons. Chemical weapon and missiledevel opment programsarerifeinthiszone, and
several of the countries are reportedly developing biological weapons.

Russasupplieslranciviliannuclear, biologica , and chemica technol ogiesthat enhance
Iran’ sweapons programs. Inthepast, Chinahassupplied nuclear weaponstechnol ogy to
Paki stan and CW production equipment to I ran but hasapparently improveditsexport
control policiesinrecent years.>” NorthK orea, China, and Russiacontinueto beprimary
suppliersof missiletechnology. SomecountriesintheMiddle East haveacquiredthemeans
to produceanddevel opmissilesandarepotential or actual supplierstolessadvanced
countries.

AccordingtoViceAdmiral Wilson, theDirector of the Defenselntelligence Agency,
“All told, theprospectsof limiting proliferationaredim, andtheglobal WMD threattoUS-

*Wilson, p. 11.
*Director of Central Intelligence, February 2, 2000, p. 5.

5U.S. Director of Central Intelligence. “Unclassified Report to Congress on the Acquisition
of Technology Related to Weapons of Mass Destruction and Advanced Conventional
Munitions, 1 January through 30 June 1999,” pp. 9 and 10
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dliedterritory, interests, forces, andfacilitieswill increasesignificantly.”* A former head of
CIA’sNonproliferation Center concluded that theUnited Statesanditsalliesarenot ontop
of the NBCW proliferationproblem, “Wearenot evenstaying even. Wearedipping.”>®

Former Secretary of Defense Cohen described thedangersposed by the* morethan
25 countries|that] either haveor may bedevel oping nuclear, biological, and chemical
weapons,”® and said:

America's military superiority cannot shield us completely from this threat.
Indeed, a paradox of the new strategic environment is that American military
superiority actually increases the threat of nuclear, biological and chemical attack
against us by creating incentives for adversaries to challenge us asymmetrically.

In December 2000, theNational Intelligence Council reported, “ Theprobability that
amisslearmedwithWM D would beused against USforcesor interestsishigher today than
during most of theCold War andwill continuetogrow.” It predicted that between 2000 and
2015, “thelikelihoodwill increase... that WM D will beused either against theUnited States
or itsforces, facilities, and interests overseas.” *

®Wilson, Thomas R., Vice Admird, Director, Defense Intelligence Agency. Military
Threats ans Security Challenges Through 2015. Statement before the Senate Select
Committee on Intelligence, February 2, 2000, p.10.

*®Qehler, Gordon C. Conference on Countering Chemical and Biological Weapons. The
Threat. Jane's Information Group, Nov. 19, 1997.

®0ffice of the Secretary of Defense. “Proliferation: Threat and Response 1997,
November 25, 1997.

®U.S. Nationd Intelligence Council. Global Trends 2015: A Dialogue About the Future
with Nongovernment Experts. NIC 2000-02, December 2000, p. 38 and p. 9.



