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Summary

Variousfedera regulationsand criminal sanctions gpply to biologica and chemica
weapons. Some of the provisions are broadly drafted, covering biological and chemical
weapons aswell as other controlled material and technology. Somefocuson biological
and chemica weapons as such. Recent anti-terrorism legidlation, Public Law 107-56,
amended many of these provisions, broadening the scope criminal sanctions relating to
the use of biological and chemica weaponsand materials. Thisreport outlinesprovisions
criminalizing certain uses of biological and chemica weapons, and references other
relevant domestic and international material.

Introduction

Thisreport reviewsinternational and domestic materialsrelevant to criminal sanctions
attaching to the development, production, possession, and use of biological and chemical
weapons. It also addresses certain federal regulations attaching to the development,
production, and transportation of biological agents.

International Law

The United States isa signatory to the Biological Weapons Convention (BWC) and
the Chemical Weapons Convention (CWC). Boththe BWC and the CWC obligesignatory
states to implement domestic legidation. Article VIl of the BWC requires each signatory
state to enact legidation or otherwise prohibit violations of the Convention committed
withinitsterritorial jurisdiction or in areas withinits control.! Prohibited actsinclude the
development, production, stockpiling, acquisition, and retention of biological weapons.

! See, Convention on the Prohibition of the Development, Production, and Stockpiling of
Bacteriological (Biological) and Toxin Weapons and on Their Destruction, Apr. 10, 1972, 26
U.S.T. 583, 1015 U.N.T.S. 163. See generally, CRS Report RL31059, Biological Weapons: A
Primer.
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Article VII of the CWC requires state parties to enact pena legislation proscribing
activities prohibited by the Convention.?

Domestic Law

A. Biological Weapons, 18 U.S.C. 8§ 175 - 178.

General Offenses. 18 U.S.C. 88 175 - 178 ded with biological weapons as such.?
Section 175(a) punishes by fine or imprisonment, for life or aterm of years, the knowing
development, production, stockpiling, transfer, acquisition, retention, or possession of any
biological agent, toxin, or delivery system for use as a weapon. Attempts, threats, and
conspiracies to commit a proscribed act are also punishable. The statute also punishes
those who knowingly assist aforeign state or organization to do so, or those who attempt,
threaten, or conspire to do the same. The federal government enjoys extraterritorial
jurisdiction to enforce the provisions of this statute, a juridical power extending
enforcement power against acts beyond the physical limits of the United States.

Recently passed anti-terrorism legislation, Public Law 107-56, amends 8§ 175(c) to
clarify that the definition of “for use as a weapon” excludes uses for prophylactic,
protective, bona fide research, or other peaceful purposes.

Under 8 178(1), “biological agent” is broadly defined. It includes any
“microorganism, virus, infectious substance, or biological product that may be engineered
asaresult of biotechnology,” or any naturally occurring or engineered part of the samethat
is capable of causing:

*  biological malfunction, like death or disease, in aliving organism,
e deterioration of food, water, equipment, supplies, or materia of any kind; or
*  deleterious alteration of the environment.

2 See, The Convention on the Prohibition of the Development, Production, Stockpiling and Use of
Chemical Weapons and on Their Destruction, Jan. 13, 1993, 32 I.L.M. 800. The provisions
require signatory states to "prohibit natural and legal persons' within their jurisdiction from
"undertaking any activity prohibited to a State Party under this Convention,” and requires
signatories to enact pena legidation with respect to such activity. CWC, Art. VII, P1(a).
Moreover, a state obligates itself to "extend its penal legidlation enacted under subparagraph (a)
to any activity prohibited to a State Party under this Convention undertaken anywhere by natural
persons, possessing its nationality, in conformity with international law." CWC, Art. VII, P 1(c).
It has been noted that this subparagraph requiresthat the penal legidation conform to international
law, but need not conform to a signatory state’'s constitution. Ronald Rotunda, The Chemical
Weapons Convention: Political and Constitutional Issues, 15 CONST. COMMENTARY 131, 159
n. 6 (2001). Accordingly, “it is not a defense, under this subparagraph, that the United States
refuses to enact penal legidation on the grounds that it violates our Congtitution.” 1d.

3 Seealso, 42 C.F.R. 8872.1- 72.7 (regulating thetransportation of biological products, biological
materials, and etiologic agents, subjecting violators to fines ranging up to $500,000 and to terms
of imprisonment of up to five years.)
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Under § 178(2), “toxin” meansthe “toxic material of plants, animals, microorganism,
viruses, fungi, or infectious substances, or a recombinant molecule, whatever its origin or
method of production.”

Section 178(3)’ sdefinition of “ddivery system” includes* any apparatus, equipment,
device, or means of ddivery specifically designed to deliver or disseminate a biologica
agent, toxin, or vector; or any vector.”*

Possession Offenses. Compared to § 175(a), which punishesthose who possess
a proscribed biological agent “for use as a weapon, 18 U.S.C. § 175(b), as amended by
Public Law 107 - 56, reflects a broader prohibition. It punishes those who knowingly
possess “any hiologica agent, toxin, or delivery system of atype or in a quantity that,
under the circumstances, isnot reasonably justified by aprophylactic, protective, bonafide
research, or other peaceful purpose.” (Emphasis added). Violators are subject to afine,
imprisonment for up to 10 years, or both. For purposes of this section, the terms
“biological agent” and “toxin” do not *“encompass any biological agent or toxin that isin
itsnaturally occurring environment, if the biological agent or toxin has not been cultivated,
collected, or otherwise extracted from its natural source.”

A third possession offenseisfound at 18 U.S.C. 8§ 175b. It punishesrestricted classes
of persons,® by fine or imprisonment, for possessing, shipping, or transporting certain
biologica agents.

B. Chemical Weapons: 18 U.S.C. 88 229 et seq..

18 U.S.C. 229 to 229F dedls with chemical weapons. Under § 229 it is unlawful for
apersonto knowingly “develop, produce, otherwise acquire, transfer directly or indirectly,
receive, stockpile, retain, own, possess, or use, or threaten to use any chemica weapon.”
Additionally, it is unlawful for any person to assist or induce any person to do the same,
or to conspire or attempt to do the same. Crimina liability extends to proscribed
extraterritorial activities of United States nationals.

Violation of § 229 is punishable by fine, imprisonment, or death, and, also, triggers
civil penalties payable to the United States.

Various governmental agencies or departments and those authorized by law, such as
amember of the Armed Services authorized to receive chemical weapons, are exempted,
as are those who, in an emergency situation, attempt to destroy or seize the weapon.®

* Section 178(4) defines “vector” as a living organism, or molecule, including a recombinant
molecule, or biological product that may be engineered as a result of biotechnology, capable of
carrying biological agent of toxin to a host.

® Under § 175b(b)(2) “restricted person” includes, among others, an individual who (A) is under
indictment for or has been convicted of a crime punishable by aterm exceeding a year, (B) isa
fugitive, (C) isan unlawful user of acontrolled substance, (D) isan alien unlawfully in the United
States, (E) has been committed to any mental institution, or (F) has been dishonorably discharged
from the Armed Services.

6 See 18 U.S.C. § 229(b).
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Section 229F provides three, integrated definitions of “chemical weapon™:

(1) “Atoxic chemicd and itsprecursors,” unlessitisintended for apurpose otherwise
permitted under § 229 generaly.

(2) “A munition or device, specifically designed to cause death or other harm”
through therelease of “toxic properties of thosetoxic chemicals’ defined indefinition

(1).

(3) Any equipment specifically designed for use directly in connection with the
employment of munitions or devices’ specified in definition (2).

C. Miscellaneous Statutory Provisions .

Mailing Injurious Articles, 18 U.S.C. § 1716. The statute defines categories of
nonmailableitemsand outlines conditions for prosecuting those who send prohibited items
through the mails. A person who merely mailsaprohibited item, without more, is subject
to afine of $1,000, up to one year in prison, or both. A person who does the same, but
with an intent to kill or injure a person, or with an intent to injure the mails or other
property is subject to afine of $10,000, imprisonment for up to twenty years, or both. If
death results, then a person who mails with intent to kill or harm may be subject to the
death penalty.

Under § 1716, some notable “nonmailable’ items include;

o “dl kinds of poisons,”

«  “dl articles and compositions containing poison,”

*  “chemical devices. .. which may ignite or explode,”

o “dl disease germs.”

Variousexclusionsand exceptionsapply. For instance, the postal service enjoysdiscretion
to permit the mailing of such items.

Weapons of Mass Destruction and Terrorism, 18 U.S.C. § 2332a. Section
2332a triggers when a person, “without lawful authority,” uses, threatens,” attempts, or
conspires to use a weapon of mass destruction, including “any biological agent, toxin, or
vector,”® but excluding “chemical weapons’ as defined in §229F.°

Such action is punishable by death or imprisonment when it is directed against:

. a United States national abroad,

" It is unclear whether a“hoax” constitutes a threat under this section. See e.g. Barry Kellman,
Biological Terrorism: Legal Measures for Preventing a Catastrophe, 24 HARv. J.L. & PuB.
PoL'y 417, 467 (2001).

8 See this Report’ s discussion of “Biological Weapons,” above, for a definition.
® See this Report’ s discussion of “Chemical Weapons,” above, for a definition.
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e any personinthe United States, when the action affects or could affect interstate
commerce, or
» thedomestic or foreign property of the United States government.

The provision aso punishes by imprisonment or death the use of a weapon of mass
destruction by a United States national outside the territorial jurisdiction of the United
States.

Under the statute, “weapon of mass destruction” includes, but is not limited to, any
weapon:

*  designed or intended to cause death or serious bodily injury through the rel ease,
dissemination, or impact of toxic or poisonous chemicals,™ or their precursors;

* involving a disease organism;

* designedto releaseradiation or radioactivity at alevel dangerousto human life;
or,

» thatisa“destructive device’ under 18 U.S.C. § 921.

Section 921appliesto firearms. Under the section, “ destructive device” includes any
“explosive, incendiary, or poison gas’ bomb, grenade, rocket, missle, mine, or other
smilar device. Thedefinition also covers*any type of weapon,” which will expel, or may
be converted to expel “a projectile by the action of an explosive or other propellant, and
which has any barrel with a bore of more than one-half inch diameter.” *Destructive
device” also includes any combination of parts* designed or intended for usein converting
any device” into aweapon described above. Exclusionsinclude various devices designed
for non-offending purposes, like pyrotechnic purposes; devices used for non-offending
purposes, like sporting purposes; devices excluded from definition by the Secretary of the
Treasury; or devices that are “antiques.”

Harboring or Concealing Terrorists. 18 U.S.C. § 2339, added pursuant to
Public Law 107-56, punishes those who harbor or conceal “any person who he knows, or
has reasonabl e groundsto believe, has committed, or isabout to commit, an offense under
... 175 (relating to biological weapons), section 229 (relating to chemical weapons), [or]

. section 2332a (relating to weapons of mass destruction).” Violation of 8 2339 is
punishable by fine or imprisonment for up to 10 years.

Providing Material Support to Terrorists. 18 U.S.C. § 2339A punishesthose
who provide material support or resource or concea or disguise the nature, location,
source, or ownership of material support or resources, knowing or intending that they are
to be used in preparation for, or in carrying out, a violation of section 175 (relating to
biological weapons) or section 229 (relating to chemical weapons.) Violation of 8 2239A
is punishable by fine and up to 10 yearsin prison.

Acts of Terrorism Transcending National Boundaries. 18 U.S.C. §
2332b(g)(5)(B)(i), as amended by Public Law 107-56, includes within the definition of
“Federal Crime of Terrorism” an offense that is“aviolation of . . . 175 or 175b (relating
to biological weapons), . . . [or] 229 (relating to chemical weapons).”

19 Presumably, “poisonous chemicals’ does not include “ chemical weapons’ as defined in § 229F.
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Instruction. 18U.S.C. § 231(a)(1) forbidsteaching or demonstrating to any person
any “technique capable of causing injury or death to persons, knowing, or having reason
to know, or intending that the same will be unlawfully employed for use in, or in
furtherance of, a civil disorder.”  This section could be applied to proscribe the
dissemination of information relevant to the devel opment and production of biological and
chemica weapons, although it could raise First Amendment concerns. Violation of this
section is punishable by fine or imprisonment for aterm of years, not to exceed five years.

D. Biological Agents and Federal Regulations.

Scope. In 1996, the Centers for Disease Control tightened existing regulations
pertaining to the “acquisition, transfer, packaging, labeling, or handling of biological
agents,” ** confining the possessi on of pathogensto highly regul ated and controlled research
and commercid facilities. Biological productsintroduced into the stream of commerceface
licensing requirements,* asdo producersof thoseproducts.”®* Manufacturers, distributors,
and other market participants face record keeping, reporting, inspection, and testing
requirements.** The transfer and shipping of biological agentsisalso highly scrutinized.*
Federal regulations aso attach to the importation of pathogens.'®

Penalties. Violations of these regulations trigger varied penalties. For instance,
individuals who violate regulations pertaining to the interstate shipment of ecological
agents face fines of up to $250,000, or imprisonment of up to one year injail, or both.*
Organizations doing the same face fines of up to $500,000 per event.’® Other penalties
involve the revocation or suspension of an organizations or individual’ s license.™

1 Kellman, 24 HARv. J.L. & PuB. PoL'y at 450.

2 See 21 CF.R. 88 601.12(a), 601.20 (2001)(addressing biological licensing terms and
conditions).

13 See 42 U.S.C. § 262(a).

14 Seeeg., 9 C.F.R. § 116 (2001)(outlining an extensive record keeping and reporting requirement
for producers of biological products); 21 C.F.R. § 601.20 (2001)(outlining a testing procedure to
ensure the products are “ safe, pure, and potent”); 21 C.F.R. § 600.81 (2001)(record keeping and
reporting requirements); 21 C.F.R 88 600.20-22 (2001)(inspection protocols).

15 Seeeg. 42 C.F.R. §8 72.6(3)(1), (d)(1)(iv), (h)(2) (2000).

16 Seeeg. 42 C.F.R. §8 71.54(a), 71.54(b), 72.3, 72.6 (g) (2000)
17 See 42 C.F.R. § 72.7 (2000).

18 Seeid.

 Seeeg. 21 C.F.R. §§ 601.5, 601.6 (2001).



