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A Primer on E-Government: Sectors, Stages,
Opportunities, and Challenges of Online Governance

Summary

Electronic government (e-government) intersects many legisative issues,
including privacy, digital divide (thelack of equal accessto computers, whether due
to alack of financial resources or necessary skills), public access to government
information, servicedelivery, and information security. E-government solutionsare
prominently represented in efforts to improve the management and efficiency of
government information technology resources. To help policymakers discern e-
governmentinitiativesrelativetotheir roleinvariousissues, thisreport identifiesand
defines the principal e-government sectors and stages of development. It aso
outlines some of the opportunities and challenges associated with e-government.

Some observers define e-government in terms of specific actions such asusing
akiosk to receive job information, or applying for Social Security benefits through
aweb site. Other observers define e-government more generally as automating the
delivery of government services. While perceptions vary widely, one organization,
The Gartner Group, summarizes e-government as “the continuous optimization of
servicedelivery, constituency participation, and governance by transforminginternal
and external relationships through technology, the Internet, and new media.”

E-government initiatives could have implications for federalism. One of the
hallmarks of afederal system of governanceisthe emphasison vertical divisions of
power. In contrast, e-government initiatives utilize information technologies that
emphasize a horizontal, or networked, model of communication and interaction.
While e-government isdesigned, in part, to dissolve the barriers separating different
agencies, it could also have asimilar effect on the boundaries of federal governance.

Although e-government encompassesawiderangeof activitiesand actors, three
distinct sectors can beidentified. Theseinclude government-to-government (G2G),
government-to-business (G2B), and government-to-citizen (G2C). Each of these
sectors represents a different combination of motivating forces and initiatives.
However, some common goals include improving the efficiency, reliability, and
quality of servicesfor the respective constituency groups.

Due to a variety of technical, economic, and political reasons, e-government
initiativestaketimeto evolveinto their full potential. Consequently, one can divide
e-government projects into four stages of evolution: presence, interaction,
transaction, and transformation. Each successive stage represents an augmented
capability to provide information and services as interactive transactions online.

Finally, proponentsand criticsof e-government recognizethat thereareavariety
of opportunities and challenges involved with the successful implementation of e-
government initiatives. Some of the potential opportunities include new services,
increased citizen participation in government, and an enhanced national information
infrastructure. Some of the potential challenges include information security and
privacy, disparitiesin computer access, and management and funding requirements.
This report will be updated as events warrant.
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A Primer on E-Government: Sectors,
Stages, Opportunities, and Challenges of
Online Governance

Background

Electronic government (e-government) intersects many legisative issues,
including privacy, digital divide (the lack of equal accessto computers, whether due
to alack of financial resources or necessary skills), public access to government
information, service delivery, and information security. E-government solutionsare
prominently represented in efforts to improve the management and efficiency of
government information technology resources. As such, e-government can be
considered a process, or a means to an end, rather than an end in and of itself. E-
government isstill in the earliest stages of development and promisesto evolvewith
advances in technology and increased acceptance and trust in electronic
communications.® The dynamic nature of e-government and its broad sectoral
applications may sometimes contribute to alack of a common understanding of its
meaning and significance. To help policymakers discern e-government initiatives
relative to their applications to various issues, this report identifies and defines the
principal e-government sectorsand phases of development. Thisreport also outlines
some of the major issue opportunities and challenges associated with e-government.

What is E-Government?

E-government means different things to different people. Some observers
define e-government in terms of specific actions. using a government kiosk to
receive job information, applying for Socia Security benefits through aweb site, or
creating shared databasesfor multipleagencies, asexamples. Other observersdefine
e-government more generally as automating the delivery of government services.
While perceptions of e-government vary widely, some common themes can be
identified that capture its evolutionary nature.

E-government involves using information technology, and especialy the
Internet, to improve the delivery of government servicesto citizens, businesses, and
other government agencies. It hasthe potential to more directly connect the federal
government with its citizens in a manner that opens new opportunities while aso
raising new challenges. E-government could enable citizens to interact and receive

! For amore detail ed discussion of theroleof trust in the devel opment and dependence upon
networked information systems, see Fred B. Schneider (ed.), Trust in Cyberspace
(Washington, DC: National Academy of Sciences, 1999).
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services from the federal government (or state and local governments) 24 hours a
day, seven daysaweek. Some observersof e-government initiatives suggest service
delivery could become more convenient, dependable, and less costly. The Gartner
Group describes e-government as “the continuous optimization of service delivery,
constituency participation, and governance by transforming internal and external
relationships through technology, the Internet, and new media.”? Mark Forman,
Assaciate Director for Information Technology and E-Government at the Office of
Management and Budget (OMB) has defined e-government as “the use of Internet
technol og]y and protocols to transform agency effectiveness, efficiency, and service
quality.”

E-government isitself aprocess still inthe early stages of development. Initial
forays into e-government initiatives have focused mostly on providing enhanced
accessto information and basic services. Although the full transformative effects of
e-government remain largely unrealized at thistime, the rapid growth in interest and
resources dedicated to e-government initiatives may contribute to swifter changes.

Implications for Federalism

Oneareawheretheimplicationsfor implementing e-government initiativesmay
have a significant effect relates to the concerns of federalism. The Constitution
established a federa system of governance granting certain powers to the national
government while reserving others to the states and the people. Throughout the
history of the country, the nature of American federalism has evolved, reflecting the
political, economic, and social changes that have occurred.* However, one of the
hallmarks of afederal system of governanceisthe emphasison vertical divisions of
power. In contrast, e-government initiatives utilize information technologies that
emphasize a horizontal, or networked, model of communication and interaction.
While e-government is designed, in part, to break down the barriers separating
different agencies, it could also have a similar effect on the boundaries of federa
governance.

In light of the divergent properties of federalism and e-government, the advent
of e-government has the potential to effect significantly the power relationship
between the national and state governments. An example includes initiatives to
create” one-stop-shopping” Web sitesto obtain government servicesand information,
such as the FirstGov site. In addition to its original role of providing accessto all
federal government Web sites, FirstGov has added links to most state Web sites as

2Gartner Group, “ K ey Issuesin E-Government Strategy and M anagement,” Research Notes,
Key Issues, 23 May 2000.

3 Stephen Barr, “President Searching for a Few Good E-Government Ideas,” Washington
Post, 10 August 2001, p. B2.

* See CRS Report RL30772, American Federalism, 1776 to 2000: Sgnificant Events, by
Eugene Boyd and (nameredacted), for amore comprehensive analysisof theevolution
of American federalism.
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well.> One of the goals of these types of sites is to create an experience that
attenuates the agency-centric approach to providing services. Although thisusually
refersto agencies at the samelevel of government, it could also include servicesthat
are provided through someform of national, state, and/or local cooperation, such as
welfare, transportation, or law enforcement activities. However, these same efforts
to improve the delivery of government services could also diffuse political
responsibility and credit, making it less clear from where the funding and direction
are originating.

The Multidimensional Nature of E-Government
Issues

Discussed in greater detail below, the advent of e-government raises a number
of issues. It isimportant to stress at this point the multidimensional nature of those
issues. On the one hand, e-government provides new opportunities to enhance
governance, which can include improved efficiency, new services, increased citizen
participation, and an enhanced National Information Infrastructure. On the other
hand, e-government also presents new challenges to governance including
information security, privacy, disparitiesin computer access, and management and
funding requirements. Together, all of these issues are complicated by their
combined intra- and inter-governmental nature. They can crosscut both the various
sectorsand stages of e-government devel opment. However, they al so shareanumber
of recurring themes often associated with previous, |ess technologically-dependent
approachesto improving government such asjurisdictional authority, proceduresfor
the appropriate handling of information, building and maintaining infrastructures,
providing services, and citizens' rights. The multidimensional nature of e
government suggests that there are no quick fixesfor the concerns raised, but rather
that issueswill need to be addressed with careful attention to context and precedent.

Sectors of E-Government

Although e-government encompassesawiderangeof activitiesand actors, three
distinct sectors can beidentified. Theseinclude government-to-government (G2G),
government-to-business (G2B), and government-to-citizen (G2C). Some observers
also identify afourth sector, government-to-employee (G2E). However, since G2E
operations are intra-agency activities, they can be considered a subset of the G2G
sector and are not addressed separately in this report. A separate report focusing
specifically on G2E issuesis forthcoming.

*WilliamMatthews, “ FirstGov to Add State Links,” Federal Computer Week, 21 May 2001,
p. 13.
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Government-to-Government (G2G)

In many respects, the G2G sector represents the backbone of e-government.
Some observers suggest that governments (federal, state, local) must enhance and
updatetheir owninternal systemsand procedures before el ectronic transactionswith
citizens and businesses can be successful.° G2G e-government involves sharing data
and conducting electronic exchanges between governmental actors. This involves
both intra- and inter-agency exchanges at the federal level, as well as exchanges
between the federal, state, and local levels.

Motivating Forces Behind the G2G Sector. Thereareanumber of forces
motivating G2G e-government initiatives. One of theseinvolveslegidation. There
are avariety of laws and regulations that are contributing to the implementation of
e-government initiatives.” For example, the Paperwork Reduction Act (PRA)
reduces the information collection and reporting requirements of the federal
government while al so promoting the coordination of government-wideinformation
management activities.® The Computer Security Act requires federal agencies to
devel op information security plans, and tasksthe National Institutefor Standardsand
Technology (NIST) with the responsibility to devel op federal government computer
security standards. The Clinger-Cohen Act, among other provisions, established a
chief information officer (ClIO) in each executive branch agency, decentralized and
streamlined information technology procurement procedures, and assigned
information technol ogy capital planning and investment responsibilitiesto the Office
of Management and Budget (OMB).® The Government Paperwork Elimination Act
(GPEA) requires OMB to provide leadership in acquiring and implementing the
technology necessary to substitute electronic documents for paper documents.™
GPEA aso tasks OMB, in conjunction with the National Telecommunications and
Information Administration (NTIA), to establish procedures for the use and

® Robert D. Atkinson and Jacob Ulevich, Digital Government: The Next Sep to
Reengineering the Federal Government, Technology & New Economy Project, Progressive
Policy Institute, March 2000.

" See CRS Report RL30745, Electronic Government: A Conceptual Overview, by (name
redacted), and CRS Report RL31088, Electronic Government: Major Proposals and
Initiatives, by (name redacted). for a more comprehensive analysis of the legislation and
policy environment shaping e-government initiatives.

8 See CRS Report RL30590, Paperwork Reduction Act Reauthorization and Gover nment
Information Management Issues, by (name redacted), for a more comprehensive analysis
of PRA.

® See CRS Report RL 30661, Government | nformation Technology Management: Past and
Future Issues (The Clinger-Cohen Act), by (name redacted), for a more comprehensive
analysis of the Clinger-Cohen Act.

19 The creation of multiple formats raises the issue of determining what is considered the
“official” version of government material and whether online publication satisfies
requirements regarding the printing and archiving of documents.
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acceptance of electronic signatures™ in the executive branch of the federa
government.

A second force spurring G2G initiativesisthe interest in improved efficiency.
One of the expected benefits of information technology investment solutions often
cited by proponentsis cost savings achieved by increasing the speed of transactions,
reducing the number of personnel necessary to complete a task, and improving the
consistency of outcomes.*? Asattention to effortsto containthegrowth of thefederal
budget has heightened, so has interest in using information technology solutions to
streamline procedures and trim costs.

Related to this interest in efficiency, a third driving force is the growing
attention being paidto improving the management of federal government information
technology and public resources. Effortsto identify and apply “best practices’ from
other areas of the public and private sectors have helped fuel the development of
federal e-government initiatives. State and local governments are often perceived
as models for e-government initiatives due to their role in delivering services to
citizens.”®* State and local governments are also the targets of many G2G efforts due
to their relative proximity, geographicaly and politically, to citizens. A growing
reliance on information technology generally, and the need to update and invest in
long term information technology projects, such as the overhaul of the Federa
Aviation Administration (FAA) and the Internal Revenue Service (IRS) systems,
have emphasized the importance of good information technology management
practices to help ensure the success of these projects. As part of re-examining
information technol ogy management strategies, policymakershave considered many
approaches to restructuring government. In this context, e-government is often
proposed as a solution.

Examples of G2G Initiatives. One example of a G2G e-government
initiative isthe Northeast Gang Information System (NEGIS). NEGISis sponsored
by the Department of Justice and serves as a shared resource for street gang
information for states in the northeast, including Connecticut, Rhode Island,
Vermont, Massachusetts, and New York. It includes information such as gang-
related activities, gang intelligence, and a reference library. NEGIS connects the

1 Electronic signatures (e-signatures) are methods used with an electronically transmitted
message that uniquely identifies the sender. Like a written signature, the purpose of an
electronic signature isto guarantee that the individual sending the message really iswho he
or she claimsto be. Electronic signatures are especially important for el ectronic commerce.
See CRS Report RS20344, Electronic Sgnatures. Technology Developments and
Legislative Issues, by (hame redacted), for a more comprehensive analysis of issues
related to electronic signatures.

12 John Trattner, “ E-gov Revol ution Transforms Federal Operations,” Gover nment Executive
Magazine, 29 November 2000,
[http://www.govexec.com/dailyfed/1100/112900PRUNE.htm].

3 Timothy Sprehe, “ States Show Feds the Way,” Federal Computer Week, 30 April 2001,
p. 48; William Matthews, “ States More ‘ Freewheeling’ in Egov.,” Civic.Com, 9 August
2000, [http://www.civic.com/civic/articles/2000/0807/web-1egov-08-09-00.asp].
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state police departments of the participant-states, which, in turn, transmit the
information to the states' other law enforcement agencies.

A second example is the Electronic Contractor Past Performance System
maintained by the National Institutes of Health (NIH). Started in December 1996,
thisonlinedatabase contains past performance scorecardsof government contractors,
as rated by contract/project officers. It is designed to help agencies determine the
suitability of potential contractors on the basis of criteria such as the quality of
product or service, cost control, timeliness of performance, and business practices.
Thirteen agencies contributeto the database, including the Environmental Protection
Agency (EPA), the Department of Commerce, and the General Services
Administration (GSA).

Government-to-Business (G2B)

Government-to-Business (G2B) initiatives receive a significant amount of
attention, in part because of the high enthusiasm of the business sector and the
potential for reducing costs through improved procurement practices and increased
competition.** The G2B sector includes both the sale of surplus government goods
to the public, aswell asthe procurement of goods and services. Although not all are
directly dependent on the use of information technology, severa different
procurement methods are used in relation to the G2B sector. Performance-based
contracting isamethod in which the payment made to the contractor is based on the
actual goalsand outcomes of thejob. Share-in-Savings contracts are thoseinwhich
the contractor paysfor the up-front costs of aproject, such astheinstallation of anew
computer system, and recel ves payment passed on the savingsgenerated by switching
from the previous system. **> Reverse auctions, on the other hand, are reliant on the
use of information technology and could become a frequently used method for
purchasing products that are standardized and easily evaluated for quality, such as
off-the-shel f technol ogy componentsor office supplies. Conducted over theInternet,
areverse auction entails companies openly bidding against each other inreal timeto
win agovernment contract. The purpose of reverse auctionsisto drive prices down
to market levels. Due to the emphasis on price, reverse auctions are best-suited in
cases where quality and expected performance are clear and easily assessed.

Motivating Forces Behind the G2B Sector. Therearetwo primary forces
driving the G2B sector. Thefirstisthe businesscommunity. In many industries, the
use of electronic meansto carry out various activities, such as procurement, sales,
and hiring is commonplace. For example, the auto industry created an electronic
business exchange called Covisint in fall 2000. Covisint provides an online
environment for automakers and parts suppliers to buy and sell goods, share

14 Alorie Gilbert, “President Bush Backs E-Government, Digital Signatures,”
I nformationWeek, 6 April 2001, p. 24.

> Greg Langlois, “An Equal Slice of Success,” Federal Computer Week, 14 May 2001, p.
44,



CRS-7

information, and collaborate on new products.’® In addition, the software industry
is producing an ever-growing number of products focused on moving routine
business activities online. Many companies would like to extend the cost savings
realized in their business-to-business (B2B) transactions to their business with
federal, state, and local governments (B2G).

The second primary force motivating interest in the G2B sector isthe growing
demand by policymakers for cost cutting and more efficient procurement. Similar
to the interest in efficiency that is helping propel G2G initiatives, many G2B
initiatives are promoted on their potential to streamline and improve the consistency
of personnel-intensivetasks, such as processing license renewal sor employee benefit
changes. However, there is some disagreement over whether these efforts should
help centralize or decentralize procurement by agencies. Until the passage of the
Clinger-Cohen Act in 1996, procurement decisions for information technology
products and services were generaly centralized, with the General Services
Administration (GSA) performing a significant role.  Among its provisions, the
Clinger-Cohen Act decentralized some of the decisions back to the agencies. Some
observers suggest that decentralized procurement allows agencies greater control
over their own projects, and reduces the amount of time between when aproduct is
ordered and when it isdelivered.’” In contrast, other observers promote centralized
procurement on the basis that it will lower costs by aggregating the purchases of
similar products by multiple agencies and enhance accountability by limiting the
number of people authorized to enter into purchase agreements.*®

Examples of G2B Initiatives. One example of a G2B initiative is GSA
Auctions.”® GSA Auctionsisan online auction Web sitein which GSA sellsfederal
surplus property to the highest bidders. Items sold include everything from hand
tools and furniture to industrial machinery and vehicles. Perhaps one of the more
well-known items was the auction of a fifty-year-old Coast Guard cutter, the
Tamaroa, which appeared in the movie Perfect Sorm.

A second example of a G2B initiative is Buyers.gov, a business and auction
exchange administered by the GSA Federal Technology Service (FTS). The
Buyers.gov sitefacilitatesthe purchase of information technol ogy productsby federal
government agenciesthrough the use of reverse auctionsand aggregating demand for
commonly purchased products.?

16 The Covisint Web site may be found at [http://www.covisint.con/].

1 Senator Fred Thompson, Committee on Governmental Affairs, Government at the Brink:
Urgent Federal Gover nment Management Problems Facing the Bush Administration, June
2001, Val. 1, p. 37; Dan Caterinicchia, “ Tough timesfor 8(a)s,” Federal Computer Week,
18 September 2000, [ http://www.fcw.com/supplements/Fedlist/2000/fed-8as-09-18-00.asp] .

18 Katy Saldarini, “Feeling the Consequences of Procurement Reform,” Government
Executive Magazine, 18 January 2000,
[http://www.govexec.com/dailyfed/0100/011800k1.htm].

1 The GSA Auctions Web site can be found at [http://www.gsaauctions.gov].
% The Buyers.gov Web site can be found at [http://www.buyers.gov].
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A third G2B initiative, also administered by GSA, is FedBizOpps.*
FedBizOppsisaWeb site designed to serve as a central location for agenciesto post
procurement notices, such as Request-for-Purchase (RFP) notices. The goal of the
siteisto create a standardized, easy-to-access point of contact for businesses which
may want to bid on a government contract instead of having to search through the
variety of agency-specific methods of advertising contracting opportunities.? A
similar sitecalled DoDBusOppswas al so established specifically for the Department
of Defense.?

Government-to-Citizen (G2C)

Thethird e-government sector is Government-to-Citizen (G2C). G2Cinitiatives
are designed to facilitate citizen interaction with government, which is what some
observersperceiveto bethe primary goa of e-government. Theseinitiativesattempt
to make transactions, such as renewing licenses and certifications, paying taxes, and
applying for benefits, less time consuming and easier to carry out. G2C initiatives
also often strive to enhance access to public information through the use of
dissemination tools, such asweb sitesand/or kiosks. Another feature of many G2C
initiatives is the effort to attenuate the agency-centric, and at times, process-laden
nature of some government functions. Some e-government advocates suggest that
one of the goals of implementing these initiatives should be to create a “one-stop
shopping” site where citizens can carry out a variety of tasks, especialy those that
involve multiple agencies, without requiring the citizen to initiate contactswith each
agency individualy.® A potential outgrowth of G2C initiatives is that they may
facilitate citizen-to-citizen interaction and increase citizen participation in
government by creating more opportunities that overcome possible time and
geographic barriers, thereby connecting citizens who may not ordinarily come into
contact with one another.

Motivating Forces Behind the G2C Sector. Interest in G2C initiatives
isdriven by a combination of several factors. Oneis citizen demand, especialy by
younger citizens and those accustomed to using el ectronic transactionsin other areas
of their lives (e.g., banking).” Some observers expect the citizen demand for e-
government to increase significantly over the next ten years as the youth, who are
now growing up with personal computers and the Internet as a routine presence in

2 The FedBizOpps Web site can be found at [http://www.fedbizopps.gov].

22 Jason Peckenpaugh, “ Council Issues Online Procurement Rules,” Gover nment Executive
Magazine, 17 May 2001, [http://www.govexec.com/dailyfed/0501/051701pl.htm].

% The DoDBusOpps Web site can be found at [http://www.dodbusopps.com].

24 Judi Hasson, “Treasury CIO Promotes Expanded Fed Portal,” Federal Computer Week,
19 March 2001, p. 14; William Matthews, “ Setting a Course for E-Government,” Federal
Computer Week, 11 December 2000,

[http://www.few.com/few/arti cles/2000/1211/cov-egov-12-11-00.asp] .

% John P. Méello, Jr., “Building a Better Bureaucracy,” CFO.com, 1 October 2000,
[http://www.cfo.com/article/1,4616,0|1|AD]1012,00.html].
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their lives, become adults.®® However, studiesillustrating therelatively low political
activity of young adults suggest this uptick in citizen participation may be delayed
several years.”” Citizen demand may also bedriven by increased time pressures. As
citizens feel they have increased demands placed on their time, they may look for
ways to reduce time spent standing in lines and taking care of administrative tasks.
Oneway to do thisisto be ableto complete routine governmental transactions, such
as renewing a license or applying for a permit online. Similar to G2G and G2B
projects, G2C initiativesarea so drivenby aninterest in“ better government” through
improved efficiency and more reliable outcomes.

Examples of G2C Initiatives. Although many examplesof G2C initiatives
can befound at the local and state level, there are also examples at the federal level.
One of these examples is the establishment of the FirstGov Web site.® FirstGov, a
public-private partnership, isadministered by GSA. Established in September 2000,
FirstGov is designed to serve as the online porta® for 51 million pages of
government information, services, and online transactions. According to the Web
site, FirstGov “has the most comprehensive search of government anywhere on the
Internet.” Its creators also hope that FirstGov will serve as “the catalyst for a
growing electronic government.”

A second exampleisthe|RS.¥ Inadditionto providing all IRStax formsonline
for downloading, the IRS Web site also contains awealth of information to answer
avariety of tax-related questionsthat citizens might normally ask during acall to an
IRS telephone help line or avisit to one of its centers. The IRS also allows citizens
and businesses to file and pay their taxes online using an option called e-file.
Depending on one's tax situation, e-file can enable a filer to submit information,
make payments, and receive refunds electronically.

Stages of E-Government

Inaddition toidentifying e-government initiativesaccording totheir sector, such
projects can aso be classified according to their level or stage of development.
Although different e-government initiatives strive to accomplish different goals,
some observers argue that one of the overarching themes of e-government isto fully
realize the capabilities of availableinformation technology in an effort to transform
government from an agency-centric, limited service operation into an automated,
citizen-centric operation capable of delivering government services to citizens,

%« A Survey of Government and the Internet, Digital Democracy,” The Economist, 24 June
2000, p. 31.

" John M. Strate, Charles J. Parrish, Charles D. Elder, and Coit Ford, “Life Span Civic
Development and V oting Participation,” American Political Science Review, vol. 83, June
1989.

% The FirstGov Web site can be found at [http://www.firstgov.gov].

2 A portal isaweb sitethat provides abroad array of resources and services such as search
engines, forums, and specialized content.

% The IRS Web site can be found at [http://www.irs.gov].
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businesses, and other government agencies 24 hours a day, seven days a week.
However, for avariety of technical, economic, and political reasons, it will taketime
for these initiatives to evolve into their full potential. For that reason, some
observers use a common schema for classifying the stages of evolution of e
government projects.® The schemais based on the degree to which the properties
of information technology have been utilized to enable the delivery of services
electronically. Using this schema, there are four stages of evolution; presence,
interaction, transaction, and transformation. It is important to note that an e
government initiative does not necessarily haveto start at thefirst stage and work its
way through all of the stages. Instead, a project can skip levels, either from its
inception or asit develops.

Presence

Presence is the first stage of development and is the establishment of a
placeholder for delivering information in the future. It represents the simplest and
least expensive entrance into e-government, but it also offers the fewest options for
citizens. A typical example isabasic Web site that lists cursory information about
an agency, such as hours of operation, mailing address, and/or phone numbers, but
has no interactive capabilities. It is a passive presentation of general information.
Some observers refer to these types of sites as ‘ brochureware,” suggesting they are
the electronic equivalent of a paper brochure.

Interaction

The second stage is interaction. Although interactive Web-based initiatives
offer enhanced capabilities, efforts in this group are till limited in their ability to
streamlineand automate government functions. Interactionsarerelatively smpleand
generally revolve around information provision. These types of initiatives are
designed to help the customer avoid a trip to an office or make a phone call by
making commonly requested information and forms available around the clock.
Theseresourcesmay includeinstructionsfor obtaining services, downloadableforms
to be printed and mailed back to an agency, or perhaps e-mail contact to respond to
simple questions.

Transaction

Thethird stageintheevolution of e-government initiativesistransaction. These
initiativesare more complex than simpleinformation provision and embody thetypes
of activities popularly associated with e-government. They enable clients to
complete entire tasks electronically at any time of the day or night. Theseinitiatives
effectively create self-service operations for tasks such as license renewals, paying
taxes and fees, and submitting bidsfor procurement contracts. Although thelevel of
interactivity isof ahigher magnitude than second stage initiatives, the activities till
involve aflow of information that is primarily one-way (either to government or to
the client, depending on the activity). The electronic responses are generally highly

31 Christopher Baum and AndreaDi Maio, Gartner’ s Four Phases of E-Government Model,
21 November 2000.
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regularized and create predictable outcomes (e.g., approving a license renewal,
creating areceipt, acknowledging a bid).

Transformation

The highest order of evolution for e-government initiatives is transformation.
Initiativesat thislevel utilizethefull capabilities of thetechnology to transform how
government functions are conceived, organized, and executed. Such initiatives
would have the robust customer relationship management capabilities required to
handle afull range of questions, problems, and needs. Currently, there arevery few
examples of thistype of initiative, in part dueto administrative, technical, and fiscal
constraints. One of the distinctions of these initiatives is that they facilitate the
seamless flow of information and collaborative decision making between federal,
state, local, public, and private partners. In other words, transformative e
government initiatives often seek to remove the organi zational barriersthat promote
agency-centric solutions and, instead, promote customer-centric solutions. Some
advocatessuggest that, at itsmost advanced level, e-government could potentially re-
organize, combine, and/or eliminate existing agencies and replace them with virtual
organizations.*

Issues for Congress

Potential Opportunities of E-Government

On the one hand, proponents of e-government suggest these initiatives will
provide avariety of opportunitiesto improve governance. Asdiscussed above, there
are a number of forces driving the different e-government sectors. However,
proponents of e-government suggest there are some overarching benefits that will
result, either directly or indirectly, fromtheseinitiatives. E-governmentisonemeans
Congress may useto try to achieve objectives related to these issues.

Efficiency. Aswith many information technology-related projects, one of
the anticipated benefits is improved efficiency. In e-government projects, this
efficiency can take many forms. Some projects seek to reduce errors and improve
consistency of outcomes by automating standardized tasks. A related efficiency goal
of many e-government initiatives is to reduce costs and layers of organizational
processes by re-engineering and streamlining operating procedures. Similarly, some
e-government advocates suggest that reducing the amount of time spent onrepetitive
tasks will give those federal employees an opportunity to develop new skills and
advance their careers.®

* |bid.

3 Jeff Breen, “At the Dawn of E-Government: The Citizen as Customer,” Government
Finance Review, 1 October 2000, p. 15; Daintry Duffy, “Q&A: Balancing the Role of E-
Government,” CNN, 13 November 2000,
[http://www.cnn.com/2000/TECH/computing/11/13/gna.egov.idg/].
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New and Improved Services. Another opportunity promoted by e-
government supportersisthe potential toimprovethequality, range, and accessibility
of services. Some observers suggest that, in addition to enhanced efficiency, the
quality of services may be improved through quicker transactions, improved
accountability, and better processes. The evolution of e-government also createsthe
potential for new services. Alongwiththe possibility of combining existing services,
e-government initiatives could contribute to aqualitative changein how government
conducts business and how citizens interact with government and each other.

Increased Citizen Participation. A third benefit anticipated by some e-
government advocatesisincreased citizen participationin government. Oneway this
could occur is by connecting people who live in remote areas of the country so that
they can send and receiveinformation moreeasily. A secondway suggested by some
observersisthrough increased participation in government by younger adults. Some
advocates believe that the generation of citizens about to come of political age, who
have grown up with the Internet and digital communications technologies in their
everyday lives, will be more likely to become participant citizensif the meansto do
so are similar to the ones they use for personal and professional activities. By
extension, e-government initiatives could also enhance citizen-to-citizen (C2C)
interaction by providing opportunitiesfor peoplewith similar interests, opinions, and
concerns, who may be geographically separated, to interact and share information.

Improved National Information Infrastructure. A fourth possble benefit
of thedrivetoimplement e-government initiativesistheimprovement of the national
information infrastructure (NI1). During the years leading up to the Y 2K rollover,
there was growing concern over the protection of NIl. As part of the efforts to
address the Y 2K problem, former President Clinton released Presidential Decision
Directive No. 63. “The Directive sets up groups within the federal government to
develop andimplement plansthat would protect government-operated infrastructures
and calls for a dialogue between government and the private sector to develop a
National Infrastructure Assurance Plan that would protect the nation's critical
infrastructures by the year 2003.”%** Following the successful handling of the Y ear
2000 (Y2K) problem, attention began to wane again. However, the events of
September 11, 2001 have re-invigorated the sense of urgency to focusinterest in Nl|
issues. On October 16, 2001 President Bush signed Executive Order 13231, which
outlines the Administration’s policies and objectives for critical infrastructure
protection and reiterates many of the provisions in PDD-63. This heightened
awareness, along with the effort to make many government servicesavailableonline,
could renew interest in the NIl and lead to its further devel opment to accommodate
the resource needs of these initiatives. By extension, additional investment in NIl
could lead to increased attention to information security issues and the devel opment
of new technologies.

% See CRS Report RL30153, Critical Infrastructures: Background, Policy, and
Implementation, by (name redacted).
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Potential Challenges to E-Government

Onthe other hand, despite the potential opportunitiesfor theimplementation of
e-government initiatives, there are a number of challenges that could prevent the
realization of these anticipated benefits. Some of the challenges, such as disparities
in computer access (digital divide - the lack of equal access to computers, whether
due to alack of financial resources or necessary skills), are pre-existing conditions
that are connected to larger issues. Others, such asfunding rules and concerns about
federalism, are problems that have emerged out of efforts to integrate information
technology into government generally.

Computer Security. Perhaps one of the most significant challenges for
implementing e-government initiatives is computer security. In a series of
evaluations published since July 1999, the General Accounting Office (GAO) has
repeatedly reported that the largest federal agencies“were not adequately protecting
critical federal operations and assets from computer-based attacks.”* Specifically,
GAO has identified six areas of weakness: security program management, access
controls, software devel opment and change control s, segregation of duties, operating
systems controls, and service continuity.*® For e-government activities, service
continuity iscritical not only for the avail ability and delivery of services, but aso to
build citizen confidence and trust. However, the risks of fraud and misuse of
sensitive data are concerns as well.

Privacy. Related to computer security, privacy also presentsachallengeto the
implementation and acceptance of e-government initiatives. Concernsabout the use
of “ cookies,” " sharing information between agencies (computer matching)®, andthe
disclosure or mishandling of private information are frequent subjects of debate. As
GAO reported in a September 2000 report regarding online privacy protections at
federa web sites, nearly one-third (23 of 70) of the agencies had shared personal

% General Accounting Office, Information Security: Weaknesses at 22 Agencies,
GAO/AIMD-00-32R, 10 November 1999, p. 1.

% General Accounting Office, Computer Security: Weaknesses Continue to Place Critical
Federal Operations and Assets at Risk, GAO-01-600T, 5 April 2001, p. 4.

3" Cookies are small text files placed on auser’ s computer by aWeb site so that it can track
the user's movement through a Web site.  Originally designed to allow user-side
customization of Web information, the expanded use of cookies has raised concerns about
the privacy of a user's Web browsing habits. For a more comprehensive analysis of the
privacy issues surrounding the use of cookies, see CRS Report RL30784, Internet Privacy:
An Analysis of Technology and Policy Issues, by (name redacted).

% « Agencies often share information to establish or verify an individual’s eligibility for
federal benefits programsor to collect paymentsor delinquent debts. Thisenablesagencies
to reduce errors and prevent fraud.” As more datais stored and processed electronically,
it becomes easier for citizen information to be transmitted and shared. Diane Frank, “OMB
Adds Guidance on Privacy,” Federal Computer Week, 8 January 2001,
[http://www.fcw.com/few/articles/2001/0108/web-omb-01-08-01.asp]. See CRS Report
RL 30824, The Privacy Act: Emerging I ssuesand Related Legislation, by (nameredacted),
for amore comprehensive analysis of computer matching issues.
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information with other agencies, and, in some cases, with private sector entities.®
In June 2000, it was reported that the National Drug Control Policy Officewasusing
cookies to track the Internet movements of visitors to its site.*® These privacy
breaches could haveanegativeimpact oncitizens' trustin government Web sitesand
Web-based services. Addressing theissue of privacy inthe context of e-government
may require both technical and policy responses.

Disparities in Computer Access. Another challenge for e-government is
disparitiesin computer access. This challengeincludestwo policy issues: the often
described “digital divide” and accessibility for people with disabilities. In the case
of the digital divide, not al citizens currently have equal access to computers,
whether dueto alack of financial resourcesor necessary skills. Whilethe placement
of Internet-enabled computersin schoolsand public librariesis helping address this
issue, these efforts are till progressing.** Some observers point out that much of
what governments do involves interactions with people least likely to have access:
the poor, the elderly, language-limited persons, and the less-well-educated.”
Similarly, advocates for the disabled observe that computers can present new
obstacles for citizens such as the blind or physically impaired, who may require
costly hardware or software for their computers, such as screen readers or oral
controls, to be ableto access onlineinformation and services. Thisalso requiresthat
theseresourcesbe designed in amanner that makesthem accessibleusing thesetools.
On June 21, 2001, Section 508 of the Rehabilitation Act Amendments of 1998 went
into effect. Section 508 requiresall electronic and information technol ogy deployed
by federal agencies to be accessible to both federal employees and members of the
public with disabilities. The law applies to Web sites and equipment. Changes to
the Federal Acquisition Regulations (FAR) for implementing Section 508 went into
effect on June 25, 2001.%

Government Information Technology Management and Funding. A
multilayered challenge for the development of e-government is government
information technology management and funding. This includes issues such as
government information technology worker recruitment, retention, and
compensation; the establishment of afederal CIO; and cooperation between local,
state, and federal governments. While e-government provides the opportunity for

% General Accounting Office, Internet Privacy: Agencies Efforts to Implement OMB'’s
Privacy Policy, GAO/GGD-00-191, September 2000.

“0 John F Harris and John Schwartz, “ Anti-Drug Web Site Tracks Visitors,” Washington
Post, 22 June 2000, p. A23.

* U.S. Department of Commerce, Falling Through the Net: Toward Digital Inclusion,
October 2000, [http://www.esa.doc.gov/fttn00.pdf]

“2 A Survey of Government and the Internet“ The Next Revolution,” The Economist, 24 June
2000, p. 2.

“3 For more information about Section 508, see the Federal IT Accessibility Initiative Web
siteat: [http://www.section508.gov/]. BenWhite, “ Federal I T for the Disabled GetsBoost,”
Washington Post, 20 June 2001, p. A25; Tanya N. Ballard, “Final Rules Governing IT
Accessibility Issued,” Government Executive, 26 April 2001,
[http://www.govexec.com/dailyfed/0401/042601t3.htm].
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federal employees to develop new skills, it also presents the dilemma of hiring and
retaining skilled information technology workersin arelatively high-demand field.
Below-market salaries* and the inability to offer some types of benefits hindersthe
government’s ability to attract and retain skilled workers, forcing it to either
outsource certain projects or delay implementation.*

Likewise, the growing debate over the establishment of a federal CIO raises
guestions about how to manage and develop information technology and e
government projects. More than just an organizational issue, the outcome of the
federal ClO issue hasimplicationsfor thelevel of support, funding, and interagency
cooperation that will take place.*®

Another issue related to technol ogy management isfederal funding of state and
local e-government projects. Some observersclaim that thetermsattached to federal
grants sometimes require predetermined solutions or restrict the use of funds across
two or more programs, hindering efforts to create integrated state-wide systems.
However, efforts to lift restrictions on commingling federal and state funds could
raise concerns regarding federalism, especially or projects that span across severa
agencies and budgets. Thisissue may becomemorecritical if thereisanincreasein
the use of information technology grants by the federal government.*’

P.L. 107-347 E-Government Act of 2002

Titlel establishes new organizational structures and amends different portions
of Title 44 of the United States Code. Section 101 establishes the Office of
Electronic Government in OMB. This new office is headed by an Administrator,
who is to be appointed by the President.® As head of the Office of Electronic
Government, P.L. 107-347 tasks the Administrator with assisting the Director of
OMB, and the Deputy Director of Management, in coordination with the efforts of
the Administrator of the Office of Information and Regulatory Affairs (OIRA) to
carry out relevant OM B responsibilitiesfor prescribing guidelinesand regul ationsfor
agency implementation of the Privacy Act, the Clinger-Cohen Act, information
technology acquisition pilot programs, and the Government Paperwork Elimination

“4Tohelp addressthisissue the Office of Personnel and Management (OPM) created special
salary rates, ranging from seven percent to 33 percent, for most government information
technology workers in the G5 through G12 pay grades. Colleen O’ Hara and Paula Shaki
Trimble, “Agencies Fill IT Pay Gaps,” Federal Computer Week, 5 February 2001, p. 26.

% CRS Report RL30661, Government Information Technology Management: Past and
Future Issues (The Clinger-Cohen Act), by (name redacted); Greg Langlois and Paula
Shaki Trimble, “Projecting a‘Hip’ Image,” Federal Computer Week, 16 April 2001, p. 24.

“6 See CRS Report RL30914, Federal Chief Information Officer (CIO): Opportunities and
Challenges, by (name redacted) for a more comprehensive analysis of thisissue.

47 William Welsh, “Governors Look to Ease Limits on Fed IT Funds,” Washington
Technology, 15 February 2001, p. 1.

“81n contrast, thecomparable sectionin S. 803, the E-Government Act of 2002, also requires
Senate confirmation of the E-government Administrator.
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Act. It alsorequiresthe General Services Administration (GSA) to consult with the
Administrator of the Office of Electronic Government on any efforts by GSA to
promote e-government.

Section 101 amends Title 44 by adding Chapter 36 - Management and
Promotion of Electronic Government Services, which focusesonissuesrelatedtothe
functions of the Administrator of the Office of Electronic Government, the CIO
Council, and the E-Government Fund. This chapter makes the Administrator of the
Office of Electronic Government responsible for carrying out a variety of
information resources management (IRM) functions. Some of these responsibilities
include: advising the Director of OMB on IRM resources and strategies; providing
“overall leadership and direction on el ectronic government” ; promoting the effective
and innovative use of information technology by agencies especialy through
multiagency collaborative proj ects; administering and distributing fundsfrom the E-
Government Fund (discussed in greater detail below); consulting with GSA “to
promote el ectronic government and the efficient use of information technologies by
agencies’; leading activities on behalf of the Deputy Director of Management, who
serves as the Chair of the CIO Council; assisting the Director “in establishing
policies which shall set the framework for information technology standards’ to be
developed by the National Institute for Standards and Technology”; sponsoring an
ongoing dialogue with federal, state, local, and tribal leaders to encourage
collaboration and enhance consultation oninformation technol ogy best practicesand
innovation; promoting electronic procurement initiatives, and implementing
accessibility standards.

Section 101 also establishes the CIO Council by law, with the Deputy Director
of Management of OMB as chairperson, and detail its organizational structure and
mandate. Inaddition, Section 101 establishesan E-Government Fund for interagency
information technology projects. Thefund will beadministered by the Administrator
of the General Services Administration (GSA), with the assistance of the
Administrator of the Office of Electronic Government. The provision authorizes
appropriationsfor the E-Government Fund inthefollowing amounts: $45 millionfor
FY 2003, $50 million for FY 2004, $100 million for FY 2005, $150 million for FY
2006, and “such sums as necessary for fiscal year 2007.” The provision also alows
fundsto be madeavailableuntil expended and requirethe Director of OMB to submit
annual reportsto the President and Congress regarding the operation of the fund.

Section 102 consists of conforming amendments.

Titlell focuses on enhancing avariety of e-government services, establishing
performance measures, and clarifying OMB’ s role as the leader and coordinator of
federal e-government services. The responsibilities of the Office of Electronic
Government are described in greater detail. Section 201 focuseson definitions used.
Section 202 covers federal agency responsibilities as they relate to the Director of
OMB. Some of these responsibilities include participating in the CIO Council,
developing performance measures for e-government initiatives, and submitting
annual agency e-government status reports to the Director of OMB.

Section 203 requires executive agencies to adopt el ectronic signature methods
that would ensure acceptability and compatibility with OMB standards.
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Section 204 directsthe Director of OMB to work with the Administrator of the
General Services Administration (GSA) to “maintain and promote an integrated
Internet-based system of providing the publicwith accessto Government information
and services.”

Section 205 directs the federal courts to develop Web sites containing
information about the operation of the court, dockets, and related materials.
Similarly, section 206 directs regulatory agencies to establish Web sites containing
relevant public information.

Section 207 outlinestheresponsibilitiesof the Director of OMB for maintaining
accessibility, usability, and preservation of government information. Among its
provisions, this section establishes an Interagency Committee on Government
Information with its members drawn from executive branch agencies, the National
Archivesand Records Administration (NARA), aswell asthefederal legidativeand
judicia branches. The Committee is tasked to conduct studies and submit
recommendationsto the Director of OMB and Congress regarding the devel opment
of interoperabl e catal oguing and indexing standards by federal agenciesand ensuring
permanent public access to information disseminated by the federal government
online.

Section 208 establishesprivacy requirementsregarding agency use of personally
identifiable information and requires the Director of OMB to establish privacy
guidelines for federal Web sites.

Section 209 allowsfor the development of curriculaand training opportunities
for federal government personnel ininformation technol ogy and information resource
management skills. This section also contains language similar to H.R. 3925, the
Digital Tech Corps Act of 2002, which alows for the exchange of mid-level
information technology workers between government agencies and private sector
organizations.

Section 210 amends Chapter 137 of title 10, U.S.C., by adding a new section
regarding the facilitation of new incentives and procedures to encourage agenciesto
use Share-in-Savings procurement techniques. The provisions of this section are
similar to the language in H.R. 3832, the Services Acquisition Reform Act of 2002.

Section 211 amends section 502 of title 40, U.S.C. by allowing state or local
governments to use federal supply schedules to purchase information technology
equipment, software, supplies, and services. Vendor participation regarding stateand
local government purchasesis voluntary.

Section 212 requires the Director of OMB to conduct a feasibility study on
integrating federal information systems across agencies and implement up to five
pilot projectsintegrating dataelements. Section 213 mandates an interagency study
on the best practices of federally-funded community technology centers.

Section 214 directs the Federal Emergency Management Agency (FEMA) to
contract a study “on using information technology to enhance crisis response and



CRS-18

consequence management of natural and manmade disasters.” It also directsFEMA
to conduct pilot projects based on the results of the study.

Section 215 directs the Administrator of General Servicesto contract with the
National Research Council to examine disparities in Internet access based on
demographic characteristics.

Section 216 directs the Administrator of the Office of E-Government, in
consultation with the Secretary of the Interior, and working with the Director of
OMB through an interagency working group, to facilitate the development of
common protocols for geographic information systems.

Titlel 11 containslanguages milar tothe proposed Federal Information Security
Management Act (FISMA) of 2002, as it appears in P.L. 107-296, the Homeland
Security Act of 2002. The language of Title Il permanent supersedes the FISMA
language in P.L. 107-296. FISMA re-authorizes and amends the Government
Information Security Reform Act (GISRA).

Section 301 amends subchapter |1 of chapter 35 of title44 U.S.C. by stipulating
the general authority, functions, and responsibilities of the Director of OMB and
individual agencies, asit relates to devel oping and maintaining federal information
security policies and practices. It also requires agencies to conduct annual
independent evaluations of their information security programs and practices.
Agencies operating or controlling national security systems are aso responsible for
maintaining the appropriate level of information security protections for these
systems.

Section 302 amends the Clinger-Cohen Act by requiring the Secretary of
Commerce, onthebasi sof proposal sdevel oped by the National Institute of Standards
and Technology (NIST), to promulgate information security standards for federal
information systems.

Section 303 amends section 20 of the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3) by affirming the role of NIST to develop
standards, guidelines, and minimum requirements for information systems used by
federal agencies, or by contractors on behalf of an agency. It also directs NIST to
carry out these activitiesin consultation and coordination with the relevant agencies
and offices, including but not limited to, the Director of OMB, the National Security
Agency (NSA), the General Accounting Office (GAO), and the Secretary of
Homeland Security.

Section 304 amendstheNational Institute of Standardsand Technology Act (15
U.S.C. 278g-4) by replacing the Computer System Security and Privacy Advisory
Board with the Information Security and Privacy Advisory Board. It also directsthe
Information Security and Privacy Advisory Board to advise NIST and the Director
of OMB on information security and privacy issues as it relates to government
information systems.
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Section 305 containstechnical and conforming amendments asit relatesto the
Computer Security Act, the Floyd D. Spence National Defense Authorization Act for
Fiscal Year 2001, and the Paperwork Reduction Act.

Sections 401 and 402 authorize appropriations for the bill through fiscal 2007
and has the bill take effect 120 days after it is enacted.

Title V contains language from H.R. 5215, the Confidential Information
Protection and Statistical Efficiency Act of 2002.

Section 501 citesthe short title of the provision asthe Confidential Information
Protection and Statistical Efficiency Act of 2002.

Section 502 consists of the definitions used in title V.

Section 503 designates the Director of OMB as being responsible for
coordinating and overseeing the confidentiality and disclosure policies established
inthistitle. 1t also stipul atesthereporting requirements agencieshaveto the Director
of OMB regarding these issues.

Section 504 stipulates the limitations and effects thistitle would have on other
federal and state laws and regulations.

Subtitle A includes sections 511-513, which covers information protection
requirements.*

Section 511 contains the findings and purpose of the subtitle, which include to
ensure that the confidentiality of personally identifiable information, used by the
federal government for statistical purposes, is maintained.

Section 512 detail sthelimitationson useand disclosure of dataand information
agencies need to follow. Thisincludes barring agencies from disclosing personally
identifiableinformation for usesother than statistical purposes, without theinformed
consent of the respondent.

Section 513 details the fines and penalties applicable if an officer, employee,
or agency of an agency knowingly discloses information in a manner prohibited by
thistitle.

Subtitle B includes section 521-526, which covers statistical efficiency
requirements.*

Section 521 contains the findings and purposes of the subtitle, which include
authorizing the sharing of business data between relevant agencies, and improving
the comparability and accuracy of federal economic statistics.

4 Title V does not contain sections 505-510.

%0 Title V does not contain sections 514-420.
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Section 522 stipulates that the term “Designated Statistical Agency” includes
the Bureau of the Census, the Bureau of Economic Analysis, and the Bureau of Labor
Statistics.

Section 523 stipulates the responsibilities of Designated Statistical Agencies,
which includes identifying opportunities to eliminate the duplication of reporting
requirements, enteringinto joint statistical projects, and protecting theconfidentiality
of individually identifiable information.

Section 524 outlines the responsibilities of Designated Statistical Agencies as
they relate to the sharing of business data, including obligations to adhere to the
requirements of other laws and limitations regarding the disclosure of such
information.

Section 525 restrictsthe use of businessdatato statistical purposesand prohibit
the publication of business datain an identifiable form.

Section 526 consists of conforming amendments.
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