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Internet Privacy: Overview and Pending Legislation

Summary

Internet privacy issues encompass concerns about the collection of personally
identifiableinformation (PIl) fromvisitorsto government and commercial Web sites,
as well as debate over law enforcement or employer monitoring of electronic mail
and Web usage.

Inthe wake of the September 11, 2001 terrorist attacks, debate over theissue of
law enforcement monitoring has intensified, with some advocating increased tools
for law enforcement to track down terrorists, and others cautioning that fundamental
tenets of democracy, such as privacy, not be endangered in that pursuit. The 21%
Century Department of Justice Appropriations Authorization Act (P.L. 107-273)
requires the Justice Department to report to Congress on its use of Internet
monitoring software such as Carnivore/DCS 1000. Ontheother hand, Congressalso
passed the USA PATRIOT Act (P.L. 107-56) that, inter alia, makesit easier for law
enforcement to monitor Internet activities. The Homeland Security Act (P.L. 107-
296) expands upon that Act, loosening restrictions on Internet Service Providers as
to when, and to whom, they can voluntarily release information about subscribers
if they believe thereis a danger of death or injury.

The paralel debate over Web site information policies concerns whether
industry self regulation or legidation is the best approach to protecting consumer
privacy. Congress has considered legislation that would require commercial Web
site operators to follow certain fair information practices, but none has passed.
Legidation has passed, however, regarding information practices for federal
government Web sites.  For example, the E-Government Act (P.L. 107-347) sets
requirements on how government agencies assure the privacy of personaly
identifiable information in government information systems and establishes
guidelines for privacy policies for federal Web sites.

Thisreport provides abrief overview of Internet privacy issues, tracks Internet
privacy legislation pending before the 108" Congress, and describes the four laws
that were enacted in the 107" Congress (listed above). For more detailed discussion
of theissues, see CRS Report RL30784, Internet Privacy: An Analysisof Technol ogy
and Policy Issues (December 21, 2000), and CRS Report RL31289, TheInternet and
the USA PATRIOT Act: Potential Implications for Electronic Privacy, Security,
Commerce, and Government (March 4, 2002). For information on wireless privacy
issues, including wireless Internet, see CRS Report RL31636, Wireless Privacy:
Availability of Location Information for Telemarketing (regularly updated).

Identity theft is not an Internet privacy issue per se, but is often debated in the
context of whether the Internet makes identity theft more prevalent. Thus, identity
theft isbriefly discussed in thisreport. For more information on that topic, see CRS
Report RL31919, Remedies Available to Victims of Identity Theft, and CRS Report
RS21083, Identity Theft and the Fair Credit Reporting Act: An Analysis of TRW v.
Andrews and Current Legidation.

This report will be updated.
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Internet Privacy: Overview
and Pending Legislation

Introduction

Internet privacy issues encompass concerns about the collection of personally
identifiableinformation (PIl) fromvisitorsto government and commercial Web sites,
as well as debate over law enforcement or employer monitoring of electronic mail
and Web usage. Thisreport providesabrief discussion of Internet privacy issuesand
tracks pending legislation. More information on Internet privacy issuesisavailable
in CRS Report RL30784, Internet Privacy: An Analysis of Technology and Policy
Issues (December 21, 2000), and CRS Report RL31289, The Internet and the USA
PATRIOT Act: Potential Implications for Electronic Privacy, Security, Commerce,
and Government (March 4, 2002).

Internet: Commercial Web Site Practices

Oneaspect of thelnternet (“online”) privacy debatefocuses on whether industry
self regulation or legislation isthe best route to assure consumer privacy protection.
In particular, consumers appear concerned about the extent to which Web site
operators collect “personally identifiableinformation” (PIl) and share that datawith
third parties without their knowledge. Repeated media stories about privacy
violationsby Web site operators have kept theissuein theforefront of public debate
about the Internet. Although many in Congress and the Clinton Administration
preferred industry self regulation, the 105" Congress passed | egisl ation (COPPA, see
below) to protect the privacy of children under 13 asthey use commercial Web sites.
Many bills have been introduced since that time regarding protection of those not
covered by COPPA, but the only legidation that has passed concerns federal
government, not commercial, Web sites.

Children’s Online Privacy Protection Act (COPPA), P.L. 105-
277

Congress, the Clinton Administration, and the Federal Trade Commission (FTC)
initially focused their attention on protecting the privacy of children under 13 asthey
visit commercial Web sites. Not only are there concerns about information children
might divulge about themselves, but also about their parents. The result was the
Children’s Online Privacy Protection Act (COPPA), Title X111 of Division C of the
FY 1999 Omnibus Consolidated and Emergency Supplemental Appropriations Act,
P.L.105-277. TheFTC'sfinal ruleimplementing thelaw becameeffective April 21,
2000 [http://www.ftc.gov/0s/1999/10/64fr59888.htm]. Commercial Web sites and
online services directed to children under 13, or that knowingly collect information



CRS-2

from them, must inform parents of their information practices and obtain verifiable
parental consent before collecting, using, or disclosing personal information from
children. The law also provides for industry groups or others to develop self-
regulatory “safe harbor” guidelinesthat, if approved by the FTC, can be used by Web
sitesto comply with thelaw. The FTC approved self-regulatory guidelines proposed
by the Better Business Bureau on January 26, 2001. FTC Chairman Murisstated in
testimony to the Senate Commerce Committee on June 11, 2003 that the FTC has
brought eight COPPA cases, and obtained agreements requiring payment of civil
penalties totaling more than $350,000.*

FTC Activities and Fair Information Practices

The FTC has conducted or sponsored several Web site surveys since 1997 to
determine the extent to which commercial Web site operators abide by four fair
information practices—providing noticeto usersof their information practicesbefore
collecting personal information, allowing users choice as to whether and how
personal information is used, allowing users access to data collected and the ability
to contest its accuracy, and ensuring secur ity of the information from unauthorized
use. Some include enforcement as a fifth fair information practice. Regarding
choice, the term “opt-in” refers to a requirement that a consumer give affirmative
consent to an information practice, while “opt-out” means that permission is
assumed unless the consumer indicates otherwise. See CRS Report RL30784 for
more information on the FTC surveys and fair information practices. The FTC's
reports are available on its Web site [ http://www.ftc.gov].

Briefly, the first two FTC surveys (December 1997 and June 1998) created
concern about the information practices of Web sites directed at children and led to
the enactment of COPPA (see above). The FTC continued monitoring Web sitesto
determine if legislation was needed for those not covered by COPPA. In 1999, the
FTC concluded that more legidation was not needed at that time because of
indications of progress by industry at self-regulation, including creation of “seal”
programs (see below) and by two surveys conducted by Georgetown University.
However, in May 2000, the FTC changed its mind following another survey that
found only 20% of randomly visited Web sites and 42% of the 100 most popular
Web sites had implemented all four fair information practices. The FTC voted to
recommend that Congress pass | egislation requiring Web sites to adhere to the four
fair information practices, but the 3-2 voteindicated division within the Commission.
On October 4, 2001, FTC’ s new chairman, Timothy Muris, revealed his position on
the issue, saying that he did not see a need for additional legislation now.

Advocates of Self Regulation

In 1998, members of the online industry formed the Online Privacy Alliance
(OPA) to encourage industry self regulation. OPA developed a set of privacy
guidelines and its members are required to adopt and implement posted privacy
policies. The Better Business Bureau (BBB), TRUSTe, and WebTrust have
established “ seals’ for Web sites. To display aseal from one of those organizations,

! Prepared statement, p. 10, available at [http://commerce.senate.gov/hearings/index.cfm].
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aWeb site operator must agreeto abide by certain privacy principles (some of which
are based on the OPA guidelines), a complaint resolution process, and to being
monitored for compliance. Advocates of self regulation argue that these sed
programs demonstrate industry’s ability to police itself.

Technological solutions also are being offered. P3P (Platform for Privacy
Preferences) is one often-mentioned technology. It givesindividuals the option to
allow their web browser to match the privacy policies of websites they access with
the user’ s selected privacy preferences. Itsgoal isto put privacy in the hands of the
consumer. P3Pisoneof industry’ sattemptsto protect privacy for onlineusers. Josh
Freed from the Internet Education Foundation says there is strong private sector
backing for P3P asafirst stepin creating acommon dialogue on privacy, and support
from Congress, the Administration, and the FTC as well (see the IEF web site
[ http://www.p3ptool box.org/tool s/papers/| EFP3POutreachforDMA..ppt] ). The
CATO Institute, argues that privacy-protecting technologies are quite effective
[ http://www.cato.org/pubs/briefs/bp-065es.html]. However, complaints are arising
from some industry participants as P3P isimplemented. One concern is that P3P
requires companiesto produce shortened versions of their privacy policiesto enable
them to be machine-readable. To some, this raisesissues of whether the shortened
policiesarelegally binding, sincethey may omit nuances, and “ sacrifice accuracy for
brevity.”2

Advocates of Legislation

Consumer, privacy rights and other interest groups believe self regulation is
insufficient. They argue that the seal programs do not carry the weight of law, and
that while a site may disclose its privacy policy, that does not necessarily equate to
having a policy that protects privacy. The Center for Democracy and Technology
(CDT, at [http://www.cdt.org]) and the Electronic Privacy Information Center
(EPIC, at [http://www.epic.org]) each have released reports on thistopic. TRUSTe
and BBBOnline have been criticized for becoming corporate apologists rather than
defenders of privacy. In the case of TRUSTe, for example, Esther Dyson, who is
credited with playing a central role in the establishment of the seal program,
reportedly is disappointed with it. Wired.com reported in April 2002 that “Dyson
agreed that...Truste's image has dipped from consumer advocate to corporate
apologist. ‘ Theboard ended up being alittletoo corporate, and didn’ t have any moral
courage,’ she said.” Truste subsequently announced plans to strengthen its sed
program by more stringent licensing requirements and increased monitoring of
compliance.

Some privacy interest groups, such as EPIC, also feel that P3P isinsufficient,
arguing that it is too complex and confusing and fails to address many privacy
issues. An EPIC report from June 2000 further explains its findings
[ http://www.epic.org/reports/prettypoorprivacy.html].

2 Clark, Drew. Tech, Banking Firms Criticize Limitations of Privacy Standard.
National Journal.com, November 11, 2002.
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Privacy advocates are particularly concerned about online profiling, where
companies collect data about what Web sites are visited by a particular user and
develop profiles of that user’s preferences and interests for targeted advertising.
Following a one-day workshop on online profiling, FTC issued atwo-part report in
the summer of 2000 that also heralded the announcement by a group of companies
that collect such data, the Network Advertising Initiative (NAI), of self-regulatory
principles. At that time, the FTC nonethel ess called on Congressto enact legidation
to ensure consumer privacy vis avis online profiling because of concern that “bad
actors’ and others might not follow the self-regulatory guidelines. As noted, the
current FTC Chairman’s position isthat broad legislation is not needed at thistime.

107™ Congress Action

Many Internet privacy bills were considered by, but did not clear, the 107"
Congress. H.R. 89, H.R. 237, H.R. 347, and S. 2201 dedt specifically with
commercial Web site practices. H.R. 4678 was a broader consumer privacy
protectionbill. The Bankruptcy Reformbill (H.R. 333/S. 420) would have prohibited
(with exceptions) companies, including Web site operators, that file for bankruptcy
from selling or leasing Pl obtained in accordance with a policy that said such
information would not betransferred to third parties, if that policy wasin effect at the
time of the bankruptcy filing. H.R. 2135 would have limited the disclosure of
personal information (defined as PIl and sensitive persona information) by
information recipients in general, and S. 1055 would have limited the commercial
saleand marketing of PlI. Inarelated measure, S. 2839 sought to protect the privacy
of children using elementary or secondary school or library computers that use
“Internet content management services,” such asfiltering software to restrict access
to certain Web sites.

During the second session of the 107" Congress, attention focused on S. 2201
(Hollings) and H.R. 4678 (Stearns). (H.R. 4678 has been reintroduced in the 108"
Congress, seebelow.) A fundamental differencewasthat H.R. 4678 affected privacy
for both “online” and “offline” data collection entities, while S. 2201’ s focus was
onlineprivacy. During markup by the Senate Commerce Committee, a section was
added to S. 2201 directing the FTC to issue recommendations and propose
regulations regarding entities other than those that are online. Other amendments
also were adopted. The bill was reported on August 1, 2002 (S.Rept. 107-240). A
House Energy and Commerce subcommittee held a hearing on H.R. 4678 on
September 24, 2002. There was no further action on either bill.

Legislation in the 108" Congress

Representative Frelinghuysen introduced H.R. 69 on the opening day of the
108™ Congress. The bill would require the FTC to prescribe regulations to protect
the privacy of personal information collected from and about individualsnot covered
by COPPA

OnApril 3, 2003, Representative Stearnsintroduced H.R. 1636, whichissimilar
to H.R. 4678 from the 107" Congress. It addresses privacy for both online and
offline entities. Its magor provisions are shown in Table 1.
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Table 1: Major Provisions of H.R. 1636 (Stearns)
(Explanation of Acronyms at End)

Provision H.R. 1636 (Stearns)
AsIntroduced
Title Consumer Privacy Protection Act

Entities Covered

Data Collection Organizations, defined as
entities that collect (by any means,
through any medium), sell, disclose for
consideration, or use, Pll. Excludes
governmental agencies, not-for-profit
entitiesif PIl not used for commercial
purposes, certain small businesses,
certain providers of professional services,
and data processing outsourcing entities.

Differentiation Between Sensitive and
Non-Sensitive Pl

No

Adherence to Fair Information Practices

Notice Y es, with exceptions
Choice Y es (Opt-Out)
Access No
Security Yes

Enforcement By FTC

Private Right of Action No

Relationship to State Laws

Preempts state statutory laws, common
laws, rules, or regulations, that affect
collection, use, sale, disclosure, retention,
or dissemination of PIl in commerce.

Relationship to Other Federal Laws

Does not modify, limit, or supersede
specified federal privacy laws, and
compliance with relevant sections of
those laws is deemed compliance with
thisAct.

Permitted Disclosures

Consumer’ s choice to preclude sale, or
disclosure for consideration, by an entity
applies only to sale or disclosureto
another data collection organization that
isnot an information-sharing affiliate (as
defined in the Act) of the entity.

Establishes Self-Regulatory “ Safe
Harbor”

Yes

Requires Notice to Users If Entity’s Yes
Privacy Policy Changes

Requires Notice to Usersiif Privacy is No
Breached

Identity Theft Prevention and Remedies Yes
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Provision H.R. 1636 (Stearns)
AslIntroduced

Requires GAO study of impact on U.S. Yes
interstate and foreign commerce of
foreign information privacy laws, and
remediation by Secretary of Commerce if
GAO finds discriminatory treatment of
U.S. entities

Requires Secretary of Commerce to Yes
notify other nations of provisions of the
Act, seek recognition of its provisions,
and seek harmonization with foreign
information privacy laws, regulations, or
agreements.

FTC = Federal Trade Commission
GAO = Genera Accounting Office
PIl = Personally Identifiable Information

Senator Feinstein introduced S. 745 on March 31, 2003. Title 1 of that bill
requires commercial entities to provide notice and choice (opt-out) to individuas
regarding the collection and disclosure or sale of their PIl, with exceptions.

Internet: Federal Government Web Site Information
Practices

Under aMay 1998 directive from President Clinton and a June 1999 Office of
Management and Budget (OMB) memorandum, federal agencies must ensure that
their information practices adhere to the 1974 Privacy Act. In June 2000, however,
the Clinton White House revealed that contractors for the Office of National Drug
Control Policy (ONDCP) had been using “cookies’ (small text files placed on users
computerswhen they accessaparticular Web site) to collect information about those
using an ONDCP site during an anti-drug campaign. ONDCP was directed to cease
using cookies, and OMB issued another memorandum reminding agencies to post
and comply with privacy policies, and detailing the limited circumstances under
whichagenciesshould collect personal information. A September 5, 2000 | etter from
OMB to the Department of Commerce further clarified that “persistent” cookies,
which remain on auser’ scomputer for varying lengths of time (from hoursto years),
are not allowed unless four specific conditions are met. “Session” cookies, which
expire when the user exits the browser, are permitted.

At the time, Congress was considering whether commercial Web sites should
be required to abide by FTC’ sfour fair information practices. Theincident sparked
interest in whether federal Web sites should adhere to the same requirements. In the
FY 2001 Transportation Appropriations Act (P.L. 106-346), Congress prohibited
fundsinthe FY 2001 Treasury-Postal Appropriations Act from being used to collect,
review, or create aggregateliststhat include Pl about an individual’ saccessto or use



CRS-7

of a federal Web site or enter into agreements with third parties to do so, with
exceptions. Similar language isin the FY 2002 Treasury-Postal Appropriations Act
(P.L. 107-67). The FY 2003 Treasury-Postal appropriations bills (sec. 634 in both
H.R. 5120 and S. 2740) also contained similar language, though the bill did not clear
the 107" Congress.

Section 646 of the FY 2001 Treasury-Postal Appropriations Act (P.L. 106-554)
required Inspectors General (IGs) to report to Congress on activities by those
agencies or departments relating to their own collection of Pll, or entering into
agreements with third parties to obtain Pl about use of Web sites. Then-Senator
Fred Thompson released two reports in April and June 2001 based on the findings
of agency |1Gs who discovered unauthorized persistent cookies and other violations
of government privacy guidelineson several agency Web sites. AnApril 2001 GAO
report (GA O-01-424) concluded that most of the 65 sitesit reviewed werefollowing
OMB’s guidance.

Thel07™ Congress passed the E-Government Act (P.L. 107-347), which sets
regquirements on government agencies regarding how they assure the privacy of
personal informationingovernment information systemsand establish guidelinesfor
privacy policiesfor federal Web sites. Thelaw requiresfederal Web sitestoinclude
aprivacy noticethat addresses what information isto be collected, why, itsintended
use, what notice or opportunities for consent are available to individuals regarding
what is collected and how it is shared, how the information will be secured, and the
rights of individuals under the 1974 Privacy Act and other relevant laws. It also
requires federal agencies to transate their Web site privacy policies into a
standardized machine-readable format, enabling P3P to work (see above discussion
of P3P), for example.

Monitoring of E-mail and Web Usage

By Government and Law Enforcement Officials

Another concernis the extent to which electronic mail (e-mail) exchanges or
visitsto Web sites may be monitored by law enforcement agencies or employers. In
the wake of the September 11 terrorist attacks, the debate over law enforcement
monitoring hasintensified. Previously, theissue had focused on the extent to which
the Federal Bureau of Investigation (FBI), with legal authorization, uses a software
program, called Carnivore(later renamed DCS 1000), tointercept e-mail and monitor
Web activities of certain suspects. The FBI installs the software on the equipment
of Internet Service Providers (ISPs). Privacy advocates are concerned whether
Carnivore-like systems can differentiate between e-mail and Internet usage by a
subject of aninvestigation and similar usage by other people. Section 305 of the 21
Century Department of Justice Appropriations Authorization Act (P.L. 107-273)
requires the Justice Department to report to Congress on its use of Carnivore/DCS
1000 or any similar system. The reports are due at the same time as other reports
required to be submitted by section 3126 of title 18 U.S.C. that are due after theend
of FY 2002 and FY 2003.
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On the other hand, following the terrorist attacks, Congress passed the Uniting
and Strengthening Americaby Providing Appropriate Tool sto I ntercept and Obstruct
Terrorism (USA PATRIOT) Act (P.L. 107-56), which expands law enforcement’s
ability to monitor Internet activities. Inter alia, the law modifies the definitions of
“pen registers’ and “trap and trace devices’ to include devices that monitor
addressing and routing information for Internet communications. Carnivore-like
programs may now fit within the new definitions. The Internet privacy-related
provisions of the USA PATRIOT Act, included as part of Titlell, are as follows:

1 Section 210, which expands the scope of subpoenas for records of
€l ectronic communi cationsto include records commonly associated
with Internet usage, such as session times and duration.

1 Section 212, which alows ISPs to divulge records or other
information (but not the contents of communications) pertaining to
a subscriber if they believe there is immediate danger of death or
seriousphysical injury or asotherwiseauthorized, and requiresthem
to divulge such records or information (excluding contents of
communications) to agovernmental entity under certain conditions.
It also alows an ISP to divulge the contents of communications to
a law enforcement agency if it reasonably believes that an
emergency involving immediate danger of death or serious physical
injury requires disclosure of the information without delay. [This
section was amended by the Homeland Security Act, see below.]

1 Section 216, which adds routing and addressing information (used
in Internet communications) to dialing information, expanding what
information a government agency may capture using pen registers
and trap and trace devices as authorized by a court order, while
excluding the content of any wireor € ectronic communications. The
section aso requires law enforcement officials to keep certain
records when they use their own pen registers or trap and trace
devices and to provide those records to the court that issued the
order within 30 days of expiration of the order. To the extent that
Carnivore-like systems fall with the new definition of pen registers
or trap and trace devices provided in the Act, that language would
increase judicial oversight of the use of such systems.

1 Section 217, which allows a person acting under color of law to
intercept the wire or electronic communications of a computer
trespasser transmitted to, through, or from a protected computer
under certain circumstances, and

1 Section 224, which sets a4-year sunset period for many of the Title
I provisions. Among the sections excluded from the sunset are
Sections 210 and 216.
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The Cyber Security Enhancement Act, section 225 of the Homeland Security
Act (P.L. 107-296), amends section 212 of the USA PATRIOT Act.® It lowersthe
threshold for when ISPs may voluntarily divulge the content of communications.
Now ISPsneed only a“good faith” (instead of a“reasonable”) belief that thereisan
emergency involving danger (instead of “immediate’ danger) of death or serious
physical injury. The contents can be disclosed to “a Federal, state, or local
governmental entity” (instead of a“law enforcement agency”).

Privacy advocatesare especially concerned about the new language added by the
Cyber Security Enhancement Act. EPIC notes, for example, that allowing the
contentsof Internet communicationsto bedisclosed voluntarily to any governmental
entity not only poses increased risk to personal privacy, but also is a poor security
strategy. Another concern isthat the law does not provide for judicial oversight of
the use of these procedures.*

S. 1695 (Leahy) would amend the PATRIOT Act to provide more oversight.
Inter alia, it would amend the sunset provision (Sec. 224) such that all of the above
cited sections would terminate on December 31, 2005, including Sections 210 and
216, which currently are not subject to the sunset clause. S. 1709 (Craig) would
amend the USA PATRIOT Act, inter alia to include Section 216 in the sunset
provision.

By Employers

There also is concern about the extent to which employers monitor the e-mail
and other computer activities of employees. The public policy concern appears to
benot whether compani es should be ableto monitor activity, but whether they should
notify their employees of that monitoring. A 2003 survey by the American
Management Association [http://www.amanet.org/research/index.htm] found that
52% of the companies surveyed engage in some form of e-mail monitoring. A
September 2002 General Accounting Officereport (GAO-02-717) found that, of the
14 Fortune 1,000 companiesit surveyed, all had computer-usepolicies, and all stored
employee's electronic transactions, e-mail, information on Web sites visited, and
computer fileactivity. Eight of the companiessaid they would read and review those
transactionsif they received other information than an individual might haveviolated
company policies, and six said they routinely analyze empl oyee’ stransactionsto find
possible inappropriate uses.

Spyware

Some software products include, as part of the software itself, a method by
which information is collected about the use of the computer on which the software
is installed. When the computer is connected to the Internet, the software
periodically relaystheinformation back to the software manufacturer or amarketing
company. The software that collects and reports is called “spyware.” Software

% The language originated as H.R. 3482, which passed the House on June 15, 2002.

4 [http://www.epic.org/security/infowar/csea.html]



CRS-10

programs that include spyware can be obtained on a disk or downloaded from the
Internet. They may be sold or provided for free. Typically, usershaveno knowledge
that the software product they are using includes spyware. Some argue that users
should be notified if the software they are using includes spyware. Two billsin the
107" Congress would have required notification. Therewas no action on either bill.
New legidation has been introduced in thel08th Congress. H.R. 2929 (Bono). It
would require the FTC to establish regulations prohibiting the transmission of
spyware programs via the Internet to computers without the user’s consent, and
notification to the user that the program will be used to collect PII.

Another use of the term spyware refers to software that can record a person’s
keystrokes. All typed information thus can be obtained by another party, evenif the
author modifies or deletes what waswritten, or if the characters do not appear on the
monitor (such as when entering a password). Commercial products have been
available for some time, but the existence of such “key logging” software was
highlighted in a 2001 case against Mr. Nicodemo Scarfo, Jr. on charges of illegal
gambling and loan sharking. Armed with a search warrant, the FBI installed the
software on Mr. Scarfo’s computer, allowing them to obtain his password for an
encryption program he used, and thereby evidence. Some privacy advocates argue
wiretapping authority should have been obtained, but the judge, after reviewing
classified information about how the software works, ruled in favor of the FBI.
Pressreportsalsoindicatethat the FBI isdeveloping a“Magic Lantern” program that
performs a similar task, but can be installed on a subject’s computer remotely by
surreptitiously including it in an e-mail message, for example. Privacy advocates
guestion what type of legal authorization should be required.

Identity Theft

Identity theft isnot an Internet privacy issue, but the perception that the Internet
makes identity theft easier means that it is often discussed in the Internet privacy
context. The concern is that the widespread use of computers for storing and
transmitting information iscontributing to therising rates of identity theft, where one
individual assumestheidentity of another using personal information such as credit
card and Socia Security numbers(SSNs). A March 2002 GAO report (GAO-02-363)
discusses the prevalence and cost of identify theft. The FTC has atoll free number
(877-ID-THEFT) to help victims.

Whether the Internet isresponsiblefor theincreasein casesis debatable. Some
attribute the rise instead to carelessness by businesses in handling personally
identifiableinformation, and by credit issuersthat grant credit without proper checks.
Ina2003 survey for the FTC, Synovate found that 51% of victims do not know how
their personal information was obtained by thethief; 14% said their information was
obtained from lost or stolen wallets, checkbooks, or credit cards;13% said the
personal information was obtained during a transaction; 4% cited stolen mail; and

®>Seea so CRSReport RS21162, Remedies Availableto Victimsof |dentity Theft; and
CRS Report RS21083, I dentity Theft and the Fair Credit Reporting Act: an Analysis
of TRWv. Andrews and Current Legidation.
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14% said thethief used * other” means(e.g. theinformation was misused by someone
who had access to it such as afamily member or workplace associate).®

Severa lawsalready exist regarding identity theft (P.L. 105-318, P.L. 106-433,
and P.L. 106-578), but Congress continuesto assess ways to reduce the incidence of
identity theft and help victims. A number of bills were introduced in the 107"
Congress. One, S. 1742 (Cantwell), wasreported, amended (no written report), from
the Senate Judiciary Committee on May 21 and passed the Senate November 14.
There was no further action. S. 848 (Feinstein) was reported, amended (no written
report), from the Senate Judiciary Committee on May 16, 2002, and referred to the
Senate Finance Committee, which held ahearing on July 11. A new bill, S. 3100,
was introduced by Senator Feinstein on October 10, 2002, and placed on the Senate
calendar. There was no further action. Senator Feinstein also introduced S. 2541,
whichwould have created aseparate crime of aggravated identity theft, and provided
for additional penalties for certain crimes involving identity theft. The bill was
reported from the Senate Judiciary Committee (no written report) on November 14,
2002, but there was no further action.

Many bills have been introduced in the 108" Congress. They are summarized
in table 2 below. Much of the congressional debate about identity theft is taking
placethisyear in the context of reauthorization of Fair Credit Reporting Act (FCRA)
provisions, due to expire on January 1, 2004, that preempt state laws if they are
inconsistent with the Act and prohibit states from enacting similar laws in some
cases.” H.R. 2622 passed the House on September 10, 2003. As passed, the bill
makes permanent the preemption provisions, alows consumers to obtain one free
copy of their credit reports each year, allows consumersto placefraud alertson their
credit reports, requires credit bureaus to share consumer calls on identity theft with
each other so victims need make only one call, and requires companies to truncate
credit card numbers on electronic receipts.

The House-passed hill is controversial. According to the Wall Sreet Journal
some consumer groups are critical because the bill preempts state laws, and in some
states, existing consumer protections are stronger than inthebill. Another criticism
isthat many institutions already allow fraud alertsto be placed on files, but they are
ineffective. The newspaper reports that the credit bureaus also are complaining,
arguing that free credit reports will do little to stop identity theft, could raise the
prices they have to charge banks, and could make identity theft easier because the
reports contain such alarge amount of personal information. The banking industry
is cited as supportive of the bill, praising the setting of a uniform national standard
to replace a “patchwork of state laws.”

® Synovate. Federal Trade Commission—Identity Theft Survey Report. September 2003.
P. 30-31. [http://www.ftc.gov/opa/2003/09/idtheft.htm]

" See CRS Report 31666, Fair Credit Reporting Act: Rights and Responsibilities, and CRS
Report RS21449, Fair Credit Reporting Act: Preemption of State Law.

8 Foley, Ryan J. Identity Theft Bill Is Seen As Feeble: Consumer Advocates Say L osses
Outnumber Gains; Free Credit Reports Detailed. Wall Street Journal, September 16, 2003,
p. D 2 (via Factiva).
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The Senate Banking Committee marked up a draft bill on September 23 that,
according to CQ.com, would extend the preemption provisions “indefinitely,”
characterizingtheaction as“ avictory for the Bush Administration, financial services
companies and retailers....”® The bill has not been introduced yet. According to
other publicly availableaccounts, thedraft bill appearssimilar to the House measure,
making the preemption provisions permanent, requiring credit bureausto placefraud
alerts on accounts of identity theft victims, and allowing consumers to receive free
copies of their credit reports.

° Hughes, Siobhan. Senate Panel Approves Financia Privacy Bill With Federal Pre-
Emption Provision. CQ.com, September 23, 2003, 6:23 p.m.
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Pending Internet Privacy-Related Legislation

INTERNET PRIVACY (GENERAL)

Bill Summary

H.R. 69 Online Privacy Protection Act. Requiresthe FTC to prescribe

Frelinghuysen | regulations to protect the privacy of personal information collected
from and about individuals not covered by COPPA. (Energy and
Commerce)

H.R. 1636 Consumer Privacy Protection Act. See Table 1 for summary of

Stearns provisions. (Energy & Commerce)

H.R. 2929 Safeguard Against Privacy Invasions Act. Requiresthe FTCto

Bono establish regulations prohibiting the transmission of spyware
programs viathe Internet to computers without the user’s consent,
and natification to the user that the program will be used to collect
personally identifiable information (PII). (Energy & Commerce)

S. 745 Privacy Act. Title! requires commercial entities to provide notice

Feinstein and choice (opt-out) to individuals regarding the collection and
disclosure or sale of their PIl, with exceptions. (Judiciary)

S. 1695 PATRIOT Oversight Restoration Act. Inter alia, would sunset

Leahy Sections 210 and 216 of the USA PATRIOT Act on Dec. 31, 2005
(those sections are not subject to the sunset provisions now included
inthe Act). (Judiciary)

S. 1709 Security and Freedom Ensured (SAFE) Act. Inter alia would

Craig sunset Section 216 of the USA PATRIOT Act on December 31,
2005. (Judiciary)

IDENTITY THEFT/SOCIAL SECURITY NUMBER PROTECTION

H.R. 70 Social Security On-Line Privacy Protection Act. Regulates the

Frelinghuysen | use by interactive computer services of Social Security numbers
(SSNs) and related personally identifiable information (PI).
(Energy and Commerce)

H.R. 220 Identity Theft Protection Act. Protectsthe integrity and

Paul confidentiality of SSNs, prohibits establishment of a uniform
national identifying number by federal government, and prohibits
federal agencies from imposing standards for identification of
individuals on other agencies or persons. (Ways and Means,
Government Reform)

H.R. 637 Social Security Misuse Prevention Act. Limitsthe display, sale,

Sweeney or purchase of SSNs. H.R. 637 referred to House Ways & Means

S. 228 Committee. S. 228 placed on Senate calendar. [The Senate bill was

Feinstein reintroduced from the 107" Congress, where it was reported from
the Senate Judiciary Committee on May 16, 2002—no written
report. The bill number in that Congresswas S. 848.]

H.R. 818 Identity Theft Consumers Notification Act. Requiresfinancial

Kleczka institutions to notify consumers whose personal information has
been compromised. (Financial Services)

H.R. 858 Identity Theft Penalty Enhancement Act. Increases penalties for

Tanner aggravated identity theft. (Judiciary)
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Bill

Summary

H.R. 1729
Carson

Negative Credit Information Act. Requires consumer reporting
agencies to notify consumers if information adverse to their
interests is added to their files. (Financial Services)

H.R. 1931
Kleczka

Personal Information Privacy Act. Protects SSNs and other
personal information through amendmentsto the Fair Credit
Reporting Act. (Ways & Means, Financial Services)

H.R. 2035
Hooley

Identity Theft and Financial Privacy Protection Act. Requires
credit card issuers to confirm change of address requests if received
within 30 days of request for additional card; requires consumer
reporting agencies to include a fraud alert in aconsumer’ sfileif the
consumer has been, or suspects he or sheis about to become, a
victim of identity theft; requires truncation of credit and debit card
numbers on receipts; requires FTC to set rules on complaint
referral, investigations, and inquiries. (Financial Services)

H.R. 2617
Shadegg

Consumer Identity and Information Security Act. Prohibitsthe
display of SSNs, with exceptions, and restricts the use of SSNs,;
prohibits the denial of products or services because an individual
will not disclose hisor her SSN; requires truncation of credit and
debit card numbers on receipts; requires card issuers to verify a
consumer’ sidentity if arequest for an additional credit cardis
made, or for adebit card or any codes or other means of access
associated with it; requires FTC to set up a centralized reporting
system for consumers to report suspected violations. (Financial
Services, Ways & Means, Energy & Commerce)

H.R. 2622
Bachus

Fair and Accurate Credit TransactionsAct. Titlell requires
credit card issuers to investigate change of address requestsiif they
occur within 30 days of arequest for a new card; requires consumer
reporting agencies to include afraud alert in aconsumer’ sfileif the
consumer has been, or suspects he or sheis about to become, a
victim of identity theft; requires truncation of credit and debit card
numbers on receipts; requires consumer reporting agencies to block
the reporting of information identified by the consumer, in the file
of the consumer, as resulting from the alleged identity theft, and
notify the furnisher of the information that it may be the result of
identity theft, with exceptions; and requires federal banking
agencies to establish procedures for depository institutions to
identify possible instances of identity theft. Passed House,
amended, September 10, 2003.

H.R. 2633
Emmanuel

Identity Theft Protection and Information Blackout Act.
Restricts the sale of SSNs and prohibits the display of SSNs by
governmental agencies; prohibits the display, sale or purchase of
SSNsin the private sector, with exceptions; and makes refusal to do
business with anyone who will not provide an SSN an unfair or
deceptive act or practice under the FTC Act, with exceptions.
(Ways & Means, Energy & Commerce, Judiciary, Financia
Services)




CRS-15

Bill

Summary

H.R. 2971
Shaw

Social Security Number Privacy and Identity Theft Protection
Act. Restrictsthe sale of SSNsand prohibits the display of SSNs
by governmental agencies; prohibits the display, sale or purchase of
SSNs in the private sector, with exceptions, makes refusal to do
business with anyone who will not provide an SSN an unfair or
deceptive act or practice under the FTC Act; and requires certain
methods of verification of identity when issuing or replacing SSNs
and cards. (Ways & Means, Financial Services, Energy &
Commerce)

S. 153
Feinstein

Identity Theft Penalty Enhancement Act. Increases penalties for
identity theft. (Judiciary) [This bill was reintroduced from the 107™"
Congress where it was reported by the Senate Judiciary Committee
on November 14, 2002—no written report. The bill number in that
Congresswas S. 2541.] Passed Senate without amendment
March 19, 2003.

S. 223
Feinstein

I dentity Theft Prevention Act. Requires credit card numbers to be
truncated on receipts; imposes fines on credit issuers who issue new
credit to identity thieves despite the presence of afraud alert on the
consumer’s credit file; entitles each consumer to one free credit
report per year from the national credit bureaus; and requires credit
card companies to notify consumers when an additional credit card
is requested on an existing credit account within 30 days of an
address change request. (Banking)

S. 745
Feinstein

Privacy Act. Titlell isthe Social Security Misuse Prevention Act
(S. 228, see above H.R. 637/S. 228 above).

S. 1533
Cantwell

Identity Theft Victims Assistance Act. Requires business entities
with knowledge of an identity theft to share information with the
victim or law enforcement agencies and requires consumer
reporting agencies to block dissemination of information resulting
from an identity theft, with exceptions. Thishill is reintroduced
from the 107" Congress where it was S 1742. (Judiciary)

S. 1581
Cantwell

Identity Theft Victims Assistance Act. Similar to S. 1533, but
inter alia expressly states that the bill does not provide for private
right of action, establishes an affirmative defense, and excludes
consumer reporting agencies that are reselling information from
some of the Act’s provisions under specified conditions. (Judiciary)

S. 1633
Corzine

Identity Theft and Credit Restoration Act. Requiresfinancial
institutions and financial service providers to notify customers of
the unauthorized use of personal information, requires fraud alerts
to beincluded in consumer credit filesin such cases, and provides
customers with enhanced access to credit reports in such cases.
(Banking)
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Appendix: Internet Privacy-Related Legislation
Passed by the 107" Congress

H.R. 2458 (Turner)/
S. 803 (Lieberman)
P.L.107-347

E-Government Act. Inter alia, setsrequirements on government
agencies in how they assure the privacy of personal information in
government information systems and establish guidelines for
privacy policies for federal Web sites.

H.R. 5505 (Armey)

Homeland Security Act. Incorporates H.R. 3482, Cyber
Security Enhancement Act, as Sec. 225. Loosens restrictions on

P.L.107-29 ISPs, set in the USA PATRIOT Act, as to when, and to whom, they
can voluntarily release information about subscribers.

H.R. 2215 21% Century Department of Justice Authorization Act.

(Sensenbrenner) Requires the Justice Department to notify Congress about its use of

P.L.107-273 Carnivore (DCS 1000) or similar Internet monitoring systems.

H.R. 3162 USA PATRIOT Act. Expandslaw enforcement’s authority to

(éenéenb renner) monitor Internet activities. See CRS Report RL31289 for how the

PL.107-56 Act affects use of the Internet. Amended by the Homeland

Security Act (see P.L. 107-296).




