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Summary

In the wake of the terrorist attacks of September 11, 2001, port security has
emerged as a significant part of the overall debate on U.S. homeland security. Many
security expertsbelieve portsare vulnerableto terrorist attack because of their size, easy
accessibility by water and land, and the tremendous amount of cargo they handle. To
raise port security standards, Congress passed the M aritime Transportation Security Act
of 2002 (P.L. 107-295) in November 2002. In the 108" Congress, there is growing
debate about whether current effortsto improveport security are proceeding at sufficient
pace and whether the nation is devoting enough resources for this purpose. Thisreport
will be updated periodically.

Concerns for Port Security

Government leaders and security experts worry that the maritime transportation
system could be used by terroriststo smuggle personnel, weapons of mass destruction, or
other dangerous materials into the United States. They are also concerned that shipsin
U.S. ports, particularly large commercial cargo shipsor cruise ships, could be attacked by
terrorists. A large-scaleterrorist attack at aU.S. port, expertswarn, could not only cause
local death and damage, but also parayze global maritime commerce.

Even before the terrorist attacks of September 11, 2001, government officials and
security experts were concerned about the security of U.S. ports. Inthefall of 2000, the
Interagency Commission on Crime and Security in U.S. Seaports noted the vulnerability
of U.S. seaports to terrorism. The report noted that while the FBI then considered the
threat of terrorist attackson U.S. seaportsto below, their vulnerability to such attackswas
high.? To addressthe concernsraised in thereport, Senator Hollingsintroduced S. 1214,
the Maritime Transportation Security Act of 2001 on July 20, 2001. On November 14,

! For further information on thistopic, see: CRS Report RL31733, Port and Maritime Security:
Background and Issues for Congress; and CRS Report RS21293, Terrorist Nuclear Attacks on
Seaports: Threat and Response.

2 Report of the Interagency Commission on Crime and Security in U.S. Seaports, Fall 2000, p.
63.
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2002, Congress passed S. 1214, as amended, the Maritime Transportation Security Act
of 2002 (MTSA), and the President signed it into law as P.L. 107-295 on November 25,
2002.

Features of the U.S. Maritime System

TheU.S. maritime system includes more than 300 seaand river portswith morethan
3,700 cargo and passenger terminals and more than 1,000 harbor channels spread along
thousands of milesof coastline.® Transportation firmstend to concentrate traffic through
major cargo hubs because of the high cost of their infrastructure.* Thetop 50 portsin the
United States account for about 90% of all cargo tonnage and 25 U.S. ports account for
98% of all container shipments.®

In 2001, approximately 5,400 commercial ships made more than 60,000 U.S. port
calls. Most shipscalling U.S. ports are foreign owned and foreign crewed; less than 3%
of U.S. overseastradeis carried on U.S.-flag vessels.® The lack of transparency in ship
ownership has been alongstanding concern. Shipowners can register their shipsin “flag
of convenience” countries which may have lax regulations and require little information
from the applicants.’

Container ships are a growing segment of maritime commerce — and the focus of
much of the attention on seaport security. Whilethey carry only 11% of annual tonnage,
they account for 66% of thetotal value of U.S. maritimeoverseastrade. A large container
ship can carry more than 3,000 containers, of which several hundred might be offloaded
at agiven port. A marine container issimilar to atruck trailer without wheels; standard
sizes are 8x8x20 feet or 8x8x40 feet. More than 6 million cargo containers from all
corners of the globe enter U.S. seaports each year. The Bureau of Customs and Border
Protection (CBP) analyzescargo manifest information for each contai ner to decidewhich
to target for closer inspection but only asmall percentage have their contents physically
inspected by CBP.

Shipsare the primary mode of transportation for world trade. Ships carry morethan
95% of the nation’ snon-North American trade by weight and 75% by value. Waterborne
cargo contributes about 7.5% to the U.S. gross domestic product.? Given theimportance

3 For amore detailed description of the U.S. maritime system, seeU.S. DOT, Maritime Admin.,
An Assessment of the U.S Marine Transportation System, Sept. 1999. Available at
[http://www.marad.dot.gov/].

* The U.S. Army Corps of Engineers’ Navigation Data Center ranks U.S. ports by dollar value
and tons of cargo imported and exported. See [www.iwr.usace.army.mil/ndc/].

® U.S. Congress, House of Representatives, Maritime Transportation Security Act of 2002,
Conference Report, H.Rept. 107-777, p. 4.

¢ “The Maritime Component,” Sea Power, August 2001.

"SeeWilliam Langewiesche, “ Anarchy at Sea,” Atlantic Monthly, Sept. 2003, p.50. And, OECD,
Ownership and Control of Ships, Maritime Transport Committee, March 2003.

8 Admiral Thomas H. Collins, Commandant, U.S. Coast Guard, speech before the International
Maritime and Port Security Conference, Singapore, Jan. 21, 2003.
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of maritime trade to the U.S. economy, disruptions to that trade can have immediate and
significant economic impacts.

Recent Port Security Initiatives by Federal Authorities

Leading federal agencies involved in port security include the Coast Guard, the
Bureau of Customs and Border Protection (CBP), and the Transportation Security
Administration (TSA), al of which are housed in the Department of Homeland Security
(DHS). To counter theterrorist threat, the Coast Guard and CBP have sought to improve
the quality and advance the timing of information submitted to them by shippers and
carriers so that they can better evaluate the terrorist risk of ships, cargo, passengers or
crew destined for the United States. By increasing their knowledge of the various parties
in the marine environment, it is hoped that federal inspectors will be better able to
separate the bad from the good without impeding the flow of legitimate travel and
commerce.

Coast Guard. TheCoast Guardisthenation’ sprincipal maritimelaw enforcement
authority and the lead federal agency for the maritime component of homeland security,
including port security.” Among other things, the Coast Guard is responsible for
evaluating, boarding, and inspecting commercial ships asthey approach U.S. waters, for
countering terrorist threats in U.S. ports, and for helping to protect U.S. Navy shipsin
U.S. ports. A high-ranking Coast Guard officer in each port area serves as the Captain
of the Port (COTP), whoisthelead federal official responsiblefor the security and safety
of the vessels and waterwaysin his or her geographic zone. Under the terms of the Ports
and Waterways Safety Act of 1972 (P.L. 92-340) and the recently enacted Maritime
Transportation Security Act of 2002, the Coast Guard hasresponsibility to protect vessels
and harbors from subversive acts. The Coast Guard issued final rules implementing
MTSA on October 22, 2003 (see 68 Fed. Reg. 60448).

The Coast Guard refersto itsefforts at improving its knowledge of the shipscalling
at U.S. portsas“Maritime Domain Awareness’ (MDA). The Coast Guard hasinstituted
new reporting requirementsfor shipsentering U.S. harbors. Theformer 24-hour advance
Notice of Arrival (NOA) has been extended to a 96-hour NOA. The NOA includes
detailed information on the crew, passengers, cargo, and the vessdl itself. The NOA is
evaluated to select certain high-interest vessel sfor boarding by Coast Guard port security
teams. Coast Guard seamarshals may also escort certain ships transiting the harbor.

Bureau of Customs and Border Protection. CBPisthefederal agency with
principal responsibility for inspecting cargoes, including cargo containers, that
commercia ships bring into U.S. ports. Among the programs CBP has initiated to
counter the terrorist threat are the Container Security Initiative (CSl) and the Customs-
Trade Partnership Against Terrorism (C-TPAT). CSl is stationing U.S. inspectors at

° The Navy and the Coast Guard agree that the Coast Guard is the lead federal agency for the
maritime component of homeland security, and that the Navy’ sroleisto support the Coast Guard
in areas where the Coast Guard's capabilities are limited or lacking, such as air defense or
antisubmarine warfare. For more on the Coast Guard’ s and Navy’ srole in homeland security,
see CRS Report RS21230, Homeland Security: Navy Operations — Background and | ssues for
Congress, and CRSReport RS21125, Homel and Security: Coast Guard Operations- Background
and Issues for Congress.
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selected foreign portsto pre-screen U.S.-bound containers. Inorder to giveinspectorsthe
data and time they need to pre-screen containers, CBP issued a new rule requiring that
information about an ocean shipment be transmitted to CBP 24 hours beforethecargo is
loaded at a foreign port onto a U.S.-bound vessel. Previously, ocean carriers did not
submit this information until the ship arrived at aU.S. port.

C-TPAT, initiated in April 2002, offers importers expedited processing of cargo if
they comply with CBP guidelinesfor securing their supply chain. Businessesthat sign up
for the program are required, among other things, to conduct a comprehensive self-
assessment of their supply chain and submit a completed questionnaire to CBP that
describestheir current security practices. One of the key security controls recommended
in the program is for shippers to have a “designated security officer” to supervise the
container loading process as protection against the introduction of illegal material.™® If
CBP certifiesan applicant, they may benefit from areduced number of cargo inspections,
thus reducing the risk of shipment delay.

Transportation Security Administration. TSA was created by the Aviation
and Transportation Security Act of 2001 (P.L. 107-71) which was signed into law on
November 19, 2001. TSA isresponsible for the security of all modes of transportation,
cargo and passenger. TSA, in conjunction with CBP, is conducting apilot project called
Operation Safe Commerce (OSC).** The goal of OSC is to verify the contents of sea
containers at their point of loading, ensure the physical integrity of containersin transit,
and track their movement through each mode of transport from origin to final destination.
TSA isadso field-testing a Transportation Worker Identification Credential (TWIC) for
workersin all modes of transportation that will be used to control access to secure areas
of cargo and passenger facilities.

Issues for Congress

Addressing the Threat. A maor concernfor Congressis assessing whether the
nation is doing enough and fast enough to deter aterrorist attack in the maritime domain.
Despite the progress that has been made in strengthening port security thus far, many
security officials still describe seaports as “wide open” and “very vulnerable’ to terrorist
attack.'? Seaports, alongwith air cargo, general aviation, and masstransit, wereidentified
in a April 2003 GAO report as the “major vulnerabilities’ remaining in the nation’s
transportation system.”® The GAOfoundthat “ an effective port security environment may
be many yearsaway.” While many agreethat CSI, C-TPAT, OSC, and MDA, are sound
strategies for addressing the threat, they contend that these programs represent only a

19 Further details of the C-TPAT program are available at
[http://www.cbp.gov/xp/cgov/home.xml] (viewed 12/4/03).

! Federal Register, Nov. 2, 2002, p. 70110-70112.

12 “Safe Harbors?” The Wall Street Journal, April 21, 2003, p. B1. Also, Maarten van de V oort
and Kevin A. O’'Brien, et. a., Seacurity, RAND Europe, 2003.

8 GAO, Transportation Security, Post September 11" Initiatives and Long-Term Challenges,
April 1, 2003, GAO-03-616T.
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framework for building a maritime security regime, and that significant gapsin security
gtill remain. In the words of one security expert,**

Right now, none of these initiatives has changed the intermodal transportation
environment sufficiently to fundamentally reduce the vulnerability of the cargo
container asameans of terrorism. However, all areimportant stepping-off pointsfor
building an effective risk management approach to container security - afoundation
that simply did not exist prior to September 11, 2001.

Inits oversight role, Congress is examining the effectiveness of these programsin
addressing theterrorist threat, whether they are proceeding at sufficient pace, and whether
enough resources are being provided to implement these and other security initiatives.

Funding Port Security. According to many, the unresolved debate over how to
pay for port security is stalling efforts to improve port security. The debate is over
whether port security should be paid for with federal revenues, by state and local
governments, by the maritimeindustry, or by acost sharing arrangement among all of the
above. The Coast Guard estimates the cost of implementing the new IIM O security code
and the security provisionsin MTSA to be approximately $1.5 billion for the first year
and $7.3 billion over the succeeding decade.™ Congress has provided over $500 million
through FY 2004 in direct federal grantsto portsto improvetheir physical and operational
security. Thisisin addition to the budgets of the Coast Guard, Bureau of Customs and
Border Protection, TSA, and other federal agenciesinvolvedin port security.™® Advocates
for more spending arguethat thefederal grants provided to port authoritiesthusfarisonly
a fraction of the amount that is needed. Skeptics of additional spending argue that
taxpayers should not provide funds to large and profitable corporations to secure
infrastructure that isin their own financial interest to do so.

Point of Origin Cargo Security. A major area of concern is ensuring the
integrity of cargo as it begins its transit to the United States from its overseas origin.
Point of origin security is necessary because inspecting cargo on the high seas is
practically impossible and inspecting cargo uponitsarrival at aU.S. port could betoolate
to prevent aterrorist event. Ensuring that the container was not stuffed with illegitimate
cargo at the overseas factory, that the loaded container was not tampered with while
trucked to the port of loading, and ensuring that the cargo information reported to CBP
is not fraudulent are all critical challenges in supply chain security. Congress is
examining the effectiveness of C-TPAT, CSl, and OSC in ensuring the integrity of U.S.
bound cargo at itsoverseaspoint of origin.” Finding theright balance betweenimproving

14 Stephen Flynn, “On The Record,” Government Executive Magazine, October 1, 2003.
15 See Federal Register, October 22, 2003 vol. 68, no. 204, p. 60464.

16 See CRS Report RL32061, Border and Transportation Security: Budget for FY2003 and
FY2004.

7 See Senate Governmental Affairs Committee, Letter to Under Secretary for Border and
Transportation Security, dated October 28, 2003, regarding point of origin security measures.
Available at [http://govt-aff.senate.gov/], viewed on 11/10/03. See aso, GAO, Container
Security: Expansion of Key Customs Programs Will Require Greater Attention to Critical
Success Factors, July 2003, GAO-03-770.
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cargo security to desired level swithout unduly impeding thelegitimateflow of commerce
isadifficult issue.

Security of Ships. Thereisno singlesovereign power that regul atesinternational
shipping. MTSA requiresthe Coast Guard toreport onforeign-flag vesselscallingat U.S.
ports, specifically those vessel s with murky ownership histories, and to report on actions
taken to improve the transparency of vessel registration procedures (section 112). In
December 2002, the International Maritime Organization (IMO), abranch of the United
Nations, adopted more stringent international standards for the security of vessels and
ports (titled the International Ship and Port Facility Security Code, ISPS). Congressis
likely to examinethe effectiveness of Coast Guard and international effortsat raising the
security level of ship operators. Skeptics contend that the new IMO regulations mostly
offer theillusion of increased security. They contend that “flag of convenience” countries
lack the resolve to enforce these standards and that the compliance documentation istoo
easy to manipulate in order to appear as legitimate operators. While the United States
enforces its standards when the Coast Guard selects arriving ships for boarding, their
burdenisgreater if there is no effective international shipping regime to pre-screen sub-
standard shipping.

Intelligence Sharing. The difficulty of detecting terrorist activity once it has
entered the maritime system may point to the value of intelligence. Most acknowledge
that there is just too much cargo, coming from all corners of the globe, to physicaly
inspect each shipment thoroughly. Uncovering terrorist activity is likely to require
“actionable” or preciseintelligenceidentifying exactly which shipment to intercept. One
of TSA’scritical missionsisto ensure that threat information gathered by other federal
agencies, such asthe FBI or CIA, is shared with appropriate transportation officials. The
GAO reports that “in surface transportation, timely information-sharing has been
hampered by thelack of standard protocolsto exchangeinformation among federal, state,
and local government agencies and private entities.”*® One barrier to more effective
intelligence sharing with local port authorities may be that state and local government
officials do not have the required security clearances.

18 GAO, Transportation Security, Post-September 11" Initiatives and Long-Term Challenges,
April 1, 2003, GAO-03-616T.



