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Air Cargo Security

Summary

The air cargo system is a complex, multi-faceted network that handles a vast
amount of freight, packages, and mail carried aboard passenger and all-cargo aircraft.
Theair cargo systemisvulnerableto several security threatsincluding potential plots
to placeexplosivesaboard aircraft; illegal shipmentsof hazardousmaterials; criminal
activities such as smuggling and theft; and potential hijackings and sabotage by
persons with accessto aircraft. Whileit is generally agreed that full screening of all
cargo placed on aircraft is not currently feasible, several procedural and technology
initiatives have been proposed to enhance air cargo security and deter terrorist and
criminal threats. Procedural initiatives include proposals to: expand the “known
shipper” program; increase cargo inspections; increase physical security of air cargo
facilities; increase oversight of air cargo operations; provide security training for
cargo workers; and tighten controls over access to aircraft during cargo operations.
Technology being considered toimproveair cargo security includestamper-resi stant
and tamper-evident packaging and contai ners; expl osive detection systemsand other
cargo screening technol ogies; blast-resi stant cargo containers; and biometric systems
for worker identification and access control.

The Aviation and Transportation Security Act (ATSA, P.L. 107-71) contains
general provisions for cargo screening, inspection, and security measures. Cargo
carried in passenger airplanes must be screened or its security otherwise ensured. In
practice, the Transportation Security Administration (TSA) has relied heavily on
“known shipper” programsto prevent shipments of cargo from unknown sourceson
passenger aircraft. ATSA also mandated that asecurity planfor all-cargo operations
was to be put in place as soon as possible, but aviation security initiatives in the
aftermath of the September 11, 2001, attacks primarily focused on enhancing the
security of passenger operations.

Air cargo security consequently became a significant issue during the 108"
Congress. To enhance all-cargo security, Vision 100 (P.L. 108-176) expanded the
current program for arming pilots to include al-cargo pilots. Additionally, the
FY 2005 Homeland Security Appropriations Act (P.L. 108-334) included language
caling for a threefold increase in the physical inspections or screening of cargo
placed on passenger aircraft. Finally, the National Intelligence Reform Act of 2004
(P.L. 108-458) included several provisions pertaining to cargo security that establish
a pilot program for evaluating the deployment of blast resistant cargo containers,
promote the research, development, and deployment of enhanced air cargo security
technology; evaluate international air cargo threats; and set a deadline of September
2005 for finalizing proposed rules pertaining to air cargo security. Those proposed
rules, disclosed by the TSA in November 2004, would intensify security measures
for cargo operations involving both passenger and all-cargo operations and is seen
asthe core regulatory framework for implementing their strategic plan for air cargo
security. That plan centers around risk-based assessments and targeted physical
screening of cargo shipments based on risk combined with enhanced measures for
controlling access to cargo operations areas and improved vetting of shippers and
freight forwarders. This report will be updated as needed.
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Air Cargo Security

Overview of the Air Cargo System

The air cargo system is a complex, multi-faceted network responsible for
moving a vast amount of freight, express packages, and mail carried aboard
passenger and all-cargo aircraft. The air cargo system consists of alarge, complex
distribution network linking manufacturers and shippers to freight forwarders to
airport sorting and cargo handling facilitieswhere shipmentsareloaded and unl oaded
from aircraft. Business and consumer demand for fast, efficient shipment of goods
has fueled the rapid growth of the air cargo industry over the past 25 years. In
FY 2002, about 12.9 billion revenueton miles' (RTMs) of cargo?® were shipped by air
within the United States, and another 14.8 billion RTMs of cargo were shipped by
air on international flights to and from the United States. The volume of air cargo
operationssince FY 1998 and theforecast volumeof air cargo through 2015is shown
in Figure 1. It is estimated that air cargo shipments will increase by 51%
domestically, and by 86% internationally by FY 2015 as compared to estimated
FY 2003 levels.® 1n 1999, air cargo comprised about 0.4% of all freight movement
inthe United States.* Whilethis percentage may seem small, it is much greater than
the 0.07% percent of freight that traveled by air in 1965, indicating that not only is
the volume of air cargo increasing significantly, but so is the percent of total freight
movements that travel by air. Also, cargo shipments by air comprise a significant
percent of the total value of cargo shipments. In fact, in 2000, air cargo accounted
for 29.7% of international trade by value, surpassed only by maritime shippingwhich
accounted for 37% of theimport/export value of cargo.> Whilethe downturninthe
aviationindustry over the past three years hastemporarily slowed the pace of growth
in air cargo, the existing size and complexity of the air cargo system already pose a
significant challenges for aviation security.

Given the sheer volume of cargo that must be expediently processed and | oaded
on aircraft, experts generally agree that full screening of al air cargo, as is now
required of checked passenger baggage, is simply not feasible with available

1 A revenue ton mile is equivalent to one ton of cargo being transported one mile.

2 Cargo, asdefined by the Federal Aviation Administration (FAA), includesfreight, express
packages, and mail.

% Federal Aviation Administration. FAA Aerospace Forecasts Fiscal Years 2004-2015.

“ Bureau of Transportation Statistics. National Transportation Statistics2002. Washington,
D.C.: U.S. Department of Transportation (BT S02-08).

® Bureau of Transportation Statistics. Pocket Guide to Transportation. Washington, DC:
U.S. Department of Transportation (BT S03-01).
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screening technol ogies and procedures.® In 2002, it was reported that TSA computer
modelsestimated that if full physical screeningisimplemented, only 4% of thedaily
volume of freight at airports could be processed due to the time that would be
required to breakdown shipments, inspect them, and reassembl e them for transport.’
Sincethat time, considerable efforts have been made to increase the amount of cargo
placed on passenger airlinersthat is screened. Whilethe TSA does not divulge the
percentage of such cargo that undergoes physical inspection, languageinthe FY 2005
Homeland Security Appropriations Act (P.L. 108-334) callsfor at least tripling the
amount of cargo placed on passenger aircraft that is screened. Language in both the
FY 2005 appropriations act and the National Intelligence Reform Act of 2004 (P.L.
108-458) require the TSA to pursue screening technologies and enhance security
procedures to improve the inspection, screening, and tracking of air cargo on
passenger aircraft as recommended by the 9/11 Commission.

Figure 1. Air Cargo Volume - Historic Data and Forecasts
(FY1998- FY2015)

. All-Cargo: Domestic . All-Cargo: International

D Passenger:Domsetic D Passenger: International

Source: Federal Aviation Administration. FAA Aerospace Forecasts Fiscal Years
2004-2015.

6 See Statement of Admiral James M. Loy Under Secretary of Transportation for Security
Before the Subcommittee on Aviation Committee on Commerce, Science, and
Transportation U.S. Senate, February 5, 2003.

" Greg Schneider. “Terror Risk Cited for Cargo Carried on Passenger Jets; 2 Reports List
Security Gaps.” The Washington Post, June 10, 2002.
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Whilethe primary focus has been on cargo carried aboard passenger aircraft, air
cargo security is aso a challenge for all-cargo operators. The largest al-cargo
operators in the United States include FedEx, UPS, Airborne Express, and ASTAR
Air Cargo (formerly DHL Airways). Figure 2 shows the distribution of air cargo
operationsamong passenger and all-cargo aircraft. International operationsmake up
about half of thetotal system-wide air cargo operationsin the United States. While
about 29% by weight of domestic air cargo travels aboard passenger aircraft within
the United States, almost 48% by weight of international cargo to and from the
United Statesiscarried aboard passenger aircraft. Thepercentageof air cargo carried
on passenger aircraft has dropped somewhat since September 11, 2001, with an
estimated 26% by weight of domestic air cargo and 46% by weight of international
air cargo carried on passenger aircraft in 2002. This slight reduction in the
distribution of air cargo to passenger flights is primarily attributable to a post-
September 11" restriction on mail parcels weighing more than 16 ounces, and a
prohibition against carrying cargo from unknown shippers aboard passenger aircraft.
A reduction in passenger flightsto certain locations over the past two years hasalso
contributed to an increased reliance on all-cargo aircraft for cargo shipments.

Figure 2. Distribution of Air Cargo (FY1998-2002)

Passenger: Domestic (14.28%)

All-Cargo: Domestic (34.33%

Passenger: International (24.42%

All-Cargo: International (26.97%

Source: Federal Aviation Administration. FAA Aerospace Forecasts Fiscal Years
2004-2015.

Since September 11, 2001, a variety of air cargo security measures have been
put in place or are under consideration. The purpose of these security measuresisto
mitigate the risks associated with: placing cargo on passenger and all-cargo aircraft;
and the high level of access to aircraft during cargo operations. This report will
examine the key security risks associated with air cargo operations and options for
mitigating these risks.
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Air Cargo Security Risks

Potential risks associated with air cargo security include introduction of
explosive and incendiary devices in cargo placed aboard aircraft; shipment of
undeclared or undetected hazardous materialsaboard aircraft; cargo crimeincluding
theft and smuggling; and aircraft hijackings and sabotage by individual s with access
to aircraft.

Explosives and Incendiary Devices. Undetected explosiveor incendiary
devicesplacedinair cargo are potential threatsto aircraft. Experts have warned that
air cargo may be a potential target for terrorists because screening and inspection of
air cargo is currently not as extensive as required screening of passengers and
checked baggage. Cargo carried aboard passenger aircraft may be at particular risk
since passenger aircraft aregenerally regarded ashighly attractivetargetstoterrorists
and have been attacked in the past. It has been reported that TSA considers the
likelihood of aterrorist bombing of apassenger airplaneto be between 35% and 65%
based on 2002 intelligence reports, and TSA believes that cargo is either likely to
become, or aready is, the primary aviation target for terrorists in the short term.®
However, other terrorism experts regard placing explosives in air cargo as less
appealing to terrorists because typically a specific flight cannot be targeted without
theassistance of anindividual with accessto aircraft. Furthermore, expertsgenerally
believethat all-cargo aircraft areless appealing targetsto terrorists because an attack
against an all-cargo aircraft is not likely to generate the degree of public and media
attention that a bombing of acommercial passenger aircraft would have.

The December 22, 2001 attempted shoe bombing aboard a American Airlines
Boeing 767 on atrans-Atlantic Paris to Miami flight has heightened concerns over
possible terrorist bombings of U.S. aircraft in the wake of the terrorist attacks of
September 11, 2001. Historically, bombings of U.S. airliners have been rare and
have mostly involved bombs placed in either the aircraft passenger cabin or in
checked passenger baggage. The most catastrophic bombing of aU.S. airliner was
the December 21, 1988 crash of Pan Am flight 103, a Boeing 747, over Lockerbie,
Scotland that was attributed to an explosive device placed in abaggage container in
the airplane’ sforward hold.® Investigation of the deadliest bombing of a passenger
aircraft, the June 23, 1985 downing of Air Indiaflight 182 off the coast of Ireland,
similarly revealed evidence of an explosive device that was most likely introduced
in checked baggage and placed in the aircraft’s forward cargo hold.’® The most
notable event involving detonation of an explosive device transported as cargo
aboard an airliner in the United States was the November 15, 1979 explosion aboard
an American Airlines Boeing 727 that made a successful emergency landing at
Dulles Airport following the incident. Investigation revealed that the device was

8 Greg Schneider. 1bid.

° United Kingdom Air Accidents Investigation Branch. Report on the accident to Boeing
747-121, N739PA at Lockerbie, Dumfriesshire, Scotland on 21 December 1988 (Aircraft
Accident Report No 2/90 (EW/C1094)), July 1990.

10 Canadian Aviation Bureau Safety Board. Aviation Occurrence, Air India Boeing
747-237B VT-EFO, Cork, Ireland 110 Miles West, 23 June1985.
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contained in aparcel shipped by U.S. mail that the Federal Bureau of Investigation
(FBI) linked to convicted “Unabomber”, Theodore Kaczynski.**

While using cargo as a means to place explosive or incendiary devices aboard
aircraft has historically been rare, heightened screening of passengers, baggage, and
aircraft may make cargo amore attractive meansfor terroriststo place these devices
aboard aircraft, including all-cargo aircraft aswell aspassenger aircraft, inthefuture.
Investigations have suggested that a Qaedaterroristshad aninterest in bombing all-
cargo aircraft prior to September 11, 2001, and were planning to bomb U.S.-bound
cargo flightsin an operation run out of the Philippines.*> Given al Qaeda’ scontinued
interest in bombing aircraft and indicationsthat they have already considered placing
bombs in cargo, the specific vulnerability of air cargo is an issue of particular
concern.

However, as previously noted, some terrorism experts believe that placing
explosives or incendiary devicesin cargo may beless appealing becauseit would be
difficult to target specific flights without the cooperation of individuals with access
to aircraft such as cargo workers. Thus, increased efforts to perform background
checks of workers with accessto aircraft and increased physical security around air
cargo operationsmay further mitigatethethreat of explosivesandincendiary devices.
Additionally, the use of hardened cargo containers capabl e of withstanding internal
bomb blasts are being eval uated and may al so provide ameans of mitigating therisks
of explosives and incendiary devices. The 9/11 Commission specifically
recommended the deployment of at least one hardened cargo container in each
passenger aircraft to mitigate the potentially catastrophic consequences of a bomb
carriedin air cargo.”® The National Intelligence Reform Act of 2004 (P.L. 108-458)
callsfor establishing a pilot program to eval uate this concept.

Hazardous Materials.* Despiteincreased Federal Aviation Administration
(FAA) and Department of Transportation (DOT) oversight and enforcement efforts,
undeclared and undetected shipments of hazardous materials continues to pose a
significant safety problem for air carriers. Most explosives and gases are prohibited
aboard aircraft, however many properly handled hazardous materials are permitted
aboard passenger and al-cargo aircraft within specified quantity limitations.*

1 Affidavit of Assistant Special Agentin Charge, Terry D. Turchie, BeforetheU.S. District
Court, District of Montana, April 3, 1996.

12 National Commission on Terrorist Attacks Upon the United States. The9/11 Commission
Report. New York, NY: W. W. Norton & Company.

3 1bid.

14 Hazardous material sor dangerousgoodsinclude explosives; gases; flammableliquidsand
solids; oxidizers and organic peroxides;, toxic materials and infectious substances,
radioactive materials; corrosive materials; and other miscellaneous dangerous goods (e.g.
ashestos).

15 U.S. General Accounting Office. Aviation Safety: Undeclared Air Shipments of
Dangerous Goods and DOT’ s Enforcement Approach. (GAO-03-22, January 2003).
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Risks are introduced when hazardous materials are not declared leading to the
potential transport of prohibited materials by air or improper handling of hazardous
goodsduring loading and whileintransit. Thedangersof undetected and improperly
handled hazardous materialsin air cargo shipmentswere highlighted by the May 11,
1996 crash of a Vaulet DC-9 in the Florida Everglades. The National
Transportation Safety Board (NTSB) determined that improperly carried oxygen
generators ignited an intense fire in one of the airplane’ s cargo holds leading to the
crash and issued severa safety recommendations for improving the handling and
trackingmof hazardous materials to prevent improper carriage aboard passenger
aircraft.

While safety concerns regarding hazardous cargo shipments aboard passenger
aircraft are of particular concern, preventing unauthorized shipments of hazardous
materialsisachallenge for all-cargo aircraft operators as well. About 75 percent of
hazardous material sshipped by aircraft arecarried aboard al-cargo aircraft, whilethe
remaining 25 percent is shipped on passenger aircraft.’” Enhanced air cargo security
measuresmay al soimproveair cargo safety by increasing the detection of undeclared
hazardous materials.

Cargo Crime. Cargo crimesinclude theft of goods transported as cargo, and
shipment and smuggling of contraband, counterfeit, and pirated goods through the
cargo distribution network. Itisestimated that direct |osses dueto cargo theft across
all transportation modes total between $10 and 25 billion annually in the United
States.® The large range in this estimate reflects the fact that cargo theft is not a
specific crimecategory and thereforereliabl e statisticson cargo theft areunavail able.
Furthermore, many experts believe a large percentage of cargo theft is unreported.

The large estimated level of cargo theft and other cargo crimesisindicative of
potential weaknesses in cargo security including air cargo security. Specific
weaknesses in air cargo security have been highlighted in several high profile
investigations of cargo theft. Magjor cargo and baggage theft rings have been
uncovered at JFK International Airportin New Y ork, Logan International Airportin
Boston, and at Miami International Airport.”® In addition to theft, smuggling is a
problem for air cargo security. Smuggling of contraband, counterfeit, and pirated
goods undermines legal markets and reduces government tax and tariff revenues.
Smuggling operations are often linked to organized crime, and may provide support

1 National Transportation Safety Board. Aircraft Accident Report: In-Flight Fire and
Impact with Terrain, ValuJet Airlines, Flight 592,DC-9-32, N904VJ, Everglades, Near
Miami, Florida, May 11, 1996 (AAR-97/06).

1 General Accounting Office. Aviation Safety: Undeclared Air Shipments of Dangerous
Goods and DOT' s Enforcement Approach. GAO-03-22, January 2003.

8 U. S. General Accounting Office. Aviation Security: Vulnerabilities and Potential
Improvementsfor the Air Cargo System. GAO-03-334, December, 2002. FIA International
Research, Ltd. Contraband, Organized Crime and the Threat to the Transportation and
Supply Chain Function. September 2001.

¥ U. S. Genera Accounting Office. Ibid; Department of Transportation, Office of the
Inspector General. Press Release: Sx MIA Airport Employees Indicted for Stealing from
Checked Passenger Bags. December 11, 2002.
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for terrorist activities.® A large portion of cargo crimeiseither committed by or with
the assistance of cargo workers. Therefore, increased security measures such as
conducting more stringent or more frequent background checksof cargo workersand
enhancing physical security of cargo operations areas are likely to reduce cargo
crimes and improve the capability to detect criminal activity in air cargo operations.
A review of transportation security needs for combating cargo crime identified six
key issues regarding cargo security:

A lack of effective cargo theft reporting systems;

e Weaknessesin current transportation crime laws and prosecution;

e A lack of understanding regarding the nature of cargo crime by
governments and industry;

e Inadequate support for cargo theft task forces,

e A need to improve local law enforcement expertise on cargo theft;
and

e The need for more effective cargo security technology including

cargo tracking systems, tamper-evident and tamper-resistant seals,

hi gh-speed screening devices, and integration of security technology

into supply chain management systems.

Addressing these issues specific to cargo crime may also improve overall cargo
security and could deter terrorist threats to cargo shipments. While these
recommendations are directed toward cargo crime issues in al modes of
trangportation, they could be particularly applicableto air cargo security where other
security concerns such as explosive and incendiary device detection, hazardous
materials detection, and deterring hijackings and sabotage may also be addressed
through the implementation of tighter controlsto deter cargo crime.

Aircraft Hijacking and Sabotage. Individualswith accessto aircraft may
pose arisk of potential hijackings and aircraft sabotage. Instances of hijackings by
individuals with access to aircraft have been extremely rare, but include two
examples of particularly violent incidents by disgruntled individual swho had access
toaircraft that facilitated their plots. A particularly dramatic hijacking attempt by an
individual with accessto aircraft and cargo operationsfacilities occurred on April 7,
1994.%2 Anoff-duty Federal Expressflight engineer attemptedto hijack aFedEx DC-
10 aircraft and crash it into the company’ s Memphis, Tennessee headquarters. The
hijacker boarded the airplane in Memphis under the guise of seeking free
transportation to San Jose, California. His only luggage was a guitar case that
concealed hammers, mallets, a knife, and a spear gun. At the time there was no
requirement or company procedure to screen or inspect personnel with access to
cargo aircraft or their baggage. The flight crew thwarted the hijacker’ s attempt to

2 FIA International Research, Ltd. Op cit.

2 Ed Badolato. “Cargo Security: High-Tech Protection, High-Tech Threats. TR News, 211,
November-December 2000, pp. 14-17.

22 Dave Hirschman. Hijacked: The True Story of the Heroes of Flight 705. (New York:
William Morrow & Co, 1997).
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takeover theairplane by force and made asuccessful emergency landingin Memphis
despite serious injuriesto all three flight crew members.

Individual s have al so used their accessto aircraft credential sto bypass existing
security measures. For example, on December 7, 1987, a PSA regional jet crashed
near San Luis Obispo, California killing al 43 people on board.® Investigation
revealed that a disgruntled former USAir employee, recently fired for alleged theft,
used his employee identification, which had not been returned, to bypass airport
security with aloaded handgun. At altitude, he shot hisformer supervisor who was
apassenger on the airplane. He then entered the flight deck, shot the two pilots, and
then shot himself after putting the airplane into a crash dive. At the time, federal
regul ations permitted airline employees to bypass airport security checkpoints.

Since these incidents, airport and air cargo security regulations have been
tightened to establish better controls over aircraft access including background
checks and physical screening of individuals with access to aircraft. Background
checks of workerswith unescorted access to passenger aircraft was mandated under
ATSA, and background checks of workers with unescorted access to air cargo are
under consideration as part of proposed regul ationsissued by the TSA in November
2004.>* However, without full screening of air cargo and airport personnel, the
potential still exists for persons with access to aircraft to pass weapons inside the
secured areasof airports. Under proposed regulations, crewmembersandindividuals
carried aboard large all-cargo aircraft would be subject to pre-flight screening
conducted by either the TSA or, more typically, by the aircraft operator using
methods approved by the TSA and detailed in the operator’ s security program.

Heightened security measures on passenger aircraft since September 11, 2001
could make all-cargo aircraft more attractive to terrorists seeking to hijack large
airplanes. Currently, federal air marshals are not deployed on all-cargo aircraft, and
cargo airplanes are not required to have hardened cockpit doors so long as aterative
TSA-approved security measures are implemented to control access to the aircraft
and flight deck while the airplane is on the ground. Vision 100 (P.L. 108-176)
expanded the Federal Flight Deck Officer program to include pilots of al-cargo
aircraft. This program trains and deputizes pilots to carry firearms to protect the
flight deck against aterrorist attack. (see CRS Report RL31674).

Sabotage by individualswith accessto aircraft isalso a potential risk, although
generally not considered a significant threat because of the high level of knowledge
regarding aircraft systems needed to sabotage flight critical systems, the levels of
redundancy of flight critical systems on modern transport category airplanes®, and

# National Transportation Safety Board. Accident Brief, NTSB Identification:
DCA88MAOQ08. Available at [http://www.ntsb.gov].

24 Department of Homeland Security, Transportation Security Administration. “Air Cargo
Security Requirements; Proposed Rule.” Federal Register, (69) 217, 65258-65291.

% Transport category airplanesincludeall jet-powered airplaneswith 10 or more passenger
seats or weighing more than 12,500 pounds maximum takeoff weight (MTOW), and all
propeller-driven airplanes with 19 or more seats or weighing more than 19,000 pounds

(continued...)
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the existing capabilities to detect sabotage attempts through aircraft systems checks
and pre-flight inspections. While numerous cases of sabotage by disgruntled
employees have been documented, these incidents of aircraft tampering have
typicaly been discovered during pre-flight inspections resulting in aircraft
groundingsand delaysand costly repairs, but have not resulted in catastrophes. Such
incidents have not been linked to terrorism.

Cargo Screening and Inspection

Screening and inspection of air cargo may be an effective means for detecting
explosives, incendiary devices, and hazardous materialsin air cargo. The Aviation
and Transportation Security Act (ATSA, P.L. 107-71) requires the screening of all
property, including mail and cargo, carried aboard passenger aircraft in the United
States. In implementing the security procedures for cargo carried aboard passenger
airplanes, TSA hasrelied extensively on “known shipper” programs to prevent the
shipment of cargo from unknown sources aboard passenger aircraft. ATSA aso
specifies that, as soon as practicable, a system must be implemented to screen,
inspect, or otherwise ensure the security of al cargo transported in all-cargo aircraft
using methods such as those outlined in this report. However, the Genera
Accounting Office (GAO) noted that the TSA lacked specific long-term goals and
performance targets for cargo security.”® In response, the TSA has developed an air
cargo security strategic plan and has proposed comprehensive regulations designed
to enhanceair cargo security. The TSA’ sstrategy centers on risk-based assessments
and targeted physical screening of cargo based on risk as well as increased random
inspections of shipments.

Current aviation security regulations require that each passenger aircraft
operator and indirect air carrier?” develop a security program for acceptance and
screening of cargo to prevent or deter the carriage of unauthorized explosives or
incendiaries. However, the volume of air cargo handled and the distributed nature
of the air cargo system presents significant challenges for screening and inspecting
air cargo. Presently, inthe United States, about 50 air carrierstransport air cargo on
passenger aircraft handling cargo from nearly 2 million shippers per day.”® About
80% of these shippers use freight forwarders who operate about 10,000 facilities
across the country.?® Since experts generally believe that 100% screening of all air
cargo is not a practical solution with currently available technology, security

% (,..continued)
MTOW.

% United States General Accounting Office. Post-September 11" Initiativesand Long-Term
Challenges. Statement of Gerald L. Dillingham, Testimony Before the National
Commission on Terrorist Attacks Upon the United States, April 1, 2003 (GAO-03-616T).

2 An indirect air carrier refers to an entity, such as a freight forwarder, that engages
indirectly in the air transportation of property on passenger aircraft (See Title 49 Code of
Federal Regulations, Chapter X1I, Part 1544).

% See S.Rept. 108-38.
# United States General Accounting Office. Aviation Security.
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programs have relied on pre-screening of cargo to identify shipments for physical
screening and inspection.

TheTSA iscurrently workingtoward fully implementingitsAir Cargo Strategic
Plan which was released in November 2003.*° In keeping with the risk-based
approach of implementing air cargo security measurestypified in the known shipper
concept, the core elements of this plan consist of: improving shipper and supply
chain security through improved vetting of shippers and freight forwarders,
enhancing cargo pre-screening processes; developing and deploying appropriate
screening technol ogies to conduct targeted air cargo inspections; and implementing
appropriate facility security measures.

“Known Shipper” Programs. The principal means for pre-screening or
profiling cargo has been though use of “known shipper” programs. Current
administration regul atory proposal s seek to establish anindustry-wideknown shipper
database for vetting all shipments placed on passenger aircraft. Under aprovision
in the Intelligence Reform Bill of 2004 (P.L. 108-458), the TSA isto finalize these
proposed regul atory changes by September 2005. According to the TSA, about one-
third of air carriersand indirect air carriers are participating in the voluntary central
database of known shippers to vet cargo destined for passenger aircraft as required
under ATSA. Other air carriers and freight forwarders currently use interna
databases and security protocols approved by TSA for determining whether
shipments bound for a passenger airplane come from known sources and that
shippers have adequate security measures in place to protect the integrity of those
shipments. These protocols are collectively known as “known shipper” programs.

Known shipper programswere created to establish proceduresfor differentiating
trusted shippers, known to afreight forwarder or air carrier through prior business
dealings, from unknown shippers who have conducted limited or no prior business
with afreight forwarder or air carrier. Using this system, packages from unknown
shippers can then be identified for additional screening and inspection. Currently,
shipments from unknown sources are prohibited from passenger aircraft.
Additionally, air carriers and freight forwarders must refuse to transport any cargo
from shippers, including known shippers, that refuse to give consent for searching
and inspecting the cargo. ATSA providesfor use of known shipper programs as an
alternate means for ensuring the security of cargo carried aboard passenger aircraft
in lieu of screening of property by federal government employees prior to aircraft
boarding.

Thedevel opment of known shipper programswas prompted by industry experts
and Congressin the mid-1990swho recognized that increased controlsover air cargo
shipments were needed to better ensure air cargo safety and security. Key concerns
included the need for increased compliance with guidelines for the shipment of
hazardous materials and the need to deter terrorists from using cargo as a means to

% U.S. Department of Homeland Security, Transportation Security Administration. Air
Cargo Strategic Plan. November 13, 2003.

3 Department of Homeland Security, Transportation Security Administration. “Air Cargo
Security Requirements; Proposed Rule.” Federal Register, (69) 217, 65258-65291.
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place explosives or incendiary devices on aircraft. In addition, congressional
hearings on the 1996 Valujet accident concluded that air cargo safety could only be
achieved through acomprehensiveinspection program encompassing all components
of the air cargo network.*

In December 1996, the FAA’ s Aviation Security Advisory Committee (ASAC)
Security Baseline Working Group issued a series of recommendations that formed
the basis for FAA’s effort to strengthen aviation security in response to this need.
Recommendationsissued by theworking group regarding air cargo security included
tightening thedefinition of a“known shipper”; using profilesto review the shipments
of known shippers and apply additional security measures, and exploring
technol ogiesto develop aprofileto be applied to cargo shipments. TheWhite House
Commission on Aviation Safety and Security, formed after the 1996 crash of TWA
Flight 800 and commonly referred to as the Gore Commission, urged the adoption
of the recommendations made by the FAA’ s Baseline Working Group regarding the
profiling of “known” and “unknown” shippers.®® Aspart of FAA’ seffortsinair cargo
safety and security, a “known shipper” program was subsequently established,
outlining procedures for freight forwarders and air carriers to review the security
practices of known frequent customers and establish a cargo security plan for
handling cargo from known and unknown shippers. With the passage of ATSA,
oversight of cargo security measureswastransferred fromthe FAA tothe TSA. The
TSA has continued to rely on known shipper programs as a principle meansfor pre-
screening air cargo.

A review of aviation security after the September 11, 2001 terrorist attacks by
the Department of Transportation (DOT) Office of the Inspector General, drew
attention to the vulnerabilities of air cargo and questioned the overall effectiveness
of the known shipper program.* In Congressional testimony following the terrorist
attacks of September 11, 2001, DOT Inspector General, Kenneth Mead, referenced
a 1998 report by the DOT Office of the Inspector General documenting a high rate
of non-compliance with hazardous materials regulations and cargo security
requirements acrossthe air cargo industry and alack of industry oversight to ensure
that security procedures were carried out by cargo workers.® In 1998, the DOT
Inspector General noted that FAA was making progress toward improving the

% Department Of Transportation, Office of the Inspector General. Aviation Security:
Federal Aviation Administration (Report No. AV-1998-134, May 27, 1998).

3 White House Commission on Aviation Safety and Security. Final Report to President
Clinton. Vice President Al Gore, Chairman. February 12, 1997. Washington, DC: The
White House.

% KenLeiser. “Gapsinair cargo security may offer terrorism openings’. AEROTECH News
and Review, June 21, 2002, p. B2.

¥ Statement of The Honorable Kenneth M. Mead, Inspector General U.S. Department of
Transportation. “ Action Needed to Improve Aviation Security.” Before the Committee on
Governmental Affairs and the Subcommittee on Oversight of Government Management,
Restructuring and the District of Columbia, United States Senate, September 25, 2001.
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policies, procedures, and controls over air cargo safety and security.®* However,
Mead testified that afollow-up audit reveal ed continued weaknessesin FAA’ spolicy
for allowing cargo on passenger aircraft. Several loopholes have been noted,
including the relative ease of obtaining known shipper status, and the relative ease
with which someone could pose as a known shipper by falsifying or counterfeiting
shipping documents used to identify the source as a known shipper.*’

Two main issues regarding the current implementation of known shipper
programsaretheadequacy of proceduresfor auditing and monitoring known shippers
and the current lack of aconsolidated database of known shippers. Criticsof existing
known shipper programs argue that currently very little investigation of known
shippers is required to demonstrate that these shippers are trustworthy and have
adequate security measures in place to ensure the integrity of their shipments.®
Freight forwarders and air carriers have aso questioned why extensive background
checks and established relations with a particular customer are required to establish
that the customer is a known shipper when that customer is already considered a
known shipper to another air carrier or freight forwarder. Therefore, some have
suggested a standardized, centralized database of known shippers. To addressthese
concerns, the TSA hasinstituted an industry-wide pilot program database of known
shippers which is presently used by about one-third of the industry. The TSA has
issued a proposed rule that would make using the consolidated known shipper
database an industry-wide requirement. This move by the administration is largely
in step with language passed by the Senate during the 108" Congress (see S. 165, S.
2845 as passed by the Senate). Theadministration’ sinitiativesin drafting regul atory
action to require an industry-wide known shipper datatbase led Congress to
ultimately drop the Senate-passed provision in the Intelligence Reform Act of 2004
(P.L. 108-458) that would have established a statutory requirement for establishing
astandardized industry-wideknown shipper program and database. Congressinstead
settled on including language calling for the TSA to finalize its rulemaking on air
cargo security, including the proposed establishment of the industry-wide known
shipper database, by September 2005. The Congressional Budget Office (CBO)
estimates that it will cost about $10 million per year to maintain an industry-wide
database of known shippers.®

Cargo Inspection. Another issue for air cargo security is the adequacy of
cargo inspection procedures and oversight of cargo inspections at air carrier and
freight forwarder facilities. ATSA established requirements for screening and
inspection of al individuals, goods, property, vehicles, and other equi pment entering
a secured area of a passenger airport that assures the same level of protection as
passenger and baggage screening.

% Department Of Transportation, Office of the Inspector General. Ibid.
3" Greg Schneider. Op cit.
% Ken Leiser, Op cit.

% See S.Rept. 108-38. Air Cargo Security Improvement Act: Report of the Committee on
Commerce, Science, and Transportation on S 165. United States Senate, April 11, 2003.
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ATSA did not establish specific requirements for the screening of air cargo.
With regard to air cargo, current regulations specify that aircraft operators must use
the procedures, facilities, and equipment described in their security program to
prevent or deter the carriage of unauthorized explosives or incendiaries in cargo
onboard a passenger aircraft and inspect cargo shipments for such devices before it
is loaded onto passenger aircraft. Additionally, aircraft operators must establish
controls over cargo shipments, in accordance with their security program, that
prevent the carriage of unauthorized explosive or incendiary devices aboard
passenger aircraft and access by unauthorized individuals. Aircraft operators must
refuseto transport any cargo presented by ashipper that refusesto consent to asearch
and inspection of their shipment.* The Homeland Security Appropriations Act of
2005 (P.L. 108-334) calls for tripling the amount of cargo placed on passenger
airplanesthat is screened or inspected, however the absolute number or percentage
of cargo subject to inspection is considered security sensitive. With regard to all-
cargo aircraft, ATSA mandatesthat a system to screen, inspect, or otherwise ensure
the security of all-cargo aircraft isto be established as soon as practicable, but sets
no specific deadlines or time frame for compliance.

A significant challenge regarding cargo inspection is the feasibility of
implementing inspection procedures that offer adequate assurances for security
without unduly affecting cargo shipment schedules and processes. 1n 1997, the Gore
Commission recommended that unaccompanied express packages shipped on
commercia passenger aircraft should be subject to examination by explosives
detection systems.** However, most experts agree that current technology does not
offer areadily available, affordable solution for scanning cargo containers or cargo
unit loading devices (ULDs) in an expeditious manner that would not unduly affect
the schedule of air cargo operations. Also, scanning or inspecting individual
packages is considered infeasible by many experts due to the volume of cargo
handled and the schedule demands of theair cargo business. Therefore, most experts
agree that the most practical solution, using available technology, is the application
of physical screening and inspections on selected shipments and the use of cargo
profiling procedures such as known shipper programsto identify shipmentsthat may
require additional screening and inspection.

Sincethe ability to screen and inspect cargo is limited by available technol ogy,
flight schedules, and cargo processing demands, alternative measures for screening
and inspection at cargo handling facilities have been suggested. In particular, the
Gore Commission recommended asignificant expansion of the use of bomb-sniffing
dogs. Former TSA head, Admiral James Loy, testified that increased use of canine
teams may be an effective means for increasing inspections of cargo and mail.*
Canine teams may offer a viable alternative means for screening air cargo a a
relatively low cost.

“0 See Title 49, Code of Federal Regulations, Chapter X1, Part 1544.205
“- White House Commission on Aviation Safety and Security. Op cit.
2 See Statement of Admiral James M. Loy, Op cit.
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U.S. Mail Carried on Aircraft. Infact, canine teams presently provide the
only means approved by the TSA for screening mail weighing more than one pound
that is put on passenger aircraft under along-running pilot program in place at 11
airports.*® Mail weighing morethan one pound is otherwise prohibited from carriage
aboard passenger aircraft.

Thetransport of U.S. mail aboard aircraft introduces unigque security challenges
topreventillegal hazardousmaterial shipmentsand theintroduction of explosiveand
incendiary devices. Inspectingfirst class, priority, and expressmail prior to shipment
by air is difficult because the Postal Service regardstheseitems as private materials
protected by the Fourth Amendment against search. The Postal Service has
implemented a screening process to prevent unauthorized shipments of hazardous
substances that relies on customer screening by postal clerks who are trained to
guestion individual sshipping packagesweighing morethan onepoundby air. Items
weighing less than one pound, on the other hand, are not subject to any inquiry and
can be deposited in mailboxes thereby precluding any inquiry of the sender.
However, only a small percentage of this mail is shipped by air. About 5to 7.5
percent of all domestic mail shipments, regardlessof weight, aretransported by either
passenger or all-cargo aircraft. Federal Expressisthelargest carrier of U.S. mail and
its al-cargo operations account for about half of the total volume of U.S. mail
shipments by air.*®

In 1997, the Gore Commission recommended that the Postal Service obtain
authorization from customers shi pping mail wei ghing morethan one pound allowing
examination by explosive detection systems, and if necessary, seek appropriate
legidation to accomplish this* Since September 11, 2001, postal shipments
weighing more than one pound have been limited to all-cargo aircraft. Passenger air
carriers have been pushing to have these restrictions lifted because of a significant
loss of revenue from U.S. mail shipments. Items weighing less than one pound
shipped by U.S. mail are not subject tothisrestrictionfrom carriage aboard passenger
airliners.

Assuring the safety and security of U.S. mail transported by aircraft, and
preventing the introduction of explosives or incendiariesin mail shipped by aircraft
while maintaining privacy rights of postal patrons remains an important issuein the
debate over air cargo security. Following the events of September 11, 2001 and the
Postal Service anthrax incidents, the Technology Subcommittee of the President’s
Commission on the United States Postal Service recommended that the Postal
Service, in coordination with the Department of Homeland Security, should explore

3 U.S. Department of Homeland Security, Transportation Security Administration. “TSA
Canine Teams Screen U.S. Mail for Explosives - Pilot Program to Expand to Airports
Across the Country.” Press Release 03-34, May 29, 2003.

4 U.S. General Accounting Office. Aviation Security.

“5“Northwest to drop U.S. mail; Cancel ed domestic routesto cost 250 ground jobs”. Detroit
Free Press, September 5, 2003.

“6 White House Commission on Aviation Safety and Security. Op cit.
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technologies and procedures for utilizing unique sender identification on all mail.*’
Such procedures may provide a means of pre-screening all mail shipped by air,
including packages weighing less than one pound.

Physical Security of Air Cargo Facilities

Air cargo facilities present unique challenges for physical security. Thelarge
physical size of these facilities and relatively continuous high-volume cargo
operations introduce numerous individuals, vehicles, and shipments into secured
accessareasaround aircraft. Key issuesregarding physical security of theseair cargo
facilities include the adequacy of :

e Inspectionsand oversight of air cargo facilitiesto ensure compliance
with aviation security regulations and procedures established in the
approved security programs of air carriers and freight forwarders;

e Training for air cargo personnel with regard to security procedures
and guidelines; and

e Access control requirements for personnel with accessto air cargo
facilities and aircraft.

Inspection and Oversight of Air Cargo Facilities. Current regulations
specify that all air carriers and freight forwarders must allow the TSA to conduct
inspections and to review and copy records in order to determine compliance with
applicable laws and regulations pertaining to aviation security. The Homeland
Security Appropriations Act for FY 2005 provided the TSA with $40 millionto hire
an additional 100 inspectors and carry out oversight and enforcement activities
related to air cargo security. The TSA has responded by launching focused
inspectionsof air cargo operationsand conducting monthly “ blitz” auditsor “ strikes”
of selected air cargo facilities. The TSA plansto hire and train an additional 100 air
cargo inspectors by the second quarter of FY 2005.

The ability to maintain thisincreased oversight of air cargo facilitiesislikely to
be highly dependent on the continued availability of resources and funding. The
effectiveness of this oversight will also likely be highly dependent on the adequacy
of available tools and procedures to track needed corrective actions and ensure
compliance among air carriers and freight forwarders. Therefore, the adequacy of
TSA’s oversight of air cargo security could be a significant area of focus for
congressional oversight during the 109" Congress.

Cargo Security Training. Currently, air cargo handlers are not required to
receive any specific or formal training on security procedures or identification of
suspicious activities. However, air cargo handlers may be considered the front line
in protecting against security threats by adhering to procedures that would mitigate
physical security breaches at cargo operations facilities, and by increasing their
awareness of suspicious activities and knowing the proper procedures for reporting

" President’ s Commission on the United States Postal Service. Final Recommendations of
the Technology Challenges and Opportunities Subcommittee. Washington, DC: United
States Department of the Treasury [ http://www.ustreas.gov/offices/domesti c-finance/usps/]
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their observations. Security training for cargo workers may focus on security
procedures for ensuring cargo integrity, protecting facilities, reporting suspicious
activities, and so on. Under TSA’s proposed rulemaking, workers for al-cargo
carriersandfor indirect air carrierswith security-related duties— such ascarrying out
security inspections of shipments—would be required to receive specific training on
the company’ s security program and their individual security-related responsibilities
under that program. Similar training is already required of workers for passenger
airlines that are assigned security-related duties.

Increased Control over Access to Aircraft and Cargo Facilities.
Under ATSA, TSA wasdirected to work with airport operators to strengthen access
control points in secured areas and was authorized to use biometric screening
procedures to positively identify individuals with access to secure airport areas.
ATSA containsprovisionsfor TSA oversight of secured-areaaccesscontrol to assess
and enforce compliance with access control requirements. These requirements
include screening and inspection of individuals, goods, property, vehicles and other
equipment seeking to accesssecureairport areas. Background checksfor individuals
having access to passenger aircraft are required and vendors with direct access to
airfieldswhere passenger operationstake place arerequired to havea T SA-approved
security programin place. Presently, background checksand displayed identification
serve asthe principal meansfor screening airport workersincluding cargo handlers.

There has been growing concern over the adequacy of these procedures for
screening and monitoring airport workers. One particular concernistheintegrity of
airport worker credentials and the potential that unauthorized individuals could gain
access to secure areas of the airport using stolen or fraudulent identification. TSA
currently has ongoing contracts to conduct field tests of various technologies for
transportation worker identification, including biometric markers, in an effort to
devel op acommon and universally recognized Transportation WorkersIdentification
Credential (TWIC). Biometric technology has received considerabl e attention from
Congress as a means to authenticate individuals, particularly airport workers, and
improve access controls to secured areas of airports. These proposals are discussed
in further detail below in the section titled Biometric Screening Technology.

Another concern has been raised over the use of identification checksin lieu of
physical screening of airport workers, including cargo handlers. Representative Peter
DeFazio recently expressed concern over this practice noting that workers who
bypass physical screening could potentially carry threat objectsinto secured areas of
the airport or on board aircraft.*® Congress may consider whether existing security
procedures regarding airport worker access to secured airport areas meets the intent
of ATSA with regard to providing at least the same level of protection of secured
airport areas and passenger aircraft as screening passengers and their baggage.

In addition to ongoing concerns over access controls around passenger aircraft,
access control and monitoring of workersat all-cargo facilitiesremains asignificant
challenge. While all-cargo operators have various security measures in place to

“8 National Public Radio. “Some Members of Congress Raising Concerns about Potential
Lapses at Airports’, Morning Edition, May 22, 2003.
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control access to their facilities and monitor operations areas, there is no existing
regulatory framework regarding the security of all-cargo operations. Proposed
regulations would establish an all-cargo security program detailing the physical
security measures for air cargo operations areas, cargo placed aboard al-cargo
aircraft, and background checks and screening of individuals having access to their
aircraft on the ground or in flight. In addition, the proposed rules would require
airportsto designate cargo operations areas, including areas where all-cargo aircraft
are loaded and unloaded, as security identification display areas (SIDAS). This
would effectively elevate the security measures for these cargo handling areas and
would require that workers with unescorted access to these areas be vetted through
fingerprint based criminal history records check as is presently done for workers
having access to secured areas around passenger aircraft.

Arming All-Cargo Pilots. Duringthe 108" Congress, proponentsfor arming
all-cargo pilotsurged Congressto allow all-cargo pilotstojoin theranksof passenger
airline pilots who can volunteer for selection and training in the Federal Flight Deck
Officers (FFDO) program. Thisprogram, established by the Homeland Security Act
of 2002 (P.L. 107-296), trains and deputizes qualified pilots to carry firearms and
use deadly force to protect the flight deck against terrorist attacks (see CRS Report
RL31674). Whiletheplanwasoriginally limited to only pilotsof passenger airliners,
Vision 100 (P.L. 108-176) expanded the program to allow cargo pilots and flight
engineers to participate as well.

Proponentsfor including all-cargo pilotsin the program point out that all-cargo
aircraft lack hardened cockpit doors, federal air marshals, and passengers that may
assist in thwarting a hijacking attempt.*® They also point out that physical security
and access control to cargo operations areas and all-cargo aircraft islax compared to
the tight screening of passengers and baggage since September 11, 2001, and the
current lack of screening of individuals and property at these sites could offer the
opportunity for terrorists plotting to hijack an aircraft to board an all-cargo aircraft
as stowaways and seize the cockpit in flight. All-cargo aircraft include more than
1,000 transport category jet airplanes, of which about half are wide-body jetssimilar
to those used in the September 11, 2001 terrorist attacks.™® Proponents for arming
all-cargo pilots contend that the provisionin Vision 100 that includes cargo pilotsin
the FFDO program will mitigate the risk of a hijacking aboard all-cargo aircraft.
They further argue that training for cargo pilots is needed expediently given the
limited measures currently in place to mitigate this risk.

Cargo airlines, on the other hand, had opposed allowing their pilotsto join the
FFDO program. Air carriers, in general, have been hesitant about the program
becauseof liability concernseventhough specificliability protectionswere extended
to the airlines and pilot participants when the FFDO program was established under
the Homeland Security Act of 2002 (P.L. 107-296). Proponentsfor the program and

49 See Statement of Captain Duane Woerth, President, Air Line Pilots Association,
International. The Satus of the Federal Flight Deck Officer Program. Before the
Subcommittee on Aviation, Committee on Transportation and Infrastructure, U.S. House of
Representatives. Washington, DC: May 8, 2003.

* Federal Aviation Administration. FAA Aerospace Forecast Fiscal Years 2003 - 2014.
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theinclusion of cargo pilotsin the program have voiced concerns that the manner in
whichthe program has beenimplemented and theremotenessof thetrainingfacilities
have limited the program’ s overall effectiveness. While the program continues and
has received $25 million per year over the past two fisca years, it remains
contentious and may be subject to Congressional scrutiny and possible legidative
action to remedy concerns over the implementation of the program and lingering
liability concerns.

Technology For Air Cargo Security

Because the capability of available technology is seen as a significant
constraining factor on the ability to screen, inspect, and track cargo, initiatives to
improve cargo screening technology have been a focus of recent legislation to
enhance air cargo security. Over the past two years, appropriations for research and
development of technologies specifically tailored for air cargo security have
increased significantly, totaling $55 millionin FY 2004 and $75 million for FY 2005.
In response to the 9/11 Commission recommendation that the TSA intensify its
efforts to identify, track, and appropriately screen potentially dangerous cargo, the
National Intelligence Reform Act of 2004 (P.L. 108-458) directsthe TSA to develop
technologies for this purpose and authorizes $100 million annually in FY 2005
through FY 2007 for the research, development, and deployment of enhanced air
cargo security technology. The act also establishes a competitive grant program to
foster the devel opment of advanced air cargo security technology.

Various technol ogies are under consideration for enhancing the security of air
cargo operations.® Tamper-evident and tamper resistant packaging and container
seals may offer a relatively low cost means of protecting cargo integrity during
shipping and handling. Cargo screening technology using x-rays, chemical trace
detection systems, or possibly neutron beams or other techniques may offer means
to screen cargo prior to placement aboard aircraft. Additionally, canine teams may
be used to augment cargo screening technology or to screen cargo independently.
Hardened cargo container technology may be used to mitigate the threat of in-flight
explosions or incendiary fires aboard aircraft. Finally, biometric technologies are
being evaluated and may be useful in authenticating cargo worker identification and
improving access control to aircraft and cargo operations areas.

Tamper-Evident and Tamper-Resistant Seals. Various technologies
exist for sealing cargo shipments and cargo containers to prevent tampering.
Relatively low cost solutions such as tamper-evident tapes that provide visual
indicationsof tampering arereadily availableand could easily beimplemented during
packaging. Such technology could be used in combination with “known shipper”
protocol stoinsurethat known shippersprovide sufficient security in their packaging
facilities and deter tampering during shipping and handling. Tamper-evident tape
can identify cargo during inspections processes for further screening and inspection
to safeguard against the introduction of explosivesand incendiary devices. Tamper-

*1 Technol ogiesfor enhancing the security of passenger flight operationsaredetailedin CRS
Report RL31151, Aviation Security Technologies and Procedures. Screening Passengers
and Baggage by Daniel Morgan.
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evident tape may al so be an effective tool to deter cargo crime, including cargo theft
and the introduction of contraband, counterfeit, and pirated goods during shipment.

At cargo handling facilities, tamper evident seals and locks can be utilized on
cargo containersto prevent theft and theintroduction of contraband or threat objects
into air cargo shipments. Electronic seals may serve as an additional deterrent to
terrorist and criminal activity by providing more immediate detection of tampering.
Electronic seas have alarms, some triggered by fiber optic cableloops, that activate
atransmitted signal when tampered with.>? Electronic seals cost about $2,500 per
unit, but arereusable. However, the utility of electronic sealsin air cargo operations
has been guestioned by some experts because currently available electronic seas
have a limited transmission range which may make detecting and identifying seals
that have been tampered with difficult. Inaddition, there is some concern that they
may interfere with aircraft electronic systems.

In addition to tamper-evident and tamper-resistant seals, technol ogies to better
track cargo shipments are being considered to maintain better control and tracking
of cargo shipments along the supply chain. Both global positioning system (GPS)
and radio-frequency identification (RFID) technologies are seen as emerging
technologies for improving the tracking of air cargo in the supply chain.

Cargo Screening Technology. Various technologies are available for
detecting explosives, incendiary devices, and the presence of various chemical and
biological agents and nuclear weapons in cargo. Key technologies under
consideration for screening air cargo for threat objectsinclude x-ray screening, x-ray
based explosive detection systems, chemical trace detection systems, and
technol ogiesbased on neutron beams. 1n addition to thesetechnol ogical approaches,
several experts and TSA officials have been advocating and pursuing an increased
useof canineteamsfor screening cargo and mail. The main drawback to any of these
screening techniques is that the screening process takes time and may significantly
impact cargo delivery schedules. While the various technologies differ in their
capabilities and performance, in general, more detailed screening analyses require
more time and could affect cargo throughput. Another concern regarding these
technologiesis the cost associated with acquisition, operation, and maintenance of
screening systems.

X-Ray Screening. The most common systems currently available for large-
scale screening of cargo shipments utilize x-ray technology. These systemsrely on
well understood transmission and backscatter x-ray techniques to probe cargo
containers. Many of these systems utilize low-dose x-ray sources that emit narrow
x-ray beams thus virtually eliminating the need for shielding. These devices are
compact and light weight, thus allowing them to be mounted on moving platforms
that can scan over containers.> X-ray devices are becoming more common at major

2 “Electronic cargo security seals’ Frontline Solutions, 3(6), 42 (June, 2002).
3 U.S. General Accounting Office. Aviation Security.

* David S. De Moulpied & David Waters. “Cargo Screening Techniques Become More
(continued...)
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portsof entry, border crossings, and airports overseasas post-September 11™ security
concerns are spurring increased devel opment and deployment of these devices. The
systems are being utilized to screen for drugs and other contraband as well as
explosives in cargo shipments.

One of the most significant operational challenges in using x-ray screening
devices is the performance of the human operator. A variety of human factors
considerations contribute to the operator’s ability to detect threat objects when
viewing x-ray images. These include the monotony of the task, fatigue, time
pressure, the adequacy of training, and working conditions. These human factorsare
important to consider in fielding x-ray screening systems to ensure high detection
rates of threat objects while minimizing false aarm rates that would unnecessarily
slow the cargo inspection and handling process. Technologies such asthreat image
projection (T1P), that superimpose stored images of threat objects on x-ray scanscan
help keep operators alert and may be effective tools for training and performance
monitoring. Additional technologies, such as computer algorithms for highlighting
potential threat objects, may also be considered to aid human observers.

Explosive Detection Systems. Currently, explosive detection systems
(EDS) are being used extensively in the aviation security environment, particularly
in response to the mandate in ATSA requiring screening of all checked passenger
baggage by EDS. These systems use x-ray computed tomography (CT) to scan
objects, and computational algorithms that assess the probability of threat object
detection based on object density characteristics. Certified EDS systems must meet
acceptable detection and falsealarm ratesfor bulk explosives detection. While most
specific performance criteria of certified EDS systems are classified, EDS systems
used for passenger checked baggage must meet or exceed a throughput rate of 450
bags per hour.

In 1997, the Gore Commission specifically recommended that unaccompani ed
express packages carried on passenger arcraft should be subject to EDS
examination,® however to date this recommendation has not been acted upon by
regul atory agencies and has not been proposed in legislation. Undoubtedly, the TSA
has gained considerable experience with the large scal e depl oyment and use of EDS
equipment to meet the mandate for full explosives detection screening of checked
passenger bags. Many of the lessons learned by TSA from this experience will be
useful for assessing the technical and operational challenges of applying large-scale
EDSscreeninginitiativesfor air cargo operations. Effortsarealso underway at TSA
to improve the performance of EDS equipment and reduce its cost. However, air
cargo operations are likely to present some of their own unique challenges for
implementing large scale EDS screening of freight, express packages, and mail.
Some of the potential operational challengesassociated with effectively fielding EDS
equipment for screening air cargo include:

> (...continued)
Widely Accepted.” Port Technology International, 10, 127-129.

% White House Commission on Aviation Safety and Security. Op cit.
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e The limited size of objects that can be placed in EDS machines
which would require objects to be screened before being placed in
containers or on pallets;

e Thedistributed nature of theair cargo system often invol vesloading
containers at remote sites, and EDS screening at these remote sites
may leave the system vulnerable to possible introduction of
explosives or incendiary devices at points along the supply chain
beyond the screening site;

e Reported high false alarm rates of current generation EDS systems
may lead to high levels of secondary screening and detailed
inspections that could impact the ability to meet the schedule
demands of cargo operations; and

e The processing rate of current generation EDS equipment may
require the purchase of large numbers of EDS machines, thus
increasing program costs, to minimize the impact on cargo
operations scheduling and meet desired security programgoals(e.g.,
reaching a desired percentage of cargo that is screened by EDS).

Chemical Trace Detection Systems. Chemical trace detection systems,
referred to commonly as explosive trace detection (ETD) devices are being widely
used as secondary screening tools for passenger carry-on and checked baggage.
Itemsidentified for closer scrutiny by initial screening methodsor selected at random
may undergo further examination using these systems. These systems use avariety
of technical principlesto analyze the chemical composition of sampleresidue wiped
from suspect articles. These systems compare the chemical composition of such a
sample to the signature of known explosive materials and signal an alarm to the
operator if the probability of a match exceeds a specified threshold.

The use of chemical trace detection systems is how common practice in the
screening of checked and carry-on bags. It hasbeen reported that TSA isconsidering
expanding the use of chemical trace detection systems for screening cargo carried
aboard passenger aircraft.®® However, screening procedures using these systems is
very labor intensive and time consuming. Likethe manner in which thistechnology
isused to perform secondary screening of checked and carry on bags, chemical trace
detection may be employed in air cargo operations to perform detailed screening of
suspi cious packages identified through known shipper databases, or can be used for
detailed secondary screening in conjunction with primary screening performed by x-
ray and EDS systems similar to procedures currently in use for checked baggage
screening. Random screening of cargo using chemical trace detection systems as a
primary screening method is unlikely to be effective given the very low percentage
of cargo that could be screened using this technique without significantly impacting
cargo operations schedules.

Neutron Beam Technologies. Another potential class of technologiesfor
screening air cargo is based on neutron beams. These systems use a pulsed neutron
generator to probe an object, initiating several low energy nuclear reactions with the
chemical elements comprising the object. Detectors can then measure the nuclear

% Greg Schneider. Op cit.
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signature of the transmitted neutrons and/or the gamma-rays emitted from the
reactions. Since neutrons and gammarrays have the ability to penetrate through
various materials to large depths in a non-intrusive manner, neutron technologies
may have advantages for cargo screening, and some of these technologies are
currently being operationally evaluated for use in contraband and explosives
detection.” However, the GAO noted that currently available neutron-based
technologies cost about $10 million per machine and require about one hour per
container for screening thus making this option very expensive and time
consuming.®

In addition to the cost and time factors associated with neutron beam
technologies, the National Research Council (NRC) has raised considerable doubts
about performance capabilitiesfor screening thefull spectrum of cargo containersor
palletsfor explosives.® The NRC also expressed potential safety concerns over the
use of radiation-producing particle accelerators, and expressed concerns over the
practicality of using thistechnology in the aviation environment because of the size
and weight of the equipment.

In 1999, the NRC advised the FAA against further funding for research,
devel opment, and depl oyment of aneutron-based explosive detection system known
as pulsed fast/thermal neutron spectroscopy (PFTNS) for primary screening of
carry-on baggage, checked baggage, or cargo citing low current explosive threat
levels and inadequate performance. In 2002, the NRC concluded that another
neutron-based technique, pulsed fast neutron analysis(PFNA), isnot ready for airport
deployment or testing. However, the NRC conceded that PFNA hasgrester potential
for screening containerized cargo that any other technology currently under
consideration.®

Because the perceived threat of explosives has increased since September 11,
2001, neutron-based detection technology continues to be mentioned as a possible
means for screening air cargo. However, wide-scal e deployment of this technology
for air cargo security in the near term seems unlikely.

Hardened Cargo Containers. In addition to cargo screening technology,
hardened cargo container technology is being considered as a means to mitigate the
threat of an explosion or fire caused by a bomb or incendiary device that makes its
way onto an aircraft undetected. The 9/11 Commission formally recommended the
deployment of at |east one hardened cargo container on every passenger aircraft that

*"G.Vourvopoulos& P.C. Womble. “Pulsed Fast/Thermal Neutron Analysis: A Technique
for Explosives Detection.” TALANTA (54), pp. 459-468, 2001.

8 U.S. Genera Accounting Office. Aviation Security.

% National Research Council. The Practicality of Pulsed Fast Neutron Transmission
Spectroscopy for Aviation Security. NMAB-482-6. Washington, DC: National Academy
Press, 1999.

€ National Research Council. Assessment of the Practicality of Pulsed Fast Neutron
Analysis for Aviation Security. Washington, DC: National Academy Press, 2002.



CRS-23

also hauls cargo to carry suspicious cargo. The National Intelligence Reform Act
of 2004 (P.L. 108-248) requires the TSA to establish a pilot program to explore the
feasibility of this concept and authorizes the use of incentives to airlines to offset
added fuel, maintenance, and other operational costs associated with using hardened
cargo containers in an effort to encourage voluntary participation in the pilot
program. The act authorizes $2 million to conduct the pilot program.

In fact, the concept of deploying hardened cargo containers has been atopic of
ongoing research for sometime. Following the December 21, 1988 bombing of Pan
Am flight 103 over Lockerbie, Scotland, the British Air Accident Investigation
Branch recommended that regulatory authorities and airplane manufacturers study
methods to mitigate the effects of in-flight explosions.®> The FAA has had a active
research program in blast resistant containers for more than 10 years examining the
airworthiness, ground handling, and blast resistance of hardened containerswhichis
now overseen by the TSA’ s Transportation Security Laboratory. These containers,
or hardened unit-loading devices (HULDSs), are seen as a potentia means for
mitigating thethreat of explosives placed aboard passenger aircraft in either checked
baggage or cargo. These containers must withhold an explosive blast of a specified
magnitude without any rupturing or fragment penetration of the container wall or the
aircraft structure, and must contain and “ self-extinguish” any post-blast firein order
to meet the FAA-established test criteria.®

However, the increased weight of these containers could have significant
operational impacts on airlines by increasing fuel costs and decreasing payload
capacity for carrying revenue passengers and cargo. Challenges associated with
deploying hardened cargo containers include:

¢ Increased weight affecting aircraft range and payload capacity;

e Increased procurement cost for hardened containers,

e Potentialy higher maintenance costs for hardened container
materials,

e Potentia reduction in cargo volume (in addition to reduced payl oad
weight) due to thicker container walls; and

¢ Possibledesign specifications, such asdoor hinging and positioning,
that are not compatible with current airline baggage and cargo
loading procedures and operations facilities.®

¢ Currently the TSA’ sresource for vetting whether cargo i s suspiciousisthe known shipper
program, and under ATSA all suspicious cargo from unknown sources must be prohibited
from passenger aircraft. The TSA envisions using additional risk-based screening toolsin
the future to determine whether a shipment is suspicious. Under current law, such atool
would likely be needed to implement the hardened cargo container concept offered by the
9/11 Commission.

62 United Kingdom Air Accidents Investigation Branch. Op cit.

& National Research Council. Assessment of Technologies Deployed to Improve Aviation
Security: First Report. Publication NMAB-482-5. Washington, DC: National Academy
Press, 1999.

64 National Research Council. 1bid.



CRS-24

The National Research Council (NRC) estimated that the per unit cost for acquiring
hardened cargo containers would be $10,000, and recommended that the FAA
continueeffortsto operationally test HUL Dsand establish morerigorous protocol for
certifying HULDs, but should not deploy them unless deemed to be a necessary
security measure based on the assessments of cost, operational, and deployment
studies by FAA and other stakeholders.

The NRC panel also recommended further economic assessment of their
proposed deployment plan for fielding one HULD per wide-body aircraft. TheNRC
panel aso noted that research and development on the use of HULDs on narrow-
body aircraft was lagging far behind the work done on wide-body aircraft, and
recommended anincreased emphasison researchinthisareato assessthe operational
effectivenessof HULDsin narrow-body aircraft beforeany further recommendations
could bemade. The NRC panel estimated that the cost of deploying enough HULDS
for airlines to carry at least one HULD per passenger flight would require an
industry-wide procurement cost of $125 million, and would create an annual
industry-wide economic impact of $11 million in increased fuel burn and reduced
payload revenue.®

The recommendation made by the 9/11 Commission calls for the deployment
of at least one hardened cargo container on every passenger aircraft for carrying any
suspect cargo.®® This recommendation implies that a cargo pre-screening or risk
evaluation process such as a known shipper program would be used to determine
what cargo should be loaded into the hardened container. Presently, ATSA requires
shipmentsfrom unknown sourcesto travel on all-cargo aircraft. The known-shipper
program is the currently implemented risk-based tool for determining what cargo
must be kept off passenger flights. One strategic objective of the TSA’s Air Cargo
Strategic Plan isto develop ameansfor identifying elevated risk cargo through pre-
screening.®” Such atool would likely be needed to assess risk and determine what
cargo should be placed in ahardened container. Besidesthe need for apre-screening
process, the use of hardened cargo containersis likely to be opposed by the airline
industry because of the direct costs of acquiring these units aswell as the increased
operational cost associated with increased fuel burn and lost payload capacity. The
benefits of using hardened cargo containerswould likely be highly dependent on the
security of the pre-screening processand itsability to detect highrisk cargo sincethe
benefitsof ahardened container would largely be negated if the pre-screening process
could be circumvented by terrorists. A key policy issuethatislikely toemergeasthe
feasibility of hardened cargo containers is further evaluated is the potential
implications of alowing suspicious cargo to travel on passenger aircraft even if this
cargo is secured in hardened cargo containers. In other words, policymakers may
debate what the risks and benefits of |oading suspicious cargo on passenger airplanes

% National Research Council. Ibid.

% National Commission on Terrorist Attacks Uponthe United States. The9/11 Commission
Report.

7 U.S. Department of Homeland Security, Transportation Security Administration. Air
Cargo Strategic Plan.
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in hardened cargo containers is as compared to the aternative of offloading this
suspicious cargo to all-cargo aircraft.

In any case, under a plan in which only one hardened cargo container is
deployed per aircraft, it is likely that only a relatively small fraction of available
cargo space will be reinforced. For example, a Boeing 747-400 passenger jet is
capableof holding upto 13 full-width, or 26 half-width containers.®® Thus, providing
just one full sized hardened cargo container for a 747-400 would provide
reinforcement for lessthan 10% of the available cargo storage area. While agreater
percentage of available cargo space on smaller jets could be protected by hardened
containers, any policy regarding the use of just one hardened container per aircraft
will likely need to carefully evaluate the criteria and methods for vetting cargo to
determine what cargo should be designated for carriage inside these hardened cargo
containers.

Biometric Screening Technology. Provisions of ATSA give the TSA
authority to use biometric technol ogy to verify theidentity of employeesentering the
secured areas of airports and directed the TSA to review the effectiveness of
biometrics systems currently used by airports such as San Francisco International
Airport. Additionally, the Maritime Transportation Security Act of 2002 (P.L. 107-
295) requires the issuance of biometric transportation security cards for identity
authentication of individuals with background checks for entry to any secured area
of avessel or facility. The TSA’s approach to meet these various mandates is
through the establishment of a universal Transportation Worker Identification
Credential (TWIC) to be used across all transportation modes for any personnel
requiring unescorted access to secure areas of the national transportation system.®
Theproposed TWIC Programiscurrently under evaluation at two regional pilot sites:
the Philadelphia/Delaware River and Los Angeles/Long Beach ports. Available
biometric technol ogiessuch asfingerprint, retinal scan, and facial pattern recognition
arebeing evaluated inthe current operational eval uation phase of the TWIC program.
It is likely that system-wide deployment of a common transportation worker
credentialing system will evolve from this program and could be applied to improve
access control to air cargo operations areas and cargo handling facilities.

The Nationa Intelligence Reform Act of 2004 (P.L. 108-458) contains
extensive provisions requiring the TSA to devel op specific guidance for the use of
biometric or other technol ogiesfor airport access control systemsby March 31, 2005.
The guidance is to include comprehensive technical and operating system
requirements and performance standards for the use of biometric identifier
technology in airport access control systems; alist of products and vendors meeting
these specifications; and specific procedures for implementing biometric identifier
systems; and a discussion of best practices for incorporating biometric identifier
technologiesinto airport access control systems. Theact also providesauthorization
for $20 million for the research and devel opment of advanced biometric technology

® Boeing Commercial Airplanes. 747-400 Airplane Characteristicsfor Airport Handling.
D6-58326-1, December 2002.

% Transportation Security Administration. Credentialing: TSA TWIC Program.
[http://www.tsa.gov/public/]
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applicationsfor aviation security. Giventhe proposed regulatory changesto enhance
access controls to all-cargo facilities and improve existing access controls around
passenger aircraft, it is likely that the implementation of biometric identifier
technology will play an increasingly important role in air cargo security policy.

Funding for Air Cargo Security

The cost of air cargo security options are significant to both the Federa
government and the air cargo industry. Furthermore, the indirect costs of air cargo
Security on air cargo operations may pose significant long-term challenges. On the
other hand, the potential costsof aterrorist attack, bothintermsof theloss of lifeand
property and thelong term economic impacts may al so be significant but are difficult
to predict and quantify. An ongoing debate tied to air cargo appropriations and
oversight of aviation security is the amount of physical screening and inspection of
air cargo that is needed and achievable and whether risk-based pre-screening tools
can provide an adequate means to ensure the security of air cargo by identifying at-
risk cargo for targeted physical inspections. Besides the logistic complexities of
inspecting largeamountsor 100% of cargo on passenger flights, many are concerned
that the cost of doing so outweighs the potential benefit, especially given the
capabilities of current screening systems.

While expenditureson air cargo security measures have been growing over the
past two years, these efforts are a relatively small element (about 2%) of TSA’s
overall operating budget for aviation security. Whilethese expendituresare presently
a small component of the overall cost for aviation security, they could continue to
grow if additional technol ogy and resourcesare devoted to thetracking and screening
of cargo shipments. If 100% inspections of air cargo were made mandatory as some
have proposed, TSA estimates that this could result in a cost of more than $650
millioninthefirst year of implementation.” To address concerns over funding such
aninitiative, some past |egidlative proposals calling for the physical screening of all
cargo shipments bound for passenger aircraft have incorporated a fee schedule for
shippers to cover costs associated with screening cargo transported in passenger
aircraft that is similar to the security service fee imposed on airline passengers (see
H.R. 2455 and H.R. 3798 introduced in the 108" Congress). Imposing afee on air
cargo shipments for security could provide offsetting collections for security costs.
Regardless of how such a fee is collected — either through fees assessed to air
carriers or freight forwarders or through direct fees applied to each shipment — the
costswill ultimately be borne by shippers and ultimately passed on to the customers
of their products. Theoverall impact of feeson air cargo isdependent ontherelative
cost of the fee. Since air cargo shipments tend to consist of relatively high value
goods, itislikely that the relative cost of a security feein relation to the value of the
shipment will be low which would minimize the economic impact of imposing such
afee. However, if fees applied to air cargo carried on passenger aircraft are higher
than fees for transporting that same cargo on all-cargo aircraft, a significant impact
on passenger air carrier revenues from cargo may result. Equity in fee collections

" Department of Homeland Security, Transportation Security Administration. “Air Cargo
Security Requirements; Proposed Rule.”
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will likely be an important consideration in assessing if and how air cargo security
fees should be collected.

Another possibleconcern over theincreased cost of cargo security and proposals
to impose fees on shippers is the potential to increase shipment costs related to
manufacturing, particularly the distribution of time-critical parts. If unit shipping
costs rise enough because of security-related costs and fees, it is possible that
domestic manufacturing and assembly costs will not be able to remain competitive
inaglobal market. For example, if the costsof shipping time-critical partsfromAsia
for final assembly in the United States rise because of security-related fees, it may
become cost advantageous to manufacture the entire product overseas. In the long
term, this could result in a possible loss of manufacturing jobs in the United States.
For thisreason, theeconomicimplicationsof any proposal toimpose security-rel ated
feeson air cargo will likely need to be carefully evaluated to avoid or minimize any
unintended impacts on manufacturers and their suppliers.

While Congress continues to debate the needed level of physical screening and
inspection of cargo, current appropriations figures are predicated on continuing and
expanding the risk-based approach of pre-screening cargo and conducting targeted
inspections of elevated-risk cargo and increasing random inspections of other
shipments. In FY2003, the TSA received $20 million for cargo screening
improvements. For FY 2004, the TSA was appropriated $30 million for air cargo
security operations. Additionally, research and development related to air cargo
security was appropriated $55 million. For FY2005, the administration
recommended flat funding for air cargo, while the House and the Senate agreed to
increases to both the air cargo operations and air cargo research and development
accountstotaling $115million (see Table1). The Department of Homeland Security
appropriations act for FY 2005 (P.L. 108-334) calls for hiring 100 more TSA cargo
security inspectors and increases funding for research and devel opment of air cargo
security technologies to $75 million. Language in the appropriations conference
report (H.Rept. 108-774) directs the TSA to take a more aggressive approach to air
cargo security by strengthening the known shipper program and intensifying
oversight of indirect air carrier security measures.

Table 1. Appropriations for Air Cargo Security
($in millions)

Air Cargo Security FY 2004 FY 2005
Operations: 30.0 40.0
Research and 55.0 75.0
Devel opment:

Total: 85.0 115.0

Potential Congressional Approaches

Under ATSA, amandate for screening or otherwise ensuring the security of all
cargo placed on passenger aircraft aready exists. ATSA aso mandated that asystem
to screen, inspect, or otherwise insure the security of cargo carried aboard al-cargo
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aircraft is put in place as soon as possible. The law gives the TSA broad authority
to carry out these requirements. Therefore, many of the proposed cargo security
initiatives could be accomplished under existing law as reflected in the TSA’s air
cargo strategic plan and the comprehensive proposed rulemaking to enhanceair cargo
security for both passenger and all-cargo operations. While ATSA gives the
administration flexibility in meeting the mandate to screen and inspect air cargo, it
islikely that TSA will continueto rely heavily on “known shipper” programsfor air
cargo security for two key reasons. First, many of the proposed options for
increasing air cargo security, such as full cargo screening, are costly. Second, the
potential impacts on the air cargo industry are not fully understood but could be
significant. Therefore, any significant changes in air cargo security practices will
likely be dependent on Congressional action.

An appropriate course of action for air cargo security was debated extensively
during the 108™ Congress. Initial proposals for 100% screening of all cargo
shipments placed on passenger aircraft were seen by many as too complex to
implement given available technology and logistic challenges, but gave rise to
compromiselanguagein the FY 2005 Homeland Security AppropriationsAct calling
for atripling of physical inspectionsof cargo placed on passenger aircraft. Similarly,
arecommendation by the9/11 Commission calling for the TSA tointensifyitsefforts
toidentify, track, and screen potentially dangerous cargo and deploy hardened cargo
containers led to the inclusion of numerous provisionsto enhance air cargo security
technology in the National Intelligence Reform Act of 2004 (P.L. 108-458).
Oversight of the implementation of these provisions as well as the proposed
regul atory enhancementsfor air cargo security islikely to be of considerable interest
during the 109" Congress.

While these recent legidative actions are likely to shift the focus on air cargo
security from legislation to oversight in the near term, a variety of options for
implementing air cargo security measures continue to exist and may be revisted
during the 109" Congress. Some possible approaches and the potential benefitsand
risks associated with implementing these approaches are provided in Table 2. In
general, for any of the listed approaches, there is a tradeoff between program costs
and potential impacts on the air cargo industry on the one hand and the level of
security that can be achieved by implementing the option on the other hand.
Currently, there are two main positions or views on air cargo security. One position
arguesthat full screening of air cargo and extensive security measures would be too
costly and too disruptive to the air cargo industry to successfully implement. The
aternative position argues that full screening and enhanced security measures are
needed to adequately mitigate the risks associated with air cargo to the maximum
extent possible and maintain public confidence in air travel. The current focus, as
reflected in recently enacted legislation, isto focus on intensifying air cargo security
using available techniques, while investing in the research and development of
technology that can enhance the capability to identify, screen, and track cargo
shipments on passenger aircraft as recommended by the 9/11 Commission.
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Table 2. Potential Benefits and Possible Risks of Various
Congressional Approaches

Option

Potential Benefits

Possible Risks

Allow the TSA to
implement
planned air cargo
security
enhancements
including
expanding the
known shipper
program

 Relatively low cost

* Consistent with
administration approach

* Provides administration
flexibility to meet changing
threat levelswith a
relatively small budget

* Provides limited security
that could be circumvented
* Possible over-reliance on
known shipper programs

* Limited screening of cargo
may not adequately mitigate
therisk of explosives

* Limited funds to initiate
targeted security in response
to threats

Increase funding
and grantsfor
physical security

* Could deter avariety of
risks to cargo including
cargo crime, hijacking, and

» May be difficult and costly
to provide increased
physical security

of air cargo sabotage * May not mitigate the risk

facilities of explosivesintroduced in
pre-packaged cargo

Mandatetheuse  « Could deter terroristsfrom  Low cost solutions may be

of tamper attempting to place circumvented relatively

resistant and explosivesin air cargo easily

tamper evident * Could mitigate cargo * More sophisticated

packaging and crime such as theft and solutions, such as fiber

containers contraband optic loops, may be
relatively costly

Mandate physical ¢ Ensure that workerswith ¢ Relatively high cost

screening of all access to aircraft meet the » Would require additional

persons with same level of security as screeners and screening

accessto air passengers stations at air cargo

cargo facilities » Mitigate risk of weapons  facilities

and aircraft and explosives introduced

by cargo workers

Mandate  Deter terrorists from » Without full screening,

increased attempting to place explosives may not be

screening and explosivesin air cargo detected

inspection of air  * Addressesthe 9/11 * May impact air cargo

cargo shipments  Commission operations and schedules

recommendation to
intensify efforts to identify,
track, and screen air cargo
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Option Potential Benefits Possible Risks

Mandate full * Ensure that cargo placed * High cost

screening of air on passenger aircraft meets  « May significantly impact
cargo on the same level of security as  air cargo schedules

passenger flights

passengers and their
property

* May significantly impact
air carrier revenues from air
cargo if shipments are
diverted to al-cargo flights
in response to requirement

Increase funding
for ar cargo

security research
and development

* May lead to new

technol ogies and procedures
for improving air cargo
security.

» Numerous technical
challenges and uncertainty
regarding the performance
of screening technologies
continue to exist

* Currently funded
programs such as neutron
beam technologies and
hardened cargo containers
have operational limitations

Deploy hardened
cargo containers
on passenger
aircraft as
recommended by
the 9/11
Commission

* May mitigate the effect of
an in-flight explosion

* New, congressionally
mandated pilot program can
help evaluate the feasibility
of the concept with a
relatively small investment

* Effectivenessislargely
negated if the cargo pre-
screening process can be
circumvented by terrorists

* Operational costs may
prevent passenger airlines
from being cost competitive
with al-cargo carriers




