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Summary

Initsfina report, the 9/11 Commission concluded that funding and completing a
“biometric entry-exit screening system” for travelers to and from the United Statesis
essential to our national security. The commission noted that the United States has built
thefirst phase of abiometric screening system known asUS-VISIT, and recommended
that the“ patchwork” of other border screening systems be consolidated with US-VISIT
to serve as the basis for a single system to streamline border inspections. This report
provides an overview of biometric technologies and the major U.S. biometric border
screening systems, including US-VISIT, and discussesissues such ascost, performance,
and user acceptance. Based in part upon the commission’ srecommendations, Congress
included biometric provisionsrelated to entry/exit control inthelIntelligenceReformand
Terrorism Prevention Act of 2004 (P.L. 108-458). Thistopic will probably continueto
be of interest to the 109™ Congress. This report will be updated as needed.

Introduction

The National Commission on Terrorist Attacks Upon the United States, commonly
known asthe 9/11 Commission, found that “ constraining terrorist travel should become
avital part of counterterrorismstrategy.” Noting that “ fal seidentitiesare used by terrorists
to avoid being detected on awatchlist” and that “ biometricidentifiersmake such evasions
far more difficult,” the commission recommended that

The Department of Homeland Security, properly supported by the Congress, should
complete, as quickly as possible, a biometric entry-exit screening system, including
asingle system for speeding qualified travelers.

The commission identified the United States Visitor and Immigrant Status Indicator
Technology program (US-VISIT) asthefirst phase of such aprogram, and recommended
that this system be fully integrated with other border screening systems. It further
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recommended that biometric passports (or other secure identity verification) should be
required of all travelers entering the United States, including U.S. citizens.

Overview of Biometric Technologies and Applications

Biometrics are physical or behavioral characteristics of a person that can be
measured and used for identification. Fingerprint patterns are afamiliar example. Of the
biometric technologies so far deployed or tested by border security agencies, fingerprints
and face recognition are the most commonly used, and iris scans are widely viewed as
promising for future applications. Images and measurements of biometrics are typically
digitized and reduced to a numerical identifier that is unigue to a particular person.
Biometric identifiers can then be used for two distinct purposes, identity verification and
identity discovery. In other words, they can answer two questions: Is this person realy
who he says he is? and Who is this person??

Identity Verification. Inanidentity verification application, apersonenrollsinthe
system, and his identifying data are measured and recorded in a database or on a
document. To confirm the person’ sidentity later, hisidentifying dataare measured again
and compared with the original. This is known as one-to-one matching. An accurate
systemwill confirm atrue claim of identity and reject afalse claim with high probability.
Border security applicationsinclude verifying the identity documents of border crossers,
including pre-enrolled trusted travelers.

Identity Discovery. Identity discovery is more challenging than identity
verification. If aperson makesno claim of identity, or if hisclaimed identity may befalse,
then his identifying data must be compared with the stored data of all possible matches.
Thisisknown as one-to-many matching. Because many comparisonsare madeinidentity
discovery applications, the likelihood of acoincidental match, or even multiple matches,
isincreased. Moreover, identity discovery may beimpossibleif biometric dataare ssimply
not availablefor sometarget individuals. For example, afingerprint check cannot identify
atraveler as a suspected terrorist if the terrorist’ s fingerprints are not known.

Leading Biometric Technologies. Themost widely used biometric technol ogy
is fingerprint recognition, based on the pattern of ridges on the fingertips. Fingerprint
patterns have been used in law enforcement since the 1800s, and automated systems have
been commercialy available since the 1970s. Hand geometry, based on the dimensions
of thefingers, joints, and knuckles, has been used for about 30 yearsto control accessto
secure facilities such as nuclear power plants. Facial recognition analyzes features such
asthe eye sockets, cheekbones, and sides of the mouth. It hasthe advantage that cameras
can capturefacial imagesremotely. Irisscanning technol ogy analyzesthevisible patterns
in the colored iris of the eye. These patterns reportedly remain stable throughout one’s
lifetime, and can be scanned without physical contact. All four of thesetechnologieshave
been used in one or more border control applications, including programsin the United

! National Commission on Terrorist Attacks Upon the United States, The 9/11 Commission
Report (Washington, 2004), pp. 385-389.

2 A third purpose for biometric systems, identity exclusion, is effectively the opposite of identity
verification. For example, in alaw enforcement setting, fingerprints may be used to rule out a
particular suspect as the perpetrator of a crime.
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States, Australia, Britain, Canada, Hong Kong, Israel, the Netherlands, Saudi Arabia, and
Singapore. Other biometric technol ogiesinclude retinal scanning, signature recognition,
voi cerecognition, and numerous emerging techni ques of varying technol ogical maturity.®

Interpreting Accuracy Claims. Claims for the accuracy of biometric
technologies often require careful interpretation for several reasons. First, matching can
fail intwo ways: afalse positive, which is an incorrect match between the identifiers of
two different people, or afalse negative, which is an unsuccessful match between two
measurements of the same person. Second, in any system, the criteria used for matching
can be adjusted from more stringent to less stringent. In agiven system, requiring greater
similarity before declaring a match will generally reduce false positives at the cost of
increasing false negatives, and vice versa. The appropriate tradeoff may vary from
application to application, even for asingle technology. Third, in one-to-many matching,
the size of the stored database strongly affects the likelihood of a coincidental match.
Despite these factors, equipment vendors often quote just one accuracy figure known as
the equal-error rate (EER): the accuracy of one-to-one matching when the matching
criteria are chosen to make the false positive rate equal to the false negative rate.

Current U.S. Biometric Systems and Border Security

In the past decade, digitized biometrics (principally fingerprints) have been
devel oped to identify individual swith greater certainty. Whilethe commission identified
US-VISIT as the first phase of a biometric entry/exit screening system, it aso
recommended that this system be more fully integrated with other border screening
systems.* Major U.S. law enforcement and border security biometric systems are
described below, but this treatment is not exhaustive and there are many other systems
that might warrant integration.

Integrated Automated Fingerprint lIdentification System (IAFIS). While
most biometric technologies have been developed only in the past 10-15 years,
fingerprints have been used by law enforcement to verify identity for the past century. For
these purposes, the Department of Justice’ s(DOJ s) Federal Bureau of Investigation (FBI)
maintains the Integrated Automated Fingerprint Identification System (IAFIS), an
automated 10-fingerprint matching system that captures rolled prints. All 50 states are
connected to |AFISfor searches, and 47 participate by submitting new data. With over 47
million sets of fingerprints, IAFIS isthe largest biometric database in the world.®

Automated Biometric Fingerprint Identification System (IDENT). In1995,
the former Immigration and Naturalization Service (INS) piloted a two flat fingerprint
system known as IDENT. This system includes the prints of 4.5 million noncitizens.

% For amore detailed survey of biometric technologies and their applications, see U.S. General
Accounting Office, Technology Assessment: Using Biometricsfor Border Security, GAO-03-174,
Nov. 2002.

* For further information on other terrorist screening systems and watch lists, see CRS Report
RL32366, Terrorist ldentification, Screening, and Tracking Under Homeland Security
Presidential Directive 6, by (name redacted).

®> GAO, Technology Assessment, p. 149.
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Some Members of Congress, serving on the A ppropriations Committees, voiced concern
that two incompatiblefingerprint identification systemswere being devel oped. Thisissue
was elevated following revelations that immigration agents had released aliens with
serious criminal records, who subsequently reentered the United States and committed
murder. The Attorney Genera initiated an IDENT/IAFIS integration project, but the
transfer of the INSfrom DOJ to the Department of Homeland Security (DHS) hampered
the progress of thisproject. Despiteatwo year delay, apartially integrated IDENT/IAFIS
system was available in December 2003. Full deployment, however, may extend past
FY2008. About 4,500 FBI fingerprint files of known or suspected terrorists have been
entered into IDENT.®

National Security Entry-Exit Registration System (NSEERS). Following
the 9/11 attacks, the IDENT system waslinked into NSEERS, aprogram under which the
nationals of certain countries — and other foreign nationals who meet undisclosed
security or law enforcement criteria— who travel to the United States on nonimmigrant
(temporary) visas are required to register with DHS upon arrival in the United Statesand
to deregister upon departure. Among other requirements, travel ers must be photographed
and fingerprinted.’

US-VISIT. As required by Border Security Act (P.L. 107-173), the US-VISIT
program was developed by DHS as an automated biometric entry/exit control system to
track the arrival and departure of foreign travelers. Under this program, most foreign
visitors traveling to the United States on a visa have their index fingers scanned (with
IDENT) and adigital photo taken to verify their identity at the port of entry.2 Under US-
VISIT, biometric queriesthrough IDENT/IAFI S are made of several databases, including
FBI “hot files” on known and suspected terrorists, wanted persons, and sexual offenders.
By September 30, 2004, these procedures will be expanded to include foreign travelers
from the 27 countries that participate in the VisaWaiver Program — a program that was
establishedin 1986 and made permanent in 2000. US-VISIT isoperational at 115airports
and 14 seaports, and is schedul ed to be deployed at the 50 busiest land ports by December
31, 2004, and all ports of entry by December 31, 2005. Congress included provisions
requiring the expedited implementation of this programin P.L. 108-458.

Consular Consolidated Database (CCD). The Department of State (DOS) has
established the capacity at consular posts abroad to capture electronic records of
immigrant and nonimmigrant visas, including digitized visa photos and fingerprints,
which are transmitted and replicated in State’s CCD.? In FY 2001, the DOS and INS
conducted a pilot visa data-sharing program at the Newark International Airport. Later,
for purposes of identity verification, visa records, including digitized photos and

¢ U.S. Department of Justice, Office of the Inspector General, Report No. 1-2003-005, Status of
IDENT/IAFISIntegration, (Washington, Feb. 2004), pp. 11 and 18.

" For further information, see CRS Report RL31570, Immigration: Alien Registration, by
(name redacted).

8 For further information, see CRS Report RL32234, U.S. Visitor and Immigrant Status | ndicator
Technology Program (US-VISIT), by (name redacted) and Stephen Vifia

® For further information, see CRS Report RL31512, Visa Issuances. Policy, Issues, and
Legislation, (name redacted).
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fingerprints, were transmitted to the Bureau of Customs and Border Protection’s
Interagency Border Inspection System. Thiscapability reportedly hasbeen deployed at all
air ports of entry, but the photos do not currently include a biometric component. Tothis
end, however, DOS has a so begun phasing in the use of facia recognition technologies
with visa and passport photos, but these technologies are less mature than those using
fingerprints. The member statesof the International Civil Aviation Organization (ICAO),
to which the United States is a party, have approved interoperable biometric standards,
and the baseline biometric will be facial recognition. Member states will also have the
option of adding fingerprints or iris scans.*

Visa Waiver Program and Biometric Passports. The Border Security Act
requires that in order to remain eligible for the Visa Waiver Program, participating
countries must issue their nationals machine-readable passports that include biometric
identifiers. In August 2004, the act’s origina deadline for biometric passport issuance,
October 26, 2004, was extended by one year (P.L. 108-299)."* As most border-related
practices hinge on the principle of reciprocity, the DOS has developed a comparable
passport for U.S. citizenstraveling abroad. Scheduled for issuancein Spring 2005, it will
include an embedded microchip that stores facial geometry characteristics.*> The 108"
Congress considered biometric passport provisions in S. 2845 and H.R. 10, but these
provisions were not included in P.L. 108-458.

Issues

Cost. The cost of biometric systems like those recommended by the 9/11
Commission would be substantial and recurring. Funding for US-VISIT in FY 2004 was
$328 million. In 2002, the GA O estimated that incorporating biometricsinto visaswould
cost between $700 million and $1.5 hillion per year, depending on the number of
applicants and the type of biometric technology used, and incorporating biometricsinto
U.S. passportswould cost between $1.6 billion and $2.4 billion per year. Theinitial costs
of planning and fielding the systems are not included in these GAO estimates.*®

Performance. As noted above, performance claims for biometric technologies
should be interpreted carefully. Performance depends on the detail s of how atechnol ogy
isto beused, aswell asonfactorslikelighting conditions (for facial recognition) and dirt
and wear (for fingerprints). Some biometrics may vary as a person ages. Some can
probably be masked intentionally by altering one’ s appearance. Some cannot be used by
individuals whose relevant body parts are absent or damaged. For identity discovery
applications, such as matching against a watchlist, speed and performance depend

10 Statement of Frank E. Moss, Deputy Assistant Secretary for Passport Services, Bureau of
Consular Affairs, Department of State, on June 23, 2004, before the House Committee on
International Affairs. See[http://wwwec.house.gov/international _relations/108/mos062304.htm].
See also the ICAO biometrics website, [http://www.icao.int/mrtd/biometricg/intro.cfm].

1 For further information, see CRS Report RL32221, Visa Waiver Program, by (name redacted).

12 Seg, for example, Jonathan Krim, “Passport |D Technology HasHigh Error Rate,” Washington
Post, Aug. 6, 2004, p. A01, and Junko Y oshida, “U.S. E-Passport Plan Raises Tech, Diplomatic
Hackles,” EE Times, July 19, 2004.

3 GAO, Technology Assessment, pp. 108-114.
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strongly on the size of the database, which determines the number of matches that must
beevaluated. Thetimerequired for enrollment and matching variesbetween technol ogies.
Comparing aternative approaches requires a uniform testing methodol ogy that reflects
all these challenges.

Security. Most biometric technologies have demonstrated vulnerabilities to
intentional deception. For example, facial recognition and iris scanning can sometimes
be defeated by presenting a picture of someone else’'s face or iris. In border security
applications, however, the presence of a human operator makes such techniques less
likely. Information security isamore likely concern, including unauthorized changes to
or disclosure of biometric data stored in a central database or on an identity document.

User Acceptance. Privacy concernsincludetheprotection of personal dataagai nst
misuse, perhaps including identity theft; the possibility of “function creep,” or the
eventual use of biometric datafor purposes other than border security; thelossof personal
anonymity; and the possibility that some biometric data may reveal personal medical
information. Some users may have concerns about specific technologies: the hygiene of
fingerprint scanners or the association of fingerprints with criminals, for example.

Standards. Effective use of biometrics requires standards for the type of data
collected, the physical format in which data are stored (if they are stored on a document
such as a passport), and the software format for data collection and interchange. The
National Institute of Standards and Technology (NIST) isthe lead federal agency inthis
area.* The private, nonprofit American National Standards Institute (ANSI) has also
issued a number of U.S. standards for biometrics, as have several other private-sector
organizations. For border security applications, international standardsare essential. The
ICAO, an intergovernmental body that operates under the United Nations, has
recommended standardsfor biometricsin travel documents such asvisasand passports.™
ICAO's recommendations include the worldwide use of facial recognition to ensure
interoperability and the storage of identifiers in contactless integrated-circuit chips
embedded in documents. Additional standardswork isconducted by the nongovernmental
International Organization for Standardization (1SO), of which ANSI istheU.S. member.

Related Applications of Biometrics

Since the 9/11 terrorist attacks, biometric technologies have been proposed for a
number of other homeland security applications. Many of theseinvolvecontrolling access
to secure areas. For example, severa airports have tested or deployed biometric
technologies for access control. In August 2004, the Transportation Security
Administration began the prototype phase of devel oping auniform Transportation Worker
Identification Card, which will include a biometric. Facial recognition has been widely
proposed, and less widely used, for surveillance in public places such as airports and
sports stadiums, although its effectiveness for this purpose has been questioned. These
and other applications are beyond the scope of thisreport, but experience with them may
beinstructive for efforts to incorporate similar technologies into border security.

% For further details, seethe NIST Information Technology L aboratory website on standards for
biometrics: [http://www.itl.nist.gov/div893/biometrics/].

15 See [ http://www.icao.int/mrtd/biometrics/intro.cfm].
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