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Passenger Rail Security: Overview of Issues

Summary

The July 2005 bombings of transit trains in London again demonstrated the
vulnerability of passenger rail systemsto terrorist attack. The number of riders and
accesspointsmakeitimpractical to subject al rail passengersto thetypeof screening
airline passengers undergo. Nevertheless, steps can be taken to reduce the risks of
an attack.

The 9/11 Commission called for a systematic analysis of transportation assets,
the risks to those assets, and the costs and benefits of different approaches to
defending those assets, the Commission also called for homeland security assistance
to be distributed based on these assessments of risks and vulnerabilities, rather than
according to population.

TheIntelligence Reform and Terrorism Prevention Act of 2004 (P.L. 108-458)
did not directly address passenger rail security, but did direct the Department of
Homeland Security to createanational strategy for transportation security. Thisplan
would identify national transportation assets, set risk-based priorities for their
protection, assign responsibilities for their protection, and recommend appropriate
levels and sources of funding for these efforts. This plan was due to Congress on
April 1, 2005, but may not be completed until the end of 2005. The House-passed
FY 2006 appropriations bill for the Department of Homeland Security (DHS) (H.R.
2360) would provide $150 million for grants for freight rail, passenger rail, and
transit security; the same amount was provided for FY2005 (P.L. 108-334); the
Senate version would provide $100 million. The House-passed DHS authorization
bill (H.R. 1817) provides no specific requirements for passenger rail security; it
would require DHS to work with stakeholders and public officials to develop best
security practicesfor public transportation. Several other bills have been introduced
that would increase federal responsibility for passenger rail security.

A key challenge facing Congress is balancing the desire for and cost of
increased rail passenger security with the impacts of security measures on the
operating efficiency of passenger rail systems, with the potential coststhat could be
incurred in the event of one or more attacks, and with the costs and benefits of other
options for promoting homeland security. Some argue for greatly increased federal
funding to help secure passenger rail systems against terrorist attack. Others argue
that passenger rail systems are not only inherently vulnerable targets for terrorist
attack, and thus difficult to defend, but also are only one among many groups of
potential terrorist targets (e.g., schools, shopping malls, etc). Attempting to defend
each of these groups of potential targets would cost billions of dollars, and the
security measures may not only be of unproved effectiveness but may also interfere
with the way these institutions operate, imposing many indirect costs on society.
Rather than spending billions of dollars to provide an uncertain improvement in
security for each group of potential targets, some argue that greater overall security
can be achieved at less cost by focusing federal security spending on anti-terrorist
activities of national defense, intelligence, and law-enforcement organizations,
reducing the threat of terrorism to al homeland activities. This report will be
updated as warranted.
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Passenger Rail Security: Overview of Issues

In the current atmosphere of hei ghtened concern about terrorism, the bombings
of London subway trains on July 7, 2005, and the attempt to repeat those bombings
on July 21%, may increase congressional interest in reducing the risk of attacks
against passenger rail operations in the United States. The 9/11 Commission
characterized the federal emphasis on aviation security spending as “fight[ing] the
last war,” noting that “ opportunities to do harm are as great, or greater, in maritime
or surface transportation.”* This report summarizes the challenges of securing
passenger rail systems, optionsfor making decisionsabout security funding, industry
requests for funding, and legidative initiatives. It does not address the security of
freight rail operations. However, since some passenger rail operations use the same
track and facilities asfreight rail, these topics cannot be completely separated.

Passenger Rail Systems Are Inherently Vulnerable

Passenger rail service takes four forms: heavy rail (e.g., subway systems like
Washington D.C.’s Metro), commuter rail (e.g., Maryland’'s MARC and Virginid's
VirginiaRailway Express[VRE] trains), light rail (e.g., Dallass DART) — these all
fall under the category of public transit — and intercity passenger rail (Amtrak).
These forms share certain characteristics that make them vulnerable to attack: they
make scheduled stops along fixed routes; their operations depend on people having
quick and easy access to stations and trains; and the number of access points and
volume of ridership make it impractical to subject al rail passengers to the type of
screening that airline passengersundergo. Asthe 9/11 Commission noted initsfinal
report, “ Surfacetransportation systemssuch asrailroadsand masstransit remain hard
to protect because they are so accessible and extensive.”?

In light of that vulnerability, the casualty rate for terrorist attacks on passenger
rail facilitiesislower than might be expected. According to an estimate based on a
database of terrorist incidents maintained by the RAND Corporation and the
Oklahoma City Memoria Institute to Prevent Terrorism, there were atotal of 181
terrorist attackson trains and rail-rel ated targets such as stations wor | dwide between
1998-2003, an average of 30 per year.® These incidents resulted in atotal of 431
deaths. One attack — a derailment of atrain followed by attacks on the surviving

! The 9/11 Commission Report: Final Report of the National Commission on Terrorist
Attacks Upon the United States, New Y ork: W. W. Norton, 2004, p. 391.

2 The 9/11 Commission Report, 2004, p. 391.
% These numbers do not include the 2004 Madrid bombing, which killed 191 people.
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passengers, in Angola— accounted for 252 of these deaths.* There were no attacks
recorded in the United States. Of course, this does not mean therewill not be attacks
in the United States in the future.

What Security Measures Have Been Taken for Passenger
Rail?

On May 20, 2004, the Department of Homeland Security issued security
directives for passenger rail systems.®> These directives have not been made public,
but according to reports, largely reflect actions already taken by many rail systems.®
These include removing or hardening trash containers on boarding platforms that
could be used to hide bombs, increasing the presence of security officers, using video
surveillancein and around stati ons, using bomb-sniffing dogsfor random inspections
of passengers and baggage, and encouraging ridersto look for suspicious activity.

With limited optionsfor preventing an attack, transit agencies have focused on
minimizing the harm from an attack (this is referred to as “consequence
management”). Consequence management effortsincludevul nerability assessments,
emergency planning, emergency response training and drilling of transit personnel,
ideally in coordination with first responders, as well as purchase of communication
and safety equipment. The federal government has assisted many of these efforts
with funding and expertise.” These actions also help agencies prepare for natural
disasters, criminal activity, and other potential disruptionsto their operations.

Industry Security Spending and Funding Requests

The passenger rail community saysthat it has made security improvements, but
is constrained by the limits of available funding; thus its primary security issue is
finding a way to pay for additional security improvements. The transit industry
(which includes bus-only systems as well as rail systems, but does not include
Amtrak) reports that it has spent $1.7 billion on security activities since 9/11; the
industry hasrequested $5.2 billion in federal security-related capital investment (for
protection of infrastructure and vehicles, enhancing evacuation capabilities, and
improving emergency response) over three years and $800 million annualy in
ongoing operating and maintenance expenditures— atotal of $7.6 billion over three

“ Cited by Jack Riley, Director of RAND Public Safety and Justice, in testimony before the
Senate Committee on Commerce, Science, and Transportation, March 23, 2004.

® United States Department of Homeland Security Press Office, “ Department of Homeland
Security AnnouncesNew Measuresto Expand Security for Rail Passengers,” May 20, 2004.

® Peter Whoriskey, “U.S. Issues Anti-Terror Regulations for Rail Systems,” Washington
Post, May 21, 2004, p. B1.

" United States General Accounting Office, Rail Security: Some Actions Taken to Enhance
Passenger and Freight Rail Security, but Sgnificant Challenges Remain, GAO-04-598T,
pp. 11-14.
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years, or just over $2.5 billion annually.? It is not clear how much of the requested
funding isfor securing passenger rail operations versus securing bus operations; for
the transit industry, passenger rail operations represented 67% of total capital costs
and 32% of total operating costsin FY 2002.° Amtrak hasidentified $110 millionin
one-time costsand $10-12 million annually in on-going costsfor security activities.

The federa government provided $65 million in security grants to transit
agenciesin FY 2003, $50 million in FY 2004,*? and $150 million for security grants
for intercity passenger rail, freight rail, and transit in FY 2005 — atotal of $265
million over three years (in FY 2002 the federal government provided a one-time
appropriations of $100 million to Amtrak and $39 million to the Washington
Metropolitan Area Transit Authority for security expenses'®). Theindustry’ srequest
for $7.6 billion in security funding over three years is some 30 times more than
Congress has provided over thelast threeyears. Given the size of the passenger rall
community’s requested funding, policy makers might evaluate the potential
effectivenessof theindustry’ sproposed spending, aswell asconsider theroleof local
and state governments in funding security improvements for transit agencies. In
addition, policy makers might consider the other funding needs of the transit
community, such as the need for increased spending to accommodate increasing
demands for transit service.

Thereisagenera consensusamong security expertsthat passenger rail systems
areinherently vulnerable, and thusvirtually impossible to defend against attack, due
to the very nature of their design and operations. The recent record of passenger rail
attacks worldwide — 181 attacks over aperiod of six years, resulting in 431 deaths
(252 of which were caused by one attack) — suggests both the relative frequency of
such attacksand therelatively low mortality of most attacks. Congresshasindirectly
acted to increase the security of passenger rail operations (and many other activities
of daily life) in recent years by providing additional funding for anti-terrorist
activitiesof national defense, intelligenceand | aw-enforcement organi zations, aswell
as increased funding for broader homeland security activities.

The ability of the passenger rail community to fund desired security
improvements out of its own resources is limited: both the transit industry and

& American Public Transportation Association, Survey of United Sates Transit System
Security Needs and Funding Priorities: Summary of Findings, April 2004, p. 1.

® American Public Transportation Association, 2004 Public Transportation Factbook.

19 These include security improvements to its largest stations and its tunnels, backup
communications and control capacity, and adding the capability to track train movements
outsidethe Northeast Corridor. Testimony of E. R. Frazier, Sr., Amtrak Chief of Policeand
Security, before the Senate Committee on Commerce, Science, and Transportation, March
23, 2004.

1 In the FY 2003 Emergency Wartime Supplemental Appropriations Act, P.L. 108-11.
12 |n the FY 2004 DHS Appropriations Act, P.L. 108-90.

3 |n the FY 2005 DHS Appropriations Act, P.L. 108-334.

4|n the FY 2002 Department of Defense Appropriations Act, P.L. 107-117
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Amtrak operate at a deficit and require government assistance to cover their costs.
However transit agenciesal so receive asignificant amount of funding fromlocal and
state governments. One issue is whether the federal government should have the
primary responsibility for funding security improvements for transit agencies, or
whether that responsibility should be shared with local and state governments. The
federal government has generally considered security a responsibility of the transit
agency and the local community. Advocates of federa responsibility for security
funding argue that, since the greatest current concern is chiefly about attacks from
foreign terrorists, the federal government should bear responsibility for providing
security funding in itsrole of providing national defense. Also, they argue that the
economic difficultiesfaced by state and local governmentslimit their ability to assist
transit agencieswith additional security funding. Advocatesof alocal responsibility
for funding security improvements argue that the federal government is exercising
its national defense responsibility through funding national defense efforts, that
taxpayers al over the country should not be required to pay for security
improvements to a relatively small number of transit agencies located in large
metropolitan areas, and that sincelocal and state governmentsare concerned with the
security of the metropolitan areas in which these transit agencies operate, it makes
sense for these governments to be involved in securing the transit agencies as well.
Moreover, many of the security measuresthat passenger rail organizations consider
have other benefits to the systems, often in reducing other types of threat to
passengers (for example, from ordinary criminal activity and accidents) that are
considered to be chiefly local responsibilities. Finally, having thelocal community
take responsibility for funding the security improvements can help in evaluating the
cost-effectivenessof proposed security improvements, asthelocal community would
have the opportunity to decide what security improvements seem worth paying for.

Congress may also consider the benefit of increased funding for the security of
the passenger rail community against the other funding needsof thecommunity. The
Federal Transit Administration (FTA) hasestimated that thetransit industry requires
significant increases in capital spending (in the range of $3 billion to $8 billion
annually) merely to keep pace with rising demand; the industry is looking to the
federal government to help meet that need by increasing capital funding for transit.
The DOT Inspector General hastestified that Amtrak requires additional resources
merely to return its system to a state of good repair and thus reduce the risk of a
serious accident.™ In an environment where federal domestic spending is likely to
be severely constrained, policymakers may wish to evauate the overall value of
providing additional funding to increase passenger rail and transit services versus
additional funding for securing passenger rail systems, funding which may be of
guestionable value in improving their security.

1> Kenneth M. Mead, Inspector General, United States Department of Transportation,
Assessment Report on Amtrak’ s 2003 and 2004 Financial Performance and Requirements,
CC-2005-13, November 18, 2004.
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Risk Management

One approach that could be used for assessing the level of funding needed and
how to allocateit isthreat-based risk management. The Government Accountability
Office(GAO)*® and the 9/11 Commission®’ recommended the use of threat-based risk
management to guide security actions, and the Homeland Security Act of 2002 (P.L.
107-296) directed that this approach be used for protecting key resourcesand critical
infrastructureassets. The Transportation Security Administration (TSA) isusingthis
approach to guide its security efforts.’®

Threat-based risk management may be conceptualized as an equation:
Vulnerability + Threat + Criticality = Risk.™ ‘Vulnerability’ refersto ways asystem
may be open to attack; ‘Threat’ refers to the likelihood of an attack on a system;
‘Criticality’ refersto the potential consequences of an attack; and ‘ Risk’ resultsfrom
the combination of vulnerability, threat, and criticality. One implication of this
equation is that, while a passenger rail system may be vulnerable to attack, the risk
to the system may neverthelessbelow if no threat is apparent, or if the vulnerability
is in an area where the consequences of an attack would be limited. Another
implication is that there are several ways to manage the risk to passenger rail. One
way isto make changesin the passenger rail systemsto lower their vulnerability to
attack (e.g., hiring more police officers, introducing random screening of passengers
and bags, installing security cameras); another isto reducethe potential consequences
of an attack (e.g., through coordinated emergency response training exercises with
local first responders); and yet another is to make changes elsewhere that reduce
threats to those systems (e.g., putting more money into intelligence and law
enforcement to combat terrorism).

As the above equation indicates, a formal risk assessment results from the
combination of several studies: vulnerability assessments, threat assessments, and
criticality assessments. Each of these component studies has limitations. The
vulnerability of asystem to attack, and the criticality of the system in the event of an
attack, must be assessed on the basis of assumptions about what sorts of attacks
might be attempted and aweighing of the impact of different types of consequences
(e.g., injuriesand deaths, economic disruption, environmental degradation, symbolic
impact). Theleve of threat to asystem isthe sort of knowledge typically acquired

16 GAO, Transportation Security: Federal Action Needed to Help Address Security
Challenges, GA0-03-843, June 2003, p. 51; Rail Security: Some Actions Taken to Enhance
Passenger and Freight Rail Security, but Sgnificant Challenges Remain, GAO-04-598T,
p. 14.

¥ The 9/11 Commission Report, pp. 391, 396.

18 Stephen McHale, Deputy Administrator, Transportation Security Administration,
Testimony before the Subcommittee on Infrastructure and Border Security, House Select
Committee on Homeland Security, May 12, 2004.

1% For more discussion of risk management, see CRS Report RL32561, Risk Management
and Critical Infrastructure Protection: Assessing, Integrating, and Managing Threat,
Vulnerabilities and Consequences, and Carl A. Roper, Risk Management for Security
Professionals, Butterworth-Heinemann, 1999.
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by intelligence and law enforcement agenciesand will likely changeover timeasnew
information comesto light. Thusarisk assessment is an estimate, based on several
other estimates, and does not provide unambiguous guidance to prioritizing security
efforts. As well, producing these estimates necessarily involves decisions that
policy-makers may wish to review.

As a result of the Homeland Security Act of 2002 (P.L. 107-296), the
Information Analysisand Infrastructure Protection Directorate of the Department of
Homeland Security has been working for some time on risk assessments of key
resources and critical infrastructure assets of the United States, in order to prepare a
National Plan for Critical Infrastructure and Key Resources Protection, which was
due to Congress at the end of calendar year 2004 (but has not yet been compl eted).
The Intelligence Reform and Terrorism Prevention Act of 2004 (P.L. 108-458)
directs DHS, working jointly with DOT, to develop “risk-based priorities across all
trangportation modes” for protecting transportation assets, “the most appropriate,
practical, and cost-effective means of defending those assets,” and a national
transportation strategic plan that defines “the agreed upon roles and missions of
Federal, state, regional, and local authorities.” Thisnational transportation strategic
plan, and the security plansfor each transportation mode that are also required, were
due to Congress by April 1, 2005. They have not yet been received. Due to the
sensitive nature of some of this information, the act provides that classified
information shall be provided to the appropriate congressional committees separately.

The conference report on the FY 2005 DHS appropriations bill (P.L. 108-334)
directed DHS, in consultation with DOT, to submit astrategic transportation security
planto Congressby March 31, 2005. Theplanisto“identify and evaluatethe United
States transportation assets that need to be protected, set risk-based priorities for
defending the assets identified, select the most practical and cost-effective ways of
defending the assetsidentified, and assign transportation security rolesand missions
to the relevant federal, State, regional, and local authorities, and to the private
sector.”® That plan has not yet been received. In its report on the FY 2006 DHS
appropriations bill (H.R. 2360), the House Committee on Appropriations directed
DHS to submit a report on what progress has been made in securing critical
transportation infrastructure by January 16, 2006.%

The result of these plans should be something along the lines of what the 9/11
Commission stated that the Transportation Security Administration should be able
to providefor Congress:. identification of the “the array of potential terrorist attacks,
the layers of security in place, and the reliability provided by each layer,” aswell as
recommendations to improve weak individual layers? With the aid of this
information, Congress can better evaluate the security funding requests of various
groups in light of the relative risks to each group and the relative effectiveness
(including cost-effectiveness) of security strategies.

% H.Rept. 108-774, p. 29-30.
2 H Rept. 109-79, p. 12.
2 The 9/11 Commission Report, p. 392.
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Evaluating Security Funding Requests

There are no comprehensive studies by independent sources of passenger rail
security needs and costs. Since 9/11, individual transit agencies have undertaken
vulnerability and criticality assessments, often with the assi stance of technical teams
provided by FTA and TSA, but few agencies have done compl ete risk assessments,
and until now theindividual agency assessments have not been combined to produce
alarger picture. For that matter, itisnot clear if the assessmentsthat have been done
have used similar methods, so that they would be comparable. Thus the transit
community’s security funding request appears to be based largely on the self-
perceived needsof individual agenciesrather than acomprehensiverisk management
analysisof thetransit community. TheNationa Transportation Security Strategy and
the passenger rail- and mass-transit-related modal security plans mentioned above
may help Congress in evauating the transit community’s $7.6 billion security
funding request.

As mentioned above, those plans will not be conclusive; their intent is to
provide some guidance to policy-makers, but the plans will be based on studies
which include decisions (e.g., which assets are critical, what kinds of threats are
considered, what consequences are considered and how they areweighed in relation
to each other) that policy-makers may wish to review. In the meantime, Members
may wish to consider factors that may have influenced the size of the transit
community’ s security request. Transit agencieshave limited knowledge of the level
of risk to their system, and so may beinclined toimaginetheworst; the consequences
of an attack on a system could be disastrous; and in the aftermath of an attack, a
transit agency whose ambitions for security were less than * state-of-the-art’ could
face harsh criticism from its community — though that criticism could be deflected
toward the federal government (and Congress) if the agency could claim that it had
received much less security funding than it had requested.

From the congressional perspective, providing additional security funding for
transit agencies may not be the best way to increase the security of those systems.
There are several ways to reduce risks: by reducing threats, by reducing
vulnerabilities, and by reducing consequences. The range of options available to
transit agenciesarelargely limited to the latter two approaches, but Congress hasthe
option of promoting the security of transit agenciesand other homeland organi zations
by providing increased funding to agenciesthat combat terrorismdirectly, such asthe
military, intelligence, and law enforcement agencies. Given limited resources,
strategiesthat reducetherisk to many categories of assets may be more cost-effective
than strategies that focus on individual categories of assets.

As Congress considers this trade-off — providing more funding for passenger
rail systemsto improve their security versus more funding for intelligence and law-
enforcement agencies to improve the security of the nation as a whole, including
passenger rail systems— in eval uating how much to spend on passenger rail security,
one option for consideration is that of requiring a significant local match for any
security grants provided for transit agencies. That would encouragetransit agencies
and their communities to evaluate the cost and potential benefit of the various
security options available to them, and to take greater responsibility for the trade-of f
decisions that are made.
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Another issue is deciding how to distribute funding for security within the
passenger rail community. Congressfacesthe perennial conflict between efficiency
and equity: whether totry to direct funding to where it might have the greatest impact
(by some measure of risk), or whether to try to equalize the amount of funding every
recipient gets (by some measure of equity). The equity approach would largely
ignore risk management considerations and potentially lead to aless than efficient
allocation of resources, from the standpoint of security. Initsfinal report, the 9/11
Commission recommended that “Homeland security assistance should be based
strictly on an assessment of risks and vulnerabilities...Congress should not use this
money as a pork barrel.”? The Commission’s recommendation included the
proposal that community security needs be evaluated according to benchmarks that
would be developed by a panel of security experts. TSA is still preparing the
passenger rail security plan, and other transportation mode-specific plans, that would
help inform risk-based allocations of federal security funding. In the meantime,
grantsto help transit systemsimprove their security have been provided through the
FY 2003, FY2004 and FY2005 DHS appropriations acts.** DHS has not made
explicit the criteria by which it determines the grant amounts, but the allocations
appear to be based on acombination of threat-based risk management criteriaaswell
asagenera distribution to most major transit systemsin the U.S.

In FY 2003, the first year of its transit security grant program, DHS' Office of
Domestic Preparedness provided $65 million to 20 transit agenciesin 14 urban areas.
In FY 2005 the Office of Stateand Local Government Coordination and Participation
(the successor to the Office of Domestic Preparedness) provided $108 million to 25
urban areas, listing 46 transit agencies in those areas as eligible to receive funding
from those grants. The amounts of the grants vary; those areas with the largest rail
ridership received the largest grants (see Table 1). New Y ork City transit systems
(defined, for the purposes of thisgrant program, asincluding New Jersey Transit and
the commuiter rail service of the Connecticut Department of Transportation) account
for nearly 60% of all U.S. transit passenger rail trips, in an urban areathat hasalready
been thetarget of repeated terrorist attacks. New Y ork City transit systems received
50% ($32.4 million) of the total grant funding in FY 2003, but 35% ($37.6 million)
of thetotal grant funding in FY 2005. Meanwhile, urban areas whose share of U.S.
rail ridership is relatively small, and whose rail transit systems are not generally
thought of as likely targets for terrorist attacks, such as Buffalo, Dallas, Houston,
Jacksonville, Memphis, Miami, Minneapolis, New Orleans, Pittsburgh, Sacramento,
and St. Louis, received transit security grant funding (8% of thetotal funding— $8.5
million) in FY 2005.

% The 9/11 Commission Report, p. 396.

2 Pp.L. 108-11 (the FY 2003 Emergency Wartime Supplemental Appropriations Act), P.L.
108-90, and P.L. 108-334, respectively.
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Table 1. Share of FY2005 DHS Transit Security Grant Funding
Going to Top Six Urban Areas by Passenger Rail Ridership

Share of U.S. Total Share of Total DHS
Passenger Rail Rider ship Transit Security Grant
Urban Area (FY2002) Funds (FY 2005)
New York City? 58% 35%
Washington, D.C.° 8% 10%
Boston 8% 9%
Chicago 7% 10%
San Francisco® 4% 7%
Philadelphia 4% 7%

Sour ce: American Public Transportation Association, 2004 Public Transportation Factbook, Tables
108-111, 130, 133, 136; Department of Homeland Security, FY2005 Transit Security Grant Program
Allocations. Calculations by CRS.

a TheNew Y ork City urban areaeligiblerail systemsincludethe New Y ork Metro Transit Authority,
the Port Authority of New Y ork and New Jersey, New Jersey Transit, and the commuter rail
operation of the Connecticut Department of Transportation.

b. The Washington, D.C. urban areaeligiblerail systemsinclude the Washington Metropolitan Area
Transit Authority and the commuter rail operations of Maryland (MARC) and Virginia(VRE).

¢. The San Francisco urban area dligible rail systems include BART, the Municipal Railway, the
Altamont Commuter Rail Authority, and the light rail operations of the Santa Clara Valley
Transit Authority.

Security Involves Trade-Offs

As noted above, with aworldwide average of 30 terrorist attacks on passenger
rail annually in recent years, the likelihood of aterrorist attack on any particular rail
stationislow — but the impact of an attack on astation in the United States (inlives
lost and public reaction) could be high. Congressfacesthe challenge of determining
how much responsibility the federal government should assume for the security
desires of local passenger rail systems, how much funding the federal government
can providefor passenger rail security in light of other homeland security needs and
other transportation needs, and then determining how that security funding should be
distributed within the passenger rail community.

Security efforts involve tradeoffs in money and time. One key policy issueis
whereto strike the bal ance between the desire for security and the efficient operation
of therail systems; another is striking the balance between the cost of security efforts
in passenger rail and other federal priorities, including security effortsin other areas.
Some observers, noting that the number of potential terrorist targets in the United
States — such as passenger rail trains— isvirtually limitless, question the value of
effortsto make these targets more secure. They argue that many such efforts are not
cost-effective, given that if one set of targets— for example, trains— ismade more
secure, terrorists might simply shift to softer targets such asbuses or shopping malls.
Moreover, these security efforts impose a variety of costs on the public, in money,
time, inconvenience, and limitations on personal freedoms. These observers argue
that amore effective strategy isto increase funding for effortsto disrupt theterrorist
groups that are the source of these threats (e.g., funding for intelligence and law
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enforcement agencies) and for effortsto respond to any attacks (e.g., funding for first
responders).” Others argue — though rarely in print — that the government and
other entities should take visible actionsintended to increase the security of people's
daily activitieseven if the value of those actionsisuncertain, becauseit isimportant
for Americans senseof security that the federal government and other organizations
be perceived as doing something to makethem safer. But such actionsinvolvetrade-
offstoo, and one of the trade-offsis that resources may be applied to activitieswith
limited security value that might otherwise be applied to activities with greater
security value.

Legislation in the 109" Congress

L egislation has been introduced in the 109" Congress dealing with passenger
rail security. These billsimplicitly raise the following issues:

e how much federal control there should be over passenger rail
security?

e how much federal responsbility — particularly financial
responsibility — there should be for passenger rail security?

¢ how much funding should be directed toward passenger rail security
as opposed to other homeland security efforts?

e how should the range of potential security activities for the
passenger rail sector be prioritized?

¢ how should security funding be allocated among the passenger rail
service providers?

These issues should be explored explicitly by the National Transportation Security
Strategy that the Intelligence Reform and Terrorism Prevention Act of 2004 directed
DHS to provide to Congress by April 1, 2005.2° Congress has not yet received this
report; the report is not expected to be submitted until sometime during the summer
of 2005.

Passenger rail security bills that have been introduced include H.R. 153
(Menendez), H.R. 1109 (Lynch), H.R. 2351 (Oberstar), TitlelV of S. 12 (Biden), and
S. 1052 (Young). These bills are very similar in two respects; they would increase
the responsibility of the federal government for passenger rail security, and increase

% Jennifer Barrett, “ An Enormous Waste of Money,” Newsweek Web Exclusive, March 17,
2004, [http://www.msnbc.msn.com/id/4549661/] [viewed 7/8/2004].

% The Intelligence Reform and Terrorism Prevention Act of 2004 (P.L. 108-458) decrees
that the protection of transportation assets should be prioritized according to relative risk,
and that funding for transportation security should be distributed according to assessments
of relative risk and vulnerability. The act directs DHS to develop a national strategy for
transportation security. Thisplanistoidentify national transportation assets, set risk-based
priorities and practical methods for protecting those assets, assign responsibilities among
federal, state and local governments and the private sector for their protection, and
recommend appropriate level s and sources for funding these efforts. The planistoinclude
mode-specific security plans (specified modes include “...commuter rail and ferry, ...rail,
mass transit, ... and other public transportation infrastructure assets...”).
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the funding available for passenger rail security. These bills are also similar to S.
2273 (108" Congress), which was passed by the Senate near the end of the 108"
Congress, but was not acted on by House. More specifically, these bills:

e direct DHSto conduct arail transportation vul nerability assessment,
prepare asecurity plan, and provide prioritized recommendationsto
Congress on improving rail transportation security;

e authorizefunding for fireand life-safety improvementsto Northeast
Corridor tunnels in New York City, Baltimore, and Washington,
D.C.#; and

e direct DHS to conduct a research and development program to
improve rail transportation security.

In addition, most of the billsinclude provisionsto:

e have DHS create afreight and passenger rail security improvement
grant program to provide grants to freight rail companies and
Amtrak for security improvements,

e have GAO study foreign rail transport security programs;

e require DHS to execute a memorandum of agreement with the
Department of Transportation governing their roles in addressing
railroad transportation security;

e require DHS to study the feasibility of screening rail passengers,
baggage, and cargo®; and

e require Amtrak to develop aplanto assist the families of passengers
involved in rail accidents; and protect rail security whistleblowers.

A bill requiring DHS to conduct a vulnerability assessment of public transportation
systems, H.R. 1116 (Millender-McDonald), has aso been introduced. These hills
have been referred to the committees of jurisdiction; no further action has been taken
on them.

Legidlation deaing with the authorization of, and appropriations for, the
Department of Homeland Security also has implications for passenger rail security.
H.R. 1817, DHS sauthorization legislation, would require DHSto work with public
transportation stakehol dersand public officialsto devel op best security practicesfor
securing public transportation. The bill does not provide any authorizations
specifically for transportation security; the chairman of the authorizing committee
noted that the thus-far brief existence of both the authorizing committee and DHS
itself had not allowed for detailed work on many issues, and that DHS has a new
secretary who isreviewing the structure and functions of the department. Asaresult,

#'H.R. 1109 includes funding for improvements to the Back Bay tunnelsin Boston.

% GAO is dready in the process of reviewing the security practices used by foreign rail
systems. Transportation Security: Systematic Planning Needed to Optimize Resources,
GAO-05-357T, p. 21.

2 TSA conducted athree-part pilot screening project during the period May - August 2004
(the Transit and Rail Inspection Pilot, or TRIP) focused on screening intercity rail
passengers and baggage.
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thecommitteewould hear theresults of the review before proceeding with additional
authorization legislation later in the year.*® H.R. 1817 was passed by the House on
May 18, 2005.

H.R. 2360 is the FY 2006 appropriations bill for DHS. It would provide $8
million to hire additional federal rail security inspectors (as part of $36 million for
surface transportation security activities of the Transportation Security
Administration; H.Rept. 109-79) and $150 million for grantsfor intercity passenger
rail, freight rail, and public transportation security (aspart of $1.2 billionin stateand
local grants administered by the Office of Stateand Local Government Coordination
and Preparedness).® This is approximately the same level of funding that was
providedinthe DHSFY 2005 appropriation bill (P.L. 108-334: $150 millionfor state
and local passenger rail, freight rail, and public transportation security grants, and
$12 million for rail security activitiesin TSA). H.R. 2360 was passed by the House
on May 17, 2005. The Senate Committee on Appropriations agreed with the House
inrecommending $36 million for surface transportation security, with $8 million for
additional federa rail security inspectors. The Committee recommended $100
million for grants for rail and transit security. The Senate approved H.R. 2360 on
July 14, 2005. With the bombing of three subway trainsand abusin London on July
7™, killing 55 people, many observers expected that the Senate would amend the bill
to provide additional funding for transit security. Three amendments were offered;
two, which would have provided over abillion for transit security, were defeated on
budgetary pointsof order, asthey did not provide offsets;* athird, which would have
transferred $100 million from afirst responder grant program to the transit security
grant program, was defeated 46-52. Senators may have been influenced by areport
that transit agencies had so far spent only $95 million of the $115 million in grants
provided in FY 2003-FY 2004, while the $135 million for FY 2005 transit grants had
not yet been distributed.*® The bill now goes to conference.

% Representative Christopher Cox, Congressional Record, May 18, 2005, pp. H3455-3456.

¥ Frustrated about overduereportsfrom DHS, the House cut somediscretionary funding and
put other restrictionson fundsintheappropriationshill. For example, stateswill not receive
their share of the $1.2 billion in state and local grants— which includesthetransit security
grants— if they have not submitted an updated State homeland security strategy based on
the interim National Preparedness Goal issued by DHS (dated March 31, 2005).

2 One of the proposed amendments failed with a53 to 45 vote; the Senate requires 60 votes
to waive a budgetary point of order.

® Derrick Cain, “Massive Increase in Transit, Rail Funds Not Seen Likely From Congress
ThisYear,” Daily Report for Executives, Bureau of National Affairs, July 20, 2005, #138,
p. A-22.



