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Federal Counter-Terrorism Training: Issues for Congressional Oversight

Summary

Federal counter-terrorism training programs are varied and are provided by numerous federal
agencies and departments. Some of these departments and agencies include the Departments of
Defense (DOD), Energy (DOE), Homeland Security (DHS), Health and Human Services (HHS),
Justice (DOJ), Transportation (DOT), and the Environmental Protection Agency (EPA). Each
department and agency provides specific counter-terrorism training targeted to given categories of
recipients. Training recipients include federal, state, and local government personnel, emergency
responders, and private and public critical infrastructure personnel.

The programs train individuals to prepare for, respond to, and recover from terrorist attacks. Most
of these federal departments and agencies provide training in conjunction with private and public
educational institutions, federal laboratories, and federal research and devel opment centers.

The mission of DHS to secure the nation from terrorist attacks gives it primary federal
responsibility for providing counter-terrorism training to federal, state, and local emergency
responders. Other departments and agencies provide counter-terrorism training, but these
programs focus either on specific critical infrastructure sectors, such as energy and transportation,
or on specific emergency responders, such as HHS training for medical personnel and DOJ
training for law enforcement personnel. DHS provides training to a wide range of critical
infrastructure personnel, law enforcement and other emergency responders, government (federal,
state, and local) personnel, and medical personnel.

Thisreport is an overview of the major training activities and facilities of the federal departments
and agencies that provide counter-terrorism training. It identifies some of the issues associated
with the training, including the following:

e possible duplication of federal counter-terrorism training programs,

e determination of Department of Homeland Security counter-terrorism training
priorities; and

e possibleredundancy and coordination of DHS counter-terrorism
training programs.

Thereport will be updated as congressional actions warrant.
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Overview

Federal counter-terrorism training programs are varied and are provided by numerous federal
agencies and departments. Some of these departments and agencies include the Departments of
Defense, Energy, Homeland Security, Health and Human Services, Justice, and Transportation,
and the Environmental Protection Agency. Each department and agency provides specific
counter-terrorism training targeted to a given categories of recipients. Training recipients include
federal, state, and local government personnel, emergency responders, and private and public
critical infrastructure personnel.

The programs train individuals to prepare for, respond to, and recover from terrorist attacks.
Some of the training programs, such as those of the Departments of Transportation (DOT) and
Energy (DOE), and the Environmental Protection Agency (EPA), are designed for personnel
working in critical infrastructure sectors. Other programs, such as those of the Departments of
Defense (DOD) and Homeland Security (DHS), areintended for personnel who are not identified
with specific critical infrastructure. Instead, DOD and DHS providetraining for government
personnel, emergency responders, and medical professionals who would respond to a terrorist
attack, regardless of location or target. The Department of Health and Human Services (HHS)
provides training specifically to public health and medical personnd to prepare them to respond
to any disaster, but especially to terrorist attacks using biological, chemical, and radiol ogical
weapons of mass destruction (WMD). The Department of Justice (DOJ) provides training
specifically for federal, state, and local law enforcement personnel. Most of these federal
departments and agencies provide training in conjunction with private and public educational
institutions, federal laboratories, and federal research and development centers.

The mission of DHS to secure the nation from terrorist attacks gives it primary federal
responsibility for providing counter-terrorism training to federal, state, and local emergency
responders. Other departments and agencies provide counter-terrorism training, but their
programs focus ether on specific critical infrastructure sectors, such as energy and transportation,
or on specific emergency responders, such as HHS training for medical personnel and DOJ
training for law enforcement personnel. DHS provides training to a wide range of critical
infrastructure personnel, law enforcement and other emergency responders, government (federal,
state, and local) personnel, and medical personnel.

This report provides an overview of the major training activities and facilities of the federal
departments and agencies that provide counter-terrorism training. It identifies some of the issues
associated with that training. The issues include:

e possible duplication of federal counter-terrorism training programs,

e determination of Department of Homeland Security (DHS) counter-terrorism
training priorities; and

e possibleredundancy and coordination of DHS counter-terrorism
training programs.
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Department of Homeland Security

DHS comprises numerous agencies, offices, institutes, and partners' that provide counter-
terrorism training for federal, state, and local government personnel. DHS training is provided at
such facilities as the Federal Law Enforcement Training Center (FLETC), National Fire Academy
(NFA), and Emergency Management Institute (EMI). FLETC is an interagency law enforcement
center that provides training for federal law enforcement agencies. The Federal Emergency
Management Agency (FEMA) administers EMI and NFA training activities. NFA trains fire and
emergency response personnel to enhance their abilities to respond to fires and related
emergencies. EMI is atraining program consisting of resident and non-resident courses aimed at
enhancing emergency management practices.”

Office for Grants and Training

The Officefor Grants and Training (G& T), which has the primary responsibility within DHS for
preparing for potential terrorist attacks against the United States,” is the principal DHS agency
providing counter-terrorism and WMD training to states and localities. G& T provides terrorism
and WMD training through DHS training institutions and partners. G& T training partners include
the Training and Data Exchange Group (TRADE), the National Domestic Preparedness
Consortium (NDPC), federal departments, and private and professional organizations.*

G&T training is designed to meet the varying needs of its training audiences. It includes reaching
multiple emergency responder disciplines through training at the awareness, performance,
planning, and management levels. G& T uses a variety of approaches that include traditional
classroom methods, train-the-trainer, Web-based training, and video teleconferenci ng.5

TRADE

TRADE isafederal interagency group that provides training to state and local emergency
responders and reviews member courses for consistency, avoidance of training duplication, and
the use of up-to-date training methods. TRADE members include the following:

e United States Fire Administration's (USFDA) National Fire Academy (NFA);
o Federal Bureau of Investigation (FBI);

e Department of Justice (DOJ);

o Federal Emergency Management Agency (FEMA);

e Environmental Protection Agency (EPA);

e Department of Energy (DOE);

! Seethelist later in thereport.

2 U.S. Department of Homeland Security, “Working with DHS,” available at http://www.dhs.gov/dhspublic/
display?heme=82, visited Oct. 27, 2004.

3 P.L. 107-296 (Homeland Security Act of 2002), Sec. 430(d).

4 U.S. Department of Homeland Security, Office for Domestic Preparedness, “Training Overview,” available at
http://www.0j p.usdoj.gov/odp/training.htm, visited Oct. 27, 2004.

®Ibid.
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e Department of Health and Human Services (HHYS);

e Centersfor Disease Control and Prevention (CDC);

e Emergency Management Institute (EMI); and

e Federa Law Enforcement Training Center (FLETC).

National Domestic Preparedness Consortium

NDPC is composed of federal training facilities and academic institutions which provide training
to emergency respondersin different locations in the United States. NDPC members include:

e Center for Domestic Preparedness (CDP), at Anniston, Alabama;

e Academy of Counter-Terrorist Education (ACE), at Louisiana State
University (LSU);

o National Emergency Response and Rescue Training Center (NERRTC), at the
Texas Engineering Extension Service (TEEX), TexasA&M University (TAMU);

e Energetic Materials Research and Testing Center (EMRTC), at New Mexico
Ingtitute of Mining and Technology (NMIMT); and

e National Center for Exercise Excellence (NCEE), at Nevada Test Site (NTS).’

Center for Domestic Preparedness. CDP, administered by G& T, provides specialized training to
state and local emergency responders in the management and mitigation of domestic terrorism
incidents, specifically those incidents involving chemical agents and other toxic substances.®

Academy for Counter-Terrorism Education. ACE, administered by L SU, provides training to
emergency responders on the detection, prevention, and response to terrorist incidents involving
WMD. Thetraining ranges from basic firefighting to advanced technical training in rescue and
hazardous materials.’

National Emergency Response and Rescue Training Center. NERRT C was established by the
Texas Engineering Extension Service at TexasA& M University and provides counter-terrorism
training for federal, state, and local officials (including emergency responders). The center
includes a mock city, an explosives area, and a weapons range for emergency response training. ™

® Ibid.

" Ibid.

8 U.S. Department of Homeland Security, Office for Domestic Preparedness, “ ODP Fact Sheet: Center for Domestic
Preparedness,” available at http://www.ojp.usdoj.gov/odp/docs/fs-cdp.htm, visited Oct. 27, 2004.

9 U.S. Department of Homeland Security, Office for Domestic Preparedness, “ ODP Fact Sheet: Academy of Counter-
Terrorist Education,” available at http://www.0j p.usdoj.gov/odp/docs/fs-1su.htm, visited Oct. 27, 2004.

0y.S. Department of Homeland Security, Office for Domestic Preparedness, “ ODP Fact Sheet: National Emergency
Response and Rescue Training Center,” available at http://www.0j p.usdoj.gov/odp/fs-teex.htm, visited Oct. 27, 2004.
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Energetic Materials Research and Testing Center. Under a cooperative agreement with G& T,
EMRTC, administered by the New Mexico Institute of Mining and Technology, provides
explosive and incendiary training to state and local emergency responders. The training focuses
on WMD incident operations and awareness.™

National Exercise, Test, and Training Center. NETTC, administered by DOE’'s Nevada Test Site,
provides radiological and nuclear WMD training to federal, state, and local emergency
responders. The center’s training includes courses on radiation and nuclear agents and WMD
exercise design.”

Office for Domestic Preparedness Training Partners

In addition to TRADE and NDPC, G&T has cooperative agreements with other federal agencies,
private industry, academic institutions, and professional organizations that provide training to
federal, state, and local emergency responders. These partners include the following:

e Community Research Associates;

e U.S Army Dugway Proving Ground;

e International Association of Fire Fighters;

e U.S. Navy's Naval Postgraduate School;

o National Sheriff’s Association;

e General Physics Corporation at Pine Bluff Arsenal;

e Science Applications International Corporation;

e George Washington University;

e Michigan State University;

e International Association of Campus Law Enforcement Administrators; and

e International Association of Chiefs of Police™®

Department of Defense!*

The majority of the Department of Defense's (DOD) terrorism-related training courses are
dedicated to military personnel. DOD’s expertise and range of training facilities related to
chemical, biological, radiological, and nuclear (CBRN) weapons, however, offer alimited
selection of training programs that are available to non-DOD personnel. Most of these programs
areintended for medical and technical personnel who could be called upon to respond and treat

™ U.S. Department of Homeland Security, Office for Domestic Preparedness, “ ODP Fact Sheet: Energetic Materias
Research and Testing Center,” available at http://www.ojp.usdoj.gov/odp/fs-nmt.htm, visited Oct. 27, 2004.

2ys Department of Homeland Security, Office for Domestic Preparedness, “ ODP Fact sheet: Nationa Exercise,
Test, and Training Center,” available at http://www.ojp.usdoj.gov/odp/fs-nts.htm, visited Oct. 27, 2004.

3 U.S. Department of Homeland Security, Office for Domestic Preparedness, “ Training Overview,” available at
http://www.0j p.usdoj.gov/odp/training.htm, visited Oct. 27, 2004.

¥ Information provided by (name redacted), Specialist in National Defense, Foreign Affairs, Defense, and
Trade Division.
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casualties following an incident involving CBRN weapons. Several of the training courses are
provided with the joint sponsorship of the American Red Cross. DOD provides counter-terrorism
training to non-DOD personnel at the following:

e U.S Army Medical Research Institutes for Chemical and Infectious Diseases,
Aberdeen Proving Ground in Maryland, and Dugway Proving Ground in Utah;

e ClaraBarton Center for Domestic Preparedness,™ U.S. Army Pine BIuff Arsenal
in Arkansas;

e Armed Forces Radiobiology Research Ingtitute, in Bethesda, Maryland; and
e Joint Interagency Training Center, in San Diego, California.

Department of Energy®

The Department of Energy (DOE) provides technical assistance and training to states for public
safety officials of appropriate units of local government and Indian tribes through whose
jurisdictions DOE plans to transport spent nuclear fuel or high-level radioactive waste.'” DOE’s
Office of Environmental Management trains emergency responders for shipments to the Waste
Isolation Pilot Plant (WIPP), and also provides training through the Transportation Emergency
Preparedness Program (TEPP). Twenty-three states™ have received approximately $30 millionin
training since 1988 to prepare for radioactive waste shipments to the WIPP near Carlsbad, New
Mexico. The TEPP has provided technical assistance and training to emergency respondersin 34
states™ in the past two years. In FY 2002, DOE provided $5.8 million for training to the states
along its major transportation corridors. DOE estimates that it has trained 16,200 responders
since FY1999.%°

Environmental Protection Agency”

Homeland Security Presidential Directive 7 (HPSD-7) affirmed EPA as the lead federal agency
for coordinating the protection of the nation’s critical infrastructure for the water sector. To carry
out its water sector responsibilities, EPA has established a Water Security Division within the
Office of Ground Water and Drinking Water. This division works with drinking water and
wastewater utilities, states, tribes, and other stakeholders to improve the security of these utilities
and improve their ability to respond to security threats and breaches. Among its responsibilities
and activities, the Water Security Division provides security and antiterrorism-related technical
assistance and training to the water sector.

5 Administered by the American Red Cross and funded through the Department of Defense.

'8 |nformation provided by (name redacted), Speciaist in Industrial Engineering and Infrastructure Policy,
Resources, Science, and Industry Division.

¥ Section 180(c) of the Nuclear Waste Policy Act, 42 U.S.C. 10101.

18AL, AZ, CA, CO, GA, ID, IL, IN, IA, KY, LA, MI, NE, NV, NM, OH, OR, SC, TN, TX, UT, WA, WY.

19AL, AR, AZ, CA, CT, DE, GA, ID, IL, IN, IA, KY, LA, MD, MI, MO, NE, NV, NJ, NM, NH, NY, NC, OH, OR,
PA, SC, TN, TX, UT, VA, WA, WV, WY.

2yu.s Department of Transportation, Office of National Transportation, Corrine Macaluso, “ Office of Civilian
Radi oactive Waste Management,” memorandum, Feb. 5, 2004.

2 Information provided by Linda Jo Schierow and (name redacted), Specialistsin Environmental Policy, Resources,
Science, and Industry Division.
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EPA's Water Security Division generally does not perform the training itself; it delivers training at
locations across the country through stakeholder organizations and other federal partners.? EPA
has sponsored training on a variety of security topics, including courses to help community water
systems prepare vulnerahility assessments and emergency response plans, as required by the
Bioterrorism Act (PL. 107-188).” EPA has entered into an interagency agreement with the Office
of Domestic Preparedness (ODP) within DHS, under which ODP has provided emergency
response training for medium and large drinking water utilities, first responders, and local €ected
officials.?* To assist smaller drinking water utilities not covered by the Bioterrorism Act, EPA has
provided funding to the National Rural Water Association to deliver security training.

EPA continues to support vulnerability assessment training for wastewater utilities. For example,
during 2005, vulnerability assessment and emergency responsetraining is being offered through
the Water Environment Federation to roughly 600 medium and small wastewater utilities. EPA
also is providing money to training centers that provide technical assistance to very small
wastewater utilities and is funding G& T to provide emergency response table-top exercise
training to large wastewater utilities. Other security-related training activities sponsored by the
Water Security Division have included train-the-trainer workshops, and training on emergency
responses to threats of intentional contamination of water supplies. During this year, the Water
Security Division plans to continue providing tools and technical assistanceto help utilities
address identified risks, aswdl as training on emergency response and best security practices.

Homeland Security Presidential Directives require federal agencies to provide full and prompt
cooperation, resources, and support, consistent with their responsibilities under law, to DHS in
the event of aterrorist threat or attack. EPA has responsibilities under the Comprehensive
Emergency Response, Compensation, and Liability Act (CERCLA, or Superfund) for responding
to substantial releases of hazardous chemicals when they affect inland (i.e., non-marine)
environments. The EPA Office of Superfund Remediation and Technology Innovation’s
Environmental Response Team responds to thousands of such releases annually. The
Environmental Response Training Program shares EPA's expertise in recognizing, evaluating, and
controlling releases of hazardous chemicals through four courses for federal employees and
contractors and for first responders at the state and local levels of government. A new coursein
air monitoring for emergency responders is soon to be offered. The other three courses predate the
terrorist acts of 2001, but they have been modified somewhat to incorporate information reevant
to terrorism. All four courses are offered at various locations within the 10 EPA Regions.

2 Organizations that provide security training include professional associations, such as the American Water Works
Association (AWWA), the Water Environment Federation (WEF), and the National Rurd Water Association
(NRWA). Congress has provided some grant funds to these organizations, through EPA, to support their water security
training activities.

Z Title IV of the Bioterrorism Act (42 U.S.C. 300i) amended the Safe Drinking Water Act to require each community
water system serving more than 3,300 individual sto conduct an assessment of the system’s vulnerability to terrorist
attacks or other intentional actsto disrupt the provision of a safe and reliable drinking water supply. These drinking
water systems must submit a copy of the assessment to EPA. The act also requires these systems to prepare emergency
response plans incorporating the results of the vulnerability assessments no later than six months after completing the
assessments. All utilities covered by the act were to have compl eted vul nerability assessments by June 30, 2004. The
last statutory deadline for systems to compl ete emergency response plans was December 31, 2004.

% Because most water and wastewater utilities are municipally owned, EPA has made an effort to involve locally
elected officialsin first responder training courses.
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Department of Health and Human Services®

Counter-terrorism training programs supported by the Department of Health and Human Services
(HHS) are aimed at a variety of public health and healthcare providers, individuals who provide
ancillary health services such as laboratory testing, and researchers who study health effects from,
or countermeasures to, biological, chemical and radiological agents. Training programs have a
variety of intended purposes, including assuring the ability to recognize and treat victims of
terrorist events, protecting workers and others from infection or contamination while careis
rendered, protecting and assuring the continuity of operation of critical healthcare assets,
maintaining e ectronic and other lines of communication during catastrophic events, assuring
competent laboratory services, and assuring the protection of certain assets such as radioactive
materials or biological organisms against misuse.

Each of the HHS agencies listed below has responsibility for funding and administering specific
training programs and assets. Rather than listing many specific courses and publications, the
following sections will instead focus on each agency’s role in supporting an infrastructure to
develop and déliver training. In some cases, federal, state and local agencies have funded course
development and delivery through academic institutions. In other cases, agencies have expanded
their training sites (including laboratories), bolstered their information technology infrastructure
for distance learning, and enhanced their training workforce. Some HHS training programs,
particularly those in the Office of the Secretary and the Centers for Disease Control and
Prevention (CDC), utilize DHS training assets such as the FEMA EMI and FLETC. In addition,
preparedness grants to states (from CDC and the Health Resources and Services Administration,
HRSA, discussed bdow) have, since FY 2005, carried the requirement that state training
programs comply with requirements of the National Incident Management System (NIMS).

Office of the Secretary (HHS)

The HHS Office of the Secretary, or its subordinate offices, trains and coordinates two cadres of
public health and medical workers involved in emergency preparedness and response; the
Commissioned Corps of the U.S. Public Health Service (USPHS) and the Medical Reserve
Corps. The USPHS Commissioned Corps is a uniformed—but not armed—service of the U.S.
government, headed by the Surgeon General and comprised of approximately 6,000 officers
representing a number of health professions.”® Corps officers are typically placed in various HHS
agencies or in state health departments, but can be deployed to respond to emergencies. The
Medical Reserve Corpsis a community-based network of emergency response volunteers, whose
training and other readiness activities are partly financed with federal funds.”

% |nformation provided by Sarah Lister, Specialist in Public Health and Epidemiology, Domestic Social
Palicy Division.
% See U.S. Public Health Service Commissioned Corps, at http://www.usphs.gov/.

%" U.S. Department of Health and Human Services (HHS), Medical Reserve Corps home page, a
http://www.medi calreservecorps.gov/HomePage.
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Centers for Disease Control and Prevention

CDC isthe HHS agency primarily responsible for the public health response to terrorism and
other emergencies. CDC supports a number of intramural and extramural public health training
programs,” including programs designed specifically for public health preparedness and
response.® CDC-funded training programs are developed and delivered in a variety of ways. The
agency is entirely responsible for some programs, while others are developed and delivered in
conjunction with state and local health departments and academic centers.

Examples of CDC training centers, networks, and projects for public health preparedness and
response include:

e Public Health Training Network, a nationwide distance learning network;

e National Laboratory Training Network, a nationwide training and continuing
education network for laboratory workers;

o Centersfor Public Health Preparedness, a network of 52 academic institutions
conducting preparedness research and training;

e Emergency and Risk Communication Training program, providing intramural
and extramural training in crisis communication;

e CDC date grants for public health emergency preparedness, which have required
annual training activities; and

e Public Health Law Program, which conducts applied research in public health
law and provides intramural and extramural consultation.

Health Resources and Services Administration

HRSA, through its Bureau of Health Professions, supports training and placement of healthcare
and public health workers in order to alleviate shortages and maldistributions of these workers.®
HRSA also administers the National Bioterrorism Hospital Preparedness Program, which
provides grants to states to prepare hospitals and healthcare systems for terrorism and other public
health emergencies. In their applications for funding, states must include proposals to provide
training for hospital and healthcare personne.® Finally, HRSA funds the Bioterrorism Training
and Curriculum Development Program of grants to academic institutions, to develop academic
and in-servicetraining for healthcare providers.

% See HHS, Centers for Disease Control and Prevention (CDC), Public Heath Training home page, at
http://www.cdc.gov/phtrain/index.html.

% See CDC Emergency Preparedness and Response, Training and Education home page, at http://www.bt.cdc.gov/
training/.

%0 See HHS, Health Resources and Services Administration (HRSA), Bureau of Hedth Professions, at
http://bhpr.hrsa.gov/.

% See HRSA, National Bioterrorism Hospital Preparedness Program, at http://www.hrsa.gov/bioterrorismy/.
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Food and Drug Administration

The Food and Drug Administration (FDA) assures the safety and efficacy of human drugs and
vaccines, medical devices, and animal drugs, and the safety of certain foods and cosmetics. FDA-
regulated products may become tainted intentionally through terrorist acts, or may be harmed by
the effects of natural disasters, such asloss of refrigeration. FDA provides no-cost training for its
own employees, and for state, local, and tribal regulatory personne, through its Office of
Regulatory Affairs, “ORA University.”* Relevant training courses for terrorism preparedness
include those geared toward implementation of new regulations for food and drug safety,
mandated in the Public Health Security and Bioterrorism Preparedness and Response Act of 2002,
PL. 107-188. Resources include Web-based and classroom instruction, video teleconferences, and
alibrary of training materials.

Substance Abuse and Mental Health Services Administration

The Substance Abuse and Mental Health Services Administration (SAMHSA) implements the
Crisis Counseling Training and Assistance Program (CCP), which funds mental health assistance
and training activities in presidentially declared disaster areas. CCP is authorized in the Raobert T.
Stafford Disaster Relief and Emergency Assistance Act and is administered by FEMA.®
SAMHSA also runs a Disaster Technical Assistance Center to assist state and territorial officials
in managing the mental health consequences of disasters, and provides a number of workshops,
print, Web and other resources to assist mental health and substance abuse professionalsin
responding to disasters.*

National Institutes of Health

The National Institutes of Health (NIH) provides training fellowships for graduate and post-
doctoral education in biomedical research, either in NIH facilities or in non-federal academic
institutions. Some of the research supported by NIH is targeted toward terrorism preparedness
and response, including the study of diseases caused by bioterrorism agents, and the devel opment
of new tests, drugs, and vaccines to diagnose and treat these diseases. Bioterrorism research
activities at NIH areled by the National Institute of Allergy and I nfectious Diseases (NIAID).*
Other NIH institutes, alone or in collaboration, also fund relevant research. Examples include
grants for disaster mental health research capacity, and informatics for disaster management.®

%2 See HHS, Food and Drug Administration (FDA), ORAU home page, at http://www.fda.gov/oraltraining/
course_ora.html.

3 See CRS Report RS22292, Hurricanes Katrina and Rita; Addressing the Victims Mental Health and Substance
Abuse Treatment Needs, by (name redacted).

% See HHS, Substance Abuse and Mental Health Services Administration (SAMHSA), “ SAMHSA' s One-Stop Shop
for Katrinaand Rita Resources,” at http://www.samhsa.gov/hurri cane/defaul t.aspx.

% See HHS, National Institutes of Health (NIH), National Institute of Allergy and Infectious Diseases, Biodefense
Research home page, at http://www2.niaid.nih.gov/biodefense/.

% See NIH, Office for Extramura Research home page, at http://grants.nih.gov/grants/oer.htm.
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Agency for Healthcare Research and Quality

The Agency for Healthcare Research and Quality (AHRQ) devel ops and disseminates evidence-
based information and guidance to healthcare and public health providers in planning for and
responding to bioterrorism.*” AHRQ programs and products include:

e Online and Web conferences and training modules on bioterrorism;
e Preparedness assessment tools, including disaster drills; and

e Computer simulation models for response planning.

Department of Justice®

The Department of Justice (DOJ) enforces the law to help ensure public safety against foreign
and domestic terrorist threats, by conducting federal investigations and prosecutions of persons
suspected of unlawful activities. DOJ also sponsors and provides assistance to state and local law
enforcement agencies. Listed below are several of these programs.® While some of these
programs are not directly related to counter-terrorism, they are listed because they may convey
the knowledge and skills to law enforcement personnel that could advance investigations of
terrorist activities and responses to terrorist incidents. Among the programs are those related to
special weapons and tactics, criminal intelligence, money laundering, computer crime, and crisis
response and management. Some programs are provided directly by DOJ entities—the Federal
Bureau of Investigation; the Bureau of Alcohol, Tobacco, Firearms and Explosives; and the
National White Collar Crime Center. Others are sponsored by DOJ, through the Bureau of Justice
Assistance, and provided by nonprofit law enforcement organizations.” DOJ training includes:

e Stateand Local Anti-Terrorism Training;

¢ WMD Hazardous Material Evidence Collection;

e Crisis Management;

e Crisis Negotiation;

e Law Enforcement Responseto Terrorism;

e Multi-Agency Incident Management for Law Enforcement and Fire Service;
e Tactics, Techniques, and Procedures for Terrorists;

e Terrorism and Explosive Seminars,

e Criminal Inteligence Systems,

e Foundations of Intelligence Analysis;

37 See HHS, Agency for Healthcare Research and Quality, “Bioterrorism Planning and Response” at
http://www.ahrg.gov/browse/bioterbr.htm.

% Information provided by William Krouse, Analyst in Social Legislation, Domestic Social Policy Division.

% Short descriptions of these programs and courses are available on a Web-accessible “law enforcement training
database” and search engine maintained by the Bureau of Justice Assistance. See http://bjatrai ning.aspensys.com.

“O The nonprofit law enforcement organi zations include the Institute for Intergovernmental Research, the International
Association of Chiefs of Palice, the Oklahoma Regiona Community Policing Institute, and SEARCH (a multi-state
consortium dedicated to improving criminal justice record systems).
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e White Collar Crime and Terrorism;
e Cyber and Computer Crime; and
e Basic LAN and Advanced Internet Investigations.

Department of Transportation

Rail and bus transit systems areidentified as critical infrastructure because they provide
transportation for many Americans in densely populated urban areas and serve key economic,
financial, and governmental centers of the nation. They move over 14 million passengers daily,
and in one month they transport more passengers than U.S. airlines movein a year. Since these
systems are operated in an open environment, they are high-risk, high-consequence targets for
terrorists. Rail transit subways travel under key government buildings, business centers, and
harbors.** Rail and bus transit systems travel along fixed routes with frequent scheduled stops,
and aviation-type passenger screening procedures may not be practical because of the large
volume of daily passengers.

Federal Transit Administration

Within the Department of Transportation, the Federal Transit Administration (FTA) is responsible
for providing counter-terrorism and homeland security training to transit system personnel. FTA
provides security guidance to transit system operators, and it has instituted a five-point security
initiative to assist transit systems in preparing for and responding to terrorist attacks. In addition
to training, FTA provides assistance to transit system agencies with on-site readiness assessments,
technical assistance, regional forums for emergency responders, and grants for terrorism drills.”

FTA is also working with the transit industry to identify critical, high-risk assets and operations
and to develop security strategies for these critical assets. The strategies will address training,
technical assistance, sharing best practices, and testing new security technology.” FTA's counter-
terrorism training courses are available to transit system administrators, operators, managers, and
emergency responders.

Issues

The primary stakeholders in responding to terrorist attacks, and thus the recipients of counter-
terrorismtraining, arefederal, state, and local governments; private and public medical systems;
and critical infrastructure administrators. In the evolution of counter-terrorism training, a number
of issues have arisen, among which are possible duplication of training programs, allocation of
DHS training funding, prioritizing attendance, potential redundancy, and consolidation of DHS
training programs. These issues and paossible oversight approaches available to Congress are
discussed below. CRS takes no position with respect to any of the possible approaches listed.

“1 U.S. Department of Transportation, Federal Transit Administration, “ Safety and Security: FTA Transit Security,”
available at http://trandit-safety.vol pe.dot.gov/Security/Default.asp, visited Nov. 18, 2004.

“bid.
“ bid.
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Duplication of Counter-Terrorism Training

Because of the rapid evolution of counter-terrorism training programs offered by different federal
departments and agencies, there may be a duplication of certain types of training provided to
federa, state, and local government personnel, emergency responders, and critical infrastructure
facility personnel. For example, DHS, HHS, and EPA all offer training related to responding to
hazardous material incidents.

It is possiblethat training provided by DHS, DOD, DQOJ, DOT, EPA, and HHS to first responders
is not coordinated, and that a federal effort should be made to ensure these federal entities provide
coordinated, non-duplicative training. Possible oversight approaches could include:

Status Quo

Congress might decide that federal counter-terrorism training programs for federal, state, and
local emergency responders do not warrant congressional oversight at this time. Arguably, this
option could leave Congress with limited systematic information about the extent of any
duplication and the potential need for interagency coordination of training.

Government Accountability Office (GAO) Evaluation of Programs

Congress could ask GAO to undertake an evaluation of all federal counter-terrorism training
programs. GAO could be asked to review individual courses, training curricula, training
audiences, and training facilities. After conducting a review of these courses, GAO might be able
to identify any duplication of training and possible alternatives for consolidating or coordinating
this training. This option would require Congress to work with GAO to set a mutually acceptable
scope and time for the evaluation.

Interagency Task Force

Congress might direct, through statutory and conference language, the federal departments and
agencies that provide counter-terrorism training to establish an interagency task forceto review
their counter-terrorism programs. Because of the lead role DHS provides in counter-terrorism
training, Congress could consider directing DHS to chair the task force. Once the training has
been reviewed, the task force could be directed to coordinate and consolidate the training as
necessary. This option, however, could result in “turf” disputes and federal departments and
agencies attempting to protect training programs and the funding associated with them.

Allocation of Counter-Terrorism Training Funding and Prioritizing Attendance

State and local governments receive counter-terrorism training funding through the DHS
Homeland Security Grant Program (HSGP).* Two sub-grants within HSGP, the State Homeland
Security Grant Program (SHSGP) and the Urban Area Security Initiative (UASI), provide funds
to be used for counter-terrorism and homeland security training of first responders, state and local
government personnel, and emergency managers.

“ For more information on DHS s Homeland Security Grant Program, see CRS Report RL32696, Fiscal Year 2005
(continued...)
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The allocation method for FY 2006 DHS grants differs from that of earlier years. In FY 2003 and
FY 2004, Congress required DHS to allocate 0.75%" of total appropriations for SHSGP and
LETPP® to each state, with the remainder of total appropriations to be allocated at the discretion
of DHS.* DHS chose to use the state’s population percentage of the national population as the
basis for this secondary distribution and to distribute a base amount of 0.25% to U.S. insular
areas. Congress required DHS to allocate FY 2005 SHSGP and LETPP grants in the same manner
asin FY2004.%

DHS is also changing the distribution method for UASI in FY2006. In FY 2003-FY 2005, UASI
discretionary allocations were distributed using credible threat, presence of critical infrastructure,
vulnerability, population, population density, law enforcement investigative and enforcement
activity, and the existence of formal mutual aid agreements as funding formula factors.® In

FY 2006, DHS intends to allocate UASI funding using arisk- and needs-based formula. DHS also
intends to group major jurisdictions into single urban areas, requiring grouped jurisdictions to
determine allocations within the urban areas. Eleven urban areas that received UASI funding in
FY 2005 are not eigibleto apply for funding for new homeland security projects, but they may
apply for sustainment funding to complete homeland security projects begun in previous years.
Finally, DHS intends to authorize urban areas to apply for funding for homeland security projects
that have dual-use (for terrorist incidents or natural disasters) capabilities, such as evacuations
and search and rescue teams.™

Critics of the present funding distribution method, including some Members of Congress and the
National Commission on Terrorist Attacks Upon the United States, have stated that the funding
distribution methods used to provide federal homeland security assistance to states and localities
areinadequate and unfair.*

Theissue of allocation of DHS counter-terrorism training funding is part of alarger issue: the
distribution of federal homeland security funding to states and localities.* The all ocation of
counter-terrorism training funding, however, presents some policy questions that can be
addressed separately from the issue of federal homeland security assistance distribution.

(...continued)

Homeland Security Grant Program: Sate Allocations and Issues for Congressional Oversight, by (name redacted).
% p L. 107-56 (USA PATRIOT Act), Sec. 1014.

“ For information on FY 2006 appropriations for SHSGP and LETPP, see CRS Report RS22050, FY2006
Appropriations for Sate and Local Homeland Security, by (name redacted).

“P.L.108-7,P.L. 108-11, and P.L. 108-90.

“Pp.L.108-334, Titlelll.

49 U.S. Department of Homeland Security, Office for Domestic Preparedness, Fiscal Year 2005 Homeland Security
Grant Program: Program Guidelines and Application Kit (Washington: Nov. 2004), p. 1.

% U.S. Department of Homeland Security, Homeland Security Secretary Michagl Chertoff, press conference, Jan. 3,
2006, available at http://homeland.cg.com, visited Jan. 4, 2006. The term “dual-use” refers to homeland security
projects or activities that are primarily for terrorism response but could be used in the event of a natura or technica
disaster, whereas the term “al-hazards’ refersto a project or activity that is not primarily for terrorism or disasters.

51 U.S. Congress, House of Representatives, Democratic Members of the House Sdlect Committee on Homeland
Security, America at Risk: The Sate of Homeland Security, Initial Findings, 108" Cong., 2™ sess., Jan. 13, 2004. See
also National Commission on Terrorist Attacks Upon the United States, The 9/11 Commission Report (Washington:
GPO, July 22, 2004), p. 396.

52 For more discussion of DHS s distribution of federal homeland security assistance to states and localities, see CRS
Report RL32696, Fiscal Year 2005 Homeland Security Grant Program: Sate Allocations and Issues for Congressional
(continued...)
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It could be argued that every state should receive a minimum amount of homeland security
funding, but that not every state and locality can receive priority in counter-terrorism training.
Terrorism intelligence may identify one state or locality at a greater risk of attacks, whereas other
locations may not be at the same risk. Some states and localities may have a greater risk of
terrorist attacks due to their population density or critical infrastructure. Additionally, it could be
argued that a state or locality should not receive training funding that would allow first
responders, government officials, and emergency managers to attend counter-terrorism training
that would not enhance their preparedness, because the state or locality does not face aterrorist
threat, have critical infrastructure, or possess threat-specific counter-terrorism equipment.

These arguments, however, may not address the need for basdine counter-terrorism training. It
could be argued that every state should receive the same training, due to the unpredictable nature
of terrorism. Some may argue that neither the absence of critical infrastructure nor reatively low
population density protects a state or locality from terrorist attacks. From that perspective, every
state and locality can be seen as needing some, if not an equal amount, of counter-terrorism
training. Possible approaches include:

Status Quo

Congress could determine that the present amount of training and funding that states and
localities receive is adequate. In support of this position, it might be argued that the current
alocation of training funding and priority of training is necessary to ensure that every state and
locality is provided a basdine amount of counter-terrorism training. This option, however, does
not address the argument that some states and localities are at a greater risk of terrorist attacks
and may need more training or funding than those states or localities at alesser risk.

Establishing Training Attendance Priority

If Congress wereto decide that the present counter-terrorism training provided by DHS is not
fully meeting the needs of states and localities at a greater risk of terrorist attacks, it could direct
DHS, specifically G& T, through statutory or conference language, to establish a priority
attendance list of states and localities. This list could givetraining priority to states and localities
that are determined to be at a greater risk of or vulnerability to terrorist attacks. G& T, with access
to intelligence concerning the national terrorist threat, might be designated to determine which
states and localities appear to have a greater need for training. This option, however, might result
in some states or |ocalities receiving reduced training due to the limited space in and availability
of thetraining programs; and it could be argued that this would not ensure adequate security for
some states and localities.

Increasing Funding for Specific States or Localities

Congress could direct G& T to increase funding to specific states or localities based on terrorist
threat information. Since Congress, through the USA PATRIOT Act, directed only that a

minimum of 0.75% of total appropriations be allocated to states for homeland security, it could
through statutory or conference language require G& T to provide additional funding to specific

(...continued)
Oversight, by (name redacted).
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states and localities for counter-terrorism training. This option could increase preparedness of
states and localities at greater risk of terrorist attacks as determined by threat information. This
option, however, would require G& T to coordinate terrorist threat information with its allocation
of SHSGP funding, which it presently does not do. Supporters of this position would be likely to
arguethat since G& T coordinates terrorist threat information with its allocation of UASI funding,
it could do this for SHSGP allocations.

Possible Redundancy and Consolidation of Department of Homeland
Security Training

Within DHS, G&T and the Federal Emergency Management Agency (FEMA) administer training
programs at the state and local levels, and at national training institutes. At the national level,
FEMA administers the Emergency Management Institute (EMI1) and the National Fire Academy
(NFA). G&T does not directly administer any training institute; however, it provides guidance
and funding to training institutes that are part of the National Domestic Preparedness Consortium
(NDPC), described earlier in this report.

Some training programs offered by EMI and NFA have similar subject matter in training provided
by NDPC training ingtitutes, such asincident management, homeland security planning,
hazardous material incident response, emergency operations, and WMD response. Because of a
the possible similarity of these training programs for state and local first responders, it could be
argued that there is a need to consolidate or coordinate training offered by these two separate
DHS agencies.

FEMA'sfirefighting training provided by the NFA, however, focuses primarily on the needs of
local fire departments, whereas NDPC provides sometraining primarily focusing on law
enforcement. Some of the training that is tailored to a specific profession such as law enforcement
or firefighting would not seem to be redundant. Basic or introductory training such as incident
management or WMD response, however, may not be specifically tailored for a single profession
or type of first responder. This possible redundancy of training and the potential consolidation of
training may be policy questions that Congress may choose to address through oversight of
DHS'srolein providing assistance to states and localities. Possible approaches include:

Status Quo

If Congress wereto determine that there was no redundancy or a need to consolidate DHS
training programs, it could allow DHS to continue to provide first responder training through two
separate agencies. Thiswould allow emergency managers, law enforcement personnel,
firefighters, and emergency medical personnel to apply for and receive training from the two
agencies and the training institutes they administer. This option, however, appearsto leave
unresolved the claims of possible redundancy of training or the possibility that these training
programs are not coordinated.

Government Accountability Office (GAO) Evaluation of Programs

Congress could ask GAO to undertake an evaluation of DHS counter-terrorism training programs.
The evaluation could review ODP and FEMA training curricula, individual courses, intended and
actual trainees, and training facilities. After conducting areview of these courses, GAO might be
ableto identify any duplication of training and possible options for consolidating or coordinating
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this training. This option would give the committee additional tools for oversight of these
programs. H.R. 1544 (asreported), Section 6, proposes this evaluation. This option, however,
would require the committee to work with GAO to set a mutually acceptable scope and time
for the study.

Coordination of Department of Homeland Security Training

If Congress wereto find undesirable redundancy in training programs, it could direct DHS to be
more attentive to coordinating the counter-terrorism training programs administered by G& T and
FEMA. DHS could possibly establish a board to review the G& T and FEMA training programs,
and to recommend coordination or other steps to reduce duplication.

Consolidation of Department of Homeland Security Training

If Congress wereto determinethat there is a need to consolidate DHS training programs, it could
direct DHS, through statutory or conference language, to conduct areview of itstraining
programs and develop a plan to consolidate its training. This consolidation might involvethe
removal of similar programs provided by G& T and FEMA to ensure there is no redundancy. If
Congress did not consider this consolidation adequate to ensure against redundant or
uncoordinated DHS training, it could also direct DHS to consolidate all counter-terrorism training
under one agency. G& T might be directed to assume the responsibility of administering not only
itstraining, but also thetraining FEM A provides first responders through EMI and NFA. Some
would arguethisisalogical choicesince G&T is responsible for administering the funding to
states and localities that assist them in receiving this training. This option, however, might be seen
as impractical dueto the specific training EMI provides state and |ocal emergency managers that
is specific to natural disasters, and the specific training NFA provides firefighters. FEMA
historically has administered training programs for emergency managers and firefighters, whereas
G&T has administered law enforcement focused training.

CRS Contacts

For further information about federal departments and agencies that provide counter-terrorism
training, please contact the following CRS analysts:

e Department of Homeland Security—(name redacted), 7-....;
e Department of Defense—(name redacted), 7-....;
e Department of Energy—(name redacted), 7-....;

e Environmental Protection Agency—Linda Jo Schierow, 7-...., and (name
redacted), 7-....;

e Department of Health and Human Services—Sarah Lister, 7-....;
e Department of Justice—(name redacted), 7-....; and

e Department of Transportation—Paul Rothberg, 7-.....
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