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Summary

Fivefederal statutes authorize intelligence officialsto request certain business
record informationin connection with national security investigations. Theauthority
to issue these national security letters (NSLs) is comparable to the authority to issue
administrative subpoenas. The USA PATRIOT Act expanded the authority under
four of the NSL statutes and created the fifth. Thereafter, the authority has been
reported to have been widely used. Prospects of its continued use dimmed, however,
after two lower federal courts held the lack of judicia review and the absolute
confidentiality requirementsin oneof the statutesrendered it constitutionally suspect.

The USA PATRIOT Improvement and Reauthorization Act (H.R. 3199), P.L.
109-177, and its companion P.L. 109-178, amended the five NSL sections to
expressly provide for judicia review of both the NSLs and the confidentiality
requirementsthat attend them. The sectionshaveal so been madeexplicitly judicially
enforceabl e and sanctions recognized for failure to comply with an NSL request or
to breach NSL confidentiality requirements with the intent to obstruct justice. The
use of the authority has been made subject to greater Congressional oversight.
Following amendment, an appel late court dismissed one of the earlier cases as moot
and remanded the second for reconsideration in light of the amendments. On
remand, the lower court again found the procedure contrary to the demands of the
First Amendment and thistime contrary to the principles of separation of powers as
well.

A report by the Department of Justice’ s Inspector General (IG) found that inits
pre-amendment use of expanded USA PATRIOT Act authority the FBI had “used
NSLs in violation of applicable NSL statutes, Attorney General Guidelines, and
interna FBI policies,” but that no criminal laws had been broken. A year later, a
second 1G report confirmed the findings of the first, and noted the corrective
measures taken in response.

The text of the five provisions — section 1114(a)(5) of the Right to Financial
Privacy Act (12 U.S.C. 3414(8)(5)); sections 626 and 627 of the Fair Credit
Reporting Act (15 U.S.C. 1681u, 1681v); section 2709 of title 18 of the United
States Code; and section 802 of the National Security Act (50 U.S.C. 436) — intheir
amended form have been appended.

Thisreport isavailable abridged — without footnotes, appendices, and most of
the citations to authority — as CRS Report RS22406, National Security Lettersin
Foreign Intelligence Investigations: A Glimpse of the Legal Background and Recent
Amendments, by Charles Doyle.



Contents

INtrOdUCLION . . ..o 1
Background . ......... .. 2
Pre-amendment Judicial Action .. .......... ... ... ... .. 8
NSL Amendmentsinthe 109" Congress . . ...........covvennnn.. 9
Post-Amendment NSL Attributes . ............ .. oo, 10
Addressees and Certifying Officials .......................... 10
Purpose, Standards, InformationCovered ...................... 11
Confidentiality . ..... ...t 12
Judicial Review and Enforcement ................. ... ... ..... 13
DISSeminalion .. .......oo.ii e e 13
Liability, Feesand Oversight . ............ ..., 14
Post-Amendment Judicial Action ............ .. .. .. . ... 16
Inspector General’SREPOIS . . ... ..ot 17
IGREPOM | .. 17
EXigent Letters .. ... 18
IGReEPOrt Il .. 19
APPENAIX . 21
12U S C. 3404 . 21
1B U.SC. 2700 . .ot 23
IS5 U.SC 188V, ottt 25
ISU.SC A88LU. ottt 26
BOU. S C. 436, . ot 30
1B U.SC. 1500 . .ottt 32
P.L.109-177, SEC. 118 ... ittt 32
PL.109- 177, S6C. 119 ... i 33

18 U. S C 350 . 35



National Security Letters in Foreign
Intelligence Investigations: Legal
Background and Recent Amendments

Introduction

Five statutory provisions vest government agencies responsible for certain
foreign intelligence investigations (principally the Federal Bureau of Investigation
(FBI)) with authority to issue written commands comparable to administrative
subpoenas.! A National Security Letter (NSL) seeks customer and consumer
transaction information in national security investigations from communications
providers, financial institutions and credit agencies. Section 505 of the USA
PATRIOT Act expanded the circumstances under which an NSL could be used.?
Subsequent press accounts suggested that their use had become wide-spread.* Two
lower federal courts, however, found the uncertainties, practices and policies
associated with the use of NSL authority contrary to the First Amendment right of
freedom of speech, and thus brought into question the extent to which NSL authority
could beused inthefuture.* The USA PATRIOT Improvement and Reauthorization

1 18 U.S.C. 2709; 12 U.S.C. 3414; 15 U.S.C. 1681v; 15 U.S.C. 1681u; 50 U.S.C. 436; the
text of each is appended.

Federal administrative subpoenaauthority isdiscussed in U.S. Department of Justice,
Office of Legal Policy, Report to Congress on the Use of Administrative Subpoena
Authorities by Executive Branch Agencies and Entities [2002], available on March 6, 2006
at [http://www.usdoj.gov/olp/intro.pdf]; see aso CRS Report RL33321, Administrative
Subpoenas in Criminal Investigations: A Brief Legal Analysis, abridged as CRS Report
RS22407, Administrative Subpoenasin Criminal Investigations. A Sketch, both by Charles
Doyle.

2 pL.107-56, 115 Stat. 365 (2001).

® From calendar year 2003 through 2005, the FBI issued approximately 44,000 NSLs
containing 143,074 requests. Inoneinvestigation, itissued 9 NSL s requesting information
relating to 11,000 telephone numbers. U.S. Department of Justice, Office of the Inspector
General, AReview of the Federal Bureau of I nvestigation’ sUse of National Security Letters
(IG Report 1) a xviii-xix (March 2007), available on Mar. 25, 2008 at
[http://www.usdoj.gov/oig/special/sO703b/final .pdf]. Itissued another 49, 425 requestsin
2006 for atotal 192,499 requests over the four year period from 2003 through 2006, U.S.
Department of Justice, Office of the Inspector General, A Review of the Federal Bureau of
Investigation’ s Use of National Security Letters(IG Report I1) at 9 (March 2008), available
on Mar. 25, 2008 at [http://www.usdoj .gov/oig/special/s0803b/final .pdf].

* Doe V. Ashcroft, 334 F.Supp.2d 471, 526-27 (S.D.N.Y . 2004)(“the Court concludes that
the compulsory, secret, and unreviewabl e production of information required by the FBI’ s
application of 18 U.S.C. 2709 violates the Fourth Amendment and that the non-disclosure
provision of 18 U.S.C. 2709(c) violates the First Amendment”); Doe v. Gonzales, 386
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Act,® and P.L. 109-178 (S. 2271) amended the NSL statutes and related law to
address some of the concernsraised by criticsand the courts.® Asaconsequence, the
Second Circuit dismissed one of the lower court cases as moot and remanded the
other for reconsiderationin light of theamendments.” Onreconsideration, thedistrict
court opinion continued to be troubled by the First Amendment implications of the
nondisclosurefeatures of 18 U.S.C. 2709, even asamended.® The opinionisnow on

appeal .’
Background

The ancestor of thefirst NSL letter provision isastatutory exception to privacy
protections afforded by the Right to Financial Privacy Act (RFPA).™ Itshistory is
not particularly instructive and consists primarily of a determination that the
exception in its original form should not be too broadly construed.** But the
exception wasjust that, an exception. It wasneither an affirmative grant of authority
to request information nor a command to financia ingtitutions to provided
information when asked. It removed the restrictions on the release of customer
information imposed on financial institutions by the Right to Financial Privacy Act,
but it left them free to decline to comply when asked to do so.

[1]n certain significant instances, financial institutions [had] declined to
grant the FBI access to financial records in response to requests under Section

F.Supp.2d 66, 78-82 (D.Conn. 2005)(the court did not reach the Fourth Amendment issue).
Justice Ginsburg declined to lift the stay of Connecticut court’ sinjunction pending appeal
in the Second Circuit, 126 S.Ct. 1 (2005).

5 P.L.109-177 (H.R. 3199), 120 Stat. 192 (2006).

6

The appended statutes note the amendments and additions.
" Doev. Gonzalez, 449 F.3d 415 (2d Cir. 2006).
8 Doev. Gonzalez, 500 F.Supp.2d 379 (S.D.N.Y. 2007).

® “Groups Urge Court to End Use of National Security Letters,” CongressDaily (Mar. 20,
2008).

10 Section 1114, P.L.95-630, 92 Stat. 3706 (1978); now codified at 12 U.S.C. 3414(a)(1)
(A), (B): “Nothing in this chapter (except sections 3415, 3417, 3418, and 3421 of thistitle)
shall apply to the production and disclosure of financial records pursuant to requests from
— (A) aGovernment authority authorized to conduct foreign counter- or foreign positive-
intelligence activitiesfor purposes of conducting such activities; [or] (B) the Secret Service
for the purpose of conducting its protective functions (18 U.S.C. 3056; 3U.S.C. 202, P. L.
90-331, as amended).”

1 “Section 1114 provides for special procedures in the case of foreign intelligence....

though the committee believes that some privacy protections may well be necessary for
financial records sought during a foreign intelligence investigation, there are special
problemsin this area which make consideration of such protectionsin other congressional
forums more appropriate. Nevertheless, the committee intends that this exemption be used
only for legitimateforeignintelligenceinvestigations: investigations proceeding only under
the rubric of “national security” do not qualify. Rather this exception is available only to
those U.S. Government officials specifically authorized to investigate the intelligence
operations of foreign governments,” H.Rept. 95-1383, at 55 (1978).
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1114(a). The FBI informed the Committee that the problem occurs particularly
in States which have State constitutional privacy protection provisions or State
banking privacy laws. Inthose States, financial institutions decline to grant the
FBI access because State law prohibits them from granting such access and the
RFPA, sinceit permits but does not mandate such access, does not override State
law. In such a situation, the concerned financial institutions which might
otherwise desire to grant the FBI access to a customer’s record will not do so,
because State law does not allow such cooperation, and cooperation might
expose them to liability to the customer whose records the FBI sought access.
H.Rept. 99-690, at 15-6 (1986).

Congress responded with passage of the first NSL statute as an amendment to
the Right to Financia Privacy Act, affirmatively giving the FBI access to financial
institution records in certain foreign intelligence cases.® At the same time in the
Electronic Communications Privacy Act, it afforded the FBI comparable access to
the telephone company and other communications service provider customer
information.”® Together the two NSL provisions afforded the FBI access to
communications and financial business records under limited circumstances —
customer and customer transaction information held by telephone carriers and banks
pertaining to aforeign power or its agents relevant to aforeign counter-intelligence
investigation.*

Both the communications provider section and the Right to Financia Privacy
Act section contained nondisclosure provisions™ and limitations on further
dissemination except pursuant of guidelines promulgated by the Attorney General .*®
Neither had an express enforcement mechanism nor identified penalties for failure
to comply with either the NSL or the nondisclosure instruction.

Inthemid-90’s, Congressadded two more NSL provisions— one permitsNSL
usein connection with the investigation of government employee leaks of classified
information under the National Security Act;*’ and the other grantsthe FBI accessto
credit agency records pursuant tothe Fair Credit Reporting Act, under muchthesame
conditions as apply to the records of financial institutions.®®* The FBI asked for the

12 p|.99-569, §404, 100 Stat. 3197 (1986); 12 U.S.C. 3414(a)(5)(A)(1988 ed.).

13 18 U.S.C. 2709 (1988 ed.); see also, S.Rept. 99-541, at 43 (1986)(“ This provision is
substantially the same as language recently reported by the Intelligence Committee as
section 503 of the Intelligence Authorization Act for Fiscal Year 1987, [P.L. 99-569]").

1418 U.S.C. 2709 (1988 ed.); 12 U.S.C. 3414(a)(5)(A).

518 U.S.C. 2709(c)(“No wire or electronic communication service provider, or officer,
employee, or agent thereof, shall disclose to any person that the Federal Bureau of
Investigation has sought or obtained access to information or records under this section”);
seealso, 12 U.S.C. 3414(a)(5)(D). Notethat unlike section 3486, the prohibition isneither
temporary nor judicially supervised.

1618 U.S.C. 2709(d)(1988 ed.); 12 U.S.C. 3414(a)(5)(B)(1988 ed.).
17 50 U.S.C. 436.
18 15U.S.C. 1681u.
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Fair Credit Reporting Act amendment as athreshold mechanism to enableit to make
more effective use of its bank record access authority:

FBI's right of access under the Right of Financial Privacy Act cannot be
effectively used, however, until the FBI discovers which financial institutions are
being utilized by the subject of acounterintelligence investigation. Consumer reports
maintained by credit bureaus are a ready source of such information, but, although
such report[s] are readily available to the private sector, they are not available to FBI
counterintelligence investigators....

FBI has made a specific showing ... that the effort to identify financial
institutionsin order to make use of FBI authority under the Right to Financial Privacy
Act can not only be time-consuming and resource-intensive, but can also require the
use of investigative techniques— such asphysical and electronic surveillance, review
of mail covers, and canvassing of all banksin an area— that would appear to be more
intrusive than the review of credit reports. H.Rep.No. 104-427, at 36 (1996).%

The National Security Act NSL provision authorized access to credit and
financial institution records of federal employeeswith security clearanceswho were
required to give their consent as a condition for clearance.®® Passed in the wake of
the Ames espionage case, it is limited to investigations of classified information
leaks. Asnoted at the time, “The Committee believes section 801 will serve as a
deterrent to espionage for financial gain without burdening investigative agencies
with unproductive recordkeeping or subjecting employees to new reporting
reguirements.... The Committee recognizes that consumer credit records have been
notoriously inaccurate, and expectsthat information obtai ned pursuant to thissection
alone will not be the basis of an action or decision adverse to the interest of the
employeeinvolved.”#

BoththeFair Credit Reporting Act section and theNational Security Act section
contain dissemination restrictions;”? as well as safe harbor (immunity),® and
nondisclosure provisions.?* Neither has an explicit penalty for improper disclosure
of therequest, but the Fair Credit Reporting Act section expressly authorizesjudicial
enforcement.®

The USA PATRIOT Act amended three of the four existing NSL statutes and
added afifth. In each of the three NSL statutes available exclusively to the FBI —
the Electronic Communications Privacy Act section (18 U.S.C. 2709), the Right to

¥ The Senate Intelligence Committee had made similar observationsin a prior Congress
when considering legislation that ultimately became the National Security Amendment,
S.Rep.No. 103-256, at 17-22 (1994).

2 50 U.S.C. 456 (1994 ed.).

2 Y Rep.No. 103-541 at 53-4 (1994).

2 151.S.C. 1681u(f), 50 U.S.C. 436(€).
2 15U.S.C. 1681u(k), 50 U.S.C. 436(C).
2 15U.S.C. 1681u(d); 50 U.S.C. 436(h).
2% 15U.S.C. 1681u(c).
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Financial Privacy Act section (12 U.S.C. 3414(a)(5)), and the Fair Credit Reporting
Act section (15 U.S.C. 1681u) — Section 505 of the USA PATRIOT Act:

e expanded FBI issuing authority beyond FBI headquarter officialsto
include the heads of the FBI field offices (i.e., Special Agentsin
Charge (SAC));

e eliminated the requirement that the record information sought
pertain to aforeign power or the agent of aforeign power;

e required instead that the NSL request be relevant to aninvestigation
to protect against international terrorism or foreign spying;

e added the caveat that no such investigation of an American can be
predicated exclusively of First Amendment protected activities.®

Theamendmentsallowed NSL authority to be employed more quickly (without
the delays associated with prior approval from FBI headquarters) and more widely
(without requiring that the information pertain to aforeign power or its agents).?’

Subsection 358(g) of the USA PATRIOT Act amended the Fair Credit
Reporting Act to add afifth and final NSL section; the provision had one particularly

% Pp.L. 107-56, 8505, 115 Stat. 365-66 (2001).

2 “The information acquired through NSLs is extremely valuable to national security
investigations.... Unfortunately, however, NSLs were of limited utility prior to the
PATRIOT Act. Whilerecordsheld by third partiesmay generally be subpoenaed by agrand
jury in a criminal investigation so long as those records are relevant, the standard for
obtaining such records through an NSL was much higher before October of 2001.

“The FBI had to have specific and articulable facts that the information requested
pertained to a foreign power or an agent of a foreign power. This requirement often
prohibited the FBI from using NSLs to develop evidence at the early stage of an
investigation, which is precisely when they are the most useful.

“The prior standard, Mr. Chairman, put the cart before the horse. Agents trying to
determine whether or not there were specific and articulable facts that a certain individual
was aterrorist or spy were precluded from using an NSL in thisinquiry because, in order
to use an NSL, they first had to be in possession of such facts.

“Suppose, for example, investigators were tracking a known al-Qaeda operative and
saw him having lunch with three individuals. A responsible agent would want to conduct
apreliminary investigation of thoseindividual sand find out, among other things, withwhom
they had recently been in communication.

“Before the passage of the PATRIOT Act, however, the FBI could not have issued an
NSL to obtain such information. While investigators could have demonstrated that this
information was relevant to an ongoing terrorism investigation, they could not have
demonstrated sufficient specific, and articulable facts that the individual sin question were
agents of a foreign power,” Material Witness Provisions of the Criminal Code, and the
Implementation of the USA PATRIOT Act: Section 505 That Addresses National Security
Letters, and Section 804 That Addresses Jurisdiction Over Crimes Committed at U.S
Facilities Abroad: Hearing Before the Subcomm. on Crime, Terrorism, and Homeland
Security of the House Comm. on the Judiciary, 109" Cong., 1% sess. at 9-10 (testimony of
Counselor Matthew Berry, Office of Legal Policy, U.S. Department of Justice).
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noteworthy feature, it was available not merely to the FBI but to any government
agency investigating or analyzing international terrorism:

Notwithstanding section 1681b of this title or any other provision of this
subchapter, a consumer reporting agency shall furnish a consumer report of a
consumer and all other information in aconsumer’ sfileto agovernment agency
authorized to conduct investigations of, or intelligence or counterintelligence
activities or analysis related to, international terrorism when presented with a
written certification by such government agency that such information is
necessary for the agency’s conduct or such investigation, activity or analysis.®

Although the subsection’s legislative history treats it as a matter of first
impression,® Congress obvious intent was to provide other agencies with the
national security letter authority comparableto that enjoyed by the FBI under the Fair
Credit Reporting Act. The new section had a nondisclosure and a safe harbor
subsection, 15 U.S.C. 1681v(c), (e), but no express means of judicial enforcement
or penalties for improper disclosure of arequest under the section.

In the 108" Congress, the scope of the Right to Financial Privacy Act NSL was
enlarged by defining the financial institutions subject to the authority to include not
only banks and credit unions but also car dedlers, jewelers, and rea estate agents,
among others.* Thesame Congresssaw anumber of proposal sintroduced to exempt

% p|.107-56, §358(g), 115 Stat. 327 (2001).

% E.g., H.Rept. 107-250, at 60-1 (“this section facilitates government accessto information
contained in suspected terrorists’ credit reports when the government inquiry relates to an
investigation, of or intelligence activity or analysis relating to, domestic or international
terrorism. Even though private entities such as lender and insurers can access an
individual’ s credit history, the government is strictly limited inits ability under current law
toobtaintheinformation. Thissectionwould permit thoseinvestigating suspected terrorists
prompt accessto credit histories that may reveal key information about the terrorist’s plan
or source of refunding — without notifying the target”).

% pL.108-177, 8374, 117 Stat. 2628 (2004), 12 U.S.C. 3414(d), adopts the definition of
financial institution found in 31 U.S.C. 5312(a)(2) and (¢)(1), i.e.: (A) aninsured bank (as
defined in 12 U.S.C. 1813(h)); (B) a commercial bank or trust company; (C) a private
banker; (D) an agency or branch of aforeign bank in the United States; (E) any credit union;
(F) athrift institution; (G) a broker or dealer registered with the Securities and Exchange
Commission; (H) abroker or dealer in securities or commaodities; (1) an investment banker
or investment company; (J) a currency exchange; (K) an issuer, redeemer, or cashier of
travelers’ checks, checks, money orders, or similar instruments; (L) an operator of acredit
card system; (M) an insurance company; (N) adealer in precious metals, stones, or jewels;
(O) apawnbroker; (P) aloan or finance company; (Q) atravel agency; (R) alicensed sender
of money or any other person who engages as a business in the transmission of funds,
including any person who engages asabusinessin aninformal money transfer systemor any
network of people who engage as a business in facilitating the transfer of money
domestically or internationally outside of the conventional financial institutionssystem; (S)
a telegraph company; (T) a business engaged in vehicle saes, including automabile,
airplane, and boat sales; (U) personsinvolvedinreal estate closingsand settlements; (V) the
United States Postal Service; (W) an agency of the United States Government or of a State
or local government carrying out aduty or power of abusiness described in this paragraph;
(X) acasino, gambling casino, or gaming establishment with an annual gaming revenue of
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libraries from the reach of the communications NSL,* to increase Congressional
oversight over theuse of NSL authority,* and to add the USA PATRIOT Act section
505 NSL amendmentsto the list of those temporary sections scheduled to expire on
December 31, 2005.* The 108" also witnessed the introduction of proposals that
ultimately evolved into the NSL amendments in the USA PATRIOT Improvement
and Reauthorization Act. H.R. 3179, introduced by Representative Sensenbrenner,
would have reenforced the five national security letter provisions with explicit
authority for judicia enforcement* and with crimina penalties for improper
disclosure of theissuance of such letters. The penaltieswereto be the same asthose
proposed under the general administrative subpoena bills offered in the 108" —
imprisonment for not more than five years when committed with the intent to
obstruct and for not more than one year otherwise, proposed 18 U.S.C. 1510(e). A
Justice Department witness explained that, “ Oftentimes, the premature discl osure of
an ongoing terrorism investigation can lead to a host of negative repercussions,
including the destruction of evidence, the flight of suspected terrorists, and the
frustration of effortsto identify additional terrorist conspirators. For these reasons,
the FBI hasforgone using NSLsin someinvestigationsfor fear that the recipients of
those NSL s would compromise an investigation by disclosing the fact that they had
been sent an NSL.”* The enforcement provision would have been backed by the

more than $1,000,000 which — (i) is licensed as a casino, gambling casino, or gaming
establishment under the laws of any State or any political subdivision of any State; or (ii)
isan Indian gaming operation conducted under or pursuant to the Indian Gaming Regul atory
Act other than an operation whichislimited to class | gaming (as defined in section 4(6) of
such Act); (Y) any business or agency which engagesin any activity which the Secretary of
the Treasury determines, by regulation, to be an activity which is similar to, related to, or
asubstitute for any activity in which any business described in this paragraph is authorized
to engage; (Z) any other business designated by the Secretary whose cash transactions have
a high degree of usefulness in criminal, tax, or regulatory matters; or (A) any futures
commission merchant, commaodity trading advisor, or commodity pool operator registered,
or required to register, under the Commodity Exchange Act.

¥ H.R. 3352, 85 (Rep. Otter); S. 1158, 83 (Sen. Boxer); S. 1507, §2 (Sen. Feingold); S.
1552, 84(b) (Sen. Murkowski); and S. 1709, 85 (Sen. Craig).

%S, 436, 83 (Sen. Leahy).

¥ H.R. 3171, 84 (Rep. Kucinich); H.R. 3352, §7 (Rep. Otter); S. 1695, §2 (Sen. Leahy);
and S. 1709, 86 (Sen. Craig).

3 In Doe v. Ashcroft, 334 F.Supp.2d 471, 496-501 (S.D.N.Y. 2004), the Government
argued unsuccessfully that the NSL statutes should be understood to include an implicit
judicia enforcement component.

% Anti-Terrorism Intelligence Tools Improvement Act of 2003: Hearing Before the
Subcomm. on Crime, Terrorism, and Homeland Security (House Hearing), 108" Cong. 2™
sess., 7-8 (2004)(prepared statement of United States Assistant Attorney General Daniel J.
Bryant).
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court’ s contempt power, proposed 18 U.S.C. 2332h.% It had no explicit provisions,
however, to permit the recipient to fileamotion to quash or modify the NSL request.

Pre-amendment Judicial Action.

L egislationinthe 108" Congressdid not enjoy thebenefit of two court decisions
that colored the debate over NSL authority during the 109" Congress. Doe v.
Ashcroft®* and Doev. Gonzal es® suggested that the NSL statutes could not withstand
constitutional scrutiny unlessmoreexplicit provisionsweremadefor judicia review
and permissible disclosure by recipients. In essence, Doev. Ashcroft found that the
language of 18 U.S.C. 2709 and the practices surrounding its use offended (1) the
Fourth Amendment because “in all but the exceptional case it has the effect of
authorizing coercive searches effectively immune from any judicial process,” 334
F.Supp.2d at 506, and (2) the First Amendment becauseits sweeping, permanent gag
order provision applies“in every case, to every person, in perpetuity, with no vehicle
for the ban to ever be lifted from the recipient or other persons affected under any
circumstances, either by the FBI itself, or pursuant to judicial process,” id. at 476.

The court concluded that the national security letters before it differed from
administrative subpoenas by want of judicia review either before or after “the
seizure’:

Whilethe Fourth Amendment reasonableness standard is permissivein the
context of the administrative subpoenas, the congtitutionality of the
administrative subpoenais predicated on the availability of aneutral tribunal to
determine, after asubpoenaissued, whether the subpoenaactually complieswith
the Fourth Amendment’s demands. In contrast to an actual physical search,
which must be justified by the warrant and probable cause requirements
occurring before the search, an administrative subpoena“is regulated by and its
justification derives from, [judicial] process’ available after the subpoenais
issued.

Accordingly, the Supreme Court has held that an administrative subpoena
“may not be made and enforced” by the administrative agency; rather, the
subpoenaed party must be ableto “obtain judicial review of the reasonableness
of the demand prior to suffering penalties for refusing to comply.” In sum,

% Proposed 18 U.S.C. 2332h (“Inthe case of arefusal to comply with arequest for records,
areport, or other information made to any person under section 2709(b) of thistitle, section
625 (a) or (b) or 626 of the Fair Credit Reporting Act [15 U.S.C. 1681u, 1681v], section
1114(a)(5)A) of theright to Financial Privacy Act [12 U.S.C. 3414, or section 802(a) of the
National Security Act of 1947 [50 U.S.C. 436(a)], the Attorney General may invoketheaid
of any court of the United Stateswithin the jurisdiction of whichtheinvestigationiscarried
on or the person resides, carries on business, or may be found, to compel compliance with
therequest. The court may issue an order requiring the person to comply with the request.
Any failureto obey the order of the court may be punished by the court as contempt thereof.
Any process under this section may be served in any judicial district in which the person
may be found”).

37 334 F.Supp.2d 471 (S.D.N.Y. 2004), vac’ d and remanded, 449 F.3d 415 (2d Cir. 2006),
after remand, 500 F.Supp.2d 379 (S.D.N.Y. 2007).

% 386 F.Supp.2d 66 (D.Conn. 2005), dism’d as moot, 449 F.3d 415 (2d Cir. 2006).
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longstanding Supreme Court doctrine makes clear that an administrative
subpoena statute is consistent with the Fourth Amendment when it is subject to
“judicial supervision” and “ surrounded by every safeguard of judicial restraint.”
334 F.Supp.2d at 495, quoting inter alia, Oklahoma Press Pub. Co. v.
Walling, 327 U.S. at 217; See v. City of Seattle, 387 U.S. 541, 544-45
(2967).

With regard to the First Amendment question, the court concluded section
2709(c) constituted both a prior restraint and a content-based limit on speech. As
such, it could only survive if it were “narrowly tailored to promote a compelling
governmental interest,” 334 F.Supp.2d at 511, quoting inter alia, United Sates v.
Playboy Entertainment Group, Inc., 529 U.S. 803, 813 (2000). Compelling
governmental interest there was, the court conceded, but narrowly tailored did not
describe the facially al-encompassing, permanent nondisclosure requirement, 334
F.Supp.2d at 514. By way of emphasizing the troubling sweep of the nondisclosure
ban foundin 18 U.S.C. 2709(c), the court pointed to | egisl ative proposa sin the 108™
Congress that might serve as one of several possible models for a more narrowly
tailored meansof protecting thelegitimate governmental interestsupon which section
2709 rested:

Bills pending in the House and Senate would require the Attorney General
to certify, before ordering secrecy, that disclosurewould present a“ danger to the
national security,” and the non-disclosure order could | ater be terminated by the
Attorney General or acourt, if the danger expires. 334 F.Supp.2d at 521, citing,
H.R. 3037 (108" Cong.) and S. 2555 (108" Cong.).

Although it did not address the Fourth Amendment issue, Doe v. Gonzales
reached much the same conclusion on the First Amendment issue: narrowly defined,
the government’s interest was not compelling; broadly defined, the restraints and
restrictions of section 2709(c) which served that interest lacked the narrow tailoring
necessary to survive constitutional strict scrutiny, 386 F.Supp.2d at 82.

The Doe cases addressed only section 2709 NSLs, but the characteristicswhich
tripped the court’ s suspicions were common to all.

NSL Amendments in the 109" Congress.
Both USA PATRIOT Act reauthorization statutes— P.L. 109-177(H.R. 3199)

and P.L. 109-178 (S. 2271)* — amended the NSL statutes.”® They provided for
judicia enforcement of theletter requestsand for judicial review of both the requests

120 Stat. 192 (2006) and 120 Stat. 278 (2006), respectively.

0 Other proposalsin the 109" Congressinclude H.R. 1526 (Rep. Otter) (sunset for section
505, excluding librariesfrom NSLs); H.R. 2715 (Rep. Nadler) (limits availability of NSLs
and related gag orders); S. 3 (Sen. Gregg)(vests the Attorney General with authority to set
NSL information sharing guidelines); S. 317 (Sen. Feingold) (exempts libraries and
booksdllersfrom communicationsNSLs); S. 737 (Sen. Craig) (SAFE Act); S. 693/S. 1680
(Sen. Cornyn) (judicia review and enforcement); S. 1266 (Sen. Roberts) (S.Rept. 109-
85)(replaces NSL s with admini strative subpoena powers); (S. 2369)(Sen. Specter)(sunsets
theP.L. 109-177, P.L. 109-178 NSL provisions after December 31, 2009).
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and accompanying nondisclosurerequirements.** They established specific penalties
for failure to comply or to observe the nondisclosure requirements.** They made it
clear that the nondisclosure requirementsdid not precludeareci pient from consulting
an attorney.” They provided a mechanism to lift the nondisclosure requirement.*
They expanded Congressional oversight and called for an Inspector General’ s audit
of use of the authority.*

Post-Amendment NSL Attributes
Addressees and Certifying Officials.

ThefiveNSL statutes shareanumber of common attributes but each hasitsown
individual features aswell. They are most distinctive with respect to the nature of
the businesses to whom they may be addressed. Electronic Communication Privacy
Act NSLs are addressed to communications providers.® Those issued under the
authority of the Right to Financial Privacy Act may be directed to any financial
institution, which as noted earlier, includes not only banks and credit unions, but
credit card companies, car dealers, jewelers and a number of entitiesthat are likely
the scene of large cash transactions.*” The Fair Credit Reporting Act NSLs may be
addressed to consumer credit reporting agencies.”® Recipients of the National
Security Act NSLs may include either financial institutions or consumer credit
reporting agencies aswell as any commercial entity with information concerning an
agency employee stravel.*

FBI officials are authorized to provide the initial certification required for
issuance of an NSL under any of the five statutes. In three instances, the authority
isexclusive; in the other two it is enjoyed by other federal officias aswell. Inthe
case of the Electronic Communications Privacy Act NSL section, the Right to
Financial Privacy Act section and one of the Fair Credit Report Act NSL sections,
issuance requires the certification of either the Director of the FBI, a senior FBI
officia (nolower thanthe Deputy Assistant Director), or the Special Agentin Charge
of an FBI field office.®

4 28U.S.C. 3511.
2 28U.S.C. 3511(c), 18 U.S.C. 1510(e).

2 12 U.S.C. 3414((a)(3)(A); 15 U.S.C. 1681v(c)(1), 1681u(d)(1); 18 U.S.C. 2709(c)(1);
50 U.S.C. 436(B)(1).

“ 28U.S.C. 3511(h).

% pL.109-177, §§118, 119.

% 18 U.S.C. 2709.

12 U.S.C. 3414(a),(d).

% 15U.S.C. 1681u(a), 1681v(a).

9 50 U.S.C. 436(a).

0 18 U.S.C. 2709 (b); 12 U.S.C. 3414(a)(5)(A); 15 U.S.C. 1681u(b).
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Certifying officials under the other statutes are described more broadly. The
National Security Act NSL section contemplates certification by officials from a
wider range of agencies; the second Fair Credit Reporting Act NSL section allows
certification by both awider range of agenciesand awider range of officials. Senior
officialsno lower than Assistant Secretary or Assistant Director of an agency whose
employee with access to classified material is under investigation may certify a
National Security Act NSL request.®® A designated supervisory official of any
agency “authorized to conduct investigationsof, or intelligenceor counterintelligence
activitiesand analysis related to, international terrorism” may certify aNSL request
under the second, more recent Fair Credit Reporting Act section.®

Purpose, Standards, Information Covered.

Although variously phrased, the purpose for each of the NSLs is to acquire
information related to the requesting agency’ s national security concerns. The most
common statement of purpose is “to protect against international terrorism or
clandestine intelligence activities.”*® The more recent of the Fair Credit Reporting
Act NSL sections simply indicates that the information must be sought for the
requesting intelligence agency’ s investigation, activity or analysis.* The National
Security Act NSL authority is available to conduct law enforcement investigations,
counterintelligence inquiries, and security determinations.®® As to standards, the
Electronic Communications Privacy Act authorizesNSL sfor relevant information.®
The same standard may apply to the others which are a little more cryptic,
authorizing NSLs when the information is “sought for”>’ or “is necessary”*® for the
statutory purpose.

The communications NSL provision and the earlier of the two credit agency
NSL statutes are fairly specific in their descriptions of the information that may be
requested through an NSL. An Electronic Communications Privacy Act NSL may
request acustomer’ sname, address, length of serviceand billing records.®® Theolder
of thetwo Fair Credit Report Act sectionsauthorizesaNSL to acquire name, address
or former address, place or former place of employment, and the name and address
of any financial institution with which the consumer has or once had an account.®
The Right to Financial Privacy Act NSL provision covers the financial records of a

5150 U.S.C. 436 (a)(3).

52 15U.S.C. 1681v(a).

52 18 U.S.C. 2709(b); 12 U.S.C. 3414(a)(5)(A); 15 U.S.C. 1681u(b).
5 15U.S.C. 1681v(a).

55 50 U.S.C. 436(a)(1).

% 18 U.S.C. 2709(h).

57 15U.S.C. 1681u(a); 12 U.S.C. 3414(a)(5)(A).

5 15U.S.C. 1681v; 50 U.S.C. 436(a).

5 18 U.S.C. 2709(h).

© 15U.S.C. 1681u(a),(b).
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financial ingtitution’ s customers;® the second and morerecent Fair Credit Reporting
Act NSL provision coversaconsumer reporting agency’ s consumer reportsand “all
other” consumer information initsfiles.®” The National Security Act provisionisat
once the most inclusive and the most restricted. It authorizes NSLs for financia
information and records and consumer reports held by any financial agency,
ingtitution, holding company or consumer reporting agency, and for travel
information held by any commercia entity.”®* On the other hand, it is the only
provision that limits the information provided to that pertaining to the target of the
agency’ sinvestigation and to information of a kind whose disclosure the target has
previously approved.®

Confidentiality.

Prior to their amendment in the 109" Congress, the NSL statutes generally
featured an open ended confidentiality clause. The communications NSL provision
for example declared, “No wire or electronic communication service provider, or
officer, or employee, or agent thereof, shall disclose to any person that the Federal
Bureau of Investigation has sought or obtai ned accessto information or recordsunder
this section.”® The statutes did not indicate whether a recipient might consult an
attorney in order to ascertain hisrights and obligations nor whether it might ever be
lifted. It was this silence in the face of a seemingly absolute, permanent
nondisclosure command that the Doe courts found constitutionally unacceptabl e®
and that perhaps|ed to the reconstruction of the NSL confidentiality requirementsin
their current form.

As NSL statutes now read, secrecy is not absolutely required. Instead NSL
recipients are bound to secrecy only upon the certification of the requesting agency
that disclosure of the request or response may result in adanger to national security;
may interfere with diplomatic relations or with a criminal, counterterrorism, or
counterintelligence investigation; or may endanger the physical safety of an
individual. A recipient may disclose the request to those necessary to comply with
the request and to an attorney the recipient consults for related legal advice or
assistance. Indoing so, the recipient must advise them of the secrecy requirements.
Asidefrom its attorney and at the agency’ s election, the recipient must also identify
those to whom it has disclosed the request. A recipient may petition the court to
modify or extinguish any NSL secrecy requirement within a year of issuance.”’
Thereafter, it may petition to havethevell of secrecy lifted, although it may resubmit

61 12 U.S.C. 3414(3)(5)(A).
2 15U.S.C. 1681v(a)
% 50 U.S.C. 436(a)(1).
8 50 U.S.C. 436(3)(2),(3).

% 18 U.S.C. 2709(c) (2000 ed.); see also, 12 U.S.C. 3414(a)(5)(D) (2000 ed.); 15 U.S.C.
1681u(d) (2000 ed.); 15 U.S.C. 1681v(c) (2002 Supp.); 50 U.S.C. 436(b) (2000 ed.).

% Doev. Ashcroft, 334 F.Supp.2d 471, 522 (S.D.N.Y. 2004). and Doe v. Gonzales, 386
F.Supp.2d 66, 78-81 (D.Conn. 2005).

5 28U.S.C. 3511(b)(2).
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arejected request only once ayear.® In al instances, the standards used for the
original secrecy certification govern — danger to national security, interferencewith
diplomatic relations or ongoing investigations, and persona safety — and a good
faith agency certification that disclosure would create such arisk isconclusive.®® A
breach of a confidentiality requirement committed knowingly and with the intent to
obstruct an investigation or related judicial proceedings is punishable by
imprisonment for not more than five years and/or afine of not more than $250,000
(not more than $500,000 for an organization).”

Judicial Review and Enforcement.

Inaddition to authority to review and set aside NSL nondisclosure requirements,
the federal courts also enjoy jurisdiction to review and enforce the underlying NSL
requests. Recipients may petition and be granted an order modifying or setting aside
an NSL, if the court finds that compliance would be unreasonable, oppressive, or
otherwise unlawful.”* Subpoenas issued under the Federal Rules of Criminal
Procedure may be modified or quashed if compliance would be unreasonable or
oppressive.” The Rule affords protection against undue burdens and protects
privileged communications.” Compliance with a particular NSL might be unduly
burdensome in some situations, but the circumstances under which NSLs are used
suggest few federally recognized privileges. The Rule aso imposes a relevancy
requirement, but in the context of an investigation a motion to quash will be denied
unless it can be shown that “there is no reasonable possibility that the category of
materials the Government seeks will produce information relevant” to the
investigation.” The authority to modify or set aside aNSL that is unlawful affords
the court an opportunity to determine whether the NSL in question complieswith the
statutory provisions under which it was issued. On the other hand, the court’s
authority may be invoked to enforce the NSL against a recalcitrant recipient and
failure to comply thereafter is punishable as contempt of court.”

Dissemination.

Attorney General guidelines govern the sharing of information acquired in
response to NSLs under two statutes.”® A third, the older of the two Fair Credit

8 28 U.S.C. 3511(b)(3).

8 28 U.S.C. 3511(b)(2), (30.

© 18 U.S.C. 1510(e), 3571, 3559.

1 28 U.S.C. 3511.

2 F.R.Crim.P. 17(c)(2).

3 2 WRIGHT, FEDERAL PRACTICE AND PROCEDURE 8275 (Crim. 3d ed. 2000).
" United Satesv. R. Enterprises, Inc., 498 U.S. 292, 301 (1991).

s 28 U.S.C. 3511(c).

® 12 U.S.C. 3414(a)(5)(B)(“The Federal Bureau of Investigation may disseminate
information obtained pursuant to this paragraph only as provided in guidelines approved by
the Attorney General for foreign intelligence collection and foreign counterintelligence



CRS-14

Report Act sections limits dissemination to sharing within the FBI, with other
agenciesto the extent necessary to secure approval of aforeign counterintelligence
investigation, or with military investigatorswhen theinformation concernsamember
of the Armed Forces.”” The National Security Act authorizes dissemination of NSL
information to the agency of the employee under investigation, to the Justice
Department for law enforcement or counterintelligence purposes, or to another
federal agency if theinformationisclearly relevant toitsmission.” The morerecent
Fair Credit Reporting Act NSL section has no explicit provision on restricting
dissemination.”

Liability, Fees and Oversight.

Sincejudicial enforcement is afeature new to all but one of the NSL statutes,®
they might be expected to include other incentives to overcome recipient resistance.
Three do offer immunity from civil liability for recipients who comply in good
faith,® and two offer fees or reimbursement to defer the costs of compliance.®

The confidentiality that necessarily surrounds NSL requests could give rise to
concernsof governmental overreaching. Consequently, regular reports on the use of
NSL authority must be made to the Congressional intelligence and judiciary
committees and in some instances to the banking committees.®®* Moreover, section
119 of the USA PATRIOT Improvement and Reauthorization Act instructs the
Inspector General of the Department of Justiceto audit and to report to thejudiciary
and intelligence committees as to the Department’ s use of the authority in the years
following expansion of the authority in the USA PATRIOT Act. The section aso
directs the Attorney General and the Director of Nationa Intelligence to report to
Congress on thefeasibility of establishing minimization requirementsfor the NSLs.

Thechart that followssummarizesthedifferencesamong thefive NSL sections:

investigations conducted by the Federal Bureau of Investigation, and, with respect to
dissemination to an agency of the United States, only if such informationisclearly relevant
to the authorized responsihilities of such agency”); see also, 18 U.S.C. 2709(d).

7 15U.S.C. 1681u(f).
8 50 U.S.C. 436(€).
7 15U.S.C. 1681v.

& |n addition to the newly added judicial enforcement mechanismin 28 U.S.C. 3511, the
earlier Fair Credit Report Act NSL sections had alimited judicial enforcement subsection,
asit had for sometime, 15 U.S.C. 1681u(c).

8 15 U.S.C. 1681u(k), 1681v(e); 50 U.S.C. 436()(2).
8 15.S.C. 1681u(e); 50 U.S.C. 4356(d).

8 p.L.109-177, 8118(a)(adding the judiciary committees as recipients of all NSL required
reports); 12 U.S.C. 3414(a)(5)(C)(intelligence committees); 18 U.S.C. 2709 (intelligence
and judiciary committees); 15 U.S.C. 1681u(h)(intelligence and banking committees),
1681v(judiciary, intelligence, and banking committees).
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NSL statute 18U.S.C. 2709 | 12U.SC. 3414 | 15U.SC. 15U.S.C. 50 U.S.C. 436
1681u 1681v
Addressee communications | financia consumer credit | consumer credit | financia
providers ingtitutions agencies agencies ingtitutions,
consumer credit
agencies, travel
agencies
Certifying senior FBI senior FBI senior FBI supervisory senior officias
officials officials and officials and officials and official of an no lower than
SACs SACs SACs agency AsS't Secretary
investigating, or Ass't
conducting Director of
intelligence agency w/
activities employees w/
relating to or accessto
analyzingint’l classified
terrorism material
Information identified identified identified al information all financial
covered customer’s customer consumer’s relating to an information
name, address, financial name, address, identified relating to
length of records former address, | consumer consenting,
service, and place and identified
billing info former place of employee
employment
Standard/ relevant to an sought for sought for an necessary for necessary to
Purpose investigationto | foreign counter- | investigationto | the agency’s conduct alaw
protect against intelligence protect against investigation, enforcement
int’| terrorism purposes to int’| terrorism activities, or investigation,
or clandestine protect against or clandestine analysisrelating | counter-
intelligence int'l terrorism intelligence toint’l terrorism | intelligence
activities or clandestine activities inquiry or
intelligence security
activities determination
Dissemination only per Att'y only per Att'y w/i FBI, to no statutory only to agency
Gen. guidelines | Gen. guidelines | secure approval | provision of employee
for intell. under
investigation, to investigation,
military DoJfor law
investigators enforcement or
when inform. intell. purposes,
relatesto or fed. agency
military when clearly
member relevant to
mission
Immunity/fees no provisions no provisions fees, immunity immunity for reimbursement;
for good faith good faith immunity for
compliance with | compliance with | good faith

aNSL

aNSL

compliance with
aNSL
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Post-Amendment Judicial Action.

Following remand, the District Court for the Southern District of New Y ork
concluded that the amended NSL procedures violated both First Amendment and
separation of powers principles, Doe v. Gonzalez, 500 F.Supp.2d 379 (S.D.N.Y.
2007). Asit had donewith section 2709 prior to amendment, the court held that the
nondisclosure features of section 2709 in its current form constitute both a prior
restraint and a content-based restriction, a conclusion that made it subject to astrict
scrutiny analysis, 500 F.Supp.2d at 396-98. The court understood strict scrutiny to
requirethat therestriction be narrowly tailored to protect acompelling governmental
interest and at | east as effective at protecting that interest asany other lessrestrictive
measure would be, 500 F.Supp.2d at 398, citing, United Sates v. Playboy Entm’t
Group, Inc., 509 U.S. 803, 813 (2000) and Reno v. ACLU, 521 U.S. 844, 874 (1997).

The government’s asserted interest — protection of national security against
terrorism — is a compelling one, the court conceded, 500 F.Supp.2d at 398. Yet it
again concluded that the procedure envisioned in section 2709, even with the
addition of judicial review, wasinsufficiently confined in either scope or duration to
satisfy First Amendment demands, 500 F.Supp.2d at 419-22.

Moreover, the court classified the section 2709 regime, which affords the FBI
the discretion to determine the extent of permissible disclosure, as a governmental
speech licensing system, 500 F.Supp.2d at 399-401. Such systems, the court
determined, must contain safeguards that include arequirement that the government
bear the burden of convincing a court that the censorship in question is within the
bounds of the law, 500 F.Supp.2d at 399-405, citing, Freedman v. Maryland, 380
U.S. 51, 58-9 (1965), and FW/PBSVv. City of Dallas, 493 U.S. 215, 229 (1988), inter
alia. Unfortunately, the recipient bears the burden of challenging a nondisclosure
order issued under section 2709, 18 U.S.C. 3511.

Finally, the court found that the judicial review provisions offended separation
of powers principles because they purported to compel a court to apply a statutory
standard to the resolution of First Amendment issues that differed from the
constitutionally-required standard, 500 F.Supp.2d at 409-413.%*

8 “Section 3511(b) allows a reviewing court to modify or set aside the nondisclosure
regquirement of an NSL issued under 82709 only ‘if it findsthat thereisno reasonto believe
that disclosure’ will lead to one of the Enumerated Harms. 18 U.S.C. 83511(b)(2).
Moreover, if an authorized Justice Department or FBI official certifies that the disclosure
may ‘endanger the national security of the United States or interfere with diplomatic
relations, such certification shall be treated as conclusive unless the court finds that the
certification was madein bad faith.’ 1d. The Court agrees with Plaintiffs that this standard
isplainly at odds with First Amendment jurisprudence which requires that courts strictly
construe content-based restrictions and prior restraints to ensure that they are narrowly
tailored to advance a compelling government interest. . . Of the greatest concern, the law
encroaches onto what is perhaps the most consequential authority the courts possess: the
sole power to judge how to take the proper measure of the validity of a statute as aligned
against the precepts of the Constitution itself, and to that end decidewhat constitutional rule
of law may apply to guide that crucia test. . . .[W]hen the judiciary has established a
‘congtitutional rule’ such asrequiringthat any prior restraint or content-based restriction on
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The case has been appealed to the Second Circuit.®®

Inspector General’s Reports
IG Report I.

Section 119 of the USA PATRIOT Improvement and Reauthorization Act, P.L.
109-177, 120 Stat. 219 (2006), instructed the Department of Justice’s Inspector
General to review and report on the FBI's use of NSLs. In early March 2007, the
Inspector Genera released the first of two required reports that covered calendar
years 2003 through 2005. The second, covering the time period through the end of
calendar year 2006, was released in March, 2008.

The initial report notes that FBI use of NSLs has increased dramaticaly,
expanding from 8,500 requests in 2000 to 47,000 in 2005, IG Report | at 120.
Seventy-four percent wereissued in conjunction with counterterrorisminvestigations,
most of the rest in connection with counterintelligence investigations, and less than
1 percent aspart of aforeign computer intrusioninvestigation, Id. Duringthe 3 years
under review, the percentage of NSLsused toinvestigate Americans(“U.S. persons’)
increased from 39% in 2003 to 53%in 2005.%° A substantial majority of therequests
involverecordsrelating to telephone or e-mail communications, |G Report | at 120.

The report is somewhat critical of the FBI’ sinitial performance:

[W]efound that the FBI used NSLsin violation of applicable NSL statutes,
Attorney General Guidelines, and internal FBI policies. In addition, we found
that the FBI circumvented the requirements of the ECPA NSL statute when it
issued at least 739 “exigent letters’ to obtain telephone toll billing records and
subscriber information from three telephone companies without first issuing
NSLs. Moreover, inafew other instances, the FBI sought or obtained telephone
toll billing records in the absence of a national security investigation, when it
sought and obtained consumer full credit reports in a counterintelligence
investigation, and when it sought and obtained financial records and telephone
toll billing records without first issuing NSLs. Id. at 124.

More specifically, the Report found that:

speech be narrowly tailored to support a compelling government interest, the courts must
respect and apply such previously established rules in reviewing a challenge to a
government curtailment of constitutionally protected expression, even if Congress and the
executive branch urge otherwise,” 500 F.Supp.2d at 410, 411, 413.

& “Groups Urge Court to End Use of National Security Letters,” CongressDaily (Mar. 20,
2008).

% 1d. A “U.S. person” is generally understood to mean “a citizen of the United States, an
alienlawfully admitted for permanent residence (asdefined in section 1101(a)(2) of title 8),
an unincorporated association asubstantial number of membersof which arecitizensof the
United States or aliens lawfully admitted for permanent residence, or a corporation which
isincorporated in the United States, but does not include a corporation or an association
which is a foreign power, as defined in subsection(a)(1), (2), or (3) of this section,” 50
U.S.C. 1801.
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e a“dignificant number of NSL-related possible violations are not
being identified or reported” asrequired

e theonly FBI data collection system produced “inaccurate” results

e a“dgnificant number of NSL-related possible violations are not
being identified or reported” as required

o the FBI issued over 700 exigent letters acquiring information in a
manner that “circumvented the ECPA NSL statute and violated the
Attorney General’s Guidelines ... and internal FBI policy”

¢ the FBI's Counterterrorism Division initiated over 300 NSLsin a
manner that precluded effective review prior to approval

e 60% of the individua files examined showed violations of FBI
interna control policies

o the FBI did not retain signed copies of the NSLsiit issues

o the FBI had not provided clear guidance on the application of the
Attorney General’ s least-intrusive-feasible-investigative-technique
standard in the case of NSLs

e the precise interpretation of toll billing information as it appearsin
the ECPA NSL statuteis unclear

e SAC supervision of the attorneys responsible for review of thelegal
adequacy of proposed NSLs made some of the attorneysreluctant to
guestion the adequacy of the underlying investigation previously
approved by the SAC

e there was no indication that the FBI's misuse of NSL authority
constituted criminal conduct

e personnel both at FBI headquartersandinthefield consider NSL use
indispensable

¢ information generated by NSLsisfed into anumber of FBI systems.
|G Report | at 121-24.

Exigent Letters.

Prior to enactment of the ECPA, the Supreme Court held that customers had no
Fourth Amendment protected privacy rights in the records the telephone company
maintained relating to their telephone use.®” Where a recognized expectation of
privacy exists for Fourth Amendment purposes, the Amendment’ s usual demands

8 Smith v. Maryland, 442 U.S. 735, 745 (1979)
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such asthose of probable cause, particularity, and awarrant may be eased in theface
of exigent circumstances. For example, the Fourth Amendment requirement that
officers must knock and announce their purpose before forcibly entering abuilding
to execute a warrant can be eased in the presence of certain exigent circumstances
such asthethreat of the destruction of evidence or danger to the officers.®® Satisfying
Fourth Amendment requirements, however, does not necessary satisfy statutory
demands.

The ECPA prohibits communications service providers from supplying
information concerning customer records unless one of the statutory exceptions
applies.® There are specific exceptions for disclosure upon receipt of agrand jury
subpoena® or an NSL.** A service provider who knowingly or intentionally viol ates
the prohibitionissubject to civil liability,? but there are no criminal penaltiesfor the
breach.

The Inspector General found that contrary to assertions that “the FBI would
obtain telephone records only after it served NSLs or grand jury subpoenas, the FBI
obtained telephone bill records and subscriber information prior to serving NSLs or
grand jury subpoenas’ by use “exigent letters.”® The FBI responded that it had
barred the use of exigent letters, but emphasized that the term “exigent letter” does
not include emergency disclosures under the exception now found in 18 U.S.C.
2702(c) (4). Thus, the FBI might request that a service provider invoke that
exception to the record disclosure bar “if the provider reasonably believes that an
emergency involving immediate danger of death or serious physical injury to any
person justifies disclosure of the information,” 18 U.S.C. 2702(c)(4).

IG Report II.

The second IG Report reviewed the FBI's use of national security letter
authority during calendar year 2006 and the corrective measures taken following the
issuance of the IG’sfirst report. The second Report concluded that:

e “the FBI's use of national security letters in 2006 continued the
upwardtrend. . . identified. . . for the period covering 2003 through
2006"

e “the percentage of NSL requests generated from investigations of
U.S. personscontinuedtoincreasesignificantly, from approximately

8 Richardsv. Wisconsin, 520 U.S. 385, 391 (1997); Wilson v. Arkansas, 514 U.S. 927, 936
(1995).

8 18 U.S.C. 2702(c).

% 18U.S.C. 2703(c)(2).
% 18 U.S.C. 2709(a).

2 18 U.S.C. 2707(a).

% |G Report | at 90.
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39% of al NSL requestsissued in 2003 to approximately 57% of all
NSL requestsissued in 2006”

the FBI and DoJ are committed to correcting the problemsidentified
in1G Report | and * have made significant progressin addressing the
need to improve compliance in the FBI’ s use of NSLs’

“it is too early to definitively state whether the new systems and
controls developed by the FBI and the Department will eliminate
fully the problemswith NSLsthat we identified,” |G Report |1 at 8-
0.
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Appendix

(Language added by P.L. 109-177(H.R. 3199): in italics)
(Language repealed: struck out)
(Language added by P.L. 109-178 (S. 2271): underlined)

12 U.S.C. 3414

(a)(1) Nothing in this chapter (except sections 3415, 3417, 3418, and 3421 of
thistitle) shall apply to the production and disclosure of financia records pursuant
to requests from:

(A) a Government authority authorized to conduct foreign counter- or
foreign positive-intelligence activities for purposes of conducting such
activities;

(B) the Secret Service for the purpose of conducting its protective
functions (18 U.S.C. 3056; 3 U.S.C. 202, Public Law 90-331, as amended);
or

(C) a Government authority authorized to conduct investigations of, or
intelligenceor counterintelligenceana ysesrelated to, international terrorismfor
the purpose of conducting such investigations or analyses.

(2) In the instances specified in paragraph (1), the Government authority shall
submit to the financial institution the certificate required in section 3403(b) of this
title signed by a supervisory official of a rank designated by the head of the
Government authorrty

(A If the Gover nment authorrty descri bed in paragraph (2) or the Secret
Service, asthe case may be, certifiesthat otherwise there may result a danger to the
national security of the United Sates, interferencewithacriminal, counterterrorism,
or counterintelligence investigation, interference with diplomatic relations, or
danger tothelife or physical safety of any person, nofinancial institution, or officer,
employee, or agent of such institution, shall discloseto any person (other than those
to whom such disclosure is necessary to comply with the request or an attorney to
obtain legal advice or legal assistance with respect to the request) that the
Government authority or the Secret Service has sought or obtained access to a
customer's financial records.

(B) Therequest shall notify the person or entity to whomtherequest isdirected
of the nondisclosure requirement under subparagraph (A).

(C) Any recipient disclosing to those persons necessary to comply with the
request or to an attorney to obtain legal advice or legal assistance with respect to
the request shall inform such persons of any applicable nondisclosure requirement.
Any person who receives a disclosure under this subsection shall be subject to the
same prohibitions on disclosure under subparagraph (A).

(D) At the request of the authorized Government agency or the Secret Service,
any person making or intending to make a disclosure under thissection shall identify
to therequesting official of the authorized Gover nment agency or the Secret Service
the person to whom such discl osure wi II be made or to whom such discl osure was
made prior to the request, [ >
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require a person to inform the requesting official of the authorized Government
authority or the Secret Service of the identity of an attorney to whom disclosure was
made or will be made to obtain legal advice or legal assistance with respect to the
reguest for financial records under this subsection.

(4) TheGovernment authority specifiedin paragraph (1) shall compilean annual
tabulation of the occasions in which this section was used.

(5)(A) Financial institutions, and officers, employees, and agents thereof, shall
comply with areguest for a customer’s or entity’s financial records made pursuant
to this subsection by the Federal Bureau of Investigation when the Director of the
Federal Bureau of Investigation (or the Director’s designee in a position not lower
than Deputy Assistant Director at Bureau headquartersor a Special Agent in Charge
inaBureau field office designated by the Director) certifiesinwriting to thefinancial
ingtitution that such records are sought for foreign counter intelligence purposes to
protect against international terrorismor clandestineintelligence activities, provided
that such an investigation of aUnited States person is not conducted solely upon the
basis of activities protected by the first amendment to the Constitution of the United
States.

(B) The Federal Bureau of Investigation may disseminate information obtai ned
pursuant to this paragraph only as provided in guidelines approved by the Attorney
Genera for foreign intelligence collection and foreign counterintelligence
investigations conducted by the Federal Bureau of Investigation, and, with respect to
dissemination to an agency of the United States, only if such information is clearly
relevant to the authorized responsibilities of such agency.

(C) Onthedatesprovidedin section 415b of Title 50, the Attorney General shall
fullyinformthe congr sional intelligence committees (as defined in section 401aof
Title 50) concernl ng aII requests made pursuant to thls paragraph

@) If the Dlrector of the Federal Bureau of Investigation, or hisdesi gnee ina
position not lower than Deputy Assistant Director at Bureau headquarters or a
Soecial Agent in Chargein a Bureau field office designated by the Director, certifies
that otherwisethere may result a danger to the national security of the United Sates,
interferencewith a criminal, counterterrorism, or counterintelligenceinvestigation,
interference with diplomatic relations, or danger to thelife or physical safety of any
person, no financial institution, or officer, employee, or agent of such institution,
shall disclose to any person (other than those to whom such disclosure is necessary
to comply with the request or an attorney to obtain legal advice or legal assistance
with respect to the request) that the Federal Bureau of Investigation has sought or
obtained accessto a customer'sor entity'sfinancial recordsunder subparagraph (A).

(i) Therequest shall notify the person or entity to whomthe request isdirected
of the nondisclosure requirement under clause (i).

(iif) Any recipient disclosing to those persons necessary to comply with the
request or to an attorney to obtain legal advice or legal assistance with respect to
the request shall inform such persons of any applicable nondisclosure requirement.
Any person who receives a disclosure under this subsection shall be subject to the
same prohibitions on disclosure under clause (i).
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(iv) At therequest of the Director of the Federal Bureau of Investigation or the
designeeof the Director, any person making or intending to make a disclosure under
this section shall identify to the Director or such designeethe person to whom such
discl osure Wi il be made or to whom such discl osure was made prlor tothe requeﬂ

asststance] except that nothlnq in thls sectl on shall require a person to |nform the
Director or such designee of theidentity of an attorney to whom disclosurewas made
or will be madeto obtain legal advice or legal assistance with respect to the request
for financial records under subparagraph (A).

(b)(1) Nothing in this chapter shall prohibit a Government authority from
obtaining financial records from afinancial institution if the Government authority
determines that delay in obtaining access to such records would create imminent
danger of —

(A) physical injury to any person;
(B) serious property damage; or
(C) flight to avoid prosecution.

(2) Inthe instances specified in paragraph (1), the Government shall submit to
the financial institution the certificate required in section 3403(b) of thistitle signed
by a supervisory official of a rank designated by the head of the Government
authority.

(3) Within five days of obtaining access to financial records under this
subsection, the Government authority shall file with the appropriate court a signed,
sworn statement of a supervisory official of a rank designated by the head of the
Government authority setting forth the grounds for the emergency access. The
Government authority shall thereafter comply with the notice provisions of section
3409(c) of thistitle.

(4) The Government authority specifiedin paragraph (1) shall compilean annual
tabulation of the occasions in which this section was used.

[there is no subsection (c)]

(d) For purposes of this section, and sections 1115 and 1117 [12 U.S.C. 3415,
3417 relating to cost reimbursement and civil penalties respectively] insofar asthey
relate to the operation of this section, the term “financial institution” has the same
meaning as in subsections (a)(2) and (c)(1) of section 5312 of title 31, United States
Code, except that, for purposes of this section, such term shall include only such a
financial institution any part of which islocated inside any State or territory of the
United States, the District of Columbia, Puerto Rico, Guam, American Samoa, the
Commonwealth of the Northern Marianalslands, or the United StatesVirgin Islands.
[ Subsection (d) wasadded by subsection 374(a) of the Intelligence Authorization Act
for Fiscal Year 2004, P.L. 108-177, 117 Stat. 2628 (2003). ]

18 U.S.C. 2709

(a) Duty to provide. — A wire or electronic communication service provider
shall comply with a request for subscriber information and toll billing records
information, or electronic communication transactional records in its custody or
possession made by the Director of the Federal Bureau of Investigation under
subsection (b) of this section.

(b) Required certification. — The Director of the Federal Bureau of
Investigation, or hisdesigneein aposition not lower than Deputy Assistant Director
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at Bureau headquarters or a Special Agent in Charge in a Bureau field office
designated by the Director, may —

(2) request the name, address, length of service, and local and long distancetoll
billing records of a person or entity if the Director (or his designee) certifies in
writingto thewireor el ectronic communication service provider to which therequest
is made that the name, address, length of service, and toll billing records sought are
relevant to an authorized investigation to protect against international terrorism or
clandestine intelligence activities, provided that such an investigation of a United
States person is not conducted solely on the basis of activities protected by the first
amendment to the Constitution of the United States; and

(2) request the name, address, and length of service of a person or entity if the
Director (or hisdesignee) certifiesinwriting to thewire or €l ectronic communication
service provider to which the request is made that the information sought is relevant
to an authorized investigationto protect against international terrorism or clandestine
intelligence activities, provided that such an investigation of a United States person
isnot conducted solely upon the basis of activities protected by the first amendment
to the Constitution of the United States.

(c) Proh| bltlon of certaln dISC| osure. — No-wire-or-electronte-communication

(2) If the Director of the Federal Bureau of Investigation, or hisdesigneein a
position not lower than Deputy Assistant Director at Bureau headquarters or a
Soecial Agent in Chargein a Bureau field office designated by the Director, certifies
that otherwisetheremay result a danger to the national security of the United Sates,
interferencewithacriminal, counterterrorism, or counterintelligenceinvestigation,
interference with diplomatic relations, or danger to thelife or physical safety of any
person, nowireor el ectronic communicationsserviceprovider, or officer, employee,
or agent thereof, shall disclose to any person (other than those to whom such
disclosure is necessary to comply with the request or an attorney to obtain legal
advice or legal assistance with respect to the request) that the Federal Bureau of
Investigation has sought or obtained access to information or records under this
section.

(2) Therequest shall notify the person or entity to whomthe request is directed
of the nondisclosure requirement under paragraph (1).

(3) Any recipient disclosing to those persons necessary to comply with the
request or to an attorney to obtain legal advice or legal assistance with respect to
the request shall inform such person of any applicable nondisclosure requirement.
Any person who receives a disclosure under this subsection shall be subject to the
same prohibitions on disclosure under paragraph (1).

(4) At the request of the Director of the Federal Bureau of Investigation or the
designee of the Director, any person making or intending to make a disclosure under
this section shall identify to the Director or such designeethe person to whom such
discl osure Wi II be made or to whom such discl osurewas made pr| or to the requ&t

asststance] except that nothl ngin thls sectlon shaII require a person to mform the
Director or such designee of theidentity of an attorney to whom disclosurewas made
or will be madeto obtain legal advice or legal assistance with respect to the request
under subsection (a).
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(d) Dissemination by bureau. — The Federal Bureau of Investigation may
disseminate information and records obtained under this section only as provided in
guidelines approved by the Attorney General for foreign intelligence collection and
foreign counterintelligence investigations conducted by the Federal Bureau of
Investigation, and, with respect to dissemination to an agency of the United States,
only if suchinformationis clearly relevant to the authorized responsibilities of such
agency.

(e) Requirement that certain congressional bodies be informed. — On a
semiannual basis the Director of the Federal Bureau of Investigation shall fully
inform the Permanent Select Committee on Intelligence of the House of
Representatives and the Select Committee on Intelligence of the Senate, and the
Committee on the Judiciary of the House of Representatives and the Committee on
the Judiciary of the Senate, concerning all requests made under subsection (b) of this
section.

(f) Libraries- A library (asthat term is defined in section 213(1) of the Library
Services and Technology Act (20 U.S.C. 9122(1)), the services of which include
accesstotheInternet, books, journals, magazines, newspapers, or other similar forms
of communicationin print or digitally by patronsfor their use, review, examination,
or_circulation, is not a wire or electronic communication service provider for
purposes of thissection, unlessthelibrary isproviding the servicesdefinedin section
2510(15) (Celectronic communication service') of thistitle.

15 U.S.C. 1681v.

(a) Disclosure

Notwithstanding section 1681b of this title or any other provision of this
subchapter, a consumer reporting agency shall furnish a consumer report of a
consumer and al other information in a consumer’s file to a government agency
authorized to conduct investigations of, or intelligence or counterintelligence
activitiesor analysisrelated to, international terrorism when presented with awritten
certification by such government agency that such information is necessary for the
agency’ s conduct or such investigation, activity or analysis.

(b) Form of certification

The certification described in subsection (a) shall be signed by a supervisory
official designated by the head of a Federal agency or an officer of a Federal agency
whose appointment to officeisrequired to be made by the President, by and with the
advice and consent of the Senate.
(c) Confidentiality

(2) If the head of a gover nment agency authorized to conduct investigations of
intelligence or counterintelligence activities or analysis related to international
terrorism, or his designee, certifies that otherwise there may result a danger to the
national security of the United States, interferencewithacriminal, counterterrorism,
or counterintelligence investigation, interference with diplomatic relations, or
danger tothelife or physical safety of any person, no consumer reporting agency or
officer, employee, or agent of such consumer reporting agency, shall discloseto any
person (other than those to whom such disclosure is necessary to comply with the
request or an attorney to obtain legal advice or legal assistance with respect to the
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request), or specify in any consumer report, that a gover nment agency has sought or
obtained access to information under subsection (a).

(2) Thereguest shall notify the person or entity to whomthe request is directed
of the nondisclosure requirement under paragraph (1).

(3) Any recipient disclosing to those persons necessary to comply with the
request or to any attorney to obtain legal advice or legal assistance with respect to
the request shall inform such persons of any applicable nondisclosure requirement.
Any person who receives a disclosure under this subsection shall be subject to the
same prohibitions on disclosure under paragraph (1).

(4) At the request of the authorized Government agency, any person making or
intending to make a disclosure under this section shall identify to the requesting
official of the authorized Government agency the person to whom such disclosure
WI II be made or to whom such discl osure was made prior to the requeﬁt [but—n°rﬁe

except that nothing in th|s section shall require a person to mform the requestl ng

official of theidentity of an attorney to whom disclosure was made or will be made
to obtain legal advice or lega assistance with respect to the request for information
under subsection (a).

(d) Rule of construction

Nothing in section 1681u of thistitle shall be construed to limit the authority of
the Director of the Federal Bureau of Investigation under this section.

(e) Safe harbor

Notwithstanding any other provision of thissubchapter, any consumer reporting
agency or agent or empl oyee thereof making disclosure of consumer reports or other
information pursuant to this section in good-faith reliance upon a certification of a
governmental agency pursuant to the provisions of this section shall not beliableto
any person for such disclosure under this subchapter, the constitution of any State,
or any law or regulation of any State or any political subdivision of any State.

(f) Reportsto Congress- (1) On asemi-annual basis, the Attorney General shall
fully inform the Committee on the Judiciary, the Committee on Financial Services,
and the Permanent Select Committee on Intelligence of the House of Representatives
and the Committee on the Judiciary, the Committee on Banking, Housing, and Urban
Affairs, and the Select Committee on Intelligence of the Senate concerning all
requests made pursuant to subsection (a).

(2) In the case of the semiannual reports required to be submitted under
paragraph (1) to the Permanent Select Committee on Intelligence of the House of
Repr esentatives and the Sel ect Committee on I ntelligence of the Senate, the submittal
dates for such reports shall be as provided in section 507 of the National Security
Act of 1947 (50 U.S.C. 415b).

15 U.S.C. 1681u.

(@) Identity of financial institutions

Notwithstanding section 1681b of this title or any other provision of this
subchapter, a consumer reporting agency shall furnish to the Federa Bureau of
Investigation the names and addresses of al financia institutions (as that term is
definedin section 3401 of Title 12) at which aconsumer maintains or has maintained
an account, to the extent that information isinthefiles of the agency, when presented
with a written request for that information, signed by the Director of the Federal



CRS-27

Bureau of Investigation, or the Director’s designee in a position not lower than
Deputy Assistant Director at Bureau headquarters or a Special Agent in Charge of a
Bureau field office designated by the Director, which certifies compliance with this
section. The Director or the Director’ s designee may make such a certification only
if the Director or the Director’s designee has determined in writing, that such
informationissought for the conduct of an authorized investigation to protect against
international terrorism or clandestine intelligence activities, provided that such an
investigation of a United States person is not conducted solely upon the basis of
activities protected by the first amendment to the Constitution of the United States.

(b) Identifying information

Notwithstanding the provisions of section 1681b of this title or any other
provision of this subchapter, a consumer reporting agency shall furnish identifying
information respecting a consumer, limited to name, address, former addresses,
places of employment, or former places of employment, to the Federal Bureau of
Investigation when presented with a written request, signed by the Director or the
Director’ sdesigneein aposition not lower than Deputy Assistant Director at Bureau
headquarters or a Special Agent in Charge of aBureau field office designated by the
Director, which certifies compliance with this subsection. The Director or the
Director’s designee may make such a certification only if the Director or the
Director’ sdesignee has determined in writing that such information is sought for the
conduct of an authorized investigation to protect against international terrorism or
clandestine intelligence activities, provided that such an investigation of a United
States person isnot conducted solely upon the basisof activities protected by thefirst
amendment to the Constitution of the United States.

(c) Court order for disclosure of consumer reports

Notwithstanding section 1681b of this title or any other provision of this
subchapter, if requested in writing by the Director of the Federal Bureau of
Investigation, or a designee of the Director in a position not lower than Deputy
Assistant Director at Bureau headquarters or a Special Agent in Chargein aBureau
field office designated by the Director, a court may issue an order ex parte directing
a consumer reporting agency to furnish a consumer report to the Federal Bureau of
Investigation, upon a showing in camera that the consumer report is sought for the
conduct of an authorized investigation to protect against international terrorism or
clandestine intelligence activities, provided that such an investigation of a United
States person isnot conducted solely upon the basisof activities protected by thefirst
amendment to the Constitution of the United States.

The terms of an order issued under this subsection shall not disclose that the
order isissued for purposes of a counterintelligence investigation.
(d) Confidentiality
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(2) If the Director of the Federal Bureau of Investigation, or his designeein a
position not lower than Deputy Assistant Director at Bureau headquarters or a
Soecial Agent in Chargein a Bureau field office designated by the Director, certifies
that otherwisethere may result a danger to the national security of the United Sates,
interferencewith a criminal, counterterrorism, or counterintelligenceinvestigation,
interference with diplomatic relations, or danger to thelife or physical safety of any
person, no consumer reporting agency or officer, employee, or agent of a consumer
reporting agency shall disclose to any person (other than those to whom such
disclosure is necessary to comply with the request or an attorney to obtain legal
advice or legal assistance with respect to the request) that the Federal Bureau of
Investigation has sought or obtained the identity of financial ingtitutions or a
consumer report respecting any consumer under subsection (a), (b), or (c), and no
consumer reporting agency or officer, employee, or agent of a consumer reporting
agency shall includein any consumer report any infor mation that woul d indicatethat
the Federal Bureau of Investigation has sought or obtained such information on a
consumer report.

(2) Therequest shall notify the person or entity to whomthe request isdirected
of the nondisclosure requirement under paragraph (1).

(3) Any recipient disclosing to those persons necessary to comply with the
request or to an attorney to obtain legal advice or legal assistance with respect to
therequest shall inform such persons of any applicable nondisclosure requirement.
Any person who receives a disclosure under this subsection shall be subject to the
same prohibitions on disclosure under paragraph (1).

(4) At therequest of the Director of the Federal Bureau of Investigation or the
designeeof the Director, any person making or intending to make a disclosure under
this section shall identify to the Director or such designee the personto whom such
di scl osurewi II be made or to whom such discl osurewas made pr| or to the request [

asststance] except that nothi nq in thls sectlon shaII reguire a person to inform the
Director or such designee of theidentity of an attorney to whom disclosurewas made
or will be made to obtain legal advice or legal assistance with respect to the request
for theidentity of financial institutions or aconsumer report respecting any consumer
under this section.

(e) Payment of fees

The Federa Bureau of Investigation shall, subject to the availability of
appropriations, pay to the consumer reporting agency assembling or providing report
or information in accordance with procedures established under this section afeefor
reimbursement for such costs as are reasonably necessary and which have been
directly incurred in searching, reproducing, or transporting books, papers, records,
or other data required or requested to be produced under this section.

(f) Limit on dissemination

The Federal Bureau of Investigation may not disseminate information obtained
pursuant to this section outside of the Federal Bureau of Investigation, except to other
Federal agencies as may be necessary for the approval or conduct of a foreign
counterintelligenceinvestigation, or, wheretheinformation concernsaperson subject
to the Uniform Code of Military Justice, to appropriate investigative authorities
within the military department concerned as may be necessary for the conduct of a
joint foreign counterintelligence investigation.

(9) Rules of construction
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Nothing in this section shall be construed to prohibit information from being
furnished by the Federal Bureau of Investigation pursuant to a subpoena or court
order, in connection with a judicial or administrative proceeding to enforce the
provisions of this subchapter. Nothingin this section shall be construed to authorize
or permit the withholding of information from the Congress.

(h) Reportsto Congress

(1) On a semiannua basis, the Attorney Genera shall fully inform the
Permanent Select Committee on Intelligence and the Committee on Banking, Finance
and Urban Affairs of the House of Representatives, and the Select Committee on
Intelligence and the Committee on Banking, Housing, and Urban Affairs of the
Senate concerning all requests made pursuant to subsections (a), (b), and (c) of this
section.

(2) In the case of the semiannual reports required to be submitted under
paragraph (1) to the Permanent Select Committee on Intelligence of the House of
Representatives and the Sel ect Committeeon Intelligence of the Senate, the submittal
dates for such reports shall be as provided in section 415b of Title 50.

(i) Damages

Any agency or department of the United States obtaining or disclosing any
consumer reports, records, or information contained therein in violation of this
section is liable to the consumer to whom such consumer reports, records, or
information relate in an amount equal to the sum of —

(1) $100, without regard to the volume of consumer reports, records, or
information involved;

(2) any actual damages sustained by the consumer as aresult of the disclosure;
if the violation is found to have been willful or intentional, such punitive damages
asacourt may alow; and

(4) inthe case of any successful action to enforceliability under this subsection,
the costs of the action, together with reasonable attorney fees, as determined by the
court.

() Disciplinary actions for violations

If a court determines that any agency or department of the United States has
violated any provision of this section and the court finds that the circumstances
surrounding the violation rai se questions of whether or not an officer or employee of
the agency or department acted willfully or intentionally with respect totheviolation,
the agency or department shall promptly initiate a proceeding to determine whether
or not disciplinary action is warranted against the officer or employee who was
responsible for the violation.

(k) Good-faith exception

Notwithstanding any other provision of thissubchapter, any consumer reporting
agency or agent or employee thereof making disclosure of consumer reports or
identifying information pursuant to this subsection in good-faith reliance upon a
certification of the Federal Bureau of Investigation pursuant to provisions of this
section shall not beliableto any person for such disclosure under this subchapter, the
constitution of any State, or any law or regulation of any State or any political
subdivision of any State.

() Limitation of remedies

Notwithstanding any other provision of this subchapter, the remedies and
sanctions set forth in this section shall bethe only judicia remediesand sanctionsfor
violation of this section.

(m) Injunctive relief
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In addition to any other remedy contained in this section, injunctiverelief shall
be available to require compliance with the procedures of this section. In the event
of any successful action under thissubsection, coststogether with reasonabl e attorney
fees, as determined by the court, may be recovered.

50 U.S.C. 436.

(a) Generally

(1) Any authorized investigative agency may request from any financial agency,
financial institution, or holding company, or from any consumer reporting agency,
such financia records, other financia information, and consumer reports as may be
necessary in order to conduct any authorized law enforcement investigation,
counterintelligenceinquiry, or security determination. Any authorized investigative
agency may also request records maintained by any commercial entity within the
United States pertaining to travel by an employee in the executive branch of
Government outside the United States.

(2) Requests may be made under this section where —

(A) the records sought pertain to a person who is or was an employee in the
executive branch of Government required by the President in an Executive order or
regulation, as a condition of access to classified information, to provide consent,
during a background investigation and for such time as access to the information is
maintai ned, and for aperiod of not morethan threeyearsthereafter, permitting access
tofinancial records, other financial information, consumer reports, andtravel records,
and

(B)(i) there are reasonable grounds to believe, based on credible information,
that the person is, or may be, disclosing classified information in an unauthorized
manner to aforeign power or agent of aforeign power;

(i) information the employing agency deems credible indicates the person has
incurred excessiveindebtedness or has acquired alevel of affluence which cannot be
explained by other information known to the agency; or

(iii) circumstances indicate the person had the capability and opportunity to
disclose classified information which is known to have been lost or compromised to
aforeign power or an agent of aforeign power.

(3) Each such request —

(A) shall be accompanied by awritten certification signed by the department or
agency head or deputy department or agency head concerned, or by a senior official
designated for this purpose by the department or agency head concerned (whoserank
shall benolower than Assistant Secretary or Assistant Director), and shall certify that

(i) the person concerned is or was an empl oyee within the meaning of paragraph
QA);

(i1) the request is being made pursuant to an authorized inquiry or investigation
and is authorized under this section; and

(iii) therecords or information to be reviewed are records or information which
the employee has previously agreed to make availableto the authorized investigative
agency for review;

(B) shall contain a copy of the agreement referred to in subparagraph (A)(iii);

(C) shall identify specifically or by category the records or information to be
reviewed; and

(D) shall inform the recipient of the request of the prohibition described in
subsection (b) of this section.



() If an authorlzed mvestlgatlve agency descrlbed in subsection (a) certifies
that otherwisethere may result a danger to the national security of the United States,
interferencewithacriminal, counterterrorism, or counterintelligenceinvestigation,
interferencewith diplomatic relations, or danger to thelife or physical safety of any
person, no governmental or private entity, or officer, employee, or agent of such
entity, may disclose to any person (other than those to whom such disclosure is
necessary to comply with the request or an attorney to obtain legal advice or legal
assistance with respect to the request) that such entity has received or satisfied a
request made by an authorized investigative agency under this section.

(2) Thereguest shall notify the person or entity to whomtherequest isdirected
of the nondisclosure requirement under paragraph (1).

(3) Any recipient disclosing to those persons necessary to comply with the
request or to an attorney to obtain legal advice or legal assistance with respect to
the request shall inform such persons of any applicable nondisclosure requirement.
Any person who receives a disclosure under this subsection shall be subject to the
same prohibitions on disclosure under paragraph (1).

(4) At the request of the authorized investigative agency, any person making or
intending to make a disclosure under this section shall identify to the requesting
official of the authorized investigative agency the person to whom such disclosure
WI II be made or to whom such discl osure was made prlor to the requ&t [bu{—iﬁ—ﬁe

S | excg,gt that
noth| ngin thIS sectlon shall require a person to inform the requesting official of the

identity of an attorney to whom disclosure was made or will be made to obtain legal
advice or lega assistance with respect to the request under subsection (a).

(c) Records or information; inspection or copying

(2) Notwithstanding any other provision of law (other than section 6103 of Title
26), an entity receiving arequest for records or information under subsection (a) of
this section shall, if the request satisfies the requirements of this section, make
available such records or information within 30 days for inspection or copying, as
may be appropriate, by the agency requesting such records or information.

(2) Any entity (including any officer, employee, or agent thereof) that discloses
recordsor information for inspection or copying pursuant to thissectionin goodfaith
reliance upon the certifications made by an agency pursuant to this section shall not
beliablefor any such disclosureto any person under this subchapter, the constitution
of any State, or any law or regulation of any State or any political subdivision of any
State.

(d) Reimbursement of costs

Any agency reguesting records or information under this section may, subject
totheavailability of appropriations, reimburseaprivateentity for any cost reasonably
incurred by such entity in responding to such request, including the cost of
identifying, reproducing, or transporting records or other data.

(e) Dissemination of records or information received
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An agency receiving records or information pursuant to a request under this
section may disseminatetherecordsor information obtai ned pursuant to such request
outside the agency only —

(2) to the agency employing the employee who is the subject of the records or
information;

(2) to the Department of Justice for law enforcement or counterintelligence
purposes, or

(3) with respect to dissemination to an agency of the United States, if such
information is clearly relevant to the authorized responsibilities of such agency.

(f) Construction of section

Nothing in this section may be construed to affect the authority of an
investigative agency to obtain information pursuant to the Right to Financial Privacy
Act (12 U.S.C. 3401 et seg.) or the Fair Credit Reporting Act (15 U.S.C. 1681 et

seq.).
18 U.S.C. 1510

(e) Whoever, having been notified of the applicable disclosure prohibitions or
confidentiality requirements of section 2709(c)(1) of thistitle, section 626(d)(1) or
627(c)(1) of the Fair Credit Reporting Act (15 U.S.C. 1681u(d)(1) or 1681v(c)(1)),
section 1114(a)(3)(A) or 1114(a)(5)(D)(i) of the Right to Financial Privacy Act (12
U.SC. 3414(a)(3)(A) or 3414(a)(5)(D)(i)), or section 802(b)(1) of the National
Security Act of 1947 (50 U.S.C. 436(b)(1)), knowingly and with theintent to obstruct
an investigation or judicial proceeding violates such prohibitions or requirements
applicable by law to such person shall be imprisoned for not more than five years,
fined under thistitle, or both.

P.L.109-177, Sec. 118

Reportson National Security L etters.

(a) Existing Reports- Any report made to a committee of Congress regarding
national security letters under section 2709(c)(1) of title 18, United States Code,
sections 626(d) or 627(c) of the Fair Credit Reporting Act (15 U.S.C. 1681u(d) or
1681v(c)), section 1114(a)(3) or 1114(a)(5)(D) of the Right to Financial Privacy Act
(12 U.S.C. 3414(a)(3) or 3414(a)(5)(D)), or section 802(b) of the National Security
Act of 1947 (50 U.S.C. 436(b)) shall also be madeto the Committeesonthe Judiciary
of the House of Representatives and the Senate.

* * *

(c) Report on Requests for National Security Letters-

(1) IN GENERAL- In April of each year, the Attorney General shall submit to
Congress an aggregate report setting forth with respect to the preceding year the
total number of requests made by the Department of Justice for information
concerning different United States persons under—

(A) section 2709 of title 18, United Sates Code (to access certain
communication service provider records), excluding the number of reguests for
subscriber information;

(B) section 1114 of the Right to Financial Privacy Act (12 U.S.C. 3414) (to
obtain financial institution customer records);
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(C) section 802 of the National Security Act of 1947 (50 U.S.C. 436) (to obtain
financial information, records, and consumer reports);

(D) section 626 of the Fair Credit Reporting Act (15 U.S.C. 1681u) (to obtain
certain financial information and consumer reports); and

(E) section 627 of the Fair Credit Reporting Act (15 U.S.C. 1681v) (to obtain
credit agency consumer records for counterterrorism investigations).

(2) UNCLASSFIED FORM- The report under this section shall be submitted
in unclassified form.

(d) National Security Letter Defined- Inthissection, theterm® national security
letter’ meansarequest for information under one of the following provisions of law:

(1) Section 2709(a) of title 18, United States Code (to access certain
communication service provider records).

(2) Section 1114(a)(5)(A) of the Right to Financial Privacy Act (12 U.SC.
3414(a)(5)(A)) (to obtain financial institution customer records).

(3) Section 802 of the National Security Act of 1947 (50 U.S.C. 436) (to obtain
financial information, records, and consumer reports).

(4) Section 626 of the Fair Credit Reporting Act (15 U.S.C. 1681u) (to obtain
certain financial information and consumer reports).

(5) Section 627 of the Fair Credit Reporting Act (15 U.S.C. 1681v) (to obtain
credit agency consumer records for counterterrorism investigations).

P.L.109- 177, Sec. 119

Audit of Use of National Security L etters.

(a) Audit- The Inspector General of the Department of Justice shall performan
audit of the effectiveness and use, including any improper or illegal use, of national
security lettersissued by the Department of Justice.

(b) Requirements- The audit required under subsection (a) shall include—

(1) an examination of the use of national security letters by the Department of
Justice during calendar years 2003 through 2006;

(2) adescription of any noteworthy factsor circumstancesrelating to such use,
including any improper or illegal use of such authority; and

(3) an examination of the effectiveness of national security letters as an
investigative tool, including —

(A) the importance of the infor mation acquired by the Department of Justiceto
theintelligence activities of the Department of Justice or to any other department or
agency of the Federal Government;

(B) the manner in which such information is collected, retained, analyzed, and
disseminated by the Department of Justice, including any direct access to such
information (such asaccessto‘ rawdata’) provided to any other department, agency,
or instrumentality of Federal, Sate, local, or tribal governments or any private
sector entity;

(C) whether, and how often, the Department of Justi ce utilized such information
to produce an analytical intelligence product for distribution within the Department
of Justice, to the intelligence community (as such termis defined in section 3(4) of
the National Security Act of 1947 (50 U.S.C. 401a(4))), or to other Federal, Sate,
local, or tribal government departments, agencies, or instrumentalities;

(D) whether, and how often, the Department of Justice provided such
information to law enforcement authorities for use in criminal proceedings;
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(E) with respect to national security letters issued following the date of the
enactment of this Act, an examination of the number of occasions in which the
Department of Justice, or an officer or employee of the Department of Justice, issued
a national security letter without the certification necessary to require the recipient
of such letter to comply with the nondisclosure and confidentiality requirements
potentially applicable under law; and

(F) the types of electronic communications and transactional information
obtained through requests for information under section 2709 of title 18, United
States Code, including the types of dialing, routing, addressing, or signaling
information obtained, and the procedures the Department of Justice uses if content
information is obtained through the use of such authority.

(c) Submission Dates-

(1) PRIOR YEARS- Not later than one year after the date of the enactment of
this Act, or upon completion of the audit under this section for calendar years 2003
and 2004, whichever isearlier, the Inspector General of the Department of Justice
shall submit to the Committee on the Judiciary and the Permanent Select Committee
on Intelligence of the House of Representatives and the Committee on the Judiciary
and the Select Committee on I ntelligence of the Senate areport containing theresults
of the audit conducted under this subsection for calendar years 2003 and 2004.

(2) CALENDAR YEARS 2005 AND 2006- Not later than December 31, 2007,
or upon completion of the audit under this subsection for calendar years 2005 and
2006, whichever isearlier, the Inspector General of the Department of Justice shall
submit to the Committee on the Judiciary and the Permanent Select Committee on
Intelligence of the House of Repr esentatives and the Committee on the Judiciary and
the Select Committee on Intelligence of the Senate a report containing the results of
the audit conducted under this subsection for calendar years 2005 and 2006.

(d) Prior Notice to Attorney General and Director of National Intelligence;
Comments-

(1) NOTICE- Not less than 30 days before the submission of a report under
subsections(c)(1) or (c)(2), the Inspector General of the Department of Justice shall
provide such report to the Attorney General and the Director of National
Intelligence.

(2) COMMENTS- TheAttorney General or the Director of National Intelligence
may provide comments to be included in the reports submitted under subsections
(©)(2) or (c)(2) asthe Attorney General or the Director of National Intelligence may
consider necessary.

(e) Unclassified Form- Thereports submitted under subsections(c)(1) or (c)(2)
and any commentsincluded under subsection (d)(2) shall bein unclassified form, but
may include a classified annex.

() Minimization Procedures Feasibility- Not later than February 1, 2007, or
upon compl etion of review of thereport submitted under subsection (c)(1), whichever
isearlier, theAttorney General andtheDirector of National Intelligenceshall jointly
submit to the Committee on the Judiciary and the Permanent Select Committee on
Intelligence of the House of Representativesand the Committee on the Judiciary and
the Select Committee on Intelligence of the Senate a report on the feasibility of
applying minimization proceduresin the context of national security |letterstoensure
the protection of the constitutional rights of United States persons.

(g) National Security Letter Defined- Inthissection, theterm* national security
letter’ meansareguest for information under one of the following provisionsof law:
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(1) Section 2709(a) of title 18, United States Code (to access certain
communication service provider records).

(2) Section 1114(a)(5)(A) of the Right to Financial Privacy Act (12 U.S.C.
3414(a)(5)(A)) (to obtain financial institution customer records).

(3) Section 802 of the National Security Act of 1947 (50 U.S.C. 436) (to obtain
financial information, records, and consumer reports).

(4) Section 626 of the Fair Credit Reporting Act (15 U.S.C. 1681u) (to obtain
certain financial information and consumer reports).

(5) Section 627 of the Fair Credit Reporting Act (15 U.S.C. 1681v) (to obtain
credit agency consumer records for counterterrorism investigations).

18 U.S.C. 3511

(a) Therecipient of a request for records, areport, or other information under
section 2709(b) of this title, section 626(a) or (b) or 627(a) of the Fair Credit
Reporting Act, section 1114(a)(5)(A) of theRight to Financial Privacy Act, or section
802(a) of the National Security Act of 1947 may, in the United States district court
for thedistrict in which that person or entity doesbusinessor resides, petition for an
order modifying or setting aside the request. The court may modify or set aside the
request if compliance would be unreasonable, oppressive, or otherwise unlawful.

(b)(1) The recipient of a request for records, a report, or other information
under section 2709(b) of thistitle, section 626(a) or (b) or 627(a) of the Fair Credit
Reporting Act, section 1114(a)(5)(A) of the Right to Financial Privacy Act, or section
802(a) of the National Security Act of 1947, may petition any court described in
subsection (a) for an order modifying or setting aside a nondisclosure requirement
imposed in connection with such a request.

(2) If the petition is filed within one year of the request for records, areport, or
other information under section 2709(b) of thistitle, section 626(a) or (b) or 627(a)
of the Fair Credit Reporting Act, section 1114(a)(5)(A) of the Right to Financial
Privacy Act, or section 802(a) of the National Security Act of 1947, the court may
modify or set aside such a nondisclosure requirement if it finds that there is no
reason to believe that disclosure may endanger the national security of the United
Sates, interfere with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger the life or physical
safety of any person. If, at the time of the petition, the Attorney General, Deputy
Attorney General, an Assistant Attorney General, or the Director of the Federal
Bureau of Investigation, or in the case of a request by a department, agency, or
instrumentality of the Federal Government other than the Department of Justice, the
head or deputy head of such department, agency, or instrumentality, certifies that
disclosure may endanger the national security of the United States or interfere with
diplomaticrelations, such certification shall betreated asconclusiveunlessthecourt
finds that the certification was made in bad faith.

(3) If the petition is filed one year or more after the request for records, a
report, or other information under section 2709(b) of thistitle, section 626(a) or (b)
or 627(a) of the Fair Credit Reporting Act, section 1114 (a)(5)(A) of the Right to
Financial Privacy Act, or section 802(a) of the National Security Act of 1947, the
Attorney General, Deputy Attorney General, an Assistant Attorney General, or the
Director of the Federal Bureau of Investigation, or his designee in a position not
lower than Deputy Assistant Director at Bureau headquartersor a Special Agent in
ChargeinaBureau field office designated by the Director, or inthe case of arequest
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by a department, agency, or instrumentality of the Federal Government other than
the Federal Bureau of Investigation, the head or deputy head of such department,
agency, or instrumentality, within ninety days of thefiling of the petition, shall either
terminate the nondisclosure requirement or re-certify that disclosure may result in
a danger to the national security of the United Sates, interference with a criminal,
counterterrorism, or counterintelligenceinvestigation, interferencewith diplomatic
relations, or danger to the life or physical safety of any person. In the event of
re-certification, the court may modify or set aside such a nondisclosurerequirement
if it findsthat thereisno reason to believe that disclosure may endanger the national
security of the United States, interfere with a criminal, counterterrorism, or
counterintelligence investigation, interfere with diplomatic relations, or endanger
the life or physical safety of any person. If the recertification that disclosure may
endanger the national security of the United States or interfere with diplomatic
relations is made by the Attorney General, Deputy Attorney General, an Assistant
Attorney General, or the Director of the Federal Bureau of Investigation, such
certification shall be treated as conclusive unless the court finds that the
recertification was made in bad faith. If the court denies a petition for an order
modifying or setting aside a nondisclosure requirement under this paragraph, the
recipient shall be precluded for a period of one year fromfiling another petition to
modify or set aside such nondisclosure requirement.

(©) In the case of a failure to comply with a request for records, a report, or
other information made to any person or entity under section 2709(b) of thistitle,
section 626(a) or (b) or 627(a) of the Fair Credit Reporting Act, section
1114(a)(5)(A) of the Right to Financial Privacy Act, or section 802(a) of the National
Security Act of 1947, the Attorney General may invoke the aid of any district court
of the United States within the jurisdiction in which the investigation is carried on
or the person or entity resides, carries on business, or may be found, to compel
compliance with the request. The court may issue an order requiring the person or
entity to comply with the request. Any failure to obey the order of the court may be
punished by the court as contempt thereof. Any process under this section may be
served in any judicial district in which the person or entity may be found.

(d) Inall proceedingsunder thissection, subject to any right to an open hearing
in a contempt proceeding, the court must close any hearing to the extent necessary
to prevent an unauthorized disclosure of a request for records, a report, or other
information made to any person or entity under section 2709(b) of thistitle, section
626(a) or (b) or 627(a) of the Fair Credit Reporting Act, section 1114(a)(5)(A) of the
Right to Financial Privacy Act, or section 802(a) of the National Security Act of
1947. Petitions, filings, records, orders, and subpoenas must al so be kept under seal
to the extent and as long as necessary to prevent the unauthorized disclosure of a
request for records, a report, or other information made to any person or entity
under section 2709(b) of thistitle, section 626(a) or (b) or 627(a) of the Fair Credit
Reporting Act, section 1114(a)(5)(A) of the Right to Financial Privacy Act, or section
802(a) of the National Security Act of 1947.

(e) In all proceedings under this section, the court shall, upon request of the
gover nment, review ex parte and in camera any gover nment submission or portions
thereof, which may include classified information.



