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The Foreign Intelligence Surveillance Act (FISA): An Overview of Selected Issues

Summary

The current legislative and oversight activity with respect to electronic surveillance under the
Foreign Intelligence Surveillance Act (FISA) has drawn national attention to several overarching
issues. This report briefly outlines three such issues and touches upon some of the perspectives
reflected in the ongoing debate. These issues include the inherent and often dynamic tension
between national security and civil liberties, particularly rights of privacy and free speech; the
need for the intelligence community to be able to efficiently and effectively collect foreign
intelligence information from the communications of foreign persons located outside the United
States in a changing, fast-paced, and technologically sophisticated international environment or
from United States persons abroad, and the differing approaches suggested to meet this need; and
limitations of liability for those dectronic communication service providers who furnish aid to
the federal government in its foreign intelligence collection. Two constitutional provisions, in
particular, areimplicated in this debate—the Fourth and First Amendments. This report briefly
examines these issues and sets them in context.

The 110" Congress has been very active in devel oping and considering measures to amend FISA
to address these issues. On August 5, 2007, the Protect America Act, PL. 110-55, was enacted
into law. It expired on February 16, 2008, after passage of a 15-day extension to its original
sunset date, PL. 110-182. On November 15, 2007, the House of Representatives passed H.R.
3773, the RESTORE Act of 2007. On February 12, 2008, the Senate passed S. 2248, as amended,
then struck all but the enacting clause of H.R. 3773, and inserted the text of S. 2248, as amended,
inits stead. On March 14, 2008, the House passed an amendment to the Senate amendment to
H.R. 3773. After months of intensive negotiations, on June 19, 2008, a compromise bill, H.R.
6304, was introduced in the House. It was passed by the House the following day. On June 26,
2008, a cloture motion on the measure was presented in the Senate. Further activity on H.R. 6304
is anticipated after the Senate returns from the July 4" recess. Each of these bills differs
somewhat in content and approach from one another. This report also briefly explores legislative
responses to the issues addressed. It will be updated as needed.
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Introduction

The Foreign Intelligence Surveillance Act of 1978, PL. 95-511, 92 Stat. 1783 (October 25, 1978),
50 U.S.C. 88 1801 et seq. (hereinafter FISA), was enacted in response both to the Committee to
Study Government Operations with Respect to Intelligence Activities (otherwise known as the
Church Committee) revelations regarding past abuses of e ectronic surveillance for national
security purposes and to the somewhat uncertain state of the law on the subject. While FISA now
provides a statutory framework for gathering foreign intelligence information through the use of
electronic surveillance, physical searches, and pen registers or trap and trace devices, and access
to business records and other tangible things, the 1978 Act dealt only with e ectronic surveillance.
The provisions passed almost 30 years ago became Title | of FISA. As originally enacted, the
measure provided a statutory framework for collection of foreign intelligence information
through the use of electronic surveillance of communications of foreign powers or agents of

! The U.S. Supreme Court originaly held that the Fourth Amendment only applied to tangible things, Olmstead v.
United States, 277 U.S. 438 (1928), but later held that intangible things, such as conversations, were also protected. In
its 1967 decision in Katz v. United States, 389 U.S. 347, 353, 359 n. 23 (1967), the Court, overturning its previous
holding in Olmstead v. United States, held that the Fourth Amendment covered el ectronic surveillance of oral
communications without physical intrusion. The Katz Court stated, however, that its holding did not extend to cases
involving national security. In United States v. United States District Court, 407 U.S. 297, 313-14 (1972) (the Keith
case), the Court regarded Katz as “implicitly recogniz[ing] that the broad and unsuspected governmentd incursionsinto
conversational privacy which electronic surveillance entails necessitate the application of Fourth Amendment
safeguards.” Mr. Justice Powell, writing for the Keith Court, framed the matter before the Court as follows:

The issue before us is animportant one for the people of our country and their Government. It
involves the delicate question of the President’s power, acting through the Attorney Generd, to
authorize eectronic surveillance in internal security matters without prior judicia approval.
Successive Presidents for more than one-quarter of a century have authorized such surveillancein
varying degrees, without guidance from the Congress or a definitive decision of this Court. This
case brings the issue here for the first time. Its resolution is a matter of national concern, requiring
sensitivity both to the Government’ sright to protect itself from unlawful subversion and attack and
to the citizen’ sright to be secure in his privacy against unreasonable Government intrusion.

407 U.S. at 299. The Court held that, in the case of intelligence gathering involving domestic security surveillance,
prior judicial approval was required to satisfy the Fourth Amendment. Justice Powell emphasized that the case before it
“require[d] no judgment on the scope of the President’ s surveillance power with respect to the activities of foreign
powers, within or without the country.” Id., a 308 The Court expressed no opinion as to “the issues which may be
involved with respect to activities of foreign powers or their agents.” 1d., at 321-22. However, the guidance which the
Court provided in Keith with respect to nationa security surveillance in a domestic context to some degree presaged the
approach Congress was to take in foreign intelligence surveillance. 1d. at 323-24.

Court of apped s decisions following Keith met more squarely the issue of warrantless e ectronic surveillance in the
context of foreign intelligence gathering. In United States v. Brown, 484 F.2d 418 (5" Cir. 1973), cert. denied, 415
U.S. 960 (1974), the Fifth Circuit upheld the legality of a warrantless wiretap authorized by the Attorney General for
foreign intelligence purposes where the conversation of Brown, an American citizen, was incidentaly overheard. The
Third Circuit in United States v. Butenko, 494 F.2d 593 (3rd Cir. 1974), cert. denied sub nom, Ivanov v. United States,
419 U.S. 881 (1974), concluded that warrantless € ectronic surveillance was lawful, violating neither Section 605 of the
Communications Act nor the Fourth Amendment, if its primary purpose was to gather foreign intelligence information.
Inits plurality decision in Zweibon v. Mitchell, 516 F.2d 594, 613-14 (D.C. Cir. 1975), cert. denied, 425 U.S. 944
(1976), the Didtrict of Columbia Circuit took a somewhat different view in a case involving a warrantless wiretap of a
domestic organi zation that was not an agent of a foreign power or working in collaboration with aforeign power.
Finding that a warrant was required in such circumstances, the plurdity also noted that “an anadysis of the policies
implicated by foreign security surveillance indicates that, absent exigent circumstances, al warrantless eectronic
surveillance is unreasonabl e and therefore unconstitutional.” For more information on the background of FISA, see
CRS Report RL30465, The Foreign Intelligence Surveillance Act: An Overview of the Satutory Framework and U.S
Foreign Intelligence Surveillance Court and U.S Foreign Intelligence Surveillance Court of Review Decisions, by
(name redacted) (February 15, 2007).
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foreign powers, as those terms were defined in the act. The act has been amended repeatedly in
the intervening yearsin an effort to address changing circumstances. Then, as now, the Congress
sought to strike a balance between national security interests and civil liberties.

A number of FISA bills have received recent attention in the 110" Congress. On August, 5, 2007,
the Protect AmericaAct, PL. 110-55 was enacted into law. This measure, in part, construed the
term “electronic surveillance” under FISA not to include surveillance directed at a person
reasonably believed to be located outside of the United States, and provided authority for
warrantless acquisition of foreign intelligence information concerning persons reasonably
believed to be located outside the United States where certain criteria were satisfied. As originally
enacted, the measure was to sunset on February 1, 2008.20n January 29, 2008, both the House
and the Senate passed H.R. 5104, a 15-day extension to the sunset for the Protect America Act, to
allow further time to consider, pass, and go to conference on proposed legislation to amend FISA,
while ensuring that the intelligence community would have the authority it needed in the
intervening period. It was enacted into law as PL. 110-182.

The House of Representatives passed H.R. 3773, the Responsible Electronic Survelllance That is
Overseen, Reviewed, and Effective Act of 2007, or the RESTORE Act of 2007, on November 15,
2007,° while S. 2248 was reported out of the Senate Select Committee on Intelligence on October
26, 2007, and an amendment in the nature of a substitute to S. 2248, the Foreign Intelligence
Surveillance Amendments Act of 2007, or the FISA Amendments Act of 2007, was reported out
of the Senate Judiciary Committee on November 16, 2007. A modified version of the Senate
Judiciary Committee’'s amendment in the nature of a substituteto S. 2248 was tabled.

The Senate passed S. 2248, the FISA Amendments Act of 2008, as amended, on February 12,
2008.* After striking all but the enacting clause of H.R. 3773 and inserting the text of S. 2248 as
amended, the Senate then passed H.R. 3773, the FISA Amendments Act of 2008.

On March 14, 2008, the House passed an amendment to the Senate amendment to H.R. 3773°
After intensive negotiations, a compromise bill, H.R. 6304, was introduced in the House on June
19, 2008. The measure passed the House the following day.® A cloture motion on the measure was
presented in the Senate on June 26, 2008. Further activity on H.R. 6304 is anticipated after the
Senate returns from the July 4™ recess.

The current legislative and oversight activity with respect to electronic surveillance under FISA
has drawn national attention to several overarching issues. Thisreport briefly outlines three such
issues and touches upon some of the perspectives reflected in the ongoing debate. Theseissues
include the inherent and often dynamic tension between national security and civil liberties,
particularly rights of privacy and free speech; the need identified by the Director of National
Intelligence (DNI), Admiral Mike McConnéll, for the intelligence community to be able to
efficiently and effectively collect foreign intelligence information from the communications of

2 For more information on the Protect America Act of 2007, see CRS Report RL34143, P.L. 110-55, the Protect
America Act of 2007: Modifications to the Foreign Intelligence Surveillance Act, by (name redacted).

% Rall no. 1120, 227 - 189.
4 Record Vote No. 20, 68 - 29.

5 Roll no. 145, 213 - 197, 1 Member voti ng Present. Passage of S. 2248 was then vitiated and the bill was returned to
the Senate calendar.

8 Rall no. 437, 293 - 129.
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foreign persons located outside the United States in a changing, fast-paced, and technologically
sophisticated international environment,” and the differing approaches suggested to meet this
need; and limitations of liability for those el ectronic communication service providers who
furnish aid to the federal government inits foreign intelligence collection. This report briefly
examines these issues and sets them in context.

Tension Between National Security and
Civil Liberties

Two constitutional provisions, in particular, are implicated in this debate—the Fourth and First
Amendments. The Fourth Amendment to the U.S. Constitution provides:

Theright of the people to be secure in their persons, houses, papers, and effects, againgt
unreasonabl e searches and seizures, shall not be violated, and no Warrant shall issue, but
upon probabl e cause, supported by Oath or affirmation, and particularly describing theplace
to be searched, and the persons or things to be seized.

The First Amendment to the U.S. Constitution provides:

Congress shall make no law respecting an establishment of reigion, or prohibiting the free
exercise thereof; or abridging the freedom of speech, or of the press; or the right of the
peopl e peaceably to assemble, and to petition the Government for aredress of grievances.

As the Fourth Amendment protects the peopl€'s privacy rights, so the First Amendment reflects a
recognition of the value of free expression of ideas and lawful political dissent to the preservation
of afree society.

Inintroducing S. 1566, the bill that became the Foreign Intelligence Surveillance Act of 1978,
P.L. 95-511, Senator Edward K ennedy addressed the challenge of striking an appropriate balance
between the legitimate government need to safeguard the nation against the intelligence activities
of foreign agents and the concomitant need to protect civil liberties, stating:

7 See Statement of the Director of National Intelligence, Subject: Modernization of the Foreign Intelligence
Surveillance Act (FISA) (August 2, 2007), stating in pertinent part:

First, the Intelligence Community should not be required to obtain court orders to effectively
collect foreign intelligence from foreign targets | ocated overseas. Smply due to technol ogy
changes since 1978, court approval should not now be required for gathering intelligence from
foreigners located overseas. This was not deemed appropriatein 1978 and it is not appropriate
today....

The Intelligence Community should not be restricted to effective collection of only certain
categories of foreign intelligence when the targets are located overseas. We must ensure that the
Intelligence Community can be effective against al who seek to do us harm.

The bill must not require court approval before urgently needed intelligence collection can begin
againgt aforeign target located overseas. The delays of a court process that requiresjudicia
determinations in advance to gather vital intelligence from foreign targets overseas can in some
cases prevent the rapid gathering of intelligence necessary to provide warning of threats to the
country. This process would a so require in practice that we continue to divert scarce intelligence
experts to compiling these court submissions. Similarly, critical intelligence gathering on foreign
targets should not be halted while court review is pending.

This statement may be found at http://www.odni.gov/press_rel eases’20070802_release.pdf.
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The compl exity of the problem must not be underestimated. Electronic surveillance can bea
useful tool for the Government’ sgathering of certain kinds of information; yet, if abused, it
can also constitute a particularly indiscriminate and penetrating invasion of the privacy of
our citizens. My objective over the past six yearshas been toreach somekind of fair balance
that will protect the security of the United States without infringing on our citizens' human
liberties and rights.®

This sentiment was echoed in a hearing before the Senate Judiciary Committee on S. 1566 when
Attorney General Griffin Bell testified for the Carter Administration in favor of the measure:

| believethishill isremarkablenaot only intheway it has been devel oped, but alsoin thefact
that for thefirst timein our soci ety the clandestineintelligence activities of our government
shall be subject to the regul ation and recei ve the positive authority of a public law for all to
inspect. President Carter stated it very well in announcing thisbill when he said that “ one of
the most difficult tasks in a free society like our own is the correlation between adequate
intelligenceto guarantee our nation’ s security on the onehand, and the preservation of basic
human rightson theother.” It isavery delicate balanceto strike, but one which isnecessary
in our society, and a balance which cannot be achieved by sacrificing either our nation’s
security or our civil liberties....°

In providing background for its report on H.R. 7308, the House FISA bill then under
consideration, the House Permanent Select Committee on Intelligence noted:

Thehistory and law rel ating to e ectronic surveillance for “ national security” purposeshave
revolved around the competing demands of the President’ s constitutional powersto gather
intelligence deemed necessary to the security of the nation and therequirementsof thefourth
amendment. The U.S. Supreme Court has never expressly decided the issue of whether the
President hasthe constitutional authority to authorize warrantless el ectronic surveillancefor
foreign intelligence purposes. Whether or not the President has an “inherent power” to
engage in or authorize warrantless electronic surveillance and, if such power exists, what
limitations, if any, restrict the scope of that power, are issues that have troubled
constitutional scholars for decades.™

Electronic surveillance can provide vital information needed to identify those who are acting or
preparing to act against U.S. interests for the benefit of foreign powers, including those engaged
in espionage, sabotage, or terrorist acts or who otherwise pose a threat to the nation or its citizens,
and to uncover their plans or activities. This information may not be readily uncovered by other
investigative means. Thus, surveillance can provide a valuable tool for protecting the security of
the nation and its citizens. However, this investigative technique, by its nature, can intrude into
the privacy of both the target of the surveillance and those with whom the target communicates. It
also has the potential of chilling political discussion and lawful dissent.™

8 Report of the Senate Committee on the Judiciary to accompany S. 1566, S.Rept. 95-604, Part I, 95" Cong., 1% Sess. 8
(1977); 1978 U.S.C.C.A.N. 3904, 3910. FISA was enacted in the wake of revelations of abuses of warrantless
surveillance in the name of nationa security revealed in the 1973 investigation of the Watergate break-ins and later
explored in greater detail by Church Commiittee. Id. at 7, 1978 U.S.C.C.A.N. at 3908. See also, Foreign Intelligence
Surveillance Act of 1978, H.Rept. 95-1283, Part |, o5 Cong., 2d Sess. 14 (1978).

¥ Hearing before the Subcommittee on Crimina Laws and Procedures of the Senate Committee on the Judiciary,
Foreign Intelligence Surveillance Act of 1977, 95" Cong., 1% Sess. 23 (1977).

19 Report of the House Permanent Select Committee on Intelligence to accompany H.R. 7308, the Foreign Intelligence
Surveillance Act of 1978, H.Rept. 95-1283, Part I, o5 Cong., 2d Sess. 15 (1978).

" See, SRept. 95-604, a 8, 1978 U.S.C.C.A.N. 3909-3910. The Senate Judiciary Committee noted that “[i]n
(continued...)
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Theframing of the current debate on thisissue flows, in part, from questions arising with respect
to the Terrorist Surveillance Program (TSP), first revealed in press accounts in December 2005.*
While little information regarding the details of this NSA program is publicly available, the
President has indicated that, “ since shortly after September 11, 2001, he had authorized the
National Security Agency (NSA) to intercept international communications into and out of the
United States of persons linked to al Queda or related terrorist organizations. The purpose of the
interceptsis to establish an early warning system to detect and prevent another catastrophic
terrorist attack on the United States.”** Concerns surrounding the TSP have led to continuing

(...continued)

summarizing its conclusion that surveillance was “ often conducted by illegal or improper means,” the Church
committee wrote:

Since the 1930's, intelligence agencies have frequently wiretapped and bugged American citizens
without the benefit of judicial warrant.... [P]ast subjects of these surveillances have included a
United States Congressman, Congressional staff member, journalists and newsmen, and numerous
individuas and groups who engaged in no criminal activity and who posed no genuinethreat to the
national security, such as two White House domestic affairs advisers and an anti-Vietnam War
protest group. (vol 2, p. 12)

* k k%

The application of vague and elastic standards for wiretapping and bugging has resulted in
electronic surveillances which, by any objective measure, were improper and seriously infringed
the Fourth Amendment Rights of both the targets and those with whom the targets communi cated.
The inherently intrusive nature of eectronic surveillance, moreover, has enabled the Government to
generate vast amounts of informati on—unrelated to any | egitimate government interest—about the
personal and poalitical lives of American citizens. The collection of this type of information has, in
turn, raised the danger of its use for partisan palitica and other improper ends by senior
adminigtration officials. (vol. 3, p. 32)

The Senate Judiciary Committee observed further:

Also formidable—athough incal culable—is the “ chilling effect” which warrantless eectronic
surveillance may have on the constitutional rights of those who were not targets of the surveillance,
but who perceived themselves, whether reasonably or unreasonably, as potentia targets. Our Bill of
Rightsis concerned not only with direct infringements on constitutional rights, but aso with
government activities which effectively inhibit the exercise of these rights. The exercise of political
freedom depends in large measure on citizens’ understanding that they will be ableto be publicly
active and dissent from official policy, within lawful limits, without having to sacrifice the
expectation of privacy that they rightfully hold. Arbitrary or uncontrolled use of warrantless
electronic surveillance can violate that understanding and impair that public confidence so
necessary to an uninhibited politicd life.

See also, Keith, 407 U.S. at 391-321, where Justice Powell observed that,

Nationa security cases ... often reflect a convergence of First and Fourth Amendment val ues not
present in cases of “ordinary” crime. Though the investigative duty of the executive may be
stronger in such cases, so aso is there greater jeopardy to constitutionally protected speech.
“Historically the struggle for freedom of speech and pressin England was bound up with theissue
of the scope of the search and seizure power,” Marcus v. Search Warrant, 367 U.S. 717, 724
(1961).... Fourth Amendment protecti ons become the more necessary when the targets of official
surveillance may be those suspected of unorthodoxy in their political beliefs. The danger to
political dissent is acute where the Government attemptsto act under so vague a concept asthe
power to protect “domestic security.” ...

2 g e.g., James Risen and Eric Lichtblau, Bush Lets U.S Spy on Callers Without Courts, N.Y. TiMEs, December 16,
2005, at 1, 22 (citing anonymous government officials to report that the executive order, which alows some
warrantl ess eavesdropping on persons inside the United States, “is based on classified legal opinions that assert that the
president has broad powers to order such searches, derived in part from the September 2001 Congressiona resolution
authorizing him to wage war on Al Qaeda and other terrorist groups’).

13« egal Authorities Supporting the Activities of the National Security Agency Described by the President,” U.S.
(continued...)
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congressional oversight and a number of legislative proposals focused upon providing the
intelligence community with the tools it needs for foreign intelligence collection to protect the
United States and its citizens, while also protecting the civil liberties of those impacted by such
collection.

The current level of complexity and sophistication of global communications technology can
provide both increased opportunities for lawful private communications and public debate, and
increased means for communications between those engaged in criminal wrongdoing or plans or
actions which pose a threat to U.S. national security. While this presents challenges to intelligence
collection for foreign intelligence purposes, the government has moved to utilize these new
technologies for both law enforcement and intelligence purposes. The balance between these
important governmental needs and protections of constitutionally protected privacy interests and
First Amendment protected activities is dynamic, and there can be differences of opinion asto
where the appropriate balance point between them may be found.

Collection of Foreign Intelligence Information from
Foreign Persons and United States Persons Located
Abroad

A second, related issue in the current debate concerns the appropriate circumstances or standards
for collection of foreign intelligence information from foreign persons and United States persons
abroad. This issue can best be understood when set in the context of recent developments, to the
extent that pertinent information is publicly available.

In July 2007, an unclassified summary of the National Intelligence Estimate (NIE) on “The
Terrorist Threat to the US Homeland” was released. The NIE expressed the judgment, in part, that
the U.S. Homeland will face a persistent and evolving threat over the next three years, the main
threat coming from Islamic terrorist groups and cdls, particularly al Qaeda.™

InaJanuary 17, 2007, letter to Chairman Leahy and Ranking Member Specter of the Senate
Judiciary Committee, then Attorney General Gonzales advised them that, on January 10, 2007, a
Foreign Intelligence Surveillance Court judge “issued orders authorizing the Government to
target for collection international communications into or out of the United States wherethereis
probable cause to believe that one of the communicants is a member or agent of al Qaeda or an
associated terrorist organization.” The Attorney General stated that, in light of these orders, which
“will allow the necessary speed and agility,” all surveillance previously occurring under the
Terrorist Surveillance Program (T SP) would now be conducted subject to the approval of the
FISC. Heindicated further that, under these circumstances, the President had determined not to
reauthorize the TSP when the then current authorization expired. The Attorney General also noted
that the Intelligence Committees had been briefed on the highly classified details of the FISC

(...continued)

Department of Justice (January 19, 2006). This may be found at http://www.usdoj.gov/ag/readingroom/
surveillance9.pdf.

¥ Nationa Intelligence Estimate on “ The Terrorist Threat to the US Homeland,” at 6-7 (July 2007). This may be found
at http://www.odni.gov/press_releases’20070717_rel ease.pdf.
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orders and advised Chairman L eahy and Senator Specter that he had directed the Acting Assistant
Attorney General for the Office of Legal Counsd and the Assistant Attorney General for National
Security to provide them a classified briefing on the details of the orders. Because the contents of
these orders remain classified, the scope of or limitations with respect to any authority that may
have been provided remain unknown.

On April 13, 2007, the Administration announced that it had submitted draft legislation to the
Congress regarding modernization of FISA. This draft legislation included a proposed new
section 102A of FISA which would authorize the President, acting through the Attorney General,
to permit acquisition of foreign intelligence information for up to one year concerning persons
reasonably believed to be outside the United States if the Attorney General certifies in writing
under oath that he has made four specific determinations.™

On August 2, 2007, the DNI released a statement on * Modernization of the Foreign Intelligence
Surveillance Act.” In his statement, Admiral McConnell regarded such modernization as
necessary to respond to technological changes and to meet the Nation’s current intelligence
collection needs. He viewed it as essential for the intelligence community to provide warning of
threats to the United States. One of two critically needed changes perceived by the DNI was his
view that a court order should not be required for gathering foreign intelligence from foreign
targets located overseas. Admiral McConnell did, however, indicate that he would be willing to
agreeto court review, after commencement of needed collection, of the procedures by which
foreign intelligence is gathered through classified methods directed at foreigners outside the
United States.

Some news accounts suggest that a FISC court ruling this Spring may have limited the authority
of the United States, in certain circumstances, to engage in surveillance of foreign conversations
taking place outside the United States. Admiral McConnell stated in remarks included in the
transcript of an interview published in the EI Paso Times on August 22, 2007, that on or about
May of this year, when another judge of the FISC considered an application for renewal or
extension of the surveillance approved under the January 10 orders, that judge interpreted the
requirements of FISA differently from the judge who had issued the January 10 orders, and
deemed a FISA warrant necessary for surveillance of wire communications of a foreign personin
aforeign country.™

% These include: that “the acquisition does not constitute e ectronic surveillance; that the acquisition involves obtaining
foreign intelligence information from or with the assistance of a communications service provider, custodian, or other
person (including any officer, employee, agent, or other specified person of such service provider, custodian, or other
person) who has access to communications, either as they are transmitted or while they are stored, or equipment that is
being or may be used to transmit or store such communications;” that “a significant purpose of the acquisition isto
obtain foreign intelligence information;” and that “the minimization procedures to be used with respect to the
acquisition activity meet the definition of minimization procedures under section 101(h)” of FISA. The Fact Sheet on
the draft legislation may be found at http://www.usdoj.gov/opa/pr/2007/April/07_nsd_247.html. Thetext of the draft
bill may be found at http://www.lifeandliberty.gov/docs/text-of-dni-proposed.pdf. For further information about the
proposed draft legidation regarding modernization of FISA, see the April 23, 2007, CRS Congressional Distribution
Memorandum entitled, “ Overview of ‘ FISA Modernization Provisions of the Proposed Fiscal Y ear 2008 Intelligence
Authorization,”” by (name redacted).

18 The transcript of the interview with the DNI may be found at http://www.d pasotimes.com/news/ci_6685679. See
also, “ Greg Miller, Court Puts Limits on Surveillance Abroad: The ruling raises concerns that U.S. anti-terrorism
efforts might be impaired at atime of heightened risk,” L.A. Times, August 2, 2007, quoting aMember of Congress that
“[t]here sbeen aruling, over thelast four or five months, that prohibits the ability of our intelligence services and our
counterintelligence people from listening in to two terrorists in other parts of the world where the communi cation could
come through the United States.”
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Views differ as to the scope of the need and the means by which this need may be met. Can this
concern be addressed by solutions directed solely at eectronic surveillance or acquisitions
without a court order from the FISC of communications between foreign persons in
communication with other foreign persons all located outside the United States, whether or not
those communications are routed through the United States at some point in their transmission?
Or must the solution be crafted in such a way as to permit such surveillance or acquisitions of the
communications of foreign persons located abroad, whether they may bein communication only
with other non-U.S. persons, or both non-U.S. persons and U.S. persons,”” located outside the
United States? What is required if some of the communications of the foreign person targeted in
the survelllance or acquisition are with U.S. persons or non-U.S. persons |ocated in the United
States? May such foreign intelligence be collected from U.S. persons abroad without a Foreign
Intelligence Surveillance Court™ order pursuant to a certification by the Attorney General or the
Attorney General and the DNI jointly or whether a court order is required prudentially or
congtitutionally under the Fourth Amendment.*

Legislative Response: Foreign Intelligence Surveillance of
Foreign Persons Abroad

On August 5, 2007, the Protect AmericaAct of 2007 was enacted into law, P.L. 110-55, which
provided that “[n]othing in the definition of e ectronic surveillance under section 101(f) [of FISA]
shall be construed to encompass surveillance directed at a person reasonably believed to be
located outside of the United States.” It also created a new procedure under section 105B(a) of
FISA under which the Attorney General and the DN, for periods of up to one year, may authorize
acquisition of foreign intelligence information concerning persons reasonably believed to be
outside the United States, if the Attorney General and the DNI determine, based on the
information provided to them, that five criteria have been met. This authority was similar, but not
identical to, the proposed section 102A of FISA inthe Administration’s draft bill. PL. 110-55
expired on February 16, 2008, after passage of a 15-day extension to its original sunset date.”
Under the transitional provisions in Section 6 of the Protect America Act, the acquisitions
authorized while the act was in force may continue until their expiration.

H.R. 3773 as originally passed by the House provides that no court order is needed for electronic
surveillance directed at acquisition of the contents of communications between persons not
known to be U.S. persons who are reasonably believed to be located outside the United States,
without regard to whether the communication is transmitted through the United States or the
surveillance device is located in the United States. If the communications of a U.S. person are

Y “United States person” is defined in section 101(1) of FISA to mean:

acitizen of the United States, an alien lawfully admitted for permanent residence (as defined in
section 1101(8)(20) of Title 8), an unincorporated association a substantial number of members of
which are citizens of the United States or aliens lawfully admitted for permanent residence, or a
corporation which isincorporated in the United States, but does not include a corporation or an
association which is aforeign power, as defined in subsection (a)(1), (2), or (3) of this section.

18 As ageneral matter, the proposal s contempl ate that any such court order would be issued by the Foreign Intelligence
Surveillance Court, created under section 103(a) of FISA, 50 U.S.C. § 1803(a).

¥ For amore in depth discussion of the application of the Fourth Amendment to U.S. citizens abroad, see CRS
Congressional Distribution Memorandum entitled “U.S. Citizens' Fourth Amendment Rights Abroad and the
Interception of Electronic Communications,” by (name redacted) (November 13, 2007).

2pL.110-182.
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inadvertently intercepted, stringent constraints upon retention, disclosure, dissemination, or use
would apply. However, the bill provides for a FISC order for acquisitions for up to one year of
communications of non-U.S. persons reasonably believed to be outside the U.S. to collect most
types of foreign intelligence information by targeting those persons, where those persons may be
communicating with persons inside the United States. It also establishes requirements for such
acquisitions.

The Senate amendment to H.R. 3773 would permit the Attorney General and the DNI to jointly
authorize, for up to one year, targeting of persons reasonably bdieved to be outsidethe U.S. to
acquireforeign intelligence information if certain statutory criteria are met. The Senate bill does
not require prior approval by the FISC of applicable certifications, targeting procedures and
minimization procedures in connection with the acquisition of communications of non-U.S.
persons abroad, nor does it require adoption and submission of compliance guidelines. Rather, it
requires submission of a certification or atargeting or minimization procedure, or an amendment
thereto, to the Foreign Intelligence Surveillance Court (FISC) within five days of making or
amending the certification or adopting or amending the procedure. Where the Attorney General
and the DNI determine that immediate action is required and time does not permit preparation of
a certification prior to initiation of an acquisition, the Senate bill requires the Attorney General
and the DNI to prepare the certification, including such determination, within seven days after the
determination is made. If the FISC finds that a certification meets statutory requirements and
targeting and minimization procedures are consistent with statutory requirements and meet
constitutional standards under the Fourth Amendment, the FISC would enter an order approving
continued use of the procedures involved. If the court finds that the required standards are not
met, then the FISC would enter an order directing the government, at the government’s el ection
and to the extent required by the FISC order, to correct any deficiencies within 30 days or cease
the acquisition.

In the absence of an emergency authorization, the House amendment to the Senate amendment to
H.R. 3773 requires prior approval by the FISC of the applicable targeting procedures,
minimization procedures, and certification before the Attorney General and the Director of
National Intelligence (DNI) may authorize acquisition of the contents of communications of non-
U.S. persons reasonably believed to be |ocated outside the United States. The FISC would have
30 days after a certification is submitted to review the certification and the targeting and
minimization procedures and to approve or deny an order regarding such an acquisition.

The House amendment also requires the Attorney General, in consultation with the DNI, to adopt
guidelines to ensure compliance with limitations impaosed by the bill on such acquisitions and to
ensure that an application is filed under section 104 or 303 of FISA, if required by that act. The
guidelines are to be submitted to the FISC, the congressional intelligence committees, and the
House and Senate Judiciary Committees.

H.R. 6304 would amend FISA to permit the Attorney General and the DNI to jointly authorize
targeting of persons reasonably believed to be non-U.S. persons located outside the United States
for periods of up to one year. Proposed section 702 of FISA contains explicit limitations,
including protections against reverse targeting®™ in connection with the acquisition of the

2L Under proposed subsection 702(b) of FISA, such an acquisition is subject to several limitations, including those
designed to protect against reverse targeting. Under these limitations, an acquisition may not intentionally target any
person known at the time of acquisition to be located in the United States; may not intentionally target a person
reasonably believed to be located outside the United States if the purpose of such acquisition isto target a particular,
(continued...)
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communications of such persons. A certification by the Attorney General and the DNI that certain
statutory criteria have been met, applicable targeting procedures, and minimization procedures
would be subject to judicial review by the FISC. The certification would attest, in part, that
procedures arein place that have been approved, have been submitted for approval, or will be
submitted with the certification for approval by the FISC that are reasonably designed to ensure
that an acquisition is limited to targeting persons reasonably bdieved to be located outside the
United States, and to prevent the intentional acquisition of any communication where the sender
and all intended recipients are known at the time of the acquisition to be located in the United
States. Generally, if the certification and targeting and minimization procedures meet the statutory
requirements and are consistent with the Fourth Amendment, a FISC order approving them would
beissued prior to implementation of the acquisition of the communications at issue. If the FISC
finds deficiencies in the certification, targeting procedures, or minimization procedures, the court
would issue an order directing the government to, at the government’s dection and to the extent
required by the court’s order, correct any such deficiency within 30 days or cease, or not begin,
the implementation of the authorization for which the certification was submitted.

Legislative Response: Foreign Intelligence Surveillance of
U.S. Persons Outside the United States

Generally, the full extent of Fourth Amendment protections attach to the privacy interests of U.S.
persons within the United States. Fourth Amendment protections also attach to U.S. citizens
abroad.”? However, the operation of its protections outside the United States may differ from that
in the United States due to the fact that a citizen abroad may not have the same expectation of
privacy. In addition, the Warrant Clause of the Fourth Amendment may not apply outside the
United States where U.S. magistrates have no jurisdiction.” A determination whether interception
of a communication abroad is lawful turns upon the law of the country where the interception
occurs, so, depending upon location, the rights available may differ significantly.® In addition,
the availability of Fourth Amendment protections are affected by whom the search was executed,
and the extent of any U.S. role® If the U.S. plays no role, then the Fourth Amendment does not

(...continued)

known person reasonably believed to be in the United States; may not intentionally target a United States person
reasonably believed to be located outside the United States; and may not intentionally acquire any communication asto
which the sender and al intended recipients are known at the time of the acquisition to be located in the United States.
The acquisition must be conducted in a manner consistent with the Fourth Amendment to the Constitution of the United
States.

2 United States v. Verdugo-Urquidez, 494 U.S. 259 (1990), suggests that the Fourth Amendment may have some
applicability to diens, such as permanent resident aiens, who have accepted societa obligations and made a significant
voluntary commitment to the United States.

2 United States v. Verdugo-Urquidez, 494 U.S. 259, 278 (Kennedy, J., concurring)(“ The absence of local judges or
magi strates avail able to issue warrants, the differing and perhaps unascertai nable conceptions of reasonableness and
privacy that prevail abroad, and the need to cooperate with foreign officials al indicate that the Fourth Amendment’s
warrant requirement should not apply in Mexico asit doesin this country”); id. at 279 (Stevens, J., concurring in the
judgment)(“1 do agree, however, with the Government’s submission that the search conducted by the United States
agents with the approval and cooperation of the Mexican authorities was not ‘ unreasonabl€’ as that termisused in the
first Clause of the Amendment. | do not believe the Warrant Clause has any application to searches of noncitizens'
homes in foreign jurisdictions because American magistrates have no power to authorize such searches’).

% stowe v. Devoy, 588 F.2d 336, 342 (2d Cir. 1978); United States v. Cotroni, 527 F.2d 708, 711 (2d Cir. 1975).

% stonehill v. United States, 405 F.2d 738, 743 (9" Cir. 1969)(“ Neither the Fourth Amendment to the United States
Constitution nor the exclusionary rule of evidence, designed to deter federa officers from violating the Fourth
(continued...)
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attach, and the exclusionary rule does not apply to evidence obtained by or derived from such a
search unless the foreign conduct “ shocks the conscience.” % On the other hand, if warrantless
electronic surveillance targeted at a U.S. citizen's communications is conducted abroad for the
purpose of gathering foreign intelligence by U.S. officials, the U.S. district court in United Sates
v. Bin Laden, 126 F. Supp. 2d 264, 277 (S.D.N.Y. 2000), has held that it will be deemed
reasonableif it is authorized by the President, or the Attorney General pursuant to the President’s
delegation, and the surveillance was conducted “ primarily for foreign intelligence purposes and ...
targets foreign powers or their agents.”?

In addition to considering the scope of constitutional privacy protections availableto U.S. citizens
or U.S. persons abroad, the 110" Congress, in FISA legislation beforeiit, is also considering what
it deems the appropriate level of privacy protection to be afforded such persons while outside the
United States. In addition to the Protect AmericaAct of 2007, PL. 110-55 (August 5, 2007), the
Senate-passed amendment to H.R. 3773, the House-passed amendment to the Senate amendment
to H.R. 3773, and H.R. 6304 each addresses procedures for targeting U.S. persons reasonably
believed to be located outside the United States to collect foreign intelligence information.

The Senate amendment to H.R. 3773, the House amendment to the Senate amendment to H.R.
3773, and H.R. 6304 each providefor targeting of U.S. persons reasonably believed to be located
outside the United States for up to 90 days pursuant to a FISC order if statutory criteria are met.
Such an order could be renewed for additional 90-day periods upon submission of renewal
applications meeting the same standards. In the case of an emergency authorization by the
Attorney General of an acquisition, each bill requires notice to a FISC judge by the Attorney
General or his designee at the time the decision is made to conduct such an acquisition and
requires the filing of an application for a FISC order within seven days of the Attorney General’s
authorization of the emergency acquisition. Minimization procedures would apply to such an
acquisition. Under each of these hills, in the absence of ajudicial order approving an acquisition
originally authorized by the Attorney General on an emergency basis, the acquisition would
terminate when the information sought is obtained, when an application for the order is denied, or
when seven days have elapsed, whichever is earliest. Without a FISC order, no information
acquired or evidence derived from an emergency acquisition, except under circumstances where
the target of the acquisition is determined not to be a U.S. person, may be received in evidence or
disclosed in federal, state, or local proceedings; nor could any information concerning a U.S.
person acquired from such acquisition subsequently be used or disclosed in any other manner by
federal officers or employees without the consent of such person, except with the approval of the
Attorney General if the information indicates athreat of death or serious bodily harm to any
person.

(...continued)
Amendment, is applicableto the acts of foreign officials”).

% United States v. Callaway, 446 F.2d 753, 755 (3d Cir. 1971); United States v. Morrow, 537 F.2d 120, 139 (5" Cir.
1976); Stowe v. Devoy, 588 F.2d 336, 341 (2d Cir. 1978); United States v. Rose, 570 F.2d 1358, 1362 (9lh Cir. 1978);
United Statesv. Hensel, 699 F.2d 18, 25 (1% Cir. 1983); United States v. Delaplane, 778 F.2d 570, 573-74 (10" Cir.
1985); United States v. Rosenthd, 793 F.2d 1214, 1231-232 (11th Cir. 1986).

%" 5ee CRS Congressional Distribution Memorandum entitled “U.S. Citizens Fourth Amendment Rights Abroad and
the Interception of Electronic Communications,” by (name redacted) (November 13, 2007).
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Limitations on Liability for Telecommunications
Providers Furnishing Aid to the Government

The second of the two critical needs identified by the DNI in his August 2™ statement was a need
for liability protection for those who furnish aid to the Government in carrying out its foreign
intelligence collection efforts. He sought both retrospective relief from liability for those who are
alleged to have aided the Government from September 11, 2001 to the present in connection with
eectronic surveillance or collection of other communications related information, and
prospective liability protection for those telecommunications providers who furnish aid to the
government in the future whether pursuant to a court order or a certification by the Attorney
General or the Attorney General and the DNI that the acquisition or electronic surveillance
involved is lawful and that all statutory requirements have been met.

Under current law, there are a number of statutory sections which provide some limitation on
liahility for telecommunication providers who furnish aid to the government in connection with
electronic surveillance or aphysical search,” or the installation of a pen register or trap and trace
device® pursuant to a court order under FISA.® In addition, 18 U.S.C. § 2511(2)(a) bars suit in
any court against any provider of wire or electronic communication service, its officers,
employees, or agents, landlord, custodian, or other specified person for providing information,
facilities, or assistancein accordance with the terms of a court order, statutory authorization, or a
certification in writing by the Attorney General or a person specified under 18 U.S.C. § 2518(7)
that no warrant or court order is required by law, that all statutory requirements have been met,
and that the specified assistance is required.®

Prospective relief from liability for those furnishing aid to the government pursuant to a court
order or certification or a directive pursuant to statute requiring compliance with government
demands for assistance is contemplated in a number of bills, including H.R. 3773 as originally
passed, the Senate Amendment to H.R. 3773, the House amendment to the Senate amendment to
H.R. 3773, and H.R. 6304. All three versions of H.R. 3773, and H.R. 6304 authorize the FISC to
compel compliance through the contempt power, as did PL. 110-55 while it wasin force.

Retroactive immunity presents more difficult issues. There are currently pending a substantial
number of law suits against the telecommunications providers who are alleged to have furnished
aid to the government in connection with its warrantl ess surveillance programs since September
11, 2001, and other programs.® Approximately 40 of these suits are currently pending in the

%50 U.S.C. § 1805(1).
#50U.S.C. § 1842(F).

% Section 105B(1) of FISA as added by the Protect AmericaAct, P.L. 110-55, barred causes of action in any court
againgt any person for providing any information, facilities, or assistance in accordance with a directive under that
section.

3! See al 50, defenses against crimind liability in specified circumstances under 50 U.S.C. § 1809(b) (electronic
surveillance) and 1827(b) (physical searches). But see, civil liability provisions under 50 U.S.C. §8 1810 and 1828.

%2 Cf., CRS Report RL33424, Government Accessto Phone Calling Activity and Related Records: Legal Authorities, by
(name redacted), (name redacted), and (name redacted) (August 20, 2007)Cf., American Civil Liberties Union v.
Nationa Security Agency, 438 F. Supp. 2d 754 (E.D. Mich. 2007), vacated and remanded on other grounds, 493 F.3d
644 (6" Cir. 2007), cert. denied,  U.S. 128 S. Ct. 1334 ( 2008). The district court, in pertinent part, held the
plaintiffs’ “datamining” claim barred by application of the state secrets privilege, 438 F. Supp. 2d at 759, 763, 782.
This case was brought against government agencies and officers rather than against the tel ecommuni cations providers
(continued...)
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Northern District of California under an order of the Judicial Panel on Multidistrict Litigation. On
August 9, 2006, pursuant to 28 U.S.C. § 1407, the Judicial Panel on Multidistrict Litigation
transferred 17 civil actions that were pending throughout the country to the Northern District of
California, and assigned them to Judge Vaughn Walker for coordinated or consolidated pretrial
proceedingsin In Re: National Security Agency Telecommunications Records Litigation, MDL -
1791. Another 26 cases weretreated as potential tag-along actions under the multidistrict
litigation rules. The panel of five federal trial and appellate court judges found that all these class
actions share “factual and legal questions regarding alleged Government surveillance of
telecommuni cations activity and the participation in (or cooperation with) that surveillance by
individual telecommunications companies,” and thus centralization of the cases “is necessary in
order to diminate duplicative discovery, prevent inconsistent pretrial rulings (particularly with
respect to matters involving national security), and conserve the resources of the parties, their
counsel and the judiciary.”*®

Arguments may be made on both sides with respect to whether retroactive immunity should be
granted telecommunications providers who are alleged to have assisted the government in such
programs. For example, the cooperation of such providersis critical to the government’s capacity
to pursue electronic surveillance to gather foreign intelligence information, and is also essential
for collection of communications records for pattern analysis. If the telecommunication providers
who responded to the government’s requests or demands for assistance did so in good faith
reliance upon assertions by the government that the demand was lawful and that a court order was
not required, it may be argued that the providers should beimmunized from ill effects flowing
from such good faith reliance. Some have argued that the unique factual context militates in favor
of such relief from liability, to the extent those who responded to the government’s requests for
assistance in the wake of 9/11 did so in response to government assertions that their cooperation
was necessary to protect against further attacks.

In many of the suits filed, the government has asserted states secrets privilege with respect to the
programs involved and the role of any of the telecommunications carriers with respect thereto.
Thisisacommon law evidentiary privilege, which may only be asserted by the government, that
protects information from discovery when its disclosure would be inimical to the national
security. The privilege can come into play in three ways. If the very subject matter of the caseisa

(...continued)
who may have ass sted the government in its efforts.

% Transfer Order, MDL Docket No. 1791, In Re: National Security Agency Telecommunications Records Litigation.
In one of the consolidated suits, Al-Haramain Islamic Foundation, Inc. v. Bush, 507 F.3d 1190, 1206 (9lh Cir. 2007),
the appellate court remanded the case to the U.S. District Court for the Northern District of California“to consider
whether FISA preempts the state secrets privilege and for any proceedings collateral to that determination.” On Jduly 2,
2008, in In re: National Security Agency Telecommunications Records Litigation, MDL Docket No. 06-1791 VRW,
slipop. at 2, 28 (N.D. Cd. duly 2, 2008) (pertaining to Al-Haramain Islamic Foundation v. Bush, C-07-0109 VRW),
Judge Waker, having reviewed the pertinent statutory language and the related legidative history, id., slip op. a 10-28,
held, in part, that FISA preemptsthe state secrets privilege in connection with electronic surveillance for intelligence
purposes in connection with cases within its purview. The court stated the case before it was such a case, and that FISA
therefore appeared “to displace the state secrets privilege for purposes of plaintiffs’ claims.” 1d. However, the court
observed that FISA’s statutory structure does not appear to provide the plaintiffs with aviable remedy unlessthey are
able to show that they are “ aggrieved persons’ within the meaning of FISA. Id.

Other actions have been initiated against tel ecommuni cations providers by a public utility commission to seek
information from or impose sanctions upon those providers. See, e.g., State of Maine Public Utilities Commission,
Reguest for Commission Investigation into Whether Verizon is Cooperating in Maine with the National Security
Agency’ s Warrantless Surveillance Program, Docket No. 2006-274.
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state secret, an assertion of the privilege can cause the case to be immediately dismissed and the
action barred. If, however, this prong of the state secrets privilege does not apply, the privilege
may operate to bar admission into evidence of information which will damage the security of the
United States. The plaintiff then goes forward on the basis of evidence not covered. If the plaintiff
cannot prove a prima facie case with nonprivileged evidence, then the case may be dismissed.®
On the other hand, if the privilege deprives a defendant of information that would otherwise give
the defendant a valid defense to the claim, then the court may grant summary judgment to the
defendant.® In the current context, to the extent that a defendant telecommunications providers
may have a valid claim of immunity under 18 U.S.C. § 2511(2)(a), but for the application of the
state secrets privilege to theidentities of any providers who may have furnished aid to the
government, an argument may be made that the telecommunications providers so impacted
should be afforded immunity from suit.

On the other hand, such suits may be the only means by which those who may have been
adversely impacted by such government activities may obtain any remedy for any injuries
incurred. Theseinjuries may have impacted First and Fourth Amendment protected interests, and
there may be no other means of vindicating those rights. In addition, the telecommunications
providers provide the front line of defense of those rights against governmental abuse if the
government demand or request is unlawful. In some instances, it may be argued that a
telecommunications provider has a statutory obligation to protect customer records from unlawful
access.*® Such arguments militate against affording relief from liability to any providers who may
have permitted unlawful access.

In addition to these arguments, some have argued that, because the Administration has not shared
information repeatedly sought by some committees of jurisdiction with respect to therole of the
telecommunications providersin the TSP or other pertinent intelligence activities, the Congress
does not have adequate information to determine whether relief for the telecommunications
carriers is warranted.

Legislative Response

Under proposed section 802(a) of FISA in Title 11 of H.R. 6304, acivil action® may not lie or be
maintained in a federal or state court® against any person® for providing assistance® to an

% Thisis the basis upon which the Sixth Circuit dismissed ACLU v. NSA, supra, on appeal, finding that the plaintiffs
would be unable to demonstrate standing from nonprivileged evidence.

% See, Hepting v. AT& T, 439 F. Supp. 2d 974, 984 (N.D. Cal. 2006), citing Kasza v. Browner, 133 F.3d 1159, 1166
(9" Cir. 1998). The Hepting court held that the case was not barred on the basis that its very nature was a state secret,
but that there was insufficient information to determine whether the other two prongs applied. The other consolidated
cases have been stayed pending the interlocutory appea of the Hepting decision to the U.S. Court of Appeals for the
Ninth Circuit, Hepting v. AT& T Corporation, Docket # 06-17132 consolidated with Docket # 06-17137. On appeal, the
Hepting case was consolidated with Al-Haramain Islamic Foundation v. Bush, Docket # 06-36083. After argument, the
court of appeals determined that the claimed facts and circumstances in the two cases were distinct and entered an order
stating that the two cases were no longer consolidated for any purpose, Al-Haramain Islamic Foundation, Inc. v. Bush,
507 F.3d 1190, 1196 n. 3 (9" Cir. 2007).

% See, e.9., 47 U.S.C. § 222 (protection of customer proprietary network information).

37« Civil action” is defined in proposed subsection 801(2), to include a “ covered civil action.” The term “covered civil
action” is defined under section 801(5) to mean acivil action filed in afedera or state court that “aleges that an

€l ectronic communi cation service provider furnished assi stance to an e ement of theintelligence community;” and
“seeks monetary or other relief from the € ectronic communi cation service provider related to the provision of such
assstance.”
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element of the intelligence community, and must be dismissed promptly, if the Attorney General
certifiesto the U.S. district court in which the action is pending that:

(1) any assistance by that person was provided pursuant to an order of the court established
under section 103(a) directing such assistance;

(2) any assistance by that person was provided pursuant to a certification in writing under
section 2511(2)(a)(ii)(B) or 2709(b) of title 18, United States Code;

(3) any assistance by that person was provided pursuant to a directive under section
102(a)(4), 105B(€), as added by section 2 of the Protect America Act of 2007 (P.L. 110-55),
or 702(h) directing such assistance;

(4) inthe case of a covered civil action, the assistance alleged to have been provided by the
€l ectronic communication service provider was—

(A) in connection with an intelligence activity involving communications that was—

(i) authorized by the President during the period beginning on September 11, 2001,
and ending on January 17, 2007; and

(ii) designed to detect or prevent aterrorist attack, or activitiesin preparation for a
terrorist attack, against the United States; and

(B) the subject of a written request or directive, or a series of written requests or
directives, from the Attorney General or the head of an eement of the intelligence
community (or the deputy of such person) to the electronic communication service
provider indicating that the activity was—

(i) authorized by the President; and
(ii) determined to be lawful; or
(5) the person did not provide the aleged assistance.

Under proposed subsection 802(b) of FISA, such a certification shall be given effect unless the
court finds that it is not supported by substantial evidence provided to the court under that
section. In the course of itsjudicial review, the U.S. district court may examine the court order,
certification, written request, or directive described in proposed subsection 802(a) and any
relevant court order, certification, written request, or directive submitted to the court by the

(...continued)

% Under proposed subsection 802(g), a civil action against a person for providing assistance to an element of the
intelligence community that is brought in a state court shall be deemed to arise under the Constitution and laws of the
United States and shall be removable under 28 U.S.C. § 1441.

% “Person” is defined in proposed subsection 801(8) to mean an electronic communication service provider, as defined
in proposed subsection 801(6); or alandlord, custodian, or other person who may be authorized or required to furnish
assi stance pursuant to an order of the court established under section 103(a) of FISA directing such assistance; a
certification in writing under 18 U.S.C. §8 2511(2)(g)(ii)(B) or 2709(b); or a directive under section 102(a)(4) of FISA,
105B(e) of FISA, as added by section 2 of the Protect America Act of 2007 (P.L. 110-55), or 702(h) of FISA.

40« Assistance” is defined under proposed subsection 801(1) to mean “the provision of, or the provision of accessto,
information (including communication contents, communications records, or other information relating to a customer
or communication), facilities, or another form of assistance.”
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parties under proposed subsection 802(d). Any such party would be permitted to participate in
briefing or argument of any legal issuein ajudicial proceeding under this section to the extent
that such participation does not require disclosure of classified information to that party. Any
relevant classified information would be reviewed in camera and ex parte. Any portion of the
court’s written order that would reveal classified information would be issued in camera and ex
parte and maintain it under seal. Upon filing of a declaration by the Attorney General under 28
U.S.C. § 1746 that disclosure of such a certification or of the supplemental materials provided
pursuant to proposed subsections 802 (b) or (d) would harm the national security of the United
States, the U.S. district court would be required to review such certification and the supplemental
materials in camera and ex parte. Any public disclosure of such certification and supplemental
materials would be limited to a statement as to whether the case is dismissed and a description of
the legal standards that govern the order, without disclosing the paragraph of subsection (@) that is
the basis for the certification. If H.R. 6304 wereto be enacted into law, proposed Section 802 of
FISA would apply to a civil action pending on or filed after the date of the enactment.

The Senate amendment to H.R. 3773 bars covered civil actionsin afederal or state court and
requires that such an action must be dismissed promptly if the Attorney General or above certifies
to the court that the assistance alleged to have been provided by the electronic communication
service provider was in connection with an intelligence activity involving communications that
was authorized by the President during the period beginning on September 11, 2001, and ending
on January 17, 2007; and designed to detect or prevent aterrorist attack, or activitiesin
preparation for aterrorist attack, against the United States; and described in a written request or
directive from the Attorney General or the head of an e ement of the intelligence community (or
the deputy of such person) to the electronic communication service provider indicating that the
activity was authorized by the President and determined to be lawful. A covered civil action in
federal or state court would also be barred and should be dismissed promptly if the Attorney
General certifiesto the court that the e ectronic communication service provider did not provide
the alleged assistance. The Attorney General’s certification would be subject to judicial review
under an abuse of discretion standard. If the Attorney General files a declaration under 28 U.S.C.
§ 1746 that disclosure of a certification made under subsection 202(a) of the bill would harm
United States national security, the court shall review the certification in camera and ex parte, and
limit public disclosure concerning such certification, including any public order following such
ex partereview, to a statement that the conditions of subsection 202(a) of the bill have been met,
without disclosing the subparagraph of subsection 202(a)(1) that isthe basis for the certification.
The authorities of the Attorney General under section 202 are to be performed by the Attorney
General, or the Acting Attorney General, or a designee in a position not lower than the Deputy
Attorney General.

The House-passed amendment to the Senate Amendment took a different approach. Proposed
section 802, in part, provides authority for the government to intervene in any covered civil
action. Any party may submit to the court evidence, briefs, arguments, or other information on
any matter with respect to which a state secrets privilege has been asserted. The section also
authorizes the court to review any such submissions in accordance with procedures set forth in
section 106(f) of FISA; and permits the court, on motion of the Attorney General, to take
additional steps to protect classified information. The court, to the extent practicable and
consistent with national security would be permitted to request any party to present briefs and
arguments on any legal question the court finds raised by such submission, regardless of whether
that party has access to the submission. Under new subsection 802(e) of FISA, for any covered
civil action alleging that a person provided assistance to an element of the intelligence community
pursuant to arequest or directive during the period from September 11, 2001 through January 17,
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2007, the Attorney General would be required to provide to the court any request or directive
related to the allegations under the procedures set forth in new subsection 802(b).

H.R. 6304, therefore, differs from prior House and Senate amendments to H.R. 3773 in a number
of respects, while having similarities to them in others. Both H.R. 6304 and the Senate
amendment would bar civil actions in federal or state court against persons providing assistance
to an element of theintelligence community if the Attorney General certifies that certain statutory
criteria are met. They differ to some degree as to the criteria involved.

H.R. 6304 provides for judicial review of the Attorney General’s certification under a substantial
evidence standard, while the Senate amendment to H.R. 3773 provides for review of the Attorney
General’s certification using an abuse of discretion standard. The House amendment to the Senate
amendment to H.R. 3773 provides for judicial review of any submissions by any party relating
any matter asto which state secrets privilege has been asserted, but does not specify the standard
of review.

H.R. 6304 expressly permits the district court, inits review, to examine any court order,
certification, written request, or directive described in proposed subsection 802(a) or submitted to
the court by the parties, and, permits party participation in briefs and arguments on any legal issue
inthejudicial proceeding to the extent that such participation does not require disclosure of
classified information to that party. This does not have a parallel in the Senate amendment.
However, it has some points of similarity with the House amendment, which permits submissions
by the parties of evidence, briefs, arguments, or other information relating to any matter with
respect to which state secrets privilege has been asserted, while providing protections for
classified information. For any covered civil action alleging that a person provided assistance to
an element of the intelligence community pursuant to arequest or directive during the September
11, 2001 to January 17, 2007 period, the House amendment requires the Attorney General to
provide the court with any request or directive related to the allegations.

All three bills make provision for ex parte, in camera review of classified information. H.R. 6304
and the Senate amendment both place restrictions on public disclosure of information regarding
the certification and the court’s order.
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