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Wiretapping and Electronic Eavesdropping

Summary

This report provides an overview of federal law governing wiretapping and
electronic eavesdropping. It also appends citations to state law in the area and
contains a bibliography of legal commentary as well as the text of the Electronic
Communications Privacy Act (ECPA) and the Foreign Intelligence Surveillance Act
(FISA).

It is a federal crime to wiretap or to use a machine to capture the
communications of otherswithout court approval, unlessone of the partieshasgiven
their prior consent. Itislikewise afederal crimeto use or disclose any information
acquired by illegal wiretapping or electronic eavesdropping. Violationscanresultin
imprisonment for not more than five years; fines up to $250,000 (up to $500,000 for
organizations); in civil liability for damages, attorneys' fees and possibly punitive
damages; indisciplinary action against any attorneysinvolved; and in suppression of
any derivative evidence. Congress has created separate but comparable protective
schemesfor el ectronic communications(e.g., e-mail) and agai nst the surreptitioususe
of telephone call monitoring practices such as pen registers and trap and trace
devices.

Each of these protective schemes comeswith aprocedural mechanismto afford
limited law enforcement access to private communications and communications
recordsunder conditions consistent with the dictates of the Fourth Amendment. The
government has been given even more narrowly confined authority to engage in
electronic surveillance, conduct physical searches, install and use pen registers and
trap and trace devices for law enforcement purposes under the Electronic
Communications Privacy Act and for purposes of foreign intelligence gathering
under the Foreign Intelligence Surveillance Act.

This report includes a brief summary of the recently expired Protect America
Act, P.L. 110-55 and of the Foreign Intelligence Surveillance Act of 1978
Amendments Act of 2008, P.L. 110-261 (H.R. 6304). Itisavailablein an abridged
form without footnotes, quotations, or appendices as CRS Report 98-327, Privacy:
An Abbreviated Outline of Federal Statutes Governing Wiretapping and Electronic
Eavesdropping, by GinaMarie Stevens and Charles Doyle. Both will berevised as
circumstances warrant.
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Privacy:. An Overview of Federal Statutes
Governing Wiretapping and Electronic
Eavesdropping

Introduction

Depending on one' s perspective, wiretapping and el ectronic eavesdropping are
either “dirty business,” essential law enforcement tools, or both. This is a very
general overview of the federal statutes that proscribe wiretapping and electronic
eavesdropping and of the proceduresthey establish for law enforcement and foreign
intelligence gathering purposes. Although the specifics of state law are beyond the
scope of this report, citations to related state statutory provisions have been
appended. Thetext of pertinent federal statutes and a selected bibliography of legal
materials appear as appendices as well .

! Portions of this report draw upon a series of earlier reports, no longer available, entitled:
Wiretapping and Electronic Surveillance: A Brief Discussion of Pertinent Supreme Court
Cases, A Summary and Compilation of Federal State Statutes, and a Selected Legal
Bibliography (1970); Wiretapping and Electronic Surveillance: A Brief Discussion of
Pertinent Supreme Court Cases, A Summary and Compilation of Federal Sate Statutes, and
a Sdlected Legal Bibliography (1971); Wiretapping and Electronic Surveillance: Federal
and State Statutes (1974); Taps and Bugs. A Compilation of Federal and State Statutes
Governing the Interception of Wire and Oral Communications (1981); The Interception of
Communications: A Legal Overview of Bugs and Taps (1988); Wiretapping & Electronic
Surveillance: The Electronic Communications Privacy Act and Related Matters (1992);
Taps, Bugs & Telephony: An Overview of Federal Satutes Governing Wiretapping and
Electronic Eavesdropping (1998); Privacy: An Overview of Federal Statutes Governing
Wiretapping and Electronic Eavesdropping (2001); id. (2003); id. (2006).

As used in this report “electronic eavesdropping” refers to the use of hidden
microphones, recordersand any other mechanical or el ectronic meansof capturing ongoing
communications, other thanwiretapping (tappinginto tel ephoneconversations). In previous
versions of thisreport and other earlier writings, it was common to use a more neutral, and
consequently preferred, term — electronic surveillance — at least when referring to law
enforcement use. Unfortunately, continued use of the term “ electronic surveillance” rather
than “ electronic eavesdropping” risks confusion with forms of surveillancethat either have
individualistic definitions (e.g., “electronic surveillance” under the Foreign Intelligence
Surveillance Act, 50 U.S.C. 1801(f)), that involve surveillance that does not capture
conversation (e.g., thermal imaging or electronic tracking devices), or that may or may not
capture conversation (e.g., video surveillance which when it does capture conversation is
covered by thelaw governing electronic eavesdropping, see United Statesv. Williams, 124
F.3d 411 (3d Cir. 1997)).

Related devel opmentsarediscussed in CRS Report RL 30465, TheForeign Intelligence
Surveillance Act: An Overview of the Statutory Framework and Recent Judicial Decisions;
CRSReport 97-1025, Cybercrime: An Overview of the Federal Computer Fraud and Abuse
Satute and Related Federal Criminal Laws; CRS Report RL30677, Digital Surveillance:
The Communications Assistance for Law Enforcement Act; and CRS Report RL 34409,
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Background

At common law, “ eavesdroppers, or such as listen under walls or windows, or
the eaves of ahouse, to hearken after discourse, and thereupon to frame slanderous
and mischievous tales, are acommon nuisance and presentable at the court-leet; or
areindictableat the sessions, and punishableby fineand finding of suretiesfor [their]
good behavior,” 4 BLACKSTONE, COMMENTARIES ON THE LAWS OF ENGLAND, 169
(1769).

Although early American law proscribed common | aw eavesdropping, thecrime
was little prosecuted and by the late nineteenth century had “ nearly faded from the
legal horizon.”? With the invention of the telegraph and telephone, however, state
laws outlawing wiretapping or indiscretion by telephone and telegraph operators
preserved the spirit of the common law prohibition in this country.

Congress enacted the first federal wiretap statute as a temporary measure to
prevent disclosure of government secrets during World War 1.3 Later, it proscribed
intercepting and divulging private radio messagesin the Radio Act of 1927,* but did
not immediately reestablish a federal wiretap prohibition. By the time of the
landmark Supreme Court decision in Olmstead, however, at least forty-one of the
forty-eight states had banned wiretapping or forbidden telephone and telegraph
employees and officers from disclosing the content of telephone or telegraph
messages or both.®

Slected Laws Governing the Disclosure of Customer Phone Records by
Telecommunications Carriers.

2 “Eavesdropping is indictable at the common law, not only in England but in our states.
It is seldom brought to the attention of the courts, and our books contain too few decisions
upon it to enable an author to define it with confidence. . . . It never occupied much space
in the law, and it has nearly faded from the legal horizon.” 1 BisHOP, COMMENTARIES ON
THE CRIMINAL LAW, 670 (1882).

3 40 Stat.1017-18 (1918)(“whoever during the period of governmental operation of the
telephone and telegraph systems of the United States . . . shall, without authority and
without the knowledge and consent of the other users thereof, except as may be necessary
for operation of the service, tap any telegraph or telephone line . . . or whoever being
employed in any such telephone or tel egraph service shall divulge the contents of any such
telephone or telegraph message to any person not duly authorized or entitled thereceivethe
same, shall be fined not exceeding $1,000 or imprisoned for not more than one year or
both”); 56 Cong.Rec. 10761-765 (1918).

4 44 Stat. 1172 (1927)(“. . . no person not being authorized by the sender shall intercept any
message and divulge or publish the contents, substance, purpose, effect, or meaning of such
intercepted message to any person .. .").

®> Olmstead v. United Sates, 277 U.S. 438, 479-80 n.13 (1928)(Brandeis, J., dissenting).
Olmstead is remembered most today for the dissents of Holmes and Brandeis, but for four
decades it stood for the view that the Fourth Amendment’ s search and seizure commands
did not apply to government wiretapping accomplished without a trespass onto private

property.
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Olmstead was a Seattle bootlegger whose Prohibition Act conviction was the
product of afederal wiretap. He challenged hisconviction on three grounds, arguing
unsuccessfully that the wiretap evidence should have been suppressed as aviolation
of either his Fourth Amendment rights, his Fifth Amendment privilege against self-
incrimination, or the rights implicit in the Washington state statute that outlawed

wiretapping.

For a mgjority of the Court, writing through Chief Justice Taft, Olmstead’s
Fourth Amendment challenge was doomed by the absence of “an official search and
seizure of his person, or such aseizure of his papers or histangible material effects,
or an actual physical invasion of his house or curtilage® for the purposes of making
aseizure,” 277 U.S. at 466.’

Chief Justice Taft pointed out that Congress was free to provide protection
which the Constitution did not.® Congress did so in the 1934 Communications Act
by expanding the Radio Act’ s proscription against intercepting and divulging radio
communications so as to include intercepting and divulging radio or wire
communications.’

The Federal Communications Act outlawed wiretapping, but it said nothing
about the use of machines to surreptitiously record and transmit face to face
conversations.’ In the absence of a statutory ban the number of surreptitious

& Curtilage originally meant the land and buildings enclosed by the walls of a castle; in
later usageit referred to the barns, stables, garden plots and the like immediately proximate
to adwelling; it is understood in Fourth Amendment parlance to describe that area which
“harbors those intimate activities associated with domestic life and the privacies of the
home,” United Satesv. Dunn, 480 U.S. 294, 301 n.4 (1987).

" Olmstead had not been compelled to use his phone and so the Court rejected his Fifth
Amendment challenge. 277 U.S.C. at 462. Any violation of the Washington state wiretap
statute was thought insufficient to warrant the exclusion of evidence, 277 U.S. at 466-68.
Justice Holmes in his dissent tersely characterized the conduct of federal wiretappers as
“dirty business,” 277 U.S. at 470. Thedissent of Justice Brandeis observed that the drafters
of the Constitution “ conferred as agai nst the Government, theright to belet alone—the most
comprehensive of rights and the right most valued by civilized men. To protect that right,
every unjustifiableintrusion by the Government against privacy of theindividual whatever
the means employed, must be deemed in violation of the Fourth Amendment,” 277 U.S. at
478-79.

8 “Congressmay of course protect the secrecy of tel ephone messages by making them, when
intercepted inadmissible in evidence in federal criminal trials, by direct legislation,” 277
U.S. at 465.

®48U.S.C. 1103-4(1934), 47 U.S.C. 605 (1940 ed.). TheAct neither expressly condemned
law enforcement interceptions nor called for the exclusion of wiretap evidence, but it was
read to encompass both, Nardone v. United Sates, 302 U.S. 379 (1937); Nardonev. United
Sates, 308 U.S. 321 (1939).

10" Section 605 did ban the interception and divulgence of radio broadcasts but it did not
reach the radio transmission of conversationsthat were broadcast unbeknownst to all of the
parties to the conversation. Late in the game, the FCC supplied a partial solution when it
banned the use of licensed radio equipment to overhear or record private conversation
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recording cases decided on Fourth Amendment grounds surged and the results began
to erode Olmstead’ s underpinnings.™

Erosion, however, came slowly. Initially the Court applied Olmstead’'s
principles to the electronic eavesdropping cases. Thus, the use of a dictaphone to
secretly overhear a private conversation in an adjacent office offended no Fourth
Amendment precipes because no physical trespass into the office in which the
conversation took place had occurred, Goldman v. United Sates, 316 U.S. 129
(1942). Similarly, the absence of a physical trespass precluded Fourth Amendment
coverage of the situation where a federal agent secretly recorded his conversation
with adefendant held in acommercial laundry in an area open to the public, On Lee
v. United Sates, 343 U.S. 747 (1952). Ontheother hand, the Fourth Amendment did
reach the government’s physical intrusion upon private property during an
investigation, asfor example when they drove a* spike mike” into the common wall
of arow house until it made contact with a heating duct for the home in which the
conversation occurred, Slverman v. United Sates, 365 U.S. 505 (1961).

Slverman presented something of atechnical problem, becausetherewassome
guestion whether the spike mike had actually crossed the property line of the
defendant’ s town house when it made contact with the heating duct. The Court
declined to rest its decision on the technicalities of local property law, and instead
found that the government’ s conduct had intruded upon privacy of home and hearth
in amanner condemned by the Fourth Amendment, 365 U.S. at 510-12.

without the consent of all the partiesinvolvedintheconversation, 31 Fed.Reg. 3400 (March
4, 1966), amending then 47 C.F.R. §82.701, 15.11. The FCC excluded “operations of any
law enforcement offices conducted under lawful authority,” id.

1 The volume of all Fourth Amendment cases calling for Supreme Court review increased
dramatically after Mapp v. Ohio, 367 U.S. 643 (1961), acknowledged the application of the
Fourth Amendment exclusionary rule to the states.

12 “The absence of aphysical invasion of the petitioner’s premises was also a vital factor
in the Court’s decision in Olmstead v. United Sates . . . . In holding that the wiretapping
there did not violate the Fourth Amendment, the Court noted that the insertions were made
without trespass upon any property of the defendants. They were made in the basement of
the large office building. The taps from house lines were made in the streets near the
houses. 277 U.S. at 457. Therewas no entry of the houses or offices of the defendants. 277
U.S. at 464. Relying upon these circumstances, the Court reasoned that the intervening
wiresarenot part of (the defendant’ s) house or office any morethan arethe highwaysaong
which they are stretched. 277 U.S. at 465.

“Here, by contrast, the officers overheard the petitioners conversations only by
usurping part of the petitioners' house or office — a heating system which was an integral
part of the premises occupied by the petitioners, ausurpation that was effected without their
knowledge and without their consent. In these circumstanceswe need not pause to consider
whether or not there was atechnical trespass under the local property law relating to party
walls. Inherent Fourth Amendment rights are not inevitably measurable in terms of ancient
niceties of tort or real property law . . ..

“The Fourth Amendment, and the personal rightswhichit secures, havealong history.
At thevery core standstheright of aman to retreat into hisown home and there befreefrom
unreasonable governmental intrusion . . . This Court has never held that a federal officer
may without warrant and without consent physically entrench into aman’ s office or home,
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Each of these cases focused upon whether a warrantless trespass onto private
property had occurred, that is, whether the means of conducting a search and seizure
had been so unreasonabl e asto offend the Fourth Amendment. Y et in each case, the
object of the search and seizure had been not those tangible papers or effects for
which the Fourth Amendment’s protection had been traditionally claimed, but an
intangible, a conversation. This enlarged view of the Fourth Amendment could
hardly be ignored, for “[i]t follows from . . . Slverman . . . that the Fourth
Amendment may protect against the overhearing of verbal statements as well as
against the more traditiona seizure of papers and effects,” Wong Sun v. United
Sates, 371 U.S. 471, 485 (1963).

Soon thereafter the Court repudiated the notion that the Fourth Amendment’s
protection was contingent upon sometrespassto real property, Katzv. United Sates,
389 U.S. 347 (1967). Katz was abookie convicted on the basi s of evidence gathered
by an electronic listening and recording device set up outside the public telephone
booth that Katz used to take and place bets. The Court held that the gateway for
Fourth Amendment purposes stood at that point where an individual should to able
to expect that hisor her privacy would not be subjected to unwarranted governmental
intrusion, 389 U.S. at 353.%

One obvious consequence of Fourth Amendment coverage of wiretapping and
other forms of el ectronic eavesdropping isthe usual attachment of the Amendment’s
warrant requirement. To avoid constitutional problemsand at the sametimepreserve
wiretapping and other forms of el ectronic eavesdropping as alaw enforcement tool,
some of the states established a statutory system under which law enforcement

there secretly observe or listen, and relate at the man’ s subsequent criminal trial what was
seen or heard.

“A distinction between the dictaphone employed in Goldman and the spike mike
utilized here seemed to the Court of Appeals too fine a one to draw. The court was
unwilling to believe that the respective rights are to be measured in fractions of inches. But
decision here does not turn upon the technicality of atrespass upon aparty wall asamatter
of local law. It is based upon the readlity of an actual intrusion into a constitutionally
protected area. What the Court said long ago bears repeating now: It may be that it is the
obnoxiousthinginitsmildest and least repul siveform; but illegitimate and unconstitutional
practices get their first footing in that way, namely, by silent approaches and slight
deviations from legal modes of procedure. Boyd v. United Sates, 116 U.S. 616, 635. We
find no occasion to re-examine Goldman here, but we decline to go beyond it, by even a
fraction of aninch,” 365 U.S. at 510-12 (internal quotation marks omitted).

13 “We conclude that the underpinnings of Olmstead and Goldman have been so eroded by
our subsequent decisions that the trespass doctrine there enunciated can no longer be
regarded as controlling. The Government’s activities in electronically listening to and
recording the petitioner’ swords viol ated the privacy upon which hejustifiably relied while
using the telephone booth and thus constituted a search and seizure within the meaning of
the Fourth Amendment. The fact that the electronic device employed to achieve that end
did not happen to penetrate the wall of the booth can have no constitutional significance.”
Later courts seemto prefer the “expectation of privacy” language found in Justice Harlan's
concurrence: “My understanding of the rule that has emerged from prior decisionsis that
there is a twofold requirement, first that a person have exhibited an actual (subjective)
expectation of privacy and, second, that the expectation be one that society is prepared to
recognize as reasonable,” 389 U.S. at 361.
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officials could obtain awarrant, or equivalent court order, authorizing wiretapping
or electronic eavesdropping.

The Court rgjected the constitutional adequacy of one of the more detailed of
these state statutory schemesin Berger v. New York, 388 U.S. 41 (1967). Thestatute
was found deficient its failure to require:

e aparticularized description of the place to be searched;

e aparticularized description of the crime to which the search and seizure
related;

e aparticularized description of the conversation to be seized;

e |imitationsto prevent general searches;

e termination of the interception when the conversation sought had been
seized;

e prompt execution of the order;

e return to the issuing court detailing the items seized; and

e any showing exigent circumstances to overcome the want of prior notice.
388 U.S. at 58-60.

Berger help persuade Congressto enact Titlelll of the Omnibus Crime Control
and Safe Streets Act of 1968, 87 Stat. 197, 18 U.S.C. 2510 - 2520 (1970 ed.), a
comprehensive wiretapping and electronic eavesdropping statute that not only
outlawed both in general terms but that permitted federal and state law enforcement
officers to use them under strict limitations designed to meet the objections in
Berger.

A decade |l ater another Supreme Court case persuaded Congressto supplement
Title Il with a judicialy supervised procedure for the use of wiretapping and
electronic eavesdroppinginforeignintelligencegathering situations. When Congress
passed Title 111 there was some question over the extent of the President’ s inherent
powersto authorize wiretaps—without judicial approval — in national security cases.
As aconsequence, the issue was simply removed from the Title 1l scheme.** After
the Court held that the President’s inherent powers were insufficient to excuse
warrantless el ectronic eavesdropping on purely domestic threatsto national security,
United Sates v. United Sates District Court, 407 U.S. 297 (1972), Congress
considered it prudent to augment the foreign intelligence gathering authority of the
United States with the Foreign Intelligence Security Act of 1978, 92 Stat. 1783, 50
U.S.C. 1801-1862. The Act provides a procedure for judicia review and
authorization or denial of wiretapping and other forms of electronic eavesdropping
for purposes of foreign intelligence gathering.

In 1986, Congressrecast Titlell inthe Electronic Communications Privacy Act
(ECPA), 100 Stat. 1848,18U.S.C. 2510- 2521. TheAct followed thegeneral outline

14 18 U.S.C. 2511(3)(1970 ed.)(“Nothing contained in this chapter or in section 605 of the
Communications Act . . . shall limit the constitutional power of the President to take such
measures as he deems necessary to protect the Nation against actual or potential attack or
other hostile acts of a foreign power, to obtain foreign intelligence information deemed
essential to the security of the United States, or to protect national security information
against foreign intelligence activities. . .").
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of Titlelll with adjustmentsand additions. LikeTitlelll, it sought to strike abalance
between the interests of privacy and law enforcement, but it also reflected a
Congressional desire to avoid unnecessarily crippling infant industriesin the fields
of advanced communications technology, H.Rept. 99-647, at 18-9 (1984); S.Rept.
99-541, at 5 (1986).

ECPA aso included new protection and law enforcement access provisionsfor
stored wire and el ectronic communications and transactional records access (e-mail
and phone records), 18 U.S.C. 2701 - 2710, and for pen registers aswell astrap and
trace devices (devices for recording the calls placed to or from a particular
telephone), 18 U.S.C. 3121 - 3126.”

Over the years, Congress has adjusted the components of Title [1I/ECPA or
FISA. Sometimes in the interests of greater privacy; sometimes in the interest of
more effective law enforcement or foreign intelligence gathering. The 107"
Congress, for instance, amended the basic statutesin the USA PATRIOT Act, P.L.
107-56, 115 Stat. 272 (2001); the Intelligence Authorization Act for Fiscal Year
2002, P.L. 107-108, 115 Stat. 1394 (2001); the 21% Century Department of Justice
Appropriations Authorization Act, P.L. 107-273, 116 Stat. 1758 (2002); the
Department of Homeland Security Act, P.L. 107-296, 116 Stat. 2135 (2002). The
later modifications appear inthe USA PATRIOT Improvement and Reauthorization
Act,P.L.109-177, 120 Stat. 192 (2006) and the Foreign Intelligence Surveillance Act
of 1978 Amendments Act of 2008, P.L. 110-261, 122 Stat. 2436 (2008).

Prohibitions

Unless otherwise provided, Title 11I/ECPA outlaws wiretapping and el ectronic
eavesdropping, possession of wiretapping or electronic eavesdropping equipment,
use or disclosure of information obtained through illegal wiretapping or electronic
eavesdropping, and in order to obstruct justice, disclosure of information secured
through court-ordered wiretapping or electronic eavesdropping, 18 U.S.C. 2511.
Elsewhere ECPA outlaws:

e unlawful accessto stored communications, 18 U.S.C. 2701;
e unlawful use of a pen register or atrap and trace device, 18 U.S.C.
3121; and

> These provisions were also grounded in Supreme Court jurisprudence. In United States
v. Miller, 425 U.S. 435, 441-43 (1976), the Court held that a customer had no Fourth
Amendment protected expectation of privacy intherecordshisbank maintained concerning
his transactions with them. These third party records were therefore available to the
government under a subpoena duces tecum rather than a more narrowly circumscribed
warrant, 425 U.S. 44-45. In Smith v. Maryland, 442 U.S. 735, 741-46 (1979), it held that
no warrant was required for the state’ s use of a pen register or trap and trace device which
merely identified the telephone numbers for calls made and received from a particular
telephone. No Fourth Amendment search or seizure occurred, the Court held, since the
customer had no justifiable expectation of privacy in such information which he knew or
should know that the telephone company might ordinarily capture for bill or service
purposes, id.
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e abuseof eavesdropping and search authority or unlawful disclosures
under the Foreign Intelligence Surveillance Act, 50 U.S.C. 1809,
1827.

lllegal Wiretapping and Electronic Eavesdropping

Attheheart of Titlel1/ECPA liestheprohibitionagainstillegal wiretapping and
electronic eavesdropping, 18 U.S.C. 2511(1), that proscribes:

- any person from

- intentionally

- intercepting, or endeavoring to intercept,

- wire, oral or electronic communications

- by using an electronic, mechanical or other device

- unless the conduct is specifically authorized or expressly not covered, e.g.
- one of the parties to the conversation has consent to the interception
- the interception occurs in compliance with a statutorily authorized, (and
ordinarily judicially-supervised) law enforcement or foreign intelligence
gathering interception,
- theinterception occurs as part of providing or regulating communication
services,
- certain radio broadcasts, and
- in some places, spousal wiretappers.

Person. The prohibition applies to “any employee, or agent of the United
States or any State or political subdivision thereof, and any individual, partnership,
association, joint stock company, trust, or corporation,” 18 U.S.C. 2510(6).%°

Intentional. Conduct can only violate Title III/ECPA if it is done
“intentionally,” inadvertent conduct is no crime; the offender must have done on
purpose those things which are outlawed.'” He need not be shown have known,
however, that his conduct was unlawful .*®

Jurisdiction. Section 2511(1) contains two interception bars — one,
2511(1)(a), simply outlaws intentional interception; the other, 2511(1)(b), outlaws
intentional interception when committed under any of five jurisdictional
circumstances with either an implicit or explicit nexus to interstate or foreign

16 Although the governmental entities are not subject to criminal liability, as noted infra,
some courts believe them subject to civil liability under 18 U.S.C. 2520.

7 “In order to underscorethat theinadvertent reception of aprotected communicationisnot
a crime, the subcommittee changed the state of mind requirement under Title Il of the
Omnibus Crime Control and Safe Streets Act of 1968 from ‘willful’ to ‘intentional,””
S.Rept. 541, at. 23 (1986); “ This provision makes clear that the inadvertent interception of
aprotected communication isnot unlawful under thisAct,” H.Rept. 99-647, at 48-9 (1986).
See, eg., In re Pharmatrak, Inc., 329 F.3d 9, 23 (1% Cir. 2003); Sandersv. Robert Bosch
Corp., 38 F.3d 736, 742-43 (4™ Cir. 1994); Lonegan v. Hasty, 436 F.Supp.2d 419, 429
(E.D.N.Y. 2006).

18 Narducci v. Village of Bellwood, 444 F.Supp. 924, (N.D. 1l1. 2006).
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commerce.”® Congress adopted the approach because of concern that its
constitutional authority might not be sufficient to ban instances of electronic
surveillance that bore no discernable connection to interstate commerce or any other
of the enumerated powers. S0 it enacted a general prohibition, and as a safety
precaution, a second provision more tightly tethered to specific jurisdictiona
factors® The Justice Department has honored that caution by employing
subparagraph (b) to prosecute the interception of oral communications, while using
subparagraph (a) to prosecute other formsof el ectronic eavesdropping, DEPARTMENT
OF JUSTICE CRIMINAL RESOURCE MANUAL at 1050.%

Interception. Interception “means the aural or other acquisition of the
contents’ of variouskinds of communications by means of el ectronic, mechanical or

19 %(1) Except as otherwise specifically provided in this chapter any person who — (a)
intentionally intercepts, endeavorsto intercept, or procures any other person to intercept or
endeavor to intercept, any wire, oral, or electronic communication;

“(b) intentionally uses, endeavors to use, or procures any other person to use or
endeavor to use any electronic, mechanical, or other device to intercept any ora
communication when— (1) such deviceisaffixed to, or otherwisetransmitsasignal through,
awire, cable, or other like connection used in wire communication; or (ii) such device
transmits communications by radio, or interferes with the transmission of such
communication; or (iii) such person knows, or has reason to know, that such device or any
component thereof has been sent through the mail or transported in interstate or foreign
commerce; or (iv) such use or endeavor to use (A) takes place on the premises of any
business or other commercia establishment the operations of which affect interstate or
foreign commerce; or (B) obtains or isfor the purpose of obtaining information relating to
the operations of any business or other commercial establishment the operations of which
affect interstate or foreign commerce; or (v) such person acts in the District of Columbia,
the Commonwealth of Puerto Rico, or any territory or possession of the United States,” 18
U.S.C. 2511(2)(a),(b).

2 “gybparagraph (a) establishes a blanket prohibition against the interception of wire
communication. Sincethefacilities used to transmit wire communications form part of the
interstate or foreign communications network, Congress has plenary power under the
commerce clause to prohibit al interception of such communications whether by
wiretapping or otherwise.

“Thebroad prohibition of subparagraph (a) isal so applicabletotheinterception of oral
communications. Theinterception of such communications, however, does not necessarily
interfere with the interstate or foreign commerce network, and the extent of the
constitutional power of Congressto prohibit such interception isless clear than in the case
of interception of wire communications. . . .

“Therefore, in addition to the broad prohibitions of subparagraph (a), the committee
has included subparagraph (b), which relies on accepted jurisdictional bases under the
commerce clause, and other provisions of the Constitution to prohibit the interception of
oral communications,” S.Rept. 90-1097, at 91-2 (1968).

2 As will be noted in moment, the statutory definitions of wire and electronic
communications contain specific commerce clause elements, but the definition of oral
communications does not, see notes 29 and 30, infra. Subsequent Supreme Court
jurisprudence relating to the breadth of Congress’ commerce clause powers indicates that
the precautions may have been well advised, United Satesv. Lopez, 514 U.S. 549 (1995)
and United States v. Morrison, 529 U.S. 598 (2000).
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other devices.? The definition raises questions of where, when, what, and how.
Although logic might suggest that interception occurs only in the place where the
communication is captured, the casesindicate that interception occursaswell where
the communication begins, is transmitted, or is received.?

Oncelimited to aural acquisitions, ECPA enlarged the definition by adding the
words “or other acquisition” so that it is no longer limited to interceptions of
communi cationsthat can be heard.? The change complicatesthe question of whether
the wiretap, stored communications, or trap and trace portions of the ECPA govern
the legality of various means of capturing information relating to acommunication.
The analysis might seem to favor wiretap coverage when it begins with an
examination of whether an “interception” hasoccurred. Y et, thereislittle consensus
over when an interception occurs; that is, whether “interception” as used section
2511 contemplates only surreptitious acquisition, contemporaneous with
transmission, or whether such acquisition may occur anytime before the initial
cognitive receipt of the contents by the intended recipient.®

2 The dictionary definition of “aural” is “of or relating to the ear or to the sense of
hearing,” MERRIAM-WEBSTER' S COLLEGIATE DICTIONARY 76 (10th ed. 1996).

Z United Sates v. Luong, 471 F.3d 1107, 1109 (9" Cir. 2006)(“an interception occurs
where the tapped phone is |ocated and where the law enforcement officers first overheard
the cal . . . United Sats v. Rodriguez, 968 F.2d 130, 136 (2d Cir. 1992); accord United
Satesv. Ramirez, 112 F.3d 849, 852 (7the Cir. 1997)(concluding that an interception occurs
in the jurisdiction where the tapped phone is located, where the second phone in the
conversation islocated, and where the scanner used to overhear the call islocated); United
Sates v. Denman, 100 F.3d 399, 403 (5" Cir. 1996)”).

2 SRept. 99-541, at 13 (1986)(the “amendment clarifies that it isillegal to intercept the
non-voice portion of awire communication. For example, it isillegal to intercept the data
or digitized portion of avoice communication”); see also H.Rept. 99-647, at 34 (1986).

% United States v. Smith, 155 F.3d 1051, 1058 (9" Cir. 1998)(unauthorized retrieval and
recording of another’s voice mail messages constitutes an “interception”); Konop v.
Hawaiian Airlines, Inc., 302 F.3d 868, 878 (9" Cir. 2002)(fraudulent access to stored
communication does not constitutes “interception;” interception requires access
contemporaneous with transmission); United Satesv. Councilman, 418 F.3d 67, 79-80(1%
Cir. 2005)(en banc)(serviceprovider’ saccessto e-mail “duringtransient storage”’ constitutes
“interception”; without deciding whether “interception is limited to acquisition
contemporaneouswithtransmission”); United Satesv. Jones, 451 F.Supp.2d 71, 75(D.D.C.
2006)(government’s acquisition from the phone company of text messages was ho
interception because there was no contemporaneous access); Fraser v. National Mutual
Insurance Co., 135 F.Supp.2d 623, 634-37 (E.D.Pa. 2001) (“interception” of e-mail occurs
with its unauthorized acquisition prior to initial receipt by its addressee); Steve Jackson
Games, Inc. v. United Sates Secret Service, 36 F.3d 457, 461-62n.7 (5" Cir. 1994)
(Congressdid notintend for “interception” to apply toe-mail stored on an electronic bulletin
board; stored wirecommunications(voicemail), however, isprotected from*“interception”);
United States v. Meriwether, 917 F.2d 955, 959-60 (6" Cir. 1990)(access to stored
informationthroughtheuse of another’ spager doesnot constitutean“interception”); United
Satesv. Reyes, 922 F.Supp. 818, 836-37 (S.D.N.Y. 1996)(same); Wesley College v. Pitts,
947 F.Supp. 375, 385 (D.Del. 1997)(no “interception” occurs when the contents of
€l ectronic communications are acquired unless contemporaneous with their transmission);
see also, Adams v. Battle Creek, 250 F.3d 980, 982 (6™ Cir. 2001)(use of a “clone” or
duplicate pager to simultaneously receive the same message as a target pager is an
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The USA PATRIOT Act resolved some of the uncertainty when it removed
voice mail from the wiretap coverage of Title I1l, 115 Stat. 283 (2001)(striking the
phrase“and such term includes any el ectronic storage of such communication” from
the definition of “wire communications’ in Title 1l (18 U.S.C. 2510(1)) and added
stored wire communications to the stored communications coverage of 18 U.S.C.
2703.

Asfor the“what,” the interceptions proscribed in Title 11 are confined to those
that capture a communication’s content. Trap and trace devices and pen registers
once captured only information relating to the source and addressee of a
communication, not its content. That is no longer the case. The* post-cut-through
dialed digit features’ of contemporary telephone communications now transmit
communications in such a manner that the use of ordinary pen register or trap and
trace devices will capture both non-content and content.”® As aconsequence, afew
courts have held, either as a matter of statutory construction or constitutional
necessity, that the authorities must rely on a Title [11 wiretap order rather than apen
register/trap and trace order if such information will be captured.?

By Electronic, Mechanical, or Other Device. Thestatute doesnot cover
common law “eavesdropping,” but only interceptions “ by electronic, mechanical or
other device,” 18 U.S.C. 2510(4).% That phraseisin turn defined so asnot toinclude
hearing aids or extension telephones in normal use.® Whether an extension phone

“interception”); Brown v. Waddell, 50 F.3d 285, 294 (4™ Cir. 1995)(same).

% “*pogt-cut-through dialed digits are any numbers dialed from a telephone after the call
isinitially setup or ‘cut-through.” Sometimes these digits are other telephone numbers, as
when aparty placesacredit card call by first dialing thelong distance carrier access number
and then the phone number of the intended party. Sometimes these digits transmit real
information, such asbank account numbers, Social Security numbers, prescription numbers,
and thelike. Inthelatter case, the digits represent communications content; in the former,
they are non-content call processing numbers,” Inre United Sates, 441 F.Supp.2d 816, 818
(S.D. Tex. 2006).

2" Inre United Sates for Orders (1) Authorizing Use of Pen Registersand Trap and Trace
Devices, 515 F.Supp.2d 325, 328-38 (E.D.N.Y. 2007); In re United Sates, 441 F.Supp.2d
816, 818-27 (S.D. Tex. 2006).

% United States v. Jones, 451 F.Supp.2d 71, 75 (D.D.C. 2006)(government’ s acquisition
from the phone company of text messageswas not an interception becauseit did not involve
contemporaneous access and because no eectronic, mechanical, or other devices were
used).

2 “‘IE]lectronic, mechanical, or other device’ means any device or apparatus which can be
used to intercept awire, oral, or electronic communication other than — (a) any telephone
or telegraph instrument, equipment or facility, or any component thereof, (I) furnishedtothe
subscriber or user by aprovider of wire or electronic communication servicein the ordinary
course of its business and being used by the subscriber or user in the ordinary course of its
business or furnished by such subscriber or user for connection to the facilities of such
service and used in the ordinary course of its business; or (ii) being used by a provider of
wire or electronic communication service in the ordinary course of its business, or by an
investigative or law enforcement officer in the ordinary course of his duties; (b) ahearing
aid or similar device being used to correct subnormal hearing to not better than normal,” 18
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has been installed and is being used in the ordinary course of business or in the
ordinary course of law enforcement duties, so that it no longer constitutes an
interception device for purposes of Title I1I/ECPA and comparable state laws has
proven a somewhat vexing question.®

Although often intertwined with the consent exception discussed below, the
question generally turns on the facts in a given case.®® When the exemption is
claimed as a practice in the ordinary course of business, the interception must befor
a legitimate business reason, it must be routinely conducted, and at least in some
Circuits employees must be notified that their conversations are being monitored.*
Similarly, “Congress most likely carved out an exception for law enforcement
officialsto make clear that the routine and almost universal recording of phonelines
by police departments and prisons, as well as other law enforcement institutions, is
exempt from the statute,” Adams v. Battle Creek, 250 F.3d at 984.% The exception

U.S.C. 2510(5).

% See the cases cited and commentary in Barnett & Makar, “ In the Ordinary Course of
Business’: The Legal Limits of Workplace Wiretapping, 10 HASTINGS JOURNAL OF
COMMUNICATIONS AND ENTERTAINMENT LAW 715 (1988); Application to Extension
Telephones of Title 111 of the Omnibus Crime Control and Safe Streets Act of 1968 (18
U.S.C. 882510 et seq.), Pertaining to I nterceptions of Wire Communications, 58 ALR Fed.
594; Eavesdropping on Extension Telephone as Invasion of Privacy, 49 ALR 4th 430.

% Seee.q., Deal v. Spears, 780 F.Supp. 618, 623 (W.D.Ark. 1991), aff'd, 980 F.2d 1153 (8"
Cir. 1992)(employer regularly taped employee calls by means of a device attached to an
extension phone; most of the callswere personal and recording and disclosing them served
No business purpose).

%2 Adamsv. Battle Creek, 250 F.3d 980, 983 (6™ Cir. 2001); Ariasv. Mutual Central Alarm
Service, 202 F.3d 553, 558 (2d Cir. 2000); Berry v. Funk, 146 F.3d 1003, 1008 (D.C.Cir.
1998); Sandersv. Robert Bosch Corp., 38 F.3d 736, 741 (4" Cir. 1994). See also, Hall v.
Earthlink Network Inc., 396 F.3d 500, 503-04 (2d Cir. 2005) (Internet service provider’s
receipt and storage of former customer’ se-mail after termination of the customer’ s account
was done in ordinary course of business and consequently did not constitute an
interception).

Some courtsinclude surreptitious, extension phoneinterceptionsconducted withinthe
family home as part of the “ business extension” exception, Anonymous v. Anonymous, 558
F.2d 677, 678-79 (2d Cir. 1977); Scheib v. Grant, 22 F.3d 149, 154 (7" Cir. 1994);
Newcomb v. Ingle, 944 F.2d 1534, 1536 (10" Cir. 1991); contra, United Satesv. Murdock,
63 F.3d 1391, 1400 (6" Cir. 1995).

¥ See eg.,United Sates v. Lewis, 406 F.3d 11, 18 (1* Cir. 2005); United Sates v.
Hammond, 286 F.3d 189, 192 (4" Cir. 2002); Smith v. U.S.Dept. of Justice, 251 F.3d 1047,
1049-50 (D.C.Cir. 2001); United Sates v. Poyck, 77 F.3d 285, 292 (9" Cir. 1996); United
Statesv. Daniels, 902 F.2d 1238, 1245 (7" Cir. 1990); United Satesv. Paul, 614 F.2d 115,
117 (6th Cir. 1980).
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contemplates administrative rather than investigative monitoring,* which must
nevertheless be justified by a lawful, valid law enforcement concern.®

Wire, Oral, or Electronic Communications. Aninterception canonly be
aviolation of ECPA if the conversation or other form of communication intercepted
isamong those kinds which the statute protects, in over simplified terms—telephone
(wire), face to face (oral), and computer (electronic). Congress used the definitions
of the three forms of communications to describe the communications beyond the
Act’sreach aswell asthosewithinitsgrasp. For example, “oral communication” by
definition includes only those face to face conversations with respect to which the
speakers have a justifiable expectation of privacy.*  Similarly, “wire
communications’ are limited to those that are at some point involve voice
communications (i.e. only aura transfers).*’” Radio and data transmissions are
generally “electronic communications.” The definition includes other forms of
informationtransfer but excludes certain radio transmissionswhich can beinnocently

* Amati v. Woodstock, 176 F.3d 952, 955 (7" Cir. 1999)(“Investigation is within the
ordinary course of law enforcement, so if ‘ordinary’ were read literally warrants would
rarely if ever be required for electronic eavesdropping, which was surely not Congress's
intent. Sincethe purpose of the statute was primarily to regul ate the use of wiretapping and
other electronic surveillance for investigatory purposes, ‘ordinary’ should not be read so
broadly; it is more reasonably interpreted to refer to routine noninvestigative recording of
telephone conversations’). Accord United States v. Lewis, 406 F.3d at 19 (1% Cir. 2005);
Colandrea v. Orangetown, 490 F.Supp.2d 342, 347-48 (S.D.N.Y. 2007).

% The exception, however, does not permit a county to record all callsin and out of the
offices of county judges merely because a detention center and the judges share acommon
facility, Abraham v. Greenville, 237 F.3d 386, 390 (4™ Cir. 2001), nor does it permit
jailhouse telephone monitoring of an inmate’s confession to a clergyman, Mockaitis v.
Harcleroad, 104 F.3d 1522, 1530 (9" Cir. 1997). The courts are divided over whether
private correctionsofficial sarecovered by thelaw enforcement exception. Compar e United
Satesv. Faulkner, 323 F. Supp. 2d 1111, 1113-17 (D. Kan. 2004), aff’d on other grounds,
439 F.3d 1221 (10" Cir. 2006) (not covered) with United Sates v. Rivera, 292 F. Supp. 2d
838, 842-43 (E.D. Va. 2003) (covered).

% “[OJral communication’ means any oral communication uttered by a person exhibiting
an expectation that such communication is not subject to interception under circumstances
justifying such expectation, but such term does not include any el ectronic communication,”
2510(2). Pattee v. Georgia Ports Authority, 512 F.Supp.2d 1372, 1376-377 (S.D.Ga.
2007)(“the section contains two dlightly different requirements: (1) that the circumstances
justify an expectation that the communication is not being intercepted; and (2) that the
speaker exhibits that expectation™). Note that unlike the definitions of wire and electronic
communications, infra, there is no reference to interstate or foreign commerce here.

37 “‘IW]ire communication’ means any aural transfer madein wholeor in part through the
use of facilities for the transmission of communications by the aid of wire, cable, or other
like connection between the point of origin and the point of reception (including the use of
such connection in a switching station) furnished or operated by any person engaged in
providing or operating such facilities for the transmission of interstate or foreign
communications or communications affecting interstate or foreign commerce,” 18 U.S.C.
2510(1).
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captured without great difficulty.® Although it is not afederal crime to intercept
radio communications under any number of conditions, the exclusion is not amatter
of definition but of special general exemptions, 18 U.S.C. 2511(2)(g), discussed
below.

Endeavoring to Intercept. Although the statute condemns attempted
wiretapping and electronic eavesdropping (“endeavoring to intercept”), 18 U.S.C.
2511(1), the provisions appear to have escaped use, interest, or comment heretofore,
perhaps because the conduct most likely to constitute preparation for an interception
— possession of wiretapping equipment —isalready aseparatecrime, 18 U.S.C. 2512,
discussed, infra.

Exemptions: Consent Interceptions. Consentinterceptionsarecommon,
controversial and have ahistory al their own. The early banson divulging telegraph
or tel ephone messages had a consent exception. The Supreme Court upheld consent
interceptions against Fourth Amendment challenge both before and after the
enactment of Title111.*° The argument in favor of consent interceptions has aways
been essentially that a speaker risks the indiscretion of his listeners and holds no
superior legal position ssimply because a listener elects to record or transmit his
statementsrather than subsequently memorializing or repeating them.* Wiretapping

% «‘[E]lectronic communication’ means any transfer of signs, signals, writing, images,
sounds, data, or intelligence of any nature transmitted in whole or in part by awire, radio,
electromagnetic, photoelectronic or photooptical system that affects interstate or foreign
commerce, but does not include — (A) the radio portion of a cordless telephone
communication that is transmitted between the cordless handset and the base unit; (B) any
wire or oral communication; (C) any communication made through a tone-only paging
device; or (D) any communication fromatracking device (asdefined in section 3117 of this
title),” 18 U.S.C. 2510(12).

% On Leev. United States, 343 U.S. 747 (1952); Lopez v. United States, 373 U.S. 427
(1963); United Sates v. White, 401 U.S. 745 (1971).

40" United Statesv. White, 401 U.S. at 751 (1971)(“ Concededly apolice agent who conceals
his police connections may write down for official use his conversations with a defendant
and testify concerning them, without awarrant authori zing hisencounterswith the defendant
and without otherwiseviolatingthelatter’ sFourth Amendmentrights. . . . For constitutional
purposes, no different result is required if the agent instead of immediately reporting and
transcribing his conversations with defendant, either (1) simultaneously records them with
€l ectronic equipment which heis carrying on his person, Lopez v. United States, supra; (2)
or carries radio equipment which simultaneously transmits the conversations either to
recording equipment located elsewhere or to other agents monitoring the transmitting
frequency. On Lee v. United Sates, supra. If the conduct and revelations of an agent
operating without electronic equipment do not invade the defendant’s constitutionally
justifiable expectations of privacy, neither does a simultaneous recording of the same
conversations made by the agent or by others from transmissions received from the agent
to whom the defendant is talking and whose trustworthiness the defendant necessarily
risks’); Lopez v. United Sates 373 U.S. 427, 439 (1963)(“Stripped to its essentials,
petitioner’ sargument amountsto saying that he hasaconstitutional right torely on possible
flawsin the agent’s memory, or to challenge the agent’ s credibility without being beset by
corroborating evidence that is not susceptible of impeachment. For no other argument can
justify excluding an accurate version of a conversation that the agent could testify to from
memory. Wethink therisk that petitioner took in offering a bribe to Davis fairly included
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or electronic eavesdropping by either the police or anyone else with the consent of
at least one party to the conversation is not unlawful under the federal statute.”
These provisions do no more than shield consent intercepti ons from the sanctions of
federal law; they afford no protection from the sanctions of state law. Many of the
states recogni ze comparabl e exceptions, but some only permit interception with the
consent of all parties to a communication.*

Under federa law, consent may be either explicitly or implicitly given. For
instance, someone who uses atel ephone other than his or her own and has been told
by the subscriber that conversations over the instrument are recorded has been held
to haveimplicitly consented to interception when using theinstrument.”® Thisisnot
to say that subscriber consent aone is sufficient, for it is the parties to the
conversation whose privacy is designed to protect.** Although consent may be given
in the hopes of leniency from law enforcement officials or as an election between
unpalatable alternatives, it must be freely given and not secured coercively.*

Private consent interceptions may not be conducted for a criminal or tortious
purpose.® At one time, the limitation encompassed interceptions for criminal,
tortious, or otherwise injurious purposes, but ECPA dropped the reference to

therisk that the offer woul d be accurately reproduced in court, whether by faultless memory
or mechanical recording”).

4 “(c) It shall not be unlawful under this chapter for a person acting under color of law to
intercept a wire, oral, or electronic communication, where such person is a party to the
communication or one of the parties to the communication has given prior consent to such
interception.

“(d) It shall not be unlawful under this chapter for a person not acting under color of
law to intercept awire, oral, or electronic communication where such person is a party to
the communication or where one of the partiesto the communication hasgiven prior consent
to suchinterception unless such communicationisintercepted for the purpose of committing
any criminal or tortious act in violation of the Constitution or laws of the United States or
of any State,” 18 U.S.C. 2511(2)(c), (d).

2 For citations to state law, see Appendix 1.

* United Sates v. Friedman, 300 F.3d 111, 122-23 (2d Cir. 2002)(inmate use of prison
phone);United Statesv. Faulkner, 439 F.3d 1221, 1224 (10" Cir. 2006) (same); United Sates
v. Hammond, 286 F.3d 189, 192 (4™ Cir. 2002) (same); United Statesv. Footman, 215 F.3d
145, 154-55 (1st Cir. 2000) (same); Griggs-Ryan v. Smith, 904 F.2d 112, 116-17 (1% Cir.
1990) (useof landlady’ s phone); United Satesv. Rivera, 292 F. Supp. 2d 838, 843-45 (E.D.
Va. 2003)(inmate use of prison phone monitored by private contractors); see also, United
Satesv. Conley, 531 F.3d 56, 58-9(1* Cir. 2008)(explicit consent as a condition for phone
privileges).

“ Anthony v. United States, 667 F.2d 870, 876 (10" Cir. 1981).

4 United States v. Antoon, 933 F.2d 200, 203-204 (3d Cir. 1991). But see O’ Ferrell v.
United Sates, 968 F.Supp. 1519, 1541 (M.D. Ala. 1997) (an individua who spoke to his
wife on the telephone after being told by FBI agents who were then executing a search
warrant at his place of business that he could only speak to her with the agentslistening in
consented to the interception, even if FBI’ sinitial search was unconstitutional).

% 18 U.S.C. 2511(2)(d); United Statesv. Lam, 271 F.Supp.2d 1182, 1183-184 (N.D.Cal.
2003).
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injurious purposes for fear that First Amendment values might be threatened should
the clause be read to outlaw consent interceptions conducted to embarrass.*

Exemptions: Publicly Accessible Radio Communications. Radio
communications which can beinadvertently heard or areintended to be heard by the
public arelikewise exempt. Theseinclude not only commercial broadcasts, but ship
and aircraft distress signals, tone-only pagers, marine radio and citizen band radio
transmissions, and interceptions necessary to identify the source any transmission,
radio or otherwise, disrupting communications satellite broadcasts.*®

Exemptions: Government Officials. Government officials enjoy an
exemption when acting under judicial authority, whether that authority is provided
for in Title I1I/ECPA for federal and state law enforcement officers acting under a
court order,* acting in an emergency situation pending issuance of a court order,*

47 SRept. 99-541, at 17-8 (1986); H.Rept. 99-647, at 39-40 (1986).

8 “(g) It shall not be unlawful under this chapter or chapter 121 of thistitle for any person
— (1) to intercept or access an electronic communication made through an electronic
communication system that is configured so that such electronic communication is readily
accessible to the general public;

“(i1) to intercept any radio communication whichistransmitted — (1) by any station for
the use of thegeneral public, or that relatesto ships, aircraft, vehicles, or personsin distress;
(1IN by any governmental, law enforcement, civil defense, private land maobile, or public
safety communications system, including police and fire, readily accessible to the general
public; (111) by astation operating on an authorized frequency within the bands all ocated to
the amateur, citizens band, or general mobile radio services; or (IV) by any marine or
aeronautical communications system;

“(iii) to engage in any conduct which — (I) is prohibited by section 633 of the
Communications Act of 1934; or (1) is excepted from the application of section 705(a) of
the Communications Act of 1934 by section 705(b) of that Act;

“(iv) to intercept any wire or electronic communication the transmission of which is
causing harmful interference to any lawfully operating station or consumer electronic
equipment, to the extent necessary to identify the source of such interference; or

“(v) for other users of the same frequency to intercept any radio communi cation made
through asystemthat utilizesfrequenciesmonitored by individual sengagedintheprovision
or the use of such system, if such communication isnot scrambled or encrypted,” 18 U.S.C.
2511(2)(9).

49

“Except as otherwise specifically provided in this chapter any person who (@)
intentionally intercepts . . ..” 18 U.S.C. 2511(1)(emphasis added).

®  “Notwithstanding any other provision of this chapter, any investigative or law

enforcement officer, specially designated by the Attorney General, the Deputy Attorney
General, the Associate Attorney General, or by the principal prosecuting attorney of any
State or subdivision thereof acting pursuant to a statute of that State, who reasonably
determinesthat — (a) an emergency situation existsthat involves— (I) immediate danger of
death or serious physical injury to any person, (ii) conspiratorial activities threatening the
national security interest, or (iii) conspiratorial activities characteristic of organized crime,
[—] that requiresawire, oral, or electronic communication to beintercepted before an order
authorizing such interception can, with duediligence, be obtained, and (b) there are grounds
uponwhich an order could be entered under this chapter to authorize such interception, may
intercept such wire, oral, or electronic communication if an application for an order
approving the interception is made in accordance with this section within forty-eight hours
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or in the case of communications of an intruder in a communications system acting
with the approval of the system provider;>! in the Foreign Intelligence Surveillance
Act,> or in the separate provisions according them the use of pen registers and trap
and trace devices.*®

Exemptions: Communication Service Providers. Thereis a generd
exemption for those associated with supplying communications services, the
telephone company, switchboard operators, and the like. The exemption not only
permits improved service and lets the telephone company protect itself against
fraud,> but it allows for assistance to federal and state officials operating under a

after the interception has occurred, or begins to occur. In the absence of an order, such
interception shall immediately terminate when the communication sought is obtained or
when the application for the order is denied, whichever is earlier. In the event such
application for approval isdenied, or in any other case where the interception is terminated
without an order having been issued, the contents of any wire, oral, or electronic
communication intercepted shall be treated as having been obtained in violation of this
chapter, and an inventory shall be served as provided for in subsection (d) of thissection on
the person named in the application,” 18 U.S.C. 2518(7).

L “(1) It shall not be unlawful under this chapter for a person acting under color of law to
intercept the wire or electronic communications of a computer trespasser transmitted to,
through, or from the protected computer, if — (I) the owner or operator of the protected
computer authorizes the interception of the computer trespasser’ s communications on the
protected computer; (1) the person acting under color of law is lawfully engaged in an
investigation; (111) the person acting under color of law has reasonable grounds to believe
that the contents of the computer trespasser’'s communications will be relevant to the
investigation; and (IV) suchinterception does nhot acquire communications other than those
transmitted to or from the computer trespasser,” 18 U.S.C. 2511(2)(1).

%2 “(e) Notwithstanding any other provision of this title or section 705 or 706 of the

Communications Act of 1934, it shall not be unlawful for an officer, employee, or agent of
the United Statesinthenormal course of hisofficial duty to conduct el ectronic surveillance,
asdefinedin section 101 of the Foreign Intelligence Surveillance Act of 1978, asauthorized
by that Act,” 18 U.S.C. 2511(2)(e).

3 “(h) It shal not be unlawful under this chapter — (1) to use a pen register or atrap and
trace device (as those terms are defined for the purpose of chapter 206). . . .” 18 U.S.C.
2511(2)(h). Neither the stored communications sectionsin chapter 121 nor the pen register
and trap and trace device in chapter 206 authorize the contemporaneousinterception of the
contents of a communication. For the citations to state statutes permitting judicial
authorization of law enforcement interception of wire, oral or el ectronic communications,
for accessto stored electronic communications, and for the use of pen registersand trap and
trace devices, see Appendix V.

- «@)(1) It shall not be unlawful under this chapter for an operator of aswitchboard, or an
officer, employee, or agent of aprovider of wireor electronic communication service, whose
facilities are used in the transmission of awire or electronic communication, to intercept,
disclose, or use that communication in the normal course of hisemployment while engaged
in any activity which is a necessary incident to the rendition of his service or to the
protection of therights or property of the provider of that service, except that aprovider of
wire communication service to the public shall not utilize service observing or random
monitoring except for mechanical or service quality control checks. . .
*

* *

“(h) It shall not be unlawful under this chapter . . .
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judicially supervised interception order,® and for the regulatory activities of the
Federal Communications Commission.*

Domestic Exemptions. A few courts recognize a “vicarious consent”
exceptionunder whichacustodial parent may secretly record the conversationsof his
or her minor child in the interest of protecting the child.>” Although rejected by
most,® a handful of federal courts have held that Title [11/ECPA does not preclude

“(ii) for aprovider of electronic communication service to record the fact that awire
or electronic communication was initiated or completed in order to protect such provider,
another provider furnishing service toward the completion of the wire or electronic
communication, or auser of that service, from fraudulent, unlawful or abusive use of such
service,” 18 U.S.C. 2511(2)(a)(1), (h).

% “(ii) Notwithstanding any other law, providers of wire or electronic communication
service, their officers, employees, and agents, landlords, custodians, or other persons, are
authorized to provide information, facilities, or technical assistance to persons authorized
by law to intercept wire, oral, or electronic communications or to conduct electronic
surveillance, as defined in section 101 of the Foreign Intelligence Surveillance Act of 1978,
if such provider, its officers, employees, or agents, landlord, custodian, or other specified
person, has been provided with —

(A) acourt order directing such assistance signed by the authorizing judge, or

(B) acertification inwriting by aperson specified in section 2518(7) of thistitleor the

Attorney General of the United Statesthat no warrant or court order isrequired by law,

that all statutory requirements have been met, and that the specified assistance is

required,
setting forth the period of time during which the provision of the information, facilities, or
technical assistance is authorized and specifying the information, facilities, or technical
assistance required. No provider of wire or electronic communication service, officer,
employee, or agent thereof, or landlord, custodian, or other specified person shall disclose
the existence of any interception or surveillance or the device used to accomplish the
interception or surveillance with respect to which the person has been furnished a court
order or certification under this chapter, except as may otherwise be required by legal
process and then only after prior notification to the Attorney General or to the principal
prosecuting attorney of aState or any political subdivision of aState, asmay be appropriate.
Any such disclosure, shall render such person liable for the civil damages provided for in
section 2520. No cause of action shall lie in any court against any provider of wire or
electronic communication service, its officers, employees, or agents, landlord, custodian,
or other specified person for providing information, facilities, or assistance in accordance
with theterms of a court order, statutory authorization, or certification under this chapter,”
18 U.S.C. 2511(2)(a)(ii).

% “(b) It shal not be unlawful under this chapter for an officer, enployee, or agent of the
Federal Communications Commission, in the normal course of his employment and in
discharge of themonitoring responsibilitiesexercised by the Commissionintheenforcement
of chapter 5 of title 47 of the United States Code, to intercept a wire or electronic
communication, or oral communication transmitted by radio, or to disclose or use the
information thereby obtained,” 18 U.S.C. 2511(2)(b).

" Pollock v. Pollock, 154 F.3d 601, 611 (8" Cir. 1998); Wagner v. Wagner, 64 F.Supp. 2d
895, 889-901 (D.Minn. 1999); Campbell v. Price, 2 F.Supp. 2d 1186, 1191-192 (E.D.Ark.
1998); Thompson v. Dulaney, 838 F.Supp. 1535, 1544-45 (D.Utah 1993).

8 Glazner v. Glazner, 347 F.3d 1212, 1215-16 (11™ Cir. 2003); Heggy v. Heggy, 944 F.2d
1537, 1539 (10" Cir. 1991); Kempf v. Kempf, 868 F.2d 970, 972 (8" Cir. 1989); Pritchard
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one spouse from wiretapping or electronically eavesdropping upon the other,*® a
result other courts have sometimes reached through the telephone extension
exception discussed above.®

Subject to the same exceptions, section 2511 also protects wire, oral and
electronic communications from any person who intentionally:

e discloses or endeavors to disclose information with reason to know
it has been unlawfully intercepted, or

e usesor endeavorsto useinformationwith reasonto know it hasbeen
unlawfully intercepted, or

o disclosesor endeavorsto discloseinformationwithintent to obstruct
justice and with reason to know theinformati on was secured through
a court-ordered interception.

Consequences: Criminal Penalties. Interceptionsin violation of Title
[1I/ECPA are generally punishable by imprisonment for not more than five years
and/or afine of not more than $250,000 for individuals and not more than $500,000
for organizations.® The same penalties apply to the unlawful capture of cell phone
and cordless phone conversations, now that the Homeland Security Act, 116 Stat.
2158 (2002), has repeal ed the reduced penalty provisionsthat at onetime applied to
the unlawful interceptions using radio scanners and the like, 18 U.S.C.
2511(4)(b)(2000 ed.). There is a reduced penalty, however, for filching satellite
communications as long as the interception is not conducted for criminal, tortious,
nor mercenary purposes: unauthorized interceptions are broadly proscribed subject

v. Pritchard, 732 F.2d 372, 374 (4" Cir. 1984); United Sates v. Jones, 542 F.2d 661, 667
(6™ Cir. 1976); Kratzv. Kratz, 477 F.Supp. 463, 467-70 (E.D.Pa. 1979); Heyman v.Heyman,
548 F.Supp. 1041, 1045-47 (N.D.111.1982); Lombardo v. Lombardo, 192 F.Supp. 2d 885,
809 (N.D.III. 2002).

% Smpson v. Smpson, 490 F.2d 803, 809 (5™ Cir. 1974); Perfit v. Perfit, 693 F.Supp. 851,
854-56 (C.D.Cal. 1988); see generdly, Applicahility, in Civil Action, of Provisions of
Omnibus Crime Control and Safe Streets Act of 1968 Prohibiting Interception of
Communications (18 USCS §2511(1)), to Interception by Spouse, or Soouse’s Agent, of
Conversations of Other Spouse, 139 ALR FeD. 517, and the cases discussed therein.

€ Anonymous v. Anonymous, 558 F.2d 677, 678-79 (2d Cir. 1977); Scheib v. Grant, 22
F.3d 149, 154 (7‘h Cir. 1994); Newcomb v. Ingle, 944 F.2d 1534, 1536 (10th Cir. 1991);
contra, United States v. Murdock, 63 F.3d 1391, 1400 (6™ Cir. 1995).

6 “Except as provided in (b) of this subsection or in subsection (5), whoever violates
subsection (1) of thissection shall befined under thistitle* or imprisoned not morethanfive
years, or both.” 18 U.S.C. 2511(4)(a).

* Section 3559 of title 18 classifies as afelony any offense with a maximum penalty
of imprisonment of more than one year; and as a Class A misdemeanor any offense with a
maximum penalty of imprisonment set at between six months and one year. Unless
Congressclearly rejectsthe general fineceilingsit provides, section 3571 of title 18 setsthe
finesfor felonies at not more than $250,000 for individual s and not more than $500,000 for
organizations, and for class A misdemeanors at not more than $100,000 for individualsand
not more than $200,000 for organizations. If thereis monetary loss or gain associated with
the offense, the offender may alternatively be fined not more than twice the amount of the
lossor gain, 18 U.S.C. 3571.
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to an exception for unscrambled transmissions® and are subject to the general
five-year penalty, but interceptions for neither criminal, tortious, nor mercenary
purposes subject offendersto only civil punishment.®® Equipment used to wiretap or
eavesdrop in violation of Title Il is subject to confiscation by the United States,
either in a separate civil proceeding or a part of the prosecution of the offender.®

In addition to exemptions previously mentioned, Title 111 provides adefenseto
criminal liability based on good faith.®® Asnoted below, the defense seemsto lack

62 “(b) Conduct otherwise an offense under this subsection that consists of or relatesto the
interception of a satellite transmission that is not encrypted or scrambled and that is
transmitted — (1) to a broadcasting station for purposes of retransmission to the general
public; or (ii) as an audio subcarrier intended for redistribution to facilities open to the
public, but not including datatransmissions or telephone calls, isnot an offense under this
subsection unless the conduct isfor the purpose of direct or indirect commercial advantage
or private financial gain,” 18 U.S.C. 2511(4)(b).

8 «(5)(a)(1) If the communicationis— (A) aprivate satellite video communication that is
not scrambled or encrypted and the conduct in violation of thischapter istheprivateviewing
of that communication and is not for atortious or illegal purpose or for purposes of direct
or indirect commercial advantage or private commercial gain; or (B) aradio communication
that is transmitted on frequencies allocated under subpart D of part 74 of the rules of the
Federal Communications Commission that is not scrambled or encrypted and the conduct
in violation of this chapter isnot for tortious or illegal purpose or for purposes of direct or
indirect commercial advantage or private commercial gain, then the person who engagesin
such conduct shall be subject to suit by the Federal Government in a court of competent
jurisdiction. (ii) Inan action under this subsection — (A) if the violation of this chapter is
afirst offense for the person under paragraph (a) of subsection (4) and such person has not
been found liable in acivil action under section 2520 of thistitle, the Federal Government
shall be entitled to appropriate injunctiverelief; and (B) if the violation of this chapter isa
second or subsequent offense under paragraph (a) of subsection (4) or such person hasbeen
found liable in any prior civil action under section 2520, the person shall be subject to a
mandatory $500 civil fine.

“(b) The court may use any means within its authority to enforce an injunction issued
under paragraph (ii)(A), and shall impose acivil fineof not lessthan $500 for each violation
of such aninjunction.” 18 U.S.C. 2511(5).

Under 18 U.S.C. 2520, victims may recover the greater of actual damages or statutory
damages of not less than $50 and not more than $500 for the first offense; those amounts
are increased to $100 and $1000 for subsequent offenses.

6 18 U.S.C. 2513 (“Any electronic, mechanical, or other device used, sent, carried,
manufactured, assembled, possessed, sold, or advertised in violation of section 2511 or
section 2512 of this chapter may be seized and forfeited to the United States. . .”); 18 U.S.C.
983(a)(3)(C)(“Inlieuof, orinadditionto, filing acivil forfeiture complaint, the Government
may include aforfeiture allegation in acriminal indictment. . .”).

& “A good faith reliance on — (1) a court warrant or order, a grand jury subpoena, a
legislative authorization, or astatutory authorization; (2) arequest of aninvestigative or law
enforcement officer under section 2518(7) of thistitle; or (3) agood faith determination that
section 2511(3) [electronic communications provider authority to disclose content of an
electronic communication “(i) as otherwise authorized in section 2511(2)(a) or 2517 of this
title; (ii) with the lawful consent of the originator or any addressee or intended recipient of
such communication; (iii) to a person employed or authorized, or whose facilities are used,
to forward such communication to itsdestination; or (iv) which wereinadvertently obtained
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sufficient breadth to shelter any offender other than a government official or some
one working at their direction.

Consequences: Civil Liability. Victimsof illegal wiretapping or electronic
eavesdropping may be entitled to equitable relief, damages (equal to the greater of
actual damages, $100 per day of violation, or $10,000),% punitive damages,
reasonable attorney’s fees and reasonable litigation costs, 18 U.S.C. 2520.5" A
majority of federal courtshold that acourt may declineto award damages, attorneys
feesand costs once aviolation has been shown, but afew still consider such awards
mandatory.® In addition, amajority holdsthat governmental entities other than the
United Statesmay beliablefor violations of section 2520% and that |aw enforcement
officers enjoy a qualified immunity from suit under section 2520.

The cause of action created in section 2520 is subject to a good faith defense,
18 U.S.C. 2520(d). The only apparent efforts to claim the defense by anyone other

by the service provider and which appear to pertain to the commission of a crime, if such
divulgence is made to a law enforcement agency] or 2511(2)(l) [interception of
communications of a trespasser in a computer system] of this title permitted the conduct
complained of; isacomplete defense against any civil or criminal action brought under this
chapter or any other law,” 18 U.S.C. 2520(d).

¢ The $10,000 lump sum for liquidated damages is limited to a single award per victim
rather than permitting $10,000 multiples based on the number of violations or the number
of typesof violations, aslong astheviolationsare“ interrel ated and time compacted,” Smoot
v. United Transportation Union, 246 F.3d 633, 642-645 (6" Cir. 2001); Desiletsv. Wal-Mart
Stores, Inc., 171 F.3d 711, 713 (1* Cir. 1999).

¢ Thetext of 18 U.S.C. 2520 is appended.

%  Compare, e.g., DIRECTV, Inc. v. Brown, 371 F.3d 814, 818 (11" Cir. 2004); Dorris V.
Absher, 179 F.3d, 420, 429-30 (6™ Cir. 1999); Nalley v. Nalley, 53 F.3d 649, 651-53 (4" Cir.
1995), Reynoldsv. Spears, 93 F.3d 428, 433 (8" Cir. 1996); DIRECTV, Inc. v. Neznak, 371
F.Supp.2d 130, 133-34 (D.Conn. 2005) (each concluding that courts have discretion), with,
Rodgers v. Wood, 910 F.2d 444, 447-49 (7" Cir. 1990) and Menda Biton v. Menda, 812
F.Supp. 283, 284 (D. Puerto Rico 1993) (courts have no such discretion) (note that after
Menda, the First Circuit in Desiletsv. Wal-Mart Stores, Inc., 171 F.3d at 716-17 treated as
a matter for the trial court’s discretion the question of whether the award of plaintiff’s
attorneys’ fees should be reduced when punitive damages have been denied).

& Adams v. Battle Creek, 250 F.3d 980, 984 (6™ Cir. 2001); Organizacion JD Ltda. v.
United States Department of Justice, 18 F.3d 91, 94-5 (2d Cir. 1994); Connor v. Tate, 130
F.Supp. 2d 1370, 1374 (N.D.Ga. 2001); Dorrisv. Absher, 959 F.Supp. 813, 820 (M.D.Tenn.
1997), aff' d/rev'd in part on other grounds, 179 F.3d 420 (6th Cir. 1999); PBA Local No.
38 v. Woodbridge Police Department, 832 F.Supp. 808, 822-23 (D.N.J. 1993) (each
concluding that governmental entities may be held liable); contra, Abbott v. Winthrop
Harbor, 205 F.3d 976, 980 (7" Cir. 2000); Amati v. Woodstock, 176 F.3d 952, 956 (7" Cir.
1999).

" Compare, Berry v. Funk, 146 F.3d 1003, 1013 (D.C.Cir. 1998)(no immunity), with,
Tapley v. Collins, 211 F.3d 1210, 1216 (11™ Cir. 2000)(immunity); Blake v. Wright, 179
F.3d 1003, 1011-13(6th Cir. 1999)(same); see generally, Qualified Immunity as Defensein
it Under Federal Wiretap Act (18 U.S.C.A. 882510 et seq.), 178 ALR FeD. 1.
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than a government official or someone working at their direction have been
unsuccessful.”

Consequences: Civil Liability of the United States. The USA
PATRIOT Act authorizes a cause of action against the United States for willful
violations of Title Ill, the Foreign Intelligence Surveillance Act or the provisions
governing stored communications in 18 U.S.C. 2701-2712, 18 U.S.C. 2712.”
Successful plaintiffs are entitled to the greater of $10,000 or actual damages, and
reasonable litigation costs, 18 U.S.C. 2712(a).

Consequences: Administrative Action. Uponajudicial or administrative
finding of aTitle Il violation suggesting possible intentional or willful misconduct
on the part of a federal officer or employee, the federal agency or department
involved may institute disciplinary action. It isrequired to explain to its Inspector
General’s office if declinesto do so.”

Consequences: Attorney Discipline. At one time, the American Bar
Association (ABA) considered it ethical misconduct for an attorney to intercept or
record a conversation without the consent of all of the parties to the conversation,
ABA Formal Op. 337 (1974). The reaction of state regulatory authorities with the
power to discipline professional misconduct was mixed. Some agreed with the
ABA.™ Some agreed with the ABA, but expanded the circumstances under which

> Williamsv. Poulos, 11 F.3d 271, 285 (1st Cir. 1993); United Satesv. Wuliger, 981 F.2d
1497, 1507 (6™ Cir. 1992).

2 Thetext of 18 U.S.C. 2712 is appended.

8 “1f acourt or appropriate department or agency determines that the United States or any
of its departments or agencies has violated any provision of this chapter, and the court or
appropriate department or agency finds that the circumstances surrounding the violation
raise serious questions about whether or not an officer or employee of the United States
acted willfully or intentional ly with respect to the viol ation, the department or agency shall,
upon receipt of a true and correct copy of the decision and findings of the court or
appropriate department or agency promptly initiate a proceeding to determine whether
disciplinary action against the officer or employee is warranted. If the head of the
department or agency involved determines that disciplinary action is not warranted, he or
she shall notify the Inspector General with jurisdiction over the department or agency
concerned and shall providetheInspector General with the reasonsfor such determination,”
18 U.S.C. 2520(f).

" Ala. Opinion 84-22 (1984); Peoplev. Smith, 778 P.2d 685, 686, 687 (Colo. 1989); Haw.
Formal Opinion No. 30 (1988); Ind.State Bar Ass'n Op.No.1 (2000); lowa Sate Bar Ass'n
v. Mollman, 488 N.W.2d 168, 169-70, 171-72 (lowa 1992); Mo.Advisory Comm. Op. Misc.
30 (1978); Tex.Sat.Bar Op. 514 (1996); Va. LEO #1635 (1995), Va. LEO #1324; Gunter
v. Virginia State Bar, 238 Va. 617, 621-22, 385 S.E.2d 597, 600 (1989).

Thefederal courts seemto have beenin accord, Parrott v. Wilson, 707 F.2d 1262 (11"
Cir. 1983); Moody v. IRS, 654 F.2d 795 (D.C. Cir. 1981); Ward v. Maritz, Inc., 156 F.R.D.
592 (D.N.J. 1994); Wilson v. Lamb, 125 F.R.D. 142 (E.D.Ky. 1989); Haigh V. Matsushita
Electric Corp., 676 F.Supp. 1332 (E.D.Va. 1987).
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recording coul d be conducted within ethical bounds.” Somedisagreed withthe ABA
view.” The ABA has now repudiated its earlier position, ABA Forma Op. 01-422
(2001). Attorneyswho engagein unlawful wiretapping or electronic eavesdropping
will remain subject to professional discipline in every jurisdiction;”” in light of the
ABA'’ s change of position, courts and bar associations have had varied reactionsto
lawful wiretapping or electronic eavesdropping by members of the bar.™

> Ariz. Opinion No. 95-03 (1995); Alaska Bar Ass n Eth.Comm. Ethics Opinions No. 95-5
(1995) and No. 91-4 (1991); Idaho Formal Opinion 130(1989); Kan.Bar.Ass n Opinion 96-
9(1997); Ky.Opinion E-279 (1984); Minn.Law.Prof. Resp.Bd. Opinion No. 18 (1996); Ohio
Bd.Com.Griev.Disp. Opinion No. 97-3 (1997); S.C. Ethics Advisory Opinion 92-17 (1992);
Tenn.Bd.Prof.Resp. Formal Ethics Opinion No. 86-F-14(a) (1986).

6 D.C. Opinion No. 229 (1992) (recording was not unethical because it occurred under
circumstancesin which the uninformed party should have anticipated that the conversation
would be recorded or otherwise memorialized); Mississippi Bar v. Attorney ST., 621 So.2d
229 (Miss. 1993)(context of the circumstances test); Conn.Bar Ass'‘n Op. 98-9
(1998)(same); Mich.Sate Bar Op. RI-309 (1998)(same); Me.Sate Bar Op.No. 168
(1999)(same); N.M.Opinion 1996-2 (1996)(membersof the bar are advised that thereareno
clear guidelinesand that the prudent attorney avoids surreptitiousrecording); N.C. RPC 171
(1994) (lawyers are encouraged to disclose to the other lawyer that a conversation is being
tape recorded); Okla.Bar Ass' n Opinion 307 (1994)(alawyer may secretly recording hisor
her conversations without the knowledge or consent of other parties to the conversation
unlesstherecordingisunlawful or inviolation of someethical standard involving morethan
simply recording); Ore.Sate Bar Ass'n Formal Opinion No. 1991-74 (1991) (an attorney
with one party consent he or she may record a telephone conversation “in absence of
conduct which would reasonably lead an individual to believe that no recording would be
made’); Utah Sate Bar Ethics Advisory Opinion No. 96-04 (1996) (“recording
conversations to which an attorney is aparty without prior disclosureto the other partiesis
not unethical when the act, considered within the context of the circumstances, does not
involvedishonesty, fraud, deceit or misrepresentation”); Wis.Opinion E-94-5 (“whether the
secret recording of atelephone conversation by alawyer involves ‘dishonesty, fraud, deceit
or misrepresentation’ under SCR 20:8.4(c) depends upon all the circumstances operating at
thetime”). In New Y ork, the question of whether an attorney’s surreptitiously recording
conversations is ethically suspect is determined by locality, compare, Ass'n of the Bar of
City of N.Y. Formal Opinion No. 1995-10 (1995)(secret recordingis per seunethical), with,
N.Y.County Lawyer's Ass'n Opinion No. 696 (1993)(secret recording is not per se
unethical).

T Cf., Nissan Motor Co., Ltd. v. Nissan Computer Corp., 180 F.Supp.2d 1089, 1095-97
(C.D.C4l. 2002).

8 See, e.g., Satev. Murtagh, 169 P.3d 602, 617-18 (Alaska 2007)(“ undisclosed recording
is not unethical”); In re Crossen, 450 Mass. 533, 558, 880 N.E.2d 352, 372 (2008)
(undisclosed was unethical whereit was part of schemeto coerce or manufacture testimony
against the judge presiding over pending litigation); Midwest Motor Sports v. Arctic Cat
Sales, Inc., 347 F.3d 693, 699 (8" Cir. 2003) (citing ABA Comm. on Ethics and Prof'|
Responsibility, Formal Op. 01-422, which states that recording without consent should be
prohibited when circumstancesmakeit unethical); United Statesv. Smallwood, 365 F. Supp.
2d 689, 697-98 (E.D. Va 2005) (holding that a lawyer cannot ethically record a
conversation without the consent of al parties, even though doing so is not illegal under
Virginia law). Declaring the new ABA opinion to be an “overcorrection,” one bar
association explained that secret taping should not be routine practice, but that it should be
permitted if it advancesa“societal good.” Ass'n of the Bar of the City of New York Formal
Opinion No. 2003-02 (2003), available at [http://www.abcny.org]. For aNew Y ork state
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Consequences: Exclusion of Evidence. Whenthefederal wiretap statute
prohibitsdisclosure, theinformation isinadmissible asevidence before any federal,
state, or local tribunal or authority, 18 U.S.C. 2515.° Individuals whose
conversations have been intercepted or against whom theinterception was directed®
have standing to claim the benefits of the section 2515 exclusionary rule through a
motion to suppress under 18 U.S.C. 2518(10)(a).* Paragraph 2518(10)(a) bars
admission as long as the evidenceisthe product of (1) an unlawful interception, (2)
an interception authorized by afacially insufficient court order, or (3) aninterception
executed in manner contrary to the order authorizing the interception.18 U.S.C.
2518(10)(a). Merefacial insufficiency is not enough; the defect must be of anature
that substantially undermines the regime of court-supervised interception for law
enforcement purposes.®

bar opinion employing a similar line of reasoning, see Mena v. Key Food Stores Co-
operative, Inc., 758 N.Y.S.2d 246, 247-50 (N.Y. Sup. Ct. 2003) (conduct of attorney who
obtained a private investigator’ s servicesfor aclient and instructed the client on the use of
recording equipment held not to warrant severe sanctions, because there was a compelling
public interest in exposing the racia discrimination that was the subject of the secret
recordings).

" “Whenever any wireor oral communication hasbeen intercepted, no part of the contents
of such communication and no evidence derived therefrom may be received in evidencein
any trial, hearing, or other proceeding in or beforeany court, grand jury, department, officer,
agency, regulatory body, legislative committee, or other authority of the United States, a
State, or a political subdivision thereof if the disclosure of that information would be in
violation of this chapter,” 18 U.S.C. 2515 (emphasis added); United Sates v. Lam, 271
F.Supp.2d 1182, 1183-184 (N.D.Cal. 2003). Note that suppression does not extend to
unlawfully intercepted el ectronic communications, United Statesv. Seiger, 318 F.3d 1039,
1050-52 (11™ Cir. 2003); United Sates v. Jones, 364 F. Supp. 2d 1303, 1308-09 (D. Utah
2005); nor does it extend to evidence secured in violation the pen register/trap and trace
provisions, United Sates v. German, 486 F.3d 849, 852-53 (5" Cir. 2007).

8 18 U.S.C. 2510(11)(“* aggrieved person’ means a person who was a party to any an
intercepted wire, oral, or electronic communication or a person against whom the
interception was directed”); United States v. Gonzales, 412 F.3d 1102, 1115-117 (9" Cir.
2005).

8 Thetext of 18 U.S.C. 2518(10)(a) is appended.

8 United Sates v. Williams, 124 F.3d 411, 426 (3d Cir. 1997)(“ The Supreme Court has
explained the rel ationship between thesetwo provisions. In United Statesv. Giordano, 416
U.S. 505 (1974), the Court wrote that *what disclosures are forbidden under 2515 and we
subject to motions to suppress is . . . governed by 2518(10)(a).” Thus, evidence may be
suppressed only if one of the grounds set out in 2518(10)(a) is met. Moreover not every
failure to comply fully with any requirement provided in Title 11l would render the
interception of wire or oral communications unlawful under 2518(10)(a)(l). United States
v. Donovan, 429 U.S. 413, 433 (1977), quoting United Sates v. Chavez, 416 U.S. 562
(1974). Rather suppression is mandated only for afailure to satisfy any of those statutory
requirements that directly and substantially implement the congressional intention to limit
the use of intercept proceduresto those situations clearly calling for the employment of this
extraordinary investigative device, Donovan, 429 U.S. at 433-34, quoting Girodano, 416
U.S. at 527"); United Sates v. Lopez, 300 F.3d 46, 55-6 (1% Cir. 2002); United Sates v.
Saffeldt, 451 F.3d 578, 582-85 (9" Cir. 2006); United Statesv. Gray, 521 F.3d 514, 522 (6"
Cir. 2008). Thisisthe case even where the court is clearly troubled by the government’s
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Althoughthe Supreme Court has held that section 2515 may require suppression
in instances where the Fourth Amendment exclusionary rule would not, Gelbard v.
United States, 408 U.S. 41, 52 (1972), some of the lower courts have recognized the
applicability of the good faith exception to the Fourth Amendment exclusionary rule
in section 2515 cases.® Other courts have held, moreover, that the fruits of an
unlawful wiretapping or electronic eavesdropping may be used for impeachment
purposes.®

The admissibility of tapes or transcripts of tapes of intercepted conversations
raise a number of questions quite apart from the legality of the interception. Asa
consequence of the prerequisites required for admission, privately recorded
conversations are more likely to be found inadmissible than those recorded by
government officials. Admissibility will require the party moving for admission to
show that the tapes or transcripts are accurate, authentic and trustworthy.® For some
courts this demands a showing that, “(1) the recording device was capable of
recording the events offered in evidence; (2) the operator was competent to operate
the device; (3) the recording is authentic and correct; (4) changes, additions, or
deletions have not been made in the recording; (5) the recording has been preserved
inamanner that is shown to the court; (6) the speakers on thetape areidentified; and
(7) theconversation elicited wasmade voluntarily and in good faith, without any kind
of inducement.”®

failure to comply with the requirements of Titlelll, United Statesv. Callum, 410 F.3d 571,
579 (9" Cir. 2005)(“Under the force of precedent, we uphold the challenged wiretap
applicationsand orders. Still, we note that the Department of Justice and its officersdid not
cover themselves with glory in obtaining the wiretap orders at issuein this case. Titlelll is
an exacting statute obviously meant to befollowed punctilioudly, yet the officersrepeatedly
ignored its clear requirements”).

8 United Satesv. Moore, 41 F.3d 370, 376 (8" Cir. 1994); United Satesv. Ambrosio, 898
F.Supp. 177,187 (S.D.N.Y. 1995); United States v. Malelzadeh, 855 F.2d 1492, 1497 (11"
Cir. 1988); United States v. Mullen, 451 F.Supp.2d 509, 530-31 (W.D.N.Y. 2006); contra,
United Sates v. Rice, 478 F.3d 704, 711-14 (6" Cir. 2007).

Gelbard held that a grand jury witness might claim the protection of section 2515
through arefusal to answer questions based upon an unlawful wiretap notwithstanding the
fact that the Fourth Amendment exclusionary rule doesnot apply in grand jury proceedings.
Gelbard, 408 U.S. at 51-52. The good faith exception to the Fourth Amendment
exclusionary rule permits the admission of evidence secured in violation of the Fourth
Amendment, if the officers responsible for the breach were acting in good faith reliance
upon the apparent authority of asearch warrant or somelike condition negating the remedial
force of therule, United States v. Leon, 468 U.S. 897, 909 (1984).

8  Culbertson v. Culbertson, 143 F.3d 825, 827-28 (4™ Cir. 1998); United States v.
Echavarria-Olarte, 904 F.2d 1391 (9th Cir. 1990); United Satesv. Vest, 813 F.2d 477, 484
(1% Cir. 1987).

& United Statesv. Thompson, 130 F.3d 676, 683 (5" th Cir. 1997); United Statesv. Panaro,
241 F.3d 1104, 1111 (9th Cir. 2001); United States v. Smith, 242 F.3d 737, 741 (7‘h Cir.
2001).

8 United Satesv. Webster, 84 F.3d 1056, 1064 (8" Cir. 1996); United Satesv. Green, 175
F.3d 822, 830 n.3 (10th Cir. 1999); United States v. Green, 324 F.3d 375, 379 (5" Cir.
2003)(citing 4 of the 7 factors); cf., United Satesv. Calderin-Rodriguez, 244 F.3d 977, 986-
87 (8" Cir. 2001). These seven factors have been fairly widely cited since they were first
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lllegal Disclosure of Information Obtained by Wiretapping or
Electronic Eavesdropping

Although often overlooked, it also a federal crime to disclose information
obtained fromillicit wiretapping or electronic eavesdropping, 18 U.S.C. 2511(1)(c):

* any person [who]

* intentionally

» discloses or endeavors to disclose to another person

» the contents of any wire, oral, or electronic communication

* having reason to know

» that the information was obtained through the interception of awire, oral, or
electronic communication

e inviolation of 18 U.S.C. 2511(1)

* is subject to the same sanctions and remedies as the wiretapper or electronic
eavesdropper.

Thisis true of the wiretapper or electronic eavesdropper and of all those who
disclose information, that in fact can be traced to a disclosure by the original
wiretapper or eavesdropper, with reason to know of theinformation’sillicit origins,
except to the extent the First Amendment bans application.?” Thelegislative history

announced in United Satesv. McKeever, 169 F.Supp. 426, 430 (S.D.N.Y. 1958), rev'd on
other grounds, 271 F.2d 669 (2d Cir. 1959). They areabit formalistic for some courtswho
endorse a more ad hoc approach to the assessment of whether the admission of what
purportsto be ataped conversation will introduce fraud or confusioninto the court, seee.g.,
Stringel v. Methodist Hosp. of Indiana, Inc., 89 F.3d 415, 420 (7th Cir. 1996)(McKeever
“setsout arather formal, seven step checklist for the authentication of tape recordings, and
we havelooked to some of thefeatures[inthe past]”); United Statesv. White, 116 F.3d 903,
921 (D.C.Cir. 1997)("tapes may be authenticated by testimony describing the process or
system that created the tape or by testimony from partiesto the conversation affirming that
the tapes contained an accurate record of what was said”); United Satesv. Tropeano, 252
F.3d 653, 661 (2d Cir. 2001)(“[T]his Circuit has never expressly adopted arigid standard
for determining the admissibility of tape recordings’); United Statesv. Westmoreland, 312
F.3d 302, 310-11 (7" Cir. 2002); United States v. Dawson, 425 F.3d 389, 393 (7" Cir.
2005)(“But there are no rigid rules, such as chain of custody, for authentication; al that is
required is adequate evidence of genuineness. (There are such rules for electronic
surveillance governed by Titlelll, but Titlell1 isinapplicableto conversationsthat, as here,
are recorded with the consent of one of the participants’)).

8 Bartnicki v. Vopper, 532 U.S. 514, 533-34 (2001), pointed out that the First Amendment
right to free speech bars the application of section 2511(1)(c) to the disclosure of illegally
intercepted, but lawfully acquired, communications dealing with amatter of unusual public
concern. Bartnicki was aunion negotiator whose telephone conversations with theunion’s
president were surreptitiously intercepted and recorded a discussion negotiation of a
teachers' contract. During the conversation, the possibility of using violence against school
board members was mentioned. After the teachers contract was signed, the unknown
wiretapper secretly supplied Y ocum, acritic of theunion’ sposition, with acopy of thetape.
Yocum in turn played it for members of the school board and turned it over to VVopper, a
radio talk show host, who played it on hisshow. Other stationsand mediaoutlets published
the contents as well. Bartnicki sued VVopper and Y ocum for use and disclosurein violation
of sections 2511(1)(c) and 2511(1)(d). Vopper and Y ocum offered a free speech defense,
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speaks of a common knowledge limitation on the statute’s coverage, but it is not
clear whether it refersto common knowledgeat thetime of interception or at thetime
disclosure, S.Rept. 90-1097, at 93 (1967).% By definition a violation of paragraph
2511(1)(c) requires an earlier unlawful interception under subsection 2511(1). If
there is no predicate unlawful interception there can be no violation of paragraph
2511(1)(c).

The results of electronic eavesdropping authorized under Title 11I/ECPA may
be disclosed and used for law enforcement purposes® and for testimonial purposes.®

It isalso afederal crimeto disclose, with an intent to obstruct criminal justice,
any information derived from lawful police wiretapping or el ectroni c eavesdropping,
ie:

* any person [who]

« intentionally discloses, or endeavors to disclose, to any other person

sthe contents of any wire, oral, or €l ectronic communication

which the Supreme Court accepted. But see, Quigley v. Rosenthal, 327 F.3d 1044, 1067-68
(10™ Cir. 2003) (denying First Amendment protection for those knowingly involved with
interceptorsof private matters(not public concerns)); Boehner v. McDermott, 484 F.3d 573,
577-81 (D.C. Cir. 2007)(Members of Congress do not have a First Amendment right to
disclose unlawful wiretap information in violation of House rules). For a more extensive
examination of Bartnicki, see, CRS Report RS20974, The Right to Publish Lawfully
Obtained But Illegally Intercepted Material of Public Concern: Bartnicki v. Vopper.

8 “Subparagraphs (c) and (d) prohibit, in turn, the disclosure or use of the contents of any
intercepted communication by any person knowing or having reason to know the
information was obtained through an interception in violation of this subsection. The
disclosure of the contents of anintercepted communication that had already become* public
information’ or ‘common knowledge’ would not be prohibited. The scope of this
knowledge required to violate either subparagraph reflects existing law (Pereirav. United
Sates, 347 U.S. 1 (1954)).” The remark may also have been influenced by the high level
of intent (willfully rather thanintentionally) includedin thedisclosure provision asreported
out.

8 “Any investigative or law enforcement officer who, by any means authorized by this
chapter, has obtained knowledge of the contents of any wire, oral, or electronic
communication, or evidence derived therefrom, may disclose such contents to another
investigative or law enforcement officer to the extent that such disclosure is appropriate to
the proper performance of the official duties of the officer making or receiving the
disclosure,” 18 U.S.C. 2517(1).

% « Any person who hasreceived, by any means authorized by this chapter, any information
concerning a wire, oral, or electronic communication, or evidence derived therefrom
intercepted in accordance with the provisions of this chapter may disclose the contents of
that communication or such derivative evidence while giving testimony under oath or
affirmation in any proceeding held under the authority of the United States or of any State
or political subdivision thereof,” 18 U.S.C. 2517(3). Thisdoesnot entitle private litigants
to disclosure in the view of at least one court, In re Motion to Unseal Electronic
Surveillance Evidence, 990 F.2d 1015 (8" Cir. 1993).

When court-ordered interception results in evidence of a crime other than the crime
with respect to which the order wasissued, the evidenceis admissible only upon ajudicial
finding that it was otherwise secured in compliance with Title 11I/ECPA requirements, 18
U.S.C. 2517(5).
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* intercepted by means authorized by sections:

- 2511(2)(a)(ii) (communication service providers, landlords, etc. who
assist police setting up wiretaps or el ectronic eavesdropping devices

- 2511(2)(b) (FCC regulatory activity)

- 2511(2)(c) (police one party consent)

- 2511(2)(e) (Foreign Intelligence Surveillance Act)

- 2516 (court-ordered, police wiretapping or el ectronic surveillance)

- 2518 (emergency wiretaps or electronic surveillance)

* knowing or having reason to know that

» the information was obtained through the interception of such a

communication

* in connection with acriminal investigation

* having obtained or received the information in connection with a criminal

investigation

» with intent to improperly obstruct, impede, or interfere with aduly authorized

criminal investigation,

* is subject to the same sanctions and remedies as one who illegally wiretaps,

18 U.S.C. 2511(1)(e).*

The proscriptions in 2511(1)(e) would appear to apply to efforts to obstruct
justiceby information gleaned from either federal or state policewiretaps. Useof the
word “authorized” in conjunction with alist of federal statutesmight suggest that the
paragraphwasonly intended to protect wiretapinformation gathered by federal rather
than by federal or state authorities. But most of the cited sectionsdo not “authorize’
anything; they simply confinethereach of the statutory prohibitions. And several are
aslikely to involve state interceptions as federal, e.g., the one-party-consent-under-
color-of-law interceptions.

Essentially, the same consequences flow from an unlawful disclosure under
paragraphs 2511(1)(c) or 2511(1)(e) as follow unlawful interception under
paragraphs 2511(1)(a) or 2511(1)(b):

e maximum five year prison terms and fines of not more than
$250,000 or $500,000, depending upon whether the offender is an
individual or organization;”

%1 When acting with asimilar intent, disclosure of the fact of authorized federal wiretap or
foreign intelligence gathering is proscribed elsewhere in title 18. “Whoever, having
knowledge that a Federal investigative or law enforcement officer has been authorized or
has applied for authorization under chapter 119 to intercept a wire, oral, or electronic
communication, in order to obstruct, impede, or prevent such interception, gives notice or
attempts to give notice of the possible interception to any person shall be fined under this
title or imprisoned not more than five years, or both.”

“Whoever, having knowledgethat aFederal officer hasbeen authorized or hasapplied
for authorization to conduct electronic surveillance under the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801, et seq.), in order to obstruct, impede, or prevent
such activity, gives notice or attempts to give notice of the possible activity to any person
shall be fined under this title or imprisoned not more than five years, or both,” 18 U.S.C.
2232(d),(e).

%2 “I'W]hoever violates subsection (1) of this section shall be fined under this title or
imprisoned not more than five years, or both,” 18 U.S.C. 2511(4)(a).
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e exposure to civil liability including equitable relief and actual or
statutory damages.*

lllegal Use of Information Obtained by Unlawful Wiretapping
or Electronic Eavesdropping

The prohibition on the use of information secured from illegal wiretapping or
electronic eavesdropping mirrors the disclosure provision, 18 U.S.C. 2511(1)(d):

* any person [who]

* intentionally

* Uses or endeavors to use to another person

» the contents of any wire, oral, or electronic communication

* having reason to know

« that the information was obtained through the interception of awire, oral, or
electronic communication

e inviolation of 18 U.S.C. 2511(1)

* is subject to the same sanctions and remedies as the wiretapper or electronic
eavesdropper.

The available case law under the use prohibition of section 2511(1)(d) is scant,
and the section has rarely been invoked except in conjunction with the disclosure
prohibition of section 2511(1)(c). The wording of the two is clearly parallel, the
legislative history describes them in the same breath,* and they are treated alike for
law enforcement purposes.® Bartnicki seems destined to changeall of that, because
it appears to parse the constitutionally suspect ban on disclosure from the

% “(@)...any person whose wire, oral, or e ectronic communication is. . . disclosed . .

. used in violation of this chapter may in acivil action recover from the person or entity,
other than the United States, which engaged in that violation such relief as may be
appropriate. . ..(g) Any willful disclosure. . . by aninvestigative or law enforcement officer
or governmental entity of information beyond the extent permitted by section 2517 is a
violation of this chapter for purposes of section 2520(a),” 18 U.S.C. 2520(a),(q).

% “Subparagraphs (c) and (d) prohibit, in turn, the disclosure or use of the contents of any
intercepted communication by any person knowing or having reason to know the
information was obtained through an interception in violation of this subsection,” S.Rept.
90-1097, at 93 (1967).

% Compare, 18 U.S.C. 2517(1)(“Any investigative or law enforcement officer who, by any
means authorized by this chapter, has obtained knowledge of the contents of any wire, oral,
or electronic communication, or evidence derived therefrom, may disclose such contentsto
another investigative or law enforcement officer to the extent that such disclosure is
appropriate to the proper performance of the official duties of the officer making or
receiving the disclosure”), with 18 U.S.C. 2517(2)(“ Any investigative or law enforcement
officer who, by any means authorized by this chapter, has obtained knowledge of the
contents of any wire, oral, or el ectronic communication or evidence derived therefrom may
use such contents to the extent such use is appropriate to the proper performance of his
official duties”).
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constitutionally permissible ban on use.* In doing so, it may also resolve a conflict
among the lower federal appellate courts over the so-called “ clean hands” exception.
A few courts had recognized an exception to the disclosure-use bans of section
2511(1) where law enforcement officials might disclose or use the results of an
illegal interception in which they had played no role.” Bartnicki appearsto dim the
prospects of a clean hands exception because, to illustrate situations to which the
section 2511(1)(d) use might be constitutionally outlawed, it points to one of the
cases which rejected to the exception.®

The consequences of unlawful use of intercepted communicationsin violation
of paragraph 2511(d) are similar to those for unlawful disclosure in violation of
paragraphs 2511(1)(c) or 2511(1)(e), or for unlawful interception under paragraphs
2511(1)(a) or 2511(1)(b):

e maximum five year prison terms and fines of not more than
$250,000 or $500,000, depending upon whether the offender is an
individual or organization, 18 U.S.C. 2511(4)(a);

e exposure to civil liability including equitable relief and actual or
statutory damages, 18 U.S.C. 2520(a), (g).

Shipping, Manufacturing, Distributing, Possessing or
Advertising Wire, Oral, or Electronic Communication
Interception Devices

The proscriptions for possession and trafficking in wiretapping and
eavesdropping devices are even more demanding than those that apply to the
predicate offense itself. There are exemptions for service providers,® government

% “IT]he naked prohibition against disclosuresisfairly characterized asaregulation of pure
speech. Unlike the prohibition against the ‘use’ of the contents of anillegal interceptionin
§2511(1)(d), subsection (c) is not aregulation of conduct,” 532 U.S. at 526-27.

% Forsythv. Barr, 19 F.3d 1527, 1541-545 (5" Cir. 1994); United States v. Murdock, 63
F.3d 1391, 1400-403 (6™ Cir. 1995); contra, Berry v. Funk, 146 F.3d 1003, 1011-13
(D.C.Cir. 1998); Chandler v. United Sates Army, 125 F.3d 1296, 1300-302 (9" Cir. 1997);
InreGrand Jury, 111 F.3d 1066, 1077 (3d Cir. 1997); United Satesv. Vest, 813 F.2d 477,
481 (1% Cir. 1987); United Satesv. Lam, 271 F.Supp.2d 1182, 1184-187 (N.D.Cal. 2003);
seealso, United Statesv. Gray, 521 F.3d 514, 530 (6™ Cir. 2008)(noting that doctrineisonly
available in cases of government use).

% “Unlike the prohibition against the ‘use’ of the contents of an illegal interception in
§2511(1)(d),* subsection (c) is not aregulation of conduct.

*"The Solicitor General has catalogued some of the cases that fall under subsection
(d): . . .. The statute has also been held to bar the use of illegaly intercepted
communications for important and socially valuable purposes, see, Inre Grand Jury , 111
F.3d 1066, 1077-79 (3d Cir. 1997),” 532 U.S. at 527 (footnote 10 of the Court’s opinion
guoted after the *).

% “|t shall not be unlawful under this section for — (a) a provider of wire or electronic
communication service or an officer, agent, or employee of, or aperson under contract with,
such a provider, in the normal course of the business of providing that wire or electronic
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officials and those under contract with the government,'® but thereis no exemption
for equipment designed to be used by private individuas, lawfully but
surreptitiously.'*

The three prohibitions in section 2512 present generally common features,
declaring that:

* any person who

* intentionally
* either
@ N |
- sends through the mail or sends or carries in interstate or foreign
commerce

- any electronic, mechanical, or other device

- knowing or having reason to know

- that the design of such device rendersit primarily useful

- for the purpose of thesurreptitiousinterception of wire, oral, or electronic
communications; or

(b)

- manufactures, assembles, possesses, or sells

- any electronic, mechanical, or other device

- knowing or having reason to know

- that the design of such device rendersit primarily useful

- for the purpose of thesurreptitiousinterception of wire, oral, or electronic
communications, and

- that such device or any component thereof has been or will be sent
through the mail or transported in interstate or foreign commerce; or

communication service. . . to send through the mail, send or carry in interstate or foreign
commerce, or manufacture, assemble, possess, or sell any electronic, mechanical, or other
device knowing or having reason to know that the design of such devicerendersit primarily
useful for the purpose of the surreptitious interception of wire, oral, or eectronic
communications,” 18 U.S.C. 2512(2)(a).

100 «(2) 1t shall not be unlawful under this section for . . . (b) an officer, agent, or employee
of, or a person under contract with, the United States, a State, or a political subdivision
thereof, in the normal course of the activities of the United States, a State, or a political
subdivision thereof, to send through the mail, send or carry in interstate or foreign
commerce, or manufacture, assemble, possess, or sell any electronic, mechanical, or other
device knowing or having reason to know that the design of such devicerendersit primarily
useful for the purpose of the surreptitious interception of wire, oral, or eectronic
communications.

“(3) It shall not be unlawful under this section to advertise for sale a device described
in subsection (1) of this section if the advertisement is mailed, sent, or carried in interstate
or foreign commerce solely to a domestic provider of wire or electronic communication
service or to an agency of the United States, a State, or apolitical subdivision thereof which
is duly authorized to use such device,” 18 U.S.C. 2512(2)(b),(3).

101 United States v. oy Factory, Inc., 951 F.Supp. 450, 473-75 (S.D.N.Y. 1997); United
Satesv. Bast, 495 F.2d 138, 141 (D.C.Cir. 1974).
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(©
- places in any newspaper, magazine, handbill, or other publication or
disseminates electronically
- any advertisement of —
+ any electronic, mechanical, or other device
+ knowing or having reason to know
+ that the design of such device rendersit primarily useful
+ for the purpose of the surreptitious interception of wire, oral, or
electronic communications; or
+ any other electronic, mechanical, or other device
+ where such advertisement promotes the use of such device
+ for the purpose of the surreptitious interception of wire, oral, or
electronic communications
- knowing the content of the advertisement and knowing or having reason
to know
- that such advertisement will be sent through the mail or transported in
interstate or foreign commerce

« shall be imprisoned for not more than five years and/or fined not more than
$250,000 (not more than $500,000 for organizations), 18 U.S.C. 2512.

The legidative history lists among the items Congress considered “ primarily
useful for the purpose of the surreptitious interception of communications: the
martini olivetransmitter, the spikemike, theinfinity transmitter, and the microphone
disguised as awristwatch, picture frame, cuff link, tie clip, fountain pen, stapler, or
cigarette pack,” S.Rept. 90-1097, at 95 (1968).

Questions onceraised over whether section 2512 covers equipment designed to
permit unauthorized reception of scrambled satellite television signals have been
resolved.'® Each of the circuits to consider the question has now concluded that
2512 outlaws such devices,'® but simple possession does not give rise to a private
cause of action.’® Their useis also proscribed by 47 U.S.C. 605.®

192 The two appellate panel decisions that found the devices beyond the bounds of section
2512, United Statesv. Herring, 933 F.2d 932 (11" Cir. 1991) and United Satesv. Hux, 940
F.2d 314 (8" Cir. 1991) were overturned en banc, United Sates v. Herring, 993 F.2d 784,
786 (11" Cir. 1993); United Sates v. Davis, 978 F.2d 415, 416 (8" Cir. 1992).

103 United Statesv. Harrell, 983 F.2d 36, 37-39 (5" Cir. 1993); United Statesv. One Macom
Video Cipher 11, 985 F.2d 258, 259-61 (6™ Cir. 1993); United States v. Shriver, 989 F.2d.
898, 901-06 (7" Cir. 1992); United Sates v. Davis, 978 F.2d 415, 417-20 (8" Cir. 1992);
United Statesv. Lande, 968 F.2d 907, 910-11 (9" Cir. 1992); United States v. McNutt, 908
F.2d 561, 564-65 (10th Cir. 1990); United Satesv. Herring, 993 F.2d 784, 786-89 (11th Cir.
1991).

104 DIRECTV, Inc. v. Treworgy, 373 F.3d 1124, 1129 (11" Cir. 2004); DIRECTV, Inc. v.
Robson, 420 F.3d 532, 538-39 (5" Cir. 2005)(citing several district court cases that have
reached the same conclusion). Proof that the possessor used the deviceto intercept satellite
transmission evidences a violation of section 2511 and exposure to civil liability under
section 2520, DIRECTV, Inc. v. Nicholas, 403 F.3d 223, 227-28 (4" Cir. 2005); DIRECTV,
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Stored Electronic Communications

Initsoriginal form Titlel1l wasill-suited to ensurethe privacy of thosevarieties
of modern communicationswhich are equally vulnerable to intrusion when they are
at rest aswhen they are in transmission. Surreptitious “access’ isasleast asgreat a
threat as surreptitious “interception” to the patrons of electronic mail (e-mail),
electronic bulletin boards, voice mail, pagers, and remote computer storage.

Accordingly, Title [1I/ECPA also bans surreptitious access to communications
at rest, although it does so beyond the confines of that apply to interception, 18
U.S.C. 2701 - 2711. These separate provisions afford protection for e-mail, voice
mail, and other electronic communications somewhat akin to that available for
telephone and face to face conversations under 18 U.S.C. 2510-2522. Thus, subject
to certain exceptions, it isafedera crimeto:

e intentionally
* either

- access without authorization or

- exceed an authorization to access
« afacility through which an electronic communication service is provided
« and thereby obtain, alter, or prevent authorized accessto awire or electronic
communication while it is in electronic storage in such system, 18 U.S.C.
2701(a).

The exceptions cover electronic storage facility operators, their customers, and
— under procedural counterparts to court ordered wiretapping — governmental
entities.'®

Violations committed for malicious, mercenary, tortious or criminal purposes
are punishable by imprisonment for not more than five years and/or a fine of not
more than $250,000 (not more than 10 years for a subsequent conviction); lesser
transgressions, by imprisonment for not more than oneyear (not morethan fiveyears
for asubsequent conviction) and/or afine of not morethan $100,000.*°” Thosewho

Inc. v. Pepe, 431 F.3d 162, 169 (3d Cir. 2005).
15 The text of the section is appended.

106 “gubsection (a) of this section does not apply with respect to conduct authorized — (1)
by the person or entity providing awire or electronic communications service; (2) by auser
of that servicewith respect to acommunication of or intended for that user; or (3) in section
2703 [requirements for government access], 2704 [backup preservation] or 2518 [court
ordered wiretapping or electronic eavesdropping] of thistitle,” 18 U.S.C. 2701(c).
Section 2709 creates an exception for counterintel ligence accessto telephonerecords.

107 “The punishment for an offense under subsection (a) of thissectionis— (1) if the offense
is committed for purposes of commercial advantage, malicious destruction or damage, or
private commercial gain, or in furtherance of any criminal or tortious act in violation of the
constitution and laws of the United States or any state — (A) a fine under this title or
imprisonment for not more than 5 years, or both, in the case of a first offense under this
subparagraph; and (B) afine under thistitle or imprisonment for not more than 10 years, or
both, for any subsequent offense under this subparagraph; and (2)(A) afine under thistitle
or imprisonment for not more than 1 year or both, in the case of afirst offense under this
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provide the storage service and other victims of unlawful access have a cause of
action for equitable relief, reasonable attorneys' fees and costs, damages equal the
loss and gain associated with the offense but not less than $1000.*® Both criminal
and civil liability are subject to good faith defenses.'®

paragraph; and (B) afine under thistitle or imprisonment for not morethan 5 years, or both,
in the case of an offense under this subparagraph that occurs after a conviction of another
offense under this section,” 18 U.S.C. 2701(b).

108 (@) Cause of action — Except as provided in section 2703(e)[relating to immunity for
compliance with judicia process], any provider of electronic communication service,
subscriber, or customer aggrieved by any violation of this chapter in which the conduct
constituting the violation is engaged in with aknowing or intentional state of mind may, in
acivil action, recover from the person or entity other than the United States which engaged
in that violation such relief as may be appropriate.

“(b) Relief — Inacivil action under thissection, appropriaterelief includes— (1) such
preliminary and other equitable or declaratory relief as may be appropriate; (2) damages
under subsection(c); and (3) areasonable attorney’ sfeeand other litigation costsreasonably
incurred;

“(c) Damages — The court may assess as damages in acivil action under this section
the sum of the actual damages suffered by the plaintiff and any profits made by the violator
asaresult of theviolation, but in no case shall aperson entitled to recover receive lessthan
the sum of $1,000. . ..” 18 U.S.C. 2707.

109 “A good faith reliance on — (1) a court warrant or order, a grand jury subpoena, a
legidlative authorization, or astatutory authorization (including aregquest of agovernmental
entity under section 2703(f) of this title) [relating to an official request to for a service
provider preserve evidence]; (2) arequest of an investigative or law enforcement officer
under section 2518(7) of this title [relating to emergency wiretapping and electronic
eavesdropping]; or (3) agood faith determination that section 2511(3) of thistitle[relating
to the circumstances under which an electronic communications provider may divulge the
contents of communication] permitted the conduct complained of — is a complete defense
to any civil or criminal action brought under this chapter or any other law,” 18 U.S.C.
2707(e).
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Service providers, nevertheless, may incur civil liability for unlawful
disclosures,*™ unless they can take advantage of one of a fairly extensive list of
exceptions and defenses.™*

Violationsby the United Statesmay giveriseto acause of action and may result
in disciplinary action against offending officials or employees under the same
provisionsthat apply to U.S. violations of Title I11,** but unlike Title 11 thereisno

10 “Except as in subsection (b) or (c) — (1) a person or entity providing an electronic
communication serviceto the public shall not knowingly divulgeto any person or entity the
contents of a communication while in electronic storage by that service; (2) a person or
entity providing remote computing service to the public shall not knowingly divulgeto any
person or entity the contents of any communication which is carried or maintained on that
service — (A) on behalf of, and received by means of electronic transmission from (or
created by means of computer processing of communications received by means of
electronic transmission from), a subscriber or customer of such service; and (B) solely for
the purpose of providing storage or computer processing services to such subscriber or
customer, if the provider is not authorized to access the contents of any such
communications for purposes of providing any services other than storage or computer
processing; and (3) a provider of remote computing service or electronic communication
service to the public shall not knowingly divulge arecord or other information pertaining
toasubscriber to or customer of such service (not including the contents of communications
covered by paragraph (1) or (2)) to any government entity,” 18 U.S.C. 2702(a).

Section 2702 makes no mention of any consequences that follow a breach of its
commands, but 2707 establishes a civil cause of action for the victims of any violation of
chapter 121 (18 U.S.C. 2701 - 2711).

1« A provider described in subsection (a) may divulge the contents of a communication
— (1) to an addressee or intended recipient of such communication or an agent of such
addressee or intended recipient; (2) as otherwise authorized in section 2517, 2511(2)(a), or
2703 of thistitle; (3) with the lawful consent of the originator or an addressee or intended
reci pient of such communication, or the subscriber inthe case of remote computing service;
(4) to a person employed or authorized or whose facilities are used to forward such
communication to its destination; (5) as may be necessarily incident to the rendition of the
serviceor to the protection of therightsor property of the provider of that service; (6) to the
National Center for Missing and Exploited Children, in connection with areport submitted
thereto under section 227 of the Victims of Child Abuse Act of 1990; (7) to a law
enforcement agency — (A) if the contents — (1) were inadvertently obtained by the service
provider; and (ii) appear to pertain to the commission of a crime; (8) to aFederal, State, or
local government entity, if the provider, in good faith, believesthat an emergency involving
danger of death or serious physical injury to any person requires disclosure without delay
of communications relating to the emergency,” 18 U.S.C. 2702(b).

TheNinth Circuit recently noted that aremote computer service provider may disclose
toasubscriber (asnotedinitalicsabove), but that an el ectronic service provider, such asone
who provides text messaging services, may nhot, even when the material disclosed resides
instorage, Quonv. Arch Wireless Operating Co., Inc., 529 F.3d 892, 900-901(9" Cir. 2008).

112 “ Any person who is aggrieved by any willful violation this chapter or of chapter 119 of
thistitle[18 U.S.C. 2510-2520] . . . may commence an action in United States District Court
....If ... any of the departments or agencies has violated any provision of this chapter . .
. the department or agency shall . .. promptly initiate a proceeding to determine whether
disciplinary action . . . iswarranted. . . .”18 U.S.C. 2712(a),(c).
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statutory rule for the exclusion of evidence as a consequence of aviolation.'® A
Sixth Circuit panel has held, in a decision since vacated en banc, that the Fourth
Amendment precludes government access to the content of stored communications
(e-mail) held by service providersin the absence of awarrant, subscriber consent, or
other indication that the subscriber has waived his or her expectation of privacy.™*
Where the government instead secures access through a subpoena or court order as
section 2703 permits, the evidence may be subject to both the Fourth Amendment
exclusionary rule and the exceptions to the rule.**®

Unlawful accessto el ectroniccommunicationsmay involveviol ationsof several
other federal and state laws, including for instance the federal computer fraud and
abuse statute, 18 U.S.C. 1030, and state computer abuse statutes.'®

Pen Registers and Trap and Trace Devices

A trap and trace deviceidentifiesthe source of incoming calls, and apen register
indicates the numbers called from a particular phone.**” Since neither allows the
eavesdropper to overhear the “contents” of the phone conversation, they were not
considered interceptionswithinthereach of Titlelll prior to the enactment of ECPA,
United Statesv. New York Telephone Co., 434 U.S. 159 (1977). Although Congress
elected to expand the definition of interception, it choseto continueto regul ate these
devicesbeyond the boundaries of Title 1l for most purposes, 18 U.S.C. 3121 - 3127.

3 United Satesv. Steiger, 318 F.3d 1039, 1049 (11" Cir. 2003); United Statesv. Perrine,
518 F.3d 1196, 1202 (10" Cir. 2008).

114 Warshak v. United States, 490 F.3d 455, 468-82 (6™ Cir. 2007), vac’ d en banc, 532 F.3d
521 (6™ Cir. 2008)(vacated on grounds that the issue was not ripe for decision).

15 United States v. Ferguson, 508 F.Supp.2d 7, 8-10 (D.D.C. 2007)(even if a Fourth
Amendment violation occurred, officers could rely in good faith on the magistrate’ s order
issued before any court had raised the specter of constitutional suspicion which surfaced
later in Warshak).

116 Seegenerally, CRS Report 97-1025, Cybercrime: An Overview of the Federal Computer
Fraud and Abuse Satute and Related Federal Criminal Laws. Citationsto the various state
computer abuse statutes are appended.

17« (3) theterm ‘ pen register’ means adevice which records or decodes electronic or other
impulses which identify the numbers dialed or otherwise transmitted on the telephone line
to which such device is attached, but such term does not include any device used by a
provider or customer of awire or electronic communication servicefor billing, or recording
as an incident to billing, for communications services provided by such provider or any
device used by aprovider or customer of awire communication servicefor cost accounting
or other like purposes in the ordinary course of its business; (4) the term ‘trap and trace
device’ means a device which captures the incoming electronic or other impulses which
identify the originating number of an instrument or device from which awire or electronic
communication was transmitted,” 18 U.S.C. 3127(3),(4)). Although clone pagers are not
considered pen registers, Brownv. Waddell, 50 F.3d 285, 290-91 (4™ Cir. 1995), “caller id”
services have been found to constitute trap and trace devices, United Satesv. Fregoso, 60
F.3d 1314, 1320 (8" Cir. 1995).
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As noted earlier, however, the Title Il wiretap provisions apply when due to the
nature of advancesin telecommunicationstechnol ogy pen registersandtrap andtrace
devices are able to capture wire communication “content.”**®

TheUSA PATRIOT Act enlarged the coverageof sections3121-3127 toinclude
sender/addressee information relating to e-mail and other forms of electronic
communications, 115 Stat. 288-91 (2001).

Theuseor installation of pen registersor trap and trace devices by anyone other
than thetel ephone company, serviceprovider, or those acting under judicial authority
isafederal crime, punishable by imprisonment for not more than ayear and/or afine
of not more than $100,000 ($200,000 for an organization)."® There is no
accompanying exclusionary rule, however, and consequently a violation of section
3121 will not serve as a basis to suppress any resulting evidence.'®

18« pogt-cut-through dialed digits' are any numbers dialed from atelephone after the call
isinitially setup or ‘cut-through.” Sometimes these digits are other telephone numbers, as
when aparty placesacredit card call by first dialing thelong distance carrier access number
and then the phone number of the intended party. Sometimes these digits transmit real
information, such asbank account numbers, Social Security numbers, prescription numbers,
and thelike. Inthelatter case, the digits represent communications content; in the former,
they are non-content call processing numbers,” Inre United Sates, 441 F.Supp.2d 816, 818
(S.D. Tex. 2006); InreUnited Statesfor Orders (1) Authorizing Use of Pen Registersand
Trap and Trace Devices, 515 F.Supp.2d 325, 328-38 (E.D.N.Y. 2007).

19 «(Q) In general — Except as provided in this section, no person may install or use apen
register or atrap and trace device without first obtaining a court order under section 3123
of thistitle or under the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et
seq.). (b) Exception — The prohibition of subsection (&) does not apply with respect to the
use of a pen register or a trap and trace device by a provider of electronic or wire
communication service— (1) relating to the operation, maintenance, and testing of awireor
electronic communication service or to the protection of the rights or property of such
provider, or to the protection of users of that service from abuse of service or unlawful use
of service; or (2) to record thefact that awire or electronic communication was initiated or
completed in order to protect such provider, another provider furnishing servicetoward the
completion of the wire communication, or auser of that service, from fraudulent, unlawful
or abusive use of service; or (3) where the consent of the user of that service has been
obtained. (c) Limitation—A government agency authorized to install and use apen register
or trap and trace device under this chapter or under State law shall use technology
reasonably available to it that restricts the recording or decoding of electronic or other
impulsestothedialing, routing, addressing, and signalinginformation utilized inidentifying
the origination or destination of wire or el ectronic communications. (d) Penalty. —\Whoever
knowingly violates subsection (a) shall befined under thistitle or imprisoned not morethan
oneyear, or both,” 18 U.S.C. 3121.

120 United Statesv. German, 486 F.3d 849, 852-53 (5™ Cir. 2007); United Statesv. Fregoso,
60 F.3d 1314, 1320 (8" Cir. 1995); United Sates v. Thompson, 936 F.2d 1249, 1249-250
(11" Cir. 1991). To the extent that the unlawful use captures content, the Fourth
Amendment exclusionary rulemay apply, cf., InreUnited Satesfor Orders (1) Authorizing
Use of Pen Registers and Trap and Trace Devices, 515 F.Supp.2d 325, 328-38 (E.D.N.Y.
2007); United Sates v. Ferguson, 508 F.Supp.2d 7 (D.D.C. 2007).
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Unlike other violations of Title III/ECPA, there is no separate federa private
cause of action for victims of apen register or trap and trace deviceviolation. Some
of the states have established a separate criminal offense for unlawful use of a pen
register or trap and trace device, yet most of these do seem to follow the federal |ead
and decline to establish a separate private cause of action, See Appendix I11.

Foreign Intelligence Surveillance Act

TheForeignIntelligence Surveillance Act (FISA) authorizesspecial court orders
for four purposes. electronic surveillance, physical searches, installation and use pen
registers/trap and trace devices, and orders to disclose tangible items, 50 U.S.C.
1801-1861. The €electronic surveillance portion of FISA, 50 U.S.C. 1801-1811,
createsaprocedurefor judicially supervised “electronic surveillance” (wiretapping)
conducted for foreign intelligence gathering purposes. The Act classifiesfour kinds
of wiretapping as “eectronic surveillance.” The four classes of electronic
surveillanceinvolvewiretapping that coul d otherwise only be conducted under court
order:

“(1) the acquisition by an el ectronic, mechanical, or other surveillance device of
the contents of any wire or radio communication sent by or intended to be received by
aparticular, known United States person who isin the United States, if the contents
are acquired by intentional ly targeting that United States person, under circumstances
in which a person has a reasonable expectation of privacy and a warrant would be
required for law enforcement purposes,

“(2) the acquisition by an electronic, mechanical, or other surveillance device of
the contents of any wire communication to or from a person in the United States,
without the consent of any party thereto, if such acquisition occurs in the United
States, does not include the acquisition of those communications of computer
trespassers that would be permissible under section 2511(2)(1) of title 18, United
States Code;

“(3) theintentional acquisitionby an el ectronic, mechanical, or other surveillance
device of the contents of any radio communication, under circumstancesin which a
person has a reasonable expectation of privacy and a warrant would be required for
law enforcement purposes, and if both the sender and all intended recipients are
|ocated within the United States; or

“(4) the ingtallation or use of an electronic, mechanical, or other surveillance
devicein the United States for monitoring to acquire information, other than from a
wireor radio communication, under circumstancesin which aperson hasareasonable
expectation of privacy and a warrant would be required for law enforcement
purposes,” 50 U.S.C. 1801(f).

Section 1809 proscribes:

e intentionally
* either
- engaging in electronic surveillance
- under color of law
- except as authorized by statute, or
- disclosing or using
- information obtained under color of law
- by electronic surveillance,
- knowing or having reason to know
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- that the information was obtained by electronic surveillance not

authorized by statute, 50 U.S.C. 1809.
Theprohibitionsof section 1809 apply only to federal officersand employees,**
but do not apply to alaw enforcement officer operating under awarrant or court.'?
Violationsare punishable by imprisonment for not more than five yearsand/or afine
of not more than $250,000, id. and expose the offender to civil liability.'* By virtue
of USA PATRIOT Act amendments, victims of any improper use of information
secured under a FISA surveillance order may also be entitled to actua or statutory
damages.**

FISA asohasitsown exclusionary rulefor el ectronic surveillanceand physical
searches.’® However, Congress anticipated,® and the courts have acknowledged,

121 “ThereisFederal jurisdiction over an offense under thissectionif the person committing
the offense was an officer or employee of the United States at the time the offense was
committed,” 50 U.S.C. 1809(d). The criminal proscriptions and exemptions of Title
I1I/ECPA (18 U.S.C. 2510-2518) may apply as well.

122 “|t is a defense to a prosecution under subsection (a) of this section that the defendant
was alaw enforcement or investigative officer engaged in the course of his official duties
and the electronic surveillance was authorized by and conducted pursuant to a search
warrant or court order of a court of competent jurisdiction,” 50 U.S.C. 1809(b).

128« An aggrieved person, other than a foreign power or an agent of a foreign power, as
defined in section 1801(a) or (b)(1)(A) of thistitle, respectively, who has been subjected to
an electronic surveillance or about whom information obtained by electronic surveillance
of such person has been disclosed or used in violation of section 1809 of thistitle shall have
a cause of action against any person who committed such violation and shall be entitled to
recover —(a) actual damages, but not |essthan liquidated damages of $1,000 or $100 per day
for each day of violation, whichever is greater; (b) punitive damages; and (c) reasonable
attorney’ sfees and other investigation and litigation costs reasonably incurred,” 50 U.S.C.
1810. Victimsarenot entitledtoinjunctiverelief, ACLU Foundation of Southern California
v. Barr, 952 F.2d 457, 469-70 (D.C.Cir. 1992). The court did not address the question of
whether conduct in violation of both FISA and Title [1I/EPCA might be enjoined under 18
U.S.C. 2520(b)(1). The Sixth Circuit, however, has held that the proscriptions of Title
I1I/ECPA do not apply to interception in this country for foreign intelligence gathering
purposes of communications between partiesin the United Statesand thosein other nations,
ACLU v. National Security Agency, 493 F.3d 644, 680 (6" Cir. 2007), citing, 18 U.S.C.
2511(2)(f).

124« Any person who is aggrieved by any willful violation of . . . section[] 106(@) . . . of the
Foreign Intelligence Surveillance Act [relating to the use of information acquired from
electronic surveillance under the Act] may commence an action in United States District
Court against the United Statesto recover money damages. In any such action, if aperson
who is aggrieved successfully establishesaviolation of . . . the above specia provisions of
title 50, the Court may assess as damages — (1) actual damages, but not less than $10,000,
whichever amount is greater; and (2) litigation costs, reasonably incurred,” 18 U.S.C.
2712(a).

125 «|f the United States district court pursuant to subsection (f) of this section determines
that the surveillance was not lawfully authorized or conducted, it shall, in accordance with
the requirements of law, suppress the evidence which was unlawfully obtained or derived
from electronic surveillance of the aggrieved person or otherwise grant the motion of the
aggrieved person. If the court determinesthat the surveillance was|awfully authorized and
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that surveillance conducted under FISA for foreign intelligence purposes may result
in admissible evidence of acrime.*”

The physical search portion of FISA authorizestheissuance of physical search
orders for foreign intelligence gathering purposes, 50 U.S.C. 1821-1829. Its
accompanying criminal proscriptionsand civil liability provisions, and areidentical
to those used in the el ectronic surveillance portion of FISA.'#®

Procedure

Each of the prohibitions mentioned above recognizes a procedure for
government use notwithstanding the general ban, usually under judicia supervision.
Although Fourth Amendment concerns supply acommon theme, the procedures are
individually distinctive.

conducted, it shall deny the motion of the aggrieved person except to the extent that due
process requires discovery or disclosure,” 50 U.S.C. 1806(g); 1825(f); United Sates v.
Campa, 529 F.3d 980, 993 (11™ Cir. 2008). The text of 50 U.S.C. 1825 and 1806(f) are
appended.

126 S Rept. 95-701, at 61 (1978); 50 U.S.C. 1806(b)(“. . . suchinformation . . . may only be
used in acriminal proceeding with the advance authorization of the Attorney General”).

127 When FISA required certification that the acquisition of foreign intelligence was “the”
purpose for seeking the a FISA surveillance order, there was some debate among the courts
over how prominent the foreign intelligence purpose had to be in order to permit the
evidence it unearthed under as FISA order to be used in a criminal prosecution, United
Satesv. Johnson, 952 F.2d 565, 572 (1st Cir. 1992); United Satesv. Duggan, 743 F.2d 59,
77 (2d Cir. 1984); United Sates v. Sarkissian, 841 F.2d 959, 964 (9" Cir. 1988); United
Statesv. Badia, 827 F.2d 1458, 1463 (11" Cir. 1987). The USA PATRIOT Act changed “the
purpose’ to “a significant purpose,” a change which the FISA review court concluded
demands only that the government have a“ measurable” foreign intelligence purpose when
it seeks a FISA surveillance order, In re Sealed Case, 310 F.3d 717, 734-35 (F.1.S.Ct.Rev.
2002); see dso, Seamon & Gardner, The Patriot Act and the Wall Between Foreign
Intelligence and Law Enfor cement, 28 HARVARD JOURNAL OF LAWAND PuBLICPoLICY 319
(2005).

128 50 U.S.C. 1827 (“A person is guilty of an offense if he intentionally — (1) under color
of law for the purpose of obtaining foreign intelligence information, executes a physical
search within the United States except as authorized by statute. .. .”); 50 U.S.C. 1828 (“An
aggrieved person, other than a foreign power or an agent of aforeign power, asdefined in
section 1801(a) or (b)(1)(A), respectively, of this title, whose premises, property,
information, or material has been subjected to a physical search within the United States or
about whom information obtained by such a physical search has been disclosed or used in
violation of section 1827 of this title shall have a cause of action against any person who
committed such violation . . . .”); 18 U.S.C. 2712(a)(* Any person who is aggrieved by any
willful violation of . . . section[] 305(a) . . . of the Foreign Intelligence Surveillance Act
[relating to the use of information acquired from a physical search under the Act] may
commence an action in United States District Court against the United States to recover
money damages. . . . “).
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Law Enforcement Wiretapping and Electronic Eavesdropping

Title I1I/ECPA authorizes both federal and state |aw enforcement wiretapping
and electronic eavesdropping, under court order, without the prior consent or
knowledge of any of the participants, 18 U.S.C. 2516 - 2518. At the federal level,
a senior Justice Department official must approve the application for the court
order.*”® Theprocedureisonly availablewherethereisprobablecauseto believethat
the wiretap or electronic eavesdropping will produce evidence of one of along, but
not exhaustive, list of federal crimes,™* or of the whereabouts of a “fugitive from
justice” fleeing from prosecution of one of the offenses on the predicate offenselist,
18 U.S.C. 2516(1)(1). Any federal prosecutor may approve an application for acourt
order under section 2518 authorizing the interception of e-mail or other electronic
communications during transmission.**

At the state level, the principal prosecuting attorney of a state or any of its
political subdivisons may approve an application for an order authorizing
wiretapping or electronic eavesdropping based upon probable cause to believe that
itwill produce evidence of afelony under the state laws covering murder, kidnaping,
gambling, robbery, bribery, extortion, drug trafficking, or any other crime dangerous
to life, limb or property. State applications, court orders and other procedures must
at aminimum be as demanding as federal requirements.**

Applications for a court order authorizing wiretapping and electronic
surveillance include:

129 “The Attorney General, Deputy Attorney General, Associate Attorney General, or any
Assistant Attorney General, any acting Assistant Attorney General, or any Deputy Assistant
Attorney General or acting Deputy Assistant Attorney Genera in the Criminal Division
specially designated by the Attorney General, may authorize an application to a Federal
judge of competent jurisdiction for, and such judge may grant in conformity with section
2518 of this chapter an order authorizing or approving the interception of wire or oral
communications by the Federal Bureau of Investigation, or a Federal agency having
responsibility for theinvestigation of the offense asto which the application is made, when
such interception may provide or has provided evidence of [the predicate offenses]. . .” 18
U.S.C. 2516(2).

10 Thelist appearsin 18 U.S.C. 2516(1) the text of which is appended.

1B “Any attorney for the Government (as such term is defined for the purposes of the
Federal Rules of Criminal Procedure) may authorize an application to a Federal judge of
competent jurisdiction for, and such judge may grant, in conformity with section 2518 of
thistitle, an order authorizing or approving the interception of electronic communications
by aninvestigative or law enforcement officer having responsibility for theinvestigation of
the offense as to which the application is made, when such interception may provide or has
provided evidence of any Federal felony,” 18 U.S.C. 2516(3). The less demanding
procedures of 18 U.S.C. 2701-2711 may be used with respect to e-mail or other electronic
communicationsthat are in storage; recourse to subsection 2516(3) isonly necessary when
wire, oral or electronic communications are to be “intercepted.”

132 18 U.S.C. 2516(2). Thetext of subsection 2516(2) is appended.
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o the identity of the applicant and the official who authorized the
application;

o afull and complete statement of the factsincluding

- details of the crime,

- aparticular description of nature, location and place wherethe
interception is to occur,**

- a particular description of the communications to be
intercepted, and

- theidentities (if known) of the person committing the offense
and of the personswhose communicationsareto beintercepted;

e a full and complete statement of the alternative investigative
technigues used or an explanation of why they would be futile or
dangerous;

e a statement of period of time for which the interception is to be
maintained and if it will not terminate upon seizure of the
communicationssought, aprobabl e cause demonstration that further
similar communications are likely to occur;

o afull and complete history of previous interception applications or
efforts involving the same parties or places;

e inthe case of an extension, the results to date or explanation for the
want of results; and

e any additional information the judge may require, 18 U.S.C.
2518(2), (2).

Before issuing an order authorizing interception, the court must find:

e probable cause to believe that an individual is, has or is about to
commit one or more of the predicate offenses,

e probable cause to believe that the particular communications
concerning the crime will be seized as a result of the interception
requested;

e that normal investigative procedures have been or are likely to be
futile or too dangerous; and

e probablecauseto believethat “thefacilitiesfromwhich, or the place
where, the wire, oral, or electronic communications are to be
intercepted are being used, or are about to be used, in connection
with the commission of such offense, or are leased to, listed in the
name of, or commonly used by such person,” 18 U.S.C. 2518(3).

Subsections 2518(4) and (5) demand that any interception order include:
e theidentity (if known) of the personswhose conversationsareto be

intercepted;
¢ the nature and location of facilities and place covered by the order;

133 | dentification of the place where, or facilities over, which the targeted communications
areto occur may be excused where the court finds that the suspect has or will take steps to
thwart interception, 18 U.S.C. 2518(11), (12)(text is appended).
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a particular description of the type of communication to be
intercepted and an indication of the crime to which it relates,
e individual approving the application and the agency executing the
order;
¢ the period of time during which the interception may be conducted
and an indication of whether it may continue after the
communication sought has been seized;
e aninstruction that the order shall be executed
- as soon as practicable, and
- SO as to minimize the extent of innocent communication
seized; and
e upon request, a direction for the cooperation of communications
providers and others necessary or useful for the execution of the
order, 18 U.S.C. 2518(4).

Compliance with these procedures may be postponed briefly until after the
interception effort has begun, upon the approva of senior Justice Department
officials in emergency cases involving organized crime or national security
threatening conspiracies or involving the risk of death or seriousinjury, 18 U.S.C.
2518(7).%*

The court ordersremain in effect only aslong as required but not more than 30
days. After 30 days, the court may grant 30 day extensions subject to the procedures
required for issuance of the original order, 18 U.S.C. 2518(5). During that timethe
court may require progress reports at such intervals as it considers appropriate, 18
U.S.C. 2518(6).

Intercepted communications are to be recorded and the evidence secured and
placed under seal (with the possibility of copies for authorized law enforcement
disclosure and use) along with the application and the court’s order, 18 U.S.C.
2518(8)(a),(b).

Within 90 days of the expiration of the order those whose communicationshave
been intercepted are entitled to notice, and evidence secured through the intercept
may be introduced into evidence with 10 days advance notice to the parties, 18
U.S.C. 2518(8)(d), (9).

Titlelll aso circumscribesthe conditionsunder whichinformation derived from
a court ordered interception may be disclosed or otherwise used. Nevertheless, it
may be disclosed to and used for official purposes by:

¢ otherlaw enforcement officialsincludingforeignofficials, 18U.S.C.
2517(1), (2), (5). (7);

o federa intelligence officers to the extent that it involves foreign
intelligence information, 18 U.S.C. 2517(6);'*

13 The text of section 2518(7) is appended.

13 “‘IFloreignintelligenceinformation’, for purposesof section 2517(6) of thistitle, means
— (A) information, whether or not concerning a United States person, that relates to the
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e other American or foreign government officials to the extent that it
involvesthethreat of hostile acts by foreign powers, their agents, or
international terrorists, 18 U.S.C. 2517(8).*

It may also be disclosed by witnesses testifying in federal or state proceedings,
18 U.S.C. 2517(3), (5),"*" provided the intercepted conversation or other
communication is not privileged, 18 U.S.C. 2517(4).

Stored Electronic or Wire Communications

The procedural requirements for law enforcement access to stored wire or
€l ectronic communi cations and transactional records are less demanding but equally
complicated, 18 U.S.C. 2701-2712. They deal with two kindsof information —often
in the custody of the telephone company or some other service provider rather than
of any of the partiesto the communication — communications records and th content
of electronic or wire communications. Law enforcement officials are entitled to
access.

o with the consent of the one of the parties;'*®

e onthebasisof acourt order or similar process under the procedures
established in Title I1I/ECPA;**

ability of the United States to protect against — (I) actual or potential attack or other grave
hostile acts of aforeign power or an agent of aforeign power; (ii) sabotage or intentional
terrorism by aforeign power or an agent of aforeign power; or (iii) clandestineintelligence
activities by and intelligence service or network of a foreign power or by an agent of a
foreign power; or (B) information, whether or not concerning a United States person, with
respect to aforeign power or foreign territory that relatesto— (1) the national defense or the
security of the United States; or (ii) the conduct of the foreign affairs of the United States,”
18 U.S.C. 2510(19).

1% Thetext of 18 U.S.C. 2578(1), (2), (5), (6), (7), and (8)is appended.
137 Thetext of 18 U.S.C. 2517(3) and (4) is appended.

138 () A provider described in subsection (a) may divul gethe contents of acommunication
... (3) with thelawful consent of the originator or an addressee or intended recipient of such
communication, or the subscriber in the case of remote computing service. ... (c) ... A
provider described in subsection (a) may divulge arecord or other information pertaining
to a subscriber to or customer of such service, (not including the contents of
communications covered by subsection (a)(1) or (8)(2)) . . . (2) with the lawful consent of
the customer or subscriber. “ 18 U.S.C. 2702(b)(3),(c)(2).

1% “A provider described in subsection (a) may divulge the contents of a communication
.. . (2) as otherwise authorized in section 2517, 2511(2)(a), or 2703.. .. .(C) . . . A provider
described in subsection (a) may divulge a record or other information pertaining to a
subscriber to or customer of such service, (not including the contents of communications
covered by subsection (a)(1) or (a)(2)) (1) as otherwise authorized in section 2703, “ 18
U.S.C. 2702(b)(2), (c)(1).
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140 or

e in certain emergency situations;
e under one of the other statutory exceptions to the ban on service
provider disclosure.'*

Section 2703, which affords law enforcement access to the content of stored
wire and el ectronic communi cations, distingui shes between recent communi cations
and those that have been in el ectroni c storagefor morethan six months. Government
officials may gain accessto wire or electronic communicationsin electronic storage
for lessthan six monthsunder asearch warrant issued upon probable causeto believe
acrime has been committed and the search will produce evidence of the offense.**

The government must used the same warrant procedure to acquire older
communications or those stored in remote computer storage if access is to be

140« (1p) A provider described in subsection (a) may divulgethe contents of acommunication
... (8) to agovernmental entity, if the provider, in good faith, believes that an emergency
involving danger of death or serious physical injury to any person requires disclosure
without delay of communications relating to the emergency. (c) . . . A provider described
in subsection (&) may divulge arecord or other information pertaining to a subscriber to or
customer of such service, (not including the contents of communications covered by
subsection (a)(1) or (a)(2)) . . .(4) to a government entity, if the provider, in good faith,
believes that an emergency involving danger of death or serious physical injury to any
person requires disclosure without delay of the information relating to the emergency,” 18
U.S.C. 2702(b)(8),(c)(4).

141 % (p) A provider described in subsection (a) may divul gethe contents of acommunication
— (1) to an addressee or intended recipient of such communication or an agent of such
addressee or intended recipient; . . . (4) to a person employed or authorized or whose
facilities are used to forward such communication to its destination; (5) as may be
necessarily incident to the rendition of the service or to the protection of the rights or
property of the provider of that service; (6) tothe National Center for Missing and Exploited
Children, in connection with areport submitted thereto under section 227 of the Victims of
Child Abuse Act of 1990; (7) to alaw enforcement agency — (A) if the contents — (I) were
inadvertently obtained by the service provider; and (ii) appear to pertain to the commission
of acrime...(c)... A provider described in subsection (a) may divulge arecord or other
information pertaining to a subscriber to or customer of such service, (not including the
contents of communications covered by subsection (a)(1) or (8)(2)) . . . (3) as may be
necessarily incident to the rendition of the service or to the protection of the rights or
property of the provider of that service,” 18 U.S.C. 2702(b)(1),(4),(5),(6),(7); (c)(3).

14218 U.S.C. 2703(a)(text is appended). The 21% Century Department of Justice
Appropriations Authorization Act, 116 Stat. 1822 (2002), amended section 2703 to permit
execution of the warrant by service providers and others without requiring the presence of
afederal officer, 18 U.S.C. 2703(g)(* Notwithstanding section 3105 of thistitle, thepresence
of an officer shall not be required for service or execution of a search warrant issued in
accordance with this chapter requiring disclosure by a provider of electronic
communications service or remote computing service of the contents of communications or
records or other information pertaining to asubscriber to or customer of such service”), see
United Satesv. Bach, 310 F.3d 1063 (8" Cir. 2002)(the Fourth Amendment doesnot require
the presence of a federal officer when technicians execute a search warrant on a service
provider’s server).
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afforded without notice to the subscriber or customer.** If government officialsare
willing to afford the subscriber or customer notice or at |east delayed notice, access
may be granted under a court order showing that the information sought is relevant
and material to acriminal investigation or under an administrative subpoena, agrand
jury subpoena, atrial subpoena, or court order.**

Under the court order procedure, the court may authorize delayed notification
in 90 day i ncrementswhen contemporaneous notice might have an adverseimpact.**
Government supervisor officials may certify the need for delayed notification in the
case of a subpoena® Traditional exigent circumstances and a final general
inconvenience justification form the grounds for delayed natification in either case:

endangering the life or physical safety of an individual;

flight from prosecution;

destruction of or tampering with evidence;

intimidation of potential witnesses; or

otherwise seriously jeopardizing aninvestigation or unduly delaying
atrial, 18 U.S.C. 2705(3)(2), (b).**

Comparable, if less demanding, procedures apply when the government seeks
other customer information from a service provider (other than the content of a
customer’s communications). The information can be secured:

with awarrant;

with a court order;

with customer consent;

with awritten request in telemarketing fraud cases; or
with a subpoenain some instances.**

43 18 U.S.C. 2703(a), (b)(1)(A), (b)(2) (text is appended).
44 18 U.S.C. 2703(b)(1)(B), (d) (text is appended).
145 18 U.S.C. 2705(a)(1)(A), (4) (text is appended).
146 18 U.S.C. 2705(a)(1)(B), (4) (text is appended).

147 A Sixth Circuit panel, in adecision later vacated en banc on grounds of ripeness, held
that the Fourth Amendment precluded the seizure of stored e-mail from a service provider
under asection 2703 court order which featured adel ayed notice authorization under section
2705, Warshak v. United States, 490 F.3d 455, 468-82 (6™ Cir. 2007), vac’d en banc, 532
F.3d 521 (6™ Cir. 2008). The panel did not address whether exigent circumstances would
permit seizurewith delayed notice, perhapsbecausethe government apparently did not raise
the question, 490 F.3d at 464-65.

148 «(1) A government entity may require a provider of electronic communication service
or remote computing service to disclose a record or other information pertaining to a
subscriber to or customer of such service (not including the contents of communications)
— (A) obtains a warrant issued using the procedures described in the Federal Rules of
Criminal Procedure by a court with jurisdiction over the offense under investigation or
equivalent State warrant; (B) obtains a court order for such disclosure under subsection (d)
of this section; (C) has the consent of the subscriber or customer to such disclosure; or (D)
submits a formal written request relevant to a law enforcement investigation concerning
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Most customer identification, use, and billing information can be secured ssmply
with a subpoena and without customer notification.'*

Pen Registers and Trap and Trace Devices

Pen registers and trap and trace devices identify the source of calls placed to or
from aparticular telephone. Federal government attorneysand state and local police
officers may apply for a court order authorizing the installation and use of a pen
register and/or atrap and trace device upon certification that theinformation that will
provide isrelevant to a pending criminal investigation.**

An order authorizing installation and use of a pen register or trap and trace
device must:

o specify
- the person (if known) upon whose telephone line the deviceis
to beinstalled,
- the person (if known) who is the subject of the criminal
investigation,
- the telephone number, (if known) the location of the line to
which thedeviceisto beattached, and geographical range of the
device,
- adescription of the crime to which the investigation rel ates;
e upon request, direct carrier assistance pursuant to section 3124,
e terminate within 60 days, unless extended;
e involve areport of particulars of the order’s execution in Internet
cases; and

e impose necessary nondisclosure requirements. ™

telemarketing fraud for the name, address, and place of business of asubscriber or customer
of such provider, which subscriber or customer is engaged in telemarketing (as such term
isdefined in section 2325 of thistitle); or (E) seeksinformation under paragraph (2) . . . (3)
A governmental entity receiving recordsor information under thissubsectionisnot required
to provide notice to a subscriber or customer,” 18 U.S.C. 2703(c)(1),(3).

149 % (2) A provider of electronic communication service or remote computing service shall
disclose to a governmental entity the (A) name; (B) address; (C) local and long distance
telephone connection records, or records of session times and durations; (D) length of
service (including start date) and types of service utilized; (E) telephone or instrument
number or other subscriber number or identity, including any temporarily assigned network
address; and (F) means and source of payment (including any credit car or bank account
number), of asubscriber to or customer of such service, when the governmental entity uses
an administrative subpoena authorized by a Federal or State statute or a Federal or State
grand jury or trial subpoena or any means available under paragraph (1). (3) A
governmental entity receiving records or information under this subsection is not required
to provide notice to a subscriber or customer,” 18 U.S.C. 2703(c)(2),(3).

130 18 U.S.C. 3122 (text is appended).
131 18 U.S.C. 3123 (text is appended).
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Senior Justice Department or state prosecutors may approvetheinstallationand
use of a pen register or trap and trace device prior to the issuance of court
authorizationin emergency casesthat involving either an organized crime conspiracy,
an immediate danger of death or serious injury, an threat to national security, or a
serious attack on a “protected computer.” >

Federal authorities have applied for court orders, under the Stored
Communications Act (18 U.S.C. 2701-2712) and the trap and trace authority of 18
U.S.C. 3121-3127, seeking to direct communications providersto supply them with
the information necessary to track cell phone usersin conjunction with an ongoing
criminal investigation. Thus far, their efforts have met with mixed success.*®

Foreign Intelligence Surveillance Act

The procedure for securing wiretapping court orders under the Foreign
Intelligence Surveillance Act (FISA), 50 U.S.C. 1801-1811, isthe most distinctive
of the wiretap-related procedures.™ First, itsfocusis different. It was designed to
secure foreign intelligence information — not evidence of a crime.™™ Second, it
operatesin ahighly secretive manner. But itsmost individualistic featureisthat the
procedure is conducted entirely before members of an independent court convened
for no other purpose. The Act operatesin thefield of foreign intelligence gathering,
primarily through a Foreign Intelligence Surveillance Court whose judges grant or
reject petitions for wiretap and electronic surveillance orders, orders authorizing
physical searches and seizures, pen register and trap and trace orders, and orders
relating to the surrender of tangible items.

TheForeign Intelligence Surveillance Court iscomprised of el evenfederal court
judges designated by the Chief Justice to sit on the Court for a single seven year

152 18 U.S.C. 3125 (text is appended).

153 E.g., Inre Application of the United States, 497 F.Supp.2d 301 (D. P.R. 2007); Inre
United Sates, 441 F.3d 816 (S.D. Tex. 2006); In re Application of the Untied Sates, 416
F.Supp. 390 (D.Md. 2006); In re Application of the United Sates, 415 F.Supp.2d 211
(W.D.N.Y. 2006); In re Application of the United Sates, 412 F.Supp.2d 947 (E.D.Wis.
2006); In re Application of the United Sates, 407 F.Supp.2d 134 (D.D.C. 2006) (each
denying the application); but see, In re Application of the United Sates, 509 F.Supp.2d 76
(D.Mass. 2007); InreApplication of the United States, 460 F.Supp.2d 448 (S.D.N.Y . 2006);
In re Application of the United States, 433 F.Supp.2d 804 (S.D. Tex. 2006); In re
Application of the United Sates, 411 F.Supp.2d 678 (W.D.La. 2006).

154 See generaly, CRS Report RL30465, The Foreign Intelligence Surveillance Act: An
Overview of the Statutory Framework, by Elizabeth B. Bazan.

5 Inits original form, gathering foreign intelligence was “the” purpose for which FISA
surveillance orders were sought, 50 U.S.C. 1804(a)(7)(B) (1982 ed.). Although amended
by the USA PATRIOT Act, gathering foreignintelligence must still provide a*“ significant”
reason for seeking a FISA surveillance order, 50 U.S.C. 1804(a)(7)(B); Inre Sealed Case,
310 F.3d 717, (F.1.S.Ct.Rev. 2002); United States v. Ning Wen, 477 F.3d 896, 897 (7" Cir.
2007).
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term.™®® In the area of wiretaps and physical searches,™’ the judges of the Court
individually receive and approve or reject requests,*® authorized by the Attorney
General, to conduct the four specific types of electronic surveillance noted earlier™®
of the communications and activities of foreign powers.*®

The contents of FISA application include:

o theidentity of theindividual submitting the application;
¢ theidentity or adescription of the person whose communicationsare
to be intercepted;

e anindication of
- why the person is believed to be aforeign power or the agent
of aforeign power, and
- why foreign powers or their agents are believed to use the
targeted facilities or places;

e asummary of the minimization procedures' to be followed;

1% 50 U.S.C. 1803(a),(b),(d) (text is appended).

37 The FISA procedures relating to wiretapping and electronic surveillance orders, 50
U.S.C. 1801-1811, and those relating to physical searches, 50 U.S.C. 1821-1829, are
virtually identical and consequently are treated together here.

1% P.L. 110-261 explicitly granted the FISA court judges the authority to sit as a group on
their own initiative or on the petition of the government when amajority of court concludes
that a particular matter is exceptional significance or in order uniformity of interpretation
among the members of the court, 50 U.S.C. 1803(a)(2).

1% 50 U.S.C. 1801(f)(text is appended). The courts have noted that, unlike surveillance
under Title III/EPCA, silent video surveillance falls within the purview of FISA by virtue
of subsection 1801(f)(4), United States v. Koyomejian, 970 F.2d 536, 540 (9" Cir. 1992);
United States v. Mesa-Rincon, 911 F.2d 1433, 1438 (10" Cir. 1990); United States v.
Biasucci, 786 F.2d 504, 508 (2d Cir. 1986).

160 “ Foreign power’ means— (1) aforeign government or any component thereof, whether
or not recognized by the United States; (2) a faction of a foreign nation or nations, not
substantially composed of United States persons; (3) an entity that is openly acknowledged
by a foreign government or governments to be directed and controlled by such foreign
government or governments; (4) a group engaged in international terrorism or activitiesin
preparation therefor; (5) aforeign-based political organization, not substantially composed
of United States persons; (6) an entity that is directed and controlled by a foreign
government or governments; or an entity not substantially composed of United States
personsthat isengaged in theinternational proliferation of weapons of mass destruction,”
50 U.S.C. 1801(a)(languagein italics added in P.L. 110-261). Note that the definition of
foreign power includesinternational terrorists groups regardless of whether any nexusto a
foreign power can be shown, 50 U.S.C. 1801(a)(4) and includes agents of foreign powers
that no longer exist, United States v. Squillacote, 221 F.3d 542, 554 (4™ Cir. 2000) (agents
of East Germany intercepted under an order granted after unification). Moreover, at least
until it expires on December 31, 2009, the definition of “agent of foreign power” (50
U.S.C.1801(b)(1)(c)) includes international terrorists with no necessary to connection to a
foreign power or group. The FISA physical search provisions adopt by cross reference the
definitions of “foreign power” and “agent of aforeign power,” 50 U.S.C. 1821(1).

161 “Minimization procedures’ aredefinedin 50 U.S.C. 1801(h). They areessentially those
procedures designed to minimize the unnecessary acquisition, retention, and dissemination
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a description of the communications to be intercepted and the
information sought;*¢?
o certification by a senior national security or senior defense official
designed by the President that
- the information sought is foreign intelligence information,
- a significant purpose of interception is to secure foreign
intelligence information,
- the information cannot reasonably be obtained using
dternative means,'®®
e asummary statement of themeansof accomplishingtheinterception
(including whether a physical entry will be required);'**
e a history of past interception applications involving the same
persons, places or facilities;
¢ the period of time during which theinterception isto occur, whether
itwill terminateimmediatel y upon obtaining theinformation sought,
and if not, the reasons why interception thereafter is likely to be
productive intercepted.'®

FISA court judges issue orders approving electronic surveillance or physical
searches upon a finding that the application requirements have been met and that
thereis probable cause to believe that the target is aforeign power or the agent of a

of information relating to U.S. persons (American citizens, permanent resident aliens, U.S.
corporations, and organizations a substantial number of whose members are Americans).
Like the procedures in Title Ill, they are crafted to minimize the amount of “innocent”
communications captured with the communications which are the target of the order and
require agood faith effort on the part of the government to avoid the capture and retention
of irrelevant material, United Statesv. Hammoud, 381 F.3d 316, 334 (4th Cir. 2004), vac'd
on other grounds, 543 U.S. 1097 (2004), reinstated in pertinent part after remand, 405 F.3d
1034 (4™ Cir. 2005); United Sates v. Rosen, 447 F.Supp.2d 538, 550-51 (E.D.Va. 2006).

162 Section 104(a)(1)(c) of P.L. 110-261 eliminated the requirement of a “detailed”
description.

163 Section 104(a)(1)(D) of P.L. 110-261 authorized the President to designate the Deputy
Director of the Federal Bureau of Investigation as a certifying official aswell.

164 Section 104(a)(1)(E) of P.L. 11-261 added that the statement need only be “summary.”

165 50 U.S.C. 1804 (text is appended). 50 U.S.C. 1823 relating to applications for a FISA
physical search order is essentially the same. Section 104(a)(1)(A) of P.L. 110-261
eliminated the requirement that the application indicate that the Attorney General approved
the application and that the President had authorized him to do so. It also eliminated the
requirement that the application indicate whether more than one interception device wasto
be used and if so their range and the minimi zation procedures associated with each. Section
104(a)(2) of P.L. 110-261, however, repeal ed thelanguage oncefound in 50 U.S.C. 1804(b)
which, when the target of the surveillance was a foreign power, excused the inclusion of
multiple device information, of a statement of the means of execution, of a statement
relating to the basis for the “last resort” and foreign intelligence information certifications,
and of a description of the information sought and the type of communications targeted.
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foreign power and that the targeted places or facilities are used by foreign powers of
their agents.'®

Orders approving el ectronic surveillance must:

e gpecify
- the identity or a description of the person whose
communications are to be intercepted,
- the nature and location of the targeted facilities or places, if
known,
- type of communications or activities targeted and the kind of
information sought,
- the means by which interception is to be accomplished and
whether physical entry is authorized,
- the tenure of the authorization, and
- whether more than one device are to be used and if so their
respective ranges and associated minimization procedures;

e require
- that minimization procedures be adhered to,
- upon request, that carriers and others provide assistance,
- that those providing assistance observe certain security
precautions, and be compensated;

167

166 50 U.S.C. 1805(a) (text is appended); 50 U.S.C. 1824(a) is to the same effect with
respect to physical search orders.

167« An order approving an electronic surveillance under this section shall . . . (2) direct —
(B) that, upon the request of the applicant, a specified communication or other common
carrier, landlord, custodian, or other specified person, or in circumstanceswherethe Court
finds that the actions of the target of the application may have the effect of thwarting the
identification of a specified person, such other persons, furnish the applicant forthwith all
information, facilities, or technical assistance necessary to accomplish the electronic
surveillance in such a manner as will protect its secrecy and produce a minimum of
interference with the services that such carrier, landlord, custodian, or other person is
providing that target of electronic surveillance,” 50 U.S.C. 1805(c)(2)(B). By virtue of
section 102(b) of the USA PATRIOT Improvement and Reauthorization Act, the language
in italics expires on December 31, 2009, unless statutorily extended or made permanent,
P.L. 109-177, 8102(b) 120 Stat. 195 (2006).

168 50 U.S.C. 1805(c)(2)(C),(D); 50 U.S.C. 1824(c)(2)(C),(D)(text is appended). FISA
physical search orders must also direct “the federal officer conducting the physical search
promptly report to the court the circumstances and results of the physical search,” 50U.S.C.
1824(c)(2)(E).

The USA PATRIOT Act’s amendments make it clear that those who provide such
assistanceareimmunefromcivil suit, 18 U.S.C. 1805(i) (“No causeof action shall lieinany
court against any provider of a wire or electronic communication service, landlord,
custodian, or other persons (including any officer, employee, agent, or other specified
person thereof) that furnishes any information, facilities, or technical assistance in
accordance with a court order or request for emergency assistance under this Act for
electronic surveillance or physical search”). Asdiscussed at greater length later, P.L. 110-
261 affords service providers retroactive protection for foreign intelligence assistance
provided outside the confines of FISA.
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o direct the applicant to advise the court of the particulars relating to
surveillance directed at additional facilities and places when the
order permits surveillance although the nature and location of
targeted facilities and places were unknown at the time of issuance;

e expirewhen its purpose is accomplished but not later than after 90
days generaly (after 120 days in the case of certain foreign agents
and after ayear in the case of foreign governments or their entities
or factions of foreign nations) unless extended (extensions may not
exceed one year).'®

Asin the case of law enforcement wiretapping and electronic eavesdropping,
there is authority for interception and physical searches prior to approva in
emergency situations,'” but there is also statutory authority for foreign intelligence
surveillance interceptions and physical searches without the requirement of a court
order when the targets are limited to communications among or between foreign
powers or involve nonverbal communications from places under the open and
exclusive control of aforeign power.'”* The second of theseisreplete with reporting
requirements to Congress and the FISA court.’”? These and the twin war time
exceptions'® may be subject to constitutional limitations, particularly when
Americans are the surveillance targets.*

FISA has detailed provisions governing the use of the information acquired
through the use of its surveillance or physical search authority that include:

e confidentiality requirements, 50 U.S.C. 1806(a), 1825(a);

169 50 U.S.C. 1805(c); 1824(c) (text is appended).

170 50 U.S.C. 1805(f); 1824(e) (text is appended). P.L. 110-261 extends the permissible
length of emergency authorizations absent court approval from 72 hoursto 7 days. It also
removes earlier language which called for review of a FISA court denial of an application
to approve an emergency authorization. Finaly, it states that the Attorney General is to
assess compliancewith the statutory provisionswhich permit use of theinformation secured
under an authorization which fails to secure judicial approval.

7 50 U.S.C. 1802(a)(1),(4); 1822(a)(1), (4) (text is appended).
172 50 U.S.C. 1802(a)(2),(3); 1822(a)(2), (3) (text is appended).

173 “Notwithstanding any other law, the President, through the Attorney Genera, may
authorize electronic surveillance without a court order under this subchapter to acquire
foreign intelligence information for a period not to exceed fifteen calendar days following
adeclaration of war by the Congress, “ 50 U.S.C. 1811.

“Notwithstanding any other provision of law, the President, through the Attorney
General, may authorize physical searches without a court order under this subchapter to
acquire foreign intelligence information for a period not to exceed 15 calendar days
following a declaration of war by the Congress,” 50 U.S.C. 1829.

1 Over the years, however, the vast mgjority of courts have rejected the suggestion that
FISA isvulnerable to constitutional attack on Fourth Amendment grounds or any other, In
re Sealed Case, 310 F.3d 717, 737-46 (F.|.S.Ct.Rev. 2002); United Satesv. Damrah, 412
F.3d 618, 624-25 (6™ Cir. 2005); United Satesv. Mubayyid, 521 F.Supp.2d 125, 135-36 (D.
Mass. 2007); United Satesv. Benkahla, 437 F.Supp.2d 541, 554-55 (E.D.Va. 2006); contra,
Mayfield v. United States, 504 F.Supp.2d 1023, 1036-43 (D. Ore. 2007).
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e notice of required Attorney General approval for disclosure, 50
U.S.C. 1806(b), 1825(b);

e notice to the “aggrieved” of the government’s intention to use the
results as evidence, 50 U.S.C. 1806(c),(d), 1825(c),(d);

o suppr E<_))n procedures, 50 U.S.C. 1806(e), (f), (g), (h), 1825(e), (f),
(9), (h);

e inadvertently captured information, 50 U.S.C. 1806(1), 1825(b);

o notification of emergency surveillance or search for which no FISA
order was subsequently secured, 50 U.S.C. 1806(j), 1825(j); and

e clarification that those who execute FISA surveillance or physical
search orders may consult with federal and state law enforcement
officers, 50 U.S.C. 1806(k), 1825(k).

Both the surveillance and the physical search authorities are subject to
Congressional oversight in the form of semiannual reports on the extent and
circumstances of their use, 50 U.S.C. 1808, 1826.

Pen Registers and Trap and Trace Devices. FISA penregister and trap
and trace procedures, 50 U.S.C. 1841-1846, are similar to those of their law
enforcement counterparts, but with many of the attributes of other FISA provisions.
The orders may be issued either by a member of the FISA court or by a FISA
magi strate upon the certification of afederal officer that the information sought is
likely to be relevant to an investigation of international terrorism or clandestine
intelligence activities, 50 U.S.C. 1842. The order may direct service providers to
supply customer information related to order, 50 U.S.C. 1842.(d)(2)(C). The statute
allows the Attorney General to authorize emergency installation and use aslong as
an application isfiled within 48 hours, 50 U.S.C. 1843, and restricts the use of any
resulting evidenceif an order isnot subsequently granted, 50 U.S.C. 1843(c)(2). The
provisionsfor useof theinformation acquired run parallel to thosethat apply to FISA
surveillance and physical search orders, 50 U.S.C. 1845. The USA PATRIOT
Improvement and Reauthorization Actincreased thelevel of Congressional oversight
by requiring that the semiannual report on the government’s recourse to FISA pen
register/trap and trace authority including statistical information ontheextentitsuse,
50 U.S.C. 1846.

Tangible Items. FISA’stangibleitem orders, 50 U.S.C. 1861, are perhapsits
most interesting feature. Prior tothe USA PATRIOT Act, senior FBI officialscould
approve an application to a FISA judge or magistrate for an order authorizing
common carriers, or public accommodation, storage facility, or vehicle rental
establishmentsto release their business records based upon certification of areason

15 Consideration of a motion to suppress occurs ex parte and in camera when the
government filesanoticethat national security would otherwisebecompromised, 50 U.S.C.
1806(f); In re Grand Jury Proceedings, 347 F.3d 197, 203 (7" Cir. 2003); United Sates\.
Damrah, 412 F.3d 618, 623-24 (6™ Cir. 2005); review is the same as that afforded by the
FISA court, statutory compliance; there is no authority to “second guess the executive
branches certification,” In re Grand Jury Proceedings, 347 F.3d 197, 204-205 (7" Cir.
2003); United Satesv. Campa, 529 F.3d 980, 993 (11" Cir. 2008); United Satesv. Amawi,
531 F.Supp.2d 832,837 (N.D. Ohio 2008); United Satesv. Abu-Jihaad, 531 F.Supp.2d 299,
312 (D.Conn. 2008).
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to believe that the records pertained to a foreign power or the agent of a foreign
power, 50 U.S.C. 1862 (2000 ed.). The USA PATRIOT Act and later the USA
PATRIOT Improvement and Reauthorization Act temporarily rewrotethe procedure.
Initstemporary form, it requires rather than authorizes access; it is predicated upon
relevancy rather than probable cause; it appliesto al tangible property (not merely
records); and it appliesto the tangible property of both individuals or organizations,
commercia and otherwise.’ It islimited, however, to investigations conducted to
secure foreign intelligence information or to protect against international terrorism
or clandestine intelligence activities, 50 U.S.C. 1861(a).

Recipients are prohibited from disclosing the existence of the order, but are
expressly authorized to consult an attorney with respect to their rightsand obligations
under the order, 50 U.S.C. 1861(d). They enjoy immunity from civil liability for
good faith compliance, 50 U.S.C. 1861(e). They may challenge the legality of the
order and/or ask that its disclosure restrictions be lifted or modified, 50 U.S.C.
1861(f). The grounds for lifting the secrecy requirements are closely defined, but
petitionsfor reconsideration may befiled annually, 50U.S.C. 1861(f)(2)(C)(iii). The
decision to set aside, modify or let stand either the disclosure restrictions of an order
or the underlying order itself are subject to appellate review, 50 U.S.C.
1861(f)(3),(4),(5).

As addition safeguards, Congress has:

e insisted uponthepromulgation of minimization standards, 50 U.S.C.
1861(g);

e established userestrictions, 50 U.S.C. 1861(h),

e required the approva of senior officials in order to seek orders
covering the records of libraries and certain other types of records,
50 U.S.C. 1861(a)(3);

¢ confirmed and reenforced reporting requirements, 50 U.S.C. 1862;
and

o directed the Justice Department’ s Inspector General to conduct an
audit of the use of the FISA tangible item authority, P.L. 109-177,
8106A, 120 Stat. 200-202 (2006).

Protect America Act (Expired). The Protect America Act (Protect Act)
granted the Attorney General and the Director of National Intelligence the power,
under limited conditions, to authorize gathering foreign intelligence information,*”’

176 Unlesslegidlative extended, the authority revertstoitspre-USA PATRIOT Act formon
December 31, 2009, 50 U.S.C. 1861 note; P.L. 109-177, 8102(b), 120 Stat. 195 (2006).

177 “‘Foreign intelligence information’ means — (1) information that relates to, and if
concerning aUnited States person is necessary to, the ability of the United Statesto protect
against — (A) actual or potential attack or other grave hostile acts of aforeign power or an
agent of a foreign power; (B) sabotage, international terrorism, or the international
proliferation of weapons of mass destruction by a foreign power or an agent of aforeign
power; or (C) clandestine intelligence activities by an intelligence service or network of a
foreign power or by an agent of aforeign power; or (2) information with respect to aforeign
power or foreign territory that relates to, and if concerning a United States person is
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including by electronic surveillance, (for up to ayear) relating to persons believed to
beoverseas.'”® Inorder to exercisethat power, the Attorney General and the Director
of National Intelligence were required to certify under oath that the collection effort
involved:

- procedures reasonably calculated to assure that the information sought
concerned a person outside the United States;

- communications to which service providers or others had access;
- adesire, at least in significant part, to gather foreign intelligenceinformation;
- accompanying minimization procedures; and

- no electronic surveillance other than that directed at a person reasonably
believed to be abroad, 50 U.S.C. 1805b(a)(expired).t”

That having been done or in emergency situationswith their oral approval,** the
Attorney Genera and Director of National Intelligence might direct the
communications providers, or others with access, to immediately assist in the
gathering of the foreign intelligence information in a manner least disruptive of
service to the target and under confidentiality restrictions imposed by the Attorney
General and the Director of National Intelligence, 50 U.S.C. 1805b(e)(expired). The
directive came with the promise of compensation at prevailing rates as well as
immunity from civil liability and was enforceabl e through the contempt power of the
FISA court, 50 U.S.C. 1805b(f), (g), (I)(expired). Recipients were entitled to seek
judicial modification of a directive, issued contrary to the statute or otherwise

necessary to — (A) the national defense or the security of the United States; or (B) the
conduct of the foreign affairs of the United States,” 50 U.S.C. 1801(e)(language in italics
added by P.L. 110-261 did not apply when the Protect Act was in effect).

178 pL.110-55, 8§82, 3, 121 Stat. 552 (2007), 50 U.S.C. 1805a - 1805c. By operation of
section 6(c) of the Public Law, sections 2, 3, 4, and 5 expired 180 days after enactment; the
deadline was extended to 195 days on January 31, 2008, by P.L. 110-182, 122 Stat. 605
(2008); and the sections expired when the deadline ran out in mid-February. Section 6(b)
of the Act provides that orders issued and extended under the authority of the Act remain
in effect until they expire under the terms of the order, the Act, and the FISA provisionsin
effect whenthey wereissued. Seegenerally, CRSReport RL34143, P.L.110-55, the Protect
America Act of 2007: Modifications to the Foreign Intelligence Surveillance Act, by
Elizabeth B. Bazan.

179 Section 1805b(a)(2) simply called for a determination that “the acquisition does not
constitute electronic surveillance,” but section 1805a had declared that “nothing in the
definition of electronic surveillance under section 101(f)[ which providesthe definition of
terms used in the subchapter in which section 1805b is found] shall be construed to
encompass surveillance directed at a person reasonably believed to be located outside the
United States.”

18 |n emergency situations, information gathering coul d begin prior certification under oral
instructions as long as minimization procedures were followed and certification was
provided within 72 hours, 50 U.S.C. 1805b(a), (d)(expired).
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unlawfully, inthe FISA court under expedited procedures, 50 U.S.C. 1805b(h), (1),
(1), (k) (expired).

The FISA court was also tasked with the responsibility of reviewing the
procedures crafted to ensure that the authority was only invoked with respect to
personsreasonably believed to befound overseas, 50 U.S.C. 1805c(expired). Should
the court have determined that the procedureswere clearly erroneous, the government
was free to amend them or to appeal the determination initially to the Foreign
Intelligence Surveillance Court of Review and then to the Supreme Couirt, id.

Foreign Intelligence Surveillance Act of 1978 Amendments Act of
2008 (P.L. 110-261).

P.L. 110-261 (H.R. 6304), signed July 10, 2008, addresses four FISA-related
matters.’® First, in amanner reminiscent of the Protect Act, it provides temporary
authority to gather foreignintelligenceinformation from overseastargets.®* Second,
it reasserts the exclusivity of FISA and Title I1I/ECPA as a basis for governmental
electronic surveillance.® Third, it instructs the Inspectors Genera in various
agencies to conduct a review and report to Congress on the Terrorist Surveillance
Program.’® Fourth, it seeks to protect those who assist government surveillance
activities from civil liability.'®

Overseas Targets. P.L. 110-261 repedls the Protect Act.® Yet like the
Protect Act, it establishes a temporary set of three procedures to authorize the
acquisition of foreign intelligence information by targeting an individual or entity
thought to be overseas.®®” One, 50 U.S.C. 1881a, applies to the targeting of an

181 For a general discussion of the debate leading up to enactment see CRS Report
RL34279, The Foreign Intelligence Surveillance Act: An Overview of Selected |ssues, by
Elizabeth B. Bazan.

182 50 U.S.C. 1881-1881g.

18 50 U.S.C. 1812 (“(a) Except as provided in subsection (b), the procedures of chapters
119, 121, and 206 of title 18, United States Code, and this Act shall be the exclusive means
by which electronic surveillance and the interception of domestic wire, oral, or electronic
communications may be conducted. (b) Only an express statutory authorization for
electronic surveillance or the interception of domestic wire, oral, or electronic
communications, other than asan amendment to thisAct or chapters 119, 121, or 206 of title
18, United States Code, shall constitute an additional exclusive means for the purpose of
subsection (a)”).

184 PL. 110-261, tit. 111, 122 Stat. 2471 (2008).

185 p| . 110-261, tit. 1, 122 Stat. 2467 (2008); 50 U.S.C. 1885-1885c (text i s appended). For
a general discussion of the immunity provisions see CRS Report RL 34600, Retroactive
Immunity Provided by the FISA Amendments Act of 2008, by Edward C. Liu.

18 pL. 110-261, 8403(a)(1)(A), 122 Stat. 2473 (2008)(repealing 50 U.S.C. 18053, 1985b,
and 1805c).

187 Sections 1881a-1881g are repealed effective December 31, 2012, P.L. 110-261,
§403(b)(1), 122 Stat. 2474 (2008).
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overseas person or entity that is not a U.S. person.’®® Another, 50 U.S.C. 1881b,
covers situations when the American target is overseas but the gathering involves
€l ectronic communi cations or stored el ectronic communications or dataacquired in
this country.’® Thethird, 50 U.S.C. 1881c, appliesto situations when the American
target is overseas, but section 1881b is not available, either because acquisition
occurs outside of the United States or because it involves something other than
electronic surveillance or the acquisition of stored communications or data, e.g., a
physical search.*®

Inthe case of targetswho arenot U.S. persons, section 1881a(a) declares“upon
theissuanceof an order in accordance with subsection (i)(3) or adetermination under
subsection (¢)(2), the Attorney General and the Director of National Intelligence may
authorize jointly, for a period of up to 1 year from the effective date of the
authorization, the targeting of persons reasonably believed to be located outside the
United States to acquire foreign intelligence information.” It makes no mention of
authorizing acquisition. It merely speaks of targeting with an eye to acquisition.
Moreover, it gives no indication of whether the anticipated methods of acquisition
include the capture of atarget’s communications, of communications relating to a
target, of communications of a person or entity related to the target, or information
concerning one of thethree. The remainder of the section, however, seemsto dispel
some of the questions. Section 188laisintended to empower the Attorney General
and the Director of Nationa Intelligence to authorize the acquisition of foreign
intelligence information and the methods that may be used to the capture of
communications and related information.

The procedure begins either with a certification presented to the FISA court for
approval or with a determination by the two officials that exigent circumstances
warrant timely authorization prior court approval . Inthe certification process, they
must assert in writing and under oath that:

- a dsignificant purpose for the effort is the acquisition of foreign intelligence
information

- theeffort will involvethe assistance of an el ectronic communication service provider

- the court has approved, or is being asked to approve, procedures designed to ensure
that acquisitionislimited to targeted personsfound outsidethe U.S. and to prevent the
capture of communications in which all the parties are within the U.S.

- minimization procedures, which the court has approved or is being asked to approve
and which satisfy the requirementsfor such proceduresin the case of FISA electronic
surveillance and physical searches, will be honored

188 “United States person” includes United States citizens, permanent resident aliens of the
United States, corporationsincorporatedinthe United States, and unincorporated associ ates
made up of a substantial number of U.S. citizens, 50 U.S.C. 1881(a), 1801(j).

189 50 U.S.C. 1881b.
1% 50 U.S.C. 1881c.
11 50 U.S.C. 1881a(a), (1)(3), (O)(2).
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- guidelines to ensure compliance with limitations imposed in the section have been
adopted and the limitations will be observed

- these procedures and guidelines are consi stent with Fourth Amendment standards.'*

Thecertification isbe accompanied by acopy of thetargeting and minimization
procedures, any supporting affidavits from senior national security officials, an
indication of the effective date of the authorization, and anotification of whether pre-
approval emergency authorization has been given.'®® The certification, however,
need not describe the facilities or places at which acquisition efforts will be
directed."™

The limitations preclude intentionally targeting a person in the U.S., “reverse
targeting” (intentionally targeting a person overseas purpose of targeting a person
withinthe U.S.), intentionally targeting aU.S. person outsidethe U.S,, intentionally
acquiring acommunication in which all of the partiesare in the U.S., or conducting
the acquisition in a manner contrary to the demands of the Fourth Amendment.'%

TheAttorney General, in consultation with the Director of National Intelligence,
isobligated to promul gate targeting and minimization procedures and guidelinesto
ensure that the section’s limitations are observed.® The minimization procedures
must satisfy the standards required for similar procedures required for FISA
electronic surveillance and physical searches.®” The targeting procedures must be
calculated to avoid acquiring communications in which all of the parties arein the
U.S. and to confinetargeting to persons located outside the U.S.**® Both are subject
to review by the FISA court for sufficiency when it receives the request to approve
the certification.®™ Copies of the guidelines, which also provide directions
concerning the application for FISA court approval under the section, must be
supplied to court and to the congressional intelligence and judiciary committees.®

The Attorney General and Director of Nationa Intelligence may instruct an
€l ectronic communications service provider to assist inthe acquisition. Cooperative
providers are entitled to compensation and are immune from suit for their
assistance.® They may also petition the FISA court to set aside or modify the

192 50 U.S.C. 1881a(g)(2).

198 |d.

19 50 U.S.C. 1881a(g)(4).

19 50 U.S.C. 1881a(b).

19% 50 U.S.C. 1881a(d), (e), (f).
197 50 U.S.C. 1881a(e).

19% 50 U.S.C. 1881a(d).

19 50 U.S.C. 1881a(d), (e), (i).
20 50 J.S.C. 1881a(f).

201 50 U.S.C. 1881(h)(1)-(3).
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direction for assistance, if directive is unlawful.®?* The Attorney General may
petition the court to enforce a directive against an uncooperative provider.®® The
court’s decisions concerning certification approval, modification of directions for
assistance, and enforcement of the directives are each appealable to the Foreign
Intelligence Court of Review and on certiorari to the Supreme Court.?*

Except with respect to disclosure following a failure to court approval of an
emergency authorization, section 1806, discussed earlier, governs the use of
information obtained under the authority of section 1881a.®

When the overseastarget isan American individual or entity and acquisitionis
to occur in this country, the FISA court may authorize acquisition by electronic
surveillance or by capturing stored el ectronic communications or data under section
1881b. The Attorney General must approve the application which must be made
under oath and indicate:

- the identity of the applicant
- the identity, if known, or description of the American target

- the facts establishing that reason to believe that the person is overseas and a
foreign power or its agent, officer, or employee

- the applicable minimization procedures

- adescription of the information sought and the type of communications or
activities targeted

- certification by the Attorney Genera or a senior national security or defense
official that
+ foreign intelligence information is to be sought
+ asignificant purpose of the effort isto obtain such information
+ the information cannot otherwise reasonable be obtained (and the
facts upon which this conclusion is based)
+ the nature of the information (e.g., relating to terrorism, sabotage,
the conduct of U.S. foreign affairs, etc.)(and thefactsupon which this
conclusion is based)

- the means of acquisition and whether physical entry will be necessary

- theidentity of the service providing assisting (targeted facilitiesand premises
need not be identified)

22 50 U.S.C. 1881(h)(4).

28 50 U.S.C. 1881(h)(5).

24 50 U.S.C. 1881a(h)(6), (i).
25 50 U.S.C. 18816(a).
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- astatement of previous applicationsrelating to the same American and actions
taken

- the proposed tenure of the order (not to exceed 90 days), and

- any additional information the FISA court may require.?®

The court must issue an acquisition order upon a finding that the application
sati sfies statutory requirements, the minimization procedures are adequate, and there
is probable cause to believe that the American target is located overseas and is a
foreign power or its agent, officer or employee.?®” The court must explaininwriting
any finding that the application’s assertion of probable cause, minimization
procedures, or certified factsis insufficient.®® Such findings are appealable to the
Foreign Intelligence Surveillance Court of Review and under certiorari to the
Supreme Court.*®®

The court’ sorder approving acquisition isto include the identity or description
of the American target, the type of activities targeted, the nature of the information
sought, the means of acquisition, and duration of the order.”® The order will also
call for compliance with the minimization procedures, and when appropriate, for
confidential, minimally disruptive provider assistance, compensated at a prevailing
rate.”* Providersareimmunefrom civil liability for any assistance they are directed
to provide.**?

Asin other instances, in emergency cases the Attorney General may authorize
acquisition pending approval of the FISA court.?®* The court must be notified of the
Attorney General’ sdecision and therel ated application must befiled within 7 days.?'
If emergency acquisition is not judicially approved subsequently, no resulting
evidence may beintroduce any judicial, legisative or regul atory proceedings unless
the target is determined not to be an American, nor may resulting information be
shared with other federal officials without the consent of the target, unless the
Attorney General determinesthat theinformation concernsathreat of seriousbodily
injury.?®> Except with respect to disclosure following afailure to court approval of

206 50 U.S.C. 1881b(b).

207 50 U.S.C. 1881b(c)(1). An American may not be considered a foreign power or its
agent, officer or employee based solely on activities protected by the First Amendment, 50
U.S.C. 1881b(c)(2).

28 50 U.S.C. 1881b(c)(3).
29 50 U.S.C. 1881b(f).

210 50 U.S.C. 1881b(c)(4).
211 50 U.S.C. 1881b(c)(5).
212 50 U.S.C. 1881h(e).
213 50 U.S.C. 1881b(d)(L).
214 |,

215 50 U.S.C. 1881b(d)(4).
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an emergency authorization, section 1806, discussed earlier, governs the use of
information obtained under the authority of section 1881a.

The second provision for targeting an American overseas in order to acquire
foreignintelligenceinformation, section 1881c, issomewhat unique. Both FISA and
Titlel1I/ECPA havebeen understood to apply only tointerceptionswithin the United
States. Neither has been thought to apply overseas. Section 1881c, however, may
be used for acquisitions outside the United States. Moreover, it may be used for
acquisitionsinsidethe United Statesaslong astherequirementsthat would ordinarily
attend such acquisition are honored.?"’

Otherwise, section 1881c features many of the same application, approval, and
appeal provisions as section 1881b. Authorization is available under a FISA court
order or in emergency circumstances under the order of the Attorney General .
Acquisition activities must be discontinued during any period when the target is
thought to be in the United States.?® Unlike 1881b, however, it is not limited to
electronicsurveillance or theacquisition of stored electronicinformation. Moreover,
it declaresthat in the case of acquisition abroad recourse to a FISA court order need
only be had when the target American, found overseas, has areasonabl e expectation
of privacy and awarrant would be required if the acquisition efforts had taken place
in the United States and for law enforcement purposes.

Exclusivity. Titlel1I/ECPA haslong declared that it should not be construed
to confine governmental activities authorized under FISA, but that the two — Title
II/ECPA and FISA — are the exclusive authority under which governmental
electronic surveillance may be conducted in this country.?* The Justice Department
suggested, however, that in addition to the President’ s constitutiona authority the

2186 50 U.S.C. 1881€(a).

27 50 U.S.C. 1881c(a)(3)(B)(“If an acquisition for foreign intelligence purposes is to be
conducted inside the United States and could be authorized under section 703 [1881b], the
acquisition may only be conducted if authorized under section 703 or in accordance with
another provision of this Act other than this section™).

50 U.S.C. 1881d(“(a) Joint applications and orders.— If an acquisition targeting a
United States person under section 703 or 704 is proposed to be conducted both inside and
outside the United States, ajudge having jurisdiction under section 703(a)(1) or 704(a)(1)
may issue simultaneously, upon the request of the Government in a joint application
complyingwith thereguirementsof sections703(b) and 704(b), ordersunder sections 703(c)
and 704(c), asappropriate. (b) Concurrent authorization— If an order authorizing el ectronic
surveillance or physical search has been obtained under section 105 or 304, the Attorney
Genera may authorize, for the effective period of that order, without an order under section
703 or 704, the targeting of that United States person for the purpose of acquiring foreign
intelligence information while such person is reasonably believed to belocated outside the
United States”).

218 50 U.S.C. 1881c(a).
219 50 U.S.C. 1881c(a)(3).
20 50 U.S.C. 1881c(a)(2).
21 18 U.S.C. 2511(2)(f).
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Authorization for the Use of Military Force Resolution,?? enacted in response to the
events of September 11, established an implicit exception to the exclusivity
requirement.”® Section 102 of P.L. 110-261 seeks to overcome the suggestion by
establishing a second exclusivity section which declaresthat it exceptions may only
be created by explicit statutory language.”

Inspector General Reviews. Section 301 of P.L. 110-261 instructs the
Inspectors General of the Justice and Defense Departments, of the Office of the
Director of National Intelligence, of the National Security Agency, and of any
pertinent intelligence agency to conduct a comprehensive review of their agency’s
activities relating to presidentially authorized intelligence activities involving
communications, including the Terrorist Surveillance Program.?® It further directs
them to provide the Judiciary and Intelligence Committees with interim reports
within 60 days of enactment and final reports within 1 year.??®

Immunity for Assistance. P.L. 110-261 barstheinitiation or continuation
of civil suits in either state or federa court based on charges that the defendant
assisted any of the U.S. intelligence agencies.?®” Dismissal is required upon the
certification of the Attorney General that the person either:

- did not provide the assistance charged;

- provided the assistance under order of the FISA court;

- provided the assistance pursuant to a national security letter issued under 18
U.S.C. 2709;

222 Section 2(a), P.L. 107-40, 115 Stat. 224 (2001), 50 U.S.C. 1541 note (“That the
President is authorized to use all necessary and appropriate force against those nations,
organizations, or persons he determines planned, authorized, committed, or aided the
terrorist attacks that occurred on September 11, 2001, or harbored such organizations or
persons, in order to prevent any future acts of international terrorism against the United
States by such nations, organizations or persons’).

223 H Rept. 110-373, at 9-10 (2007), citing aletter from Assistant Attorney General William
E. Moschella.

24 50 U.S.C. 1812 (“(a) Except as provided in subsection (b), the procedures of chapters
119, 121, and 206 of title 18, United States Code, and this Act shall be the exclusive means
by which electronic surveillance and the interception of domestic wire, oral, or electronic
communications may be conducted. (b) Only an express statutory authorization for
electronic surveillance or the interception of domestic wire, oral, or electronic
communications, other than asan amendment to thisAct or chapters 119, 121, or 206 of title
18, United States Code, shall constitute an additional exclusive means for the purpose of
subsection (a)").

25 pL. 110-261, §301(b), (8)(3), 122 Stat. 2471(2008).
26 p|. 110-261, §301(c), 122 Stat. 2471(2008).

221 50 U.S.C. 1885a(a)(“ Notwithstanding any other provision of law, acivil action may not
lie or be maintained in a Federal or State court against any person for providing assistance
to an element of the intelligence community, and shall be promptly dismissed. . .”).
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- provided the assistance pursuant to 18 U.S.C. 2511(2)(a)(ii)(B) and 2518(7)
under assurances from the Attorney General or a senior Justice Department
official, empowered to approve emergency law enforcement wiretaps, that no
court approval was required;

- provided the assistance in response to a directive from the President through
the Attorney General relating to communications between or among foreign
powers pursuant to 50 U.S.C. 1802(a)(4);

- provided the assistance in response to a directive from the Attorney General
and the Director of National Intelligence relating to the acquisition of foreign
intelligence information concerning persons believed to be overseas pursuant
to 50 U.S.C. 1805b (Protect Act);

- provided the assistance in response to a directive from the Attorney General
and the Director of National Intelligence relating to the acquisition of foreign
intelligence information targeting non-U.S. persons thought to be overseas
pursuant to 50 U.S.C. 1881a(h); or

- provided the assistance in connection with intelligence activities authorized
by the President between September 11, 2001 and January 17, 2007 relating to
terrorist attacks against the United States.”®

Only telecommunications carriers, electronic service providers, and other
communication service providers may clam the protection afforded those who
assi sted activitiesauthorized between 9/11 and January 17, 2007.%° Thegroupwhich
may claim protection for assistance supplied under other grounds is larger. It
includesnot only communication service providersbut also any “landlord, custodian
or other person” ordered or directed to provide assistance.*

The Attorney General’s certification is binding if supported by substantial
evidence, and the court is to consider challenges and supporting evidence ex parte

28 50 U.S.C. 1885a(a). On January 17,2007, the Attorney General notified Congress that
any subsequent electronic surveillance conducted as part of the Terrorist Surveillance
Program would conducted pursuant to FISA court approval, S. Rept. 110-209, at 4 (2007).

29 50 U.S.C. 1885a(a)(4); 1885(6)(“(A) a telecommunications carrier, as that term is
defined in section 3 of the Communications Act of 1934 (47 U.S.C. 153); (B) aprovider of
el ectronic communication service, asthat termisdefined in section 2510 of title 18, United
States Code; (C) aprovider of aremote computing service, asthat termisdefinedin section
2711 of title 18, United States Code; (D) any other communication service provider who has
accessto wire or el ectronic communications either as such communications are transmitted
or as such communications are stored; (E) a parent, subsidiary, affiliate, successor, or
assignee of an entity described in subparagraph (A), (B), (C), or (D); or (F) an officer,
employee, or agent of an entity described in subparagraph (A), (B), (C), (D), or (E)").

20 50 U.S.C. 1885a(a)(1)-(3), (5); 1885(7).
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and in camera where the Attorney General asserts that disclosure would harm
national security.”' Casesfiled in state court may be removed to federal court.?*

P.L.11-261 al so preemptsstate regul atory authority over communication service
providers with respect to assistance provide intelligence agencies.”* Moreover, it
directs the Attorney General to report to the Judiciary and Intelligence Committees
on implementation of the protective provisions.”*

#1 50 U.S.C. 1885a(b), (c).
%2 50 U.S.C. 1885a(g).

%% 50 U.S.C. 1885h.

4 50 U.S.C. 1885c.
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Appendix A

State Statutes Outlawing the Interception
of Wire(w), Oral(o) and Electronic Communications(e)

Alabama: Ala.Code 8813A-11-30 to 13A-11-
37(w/o);

Alaska: Alaska Stat. §842.20.300 to 42.20.390
(w/ole);

Arizona: Ariz.Rev.Stat.Ann. 8813-3001 to 13-
3009 (w/ole);

Arkansas: Ark.Code 885-60-120, 23-17-
107(w/ole);

California: Cal.Penal Code 88631(w), 632(0),
632.7(e);

Colorado: Colo.Rev.Stat. §818-9-301 to 18-9-
305(w/ole);

New Jersey: N.J.Stat.Ann. 88 2A:156A-2,
2A:156A-3(w/ole);

New Mexico: N.M.Stat.Ann. §30-12-1(w);

New York: N.Y.Penal Law 8§ 250.00,
250.05(w/ole);

North Carolina: N.C.Gen.Stat. 88 15A-286, 15A-
287(w/ole);

New Hampshire: N.H.Rev.Stat.Ann. 88 570-A:1,
570-A:2 (w/0);

Connecticut: Conn.Gen.Stat.Ann. §853a-187 to
53a-189, 54-41t (w/0);

Delawar e: Del.Code tit.11 8§ 2401, 2402(w/o/e);
Florida: Fla.Stat.Ann. 88 934.02, 934.03(w/o/€);
Georgia: Ga.Code §16-11-62 (w/o/e);

Hawaii: Hawaii Rev.Stat. 88 711-1111, 803-41,
803-42(w/ol/e);

Idaho: 1daho Code 88§ 18-6701, 18-6702(w/0/€);

New Jersey: N.J.Stat.Ann. 88 2A:156A-2,
2A:156A-3(w/ole);

New Mexico: N.M.Stat.Ann. 830-12-1(w);

New York: N.Y.Penal Law 8§ 250.00,
250.05(w/ofe);

North Carolina: N.C.Gen.Stat. 88 15A-286, 15A-
287(w/ole);

North Dakota: N.D.Cent.Code §812.1-15-02,
12.1-15-04 (w/0);

Indiana: Ind.Code Ann. 88§ 35-33.5-1-5, 35-33.5-
5-5(w/e);

lowa: lowa Code Ann. §8272.8, 808B.2(w/0/€);
Kansas: Kan.Stat. Ann. §21-4001(w/0); 21-
4002(w);

Kentucky: Ky.Rev.Stat. §8526.010,
526.020(W/0);

Louisiana: LaRev.Stat.Ann. 88 15:1302, 15:1303
(w/ole);

M aine: Me.Rev.Stat. Ann. tit. 15 88 709,
710(w/0);

Ohio: Ohio Rev.Code 8§ 2933.51, 2933.52
(w/ole);

Oklahoma: Okla.Stat.Ann. tit.13 8§ 176.2, 176.3
(w/ole);

Oregon: Ore.Rev.Stat. §8165.535 to 165.545
(w/ole);

Pennsylvania: Pa.Stat.Ann. tit.18 88 5702, 5703
(w/ole);

Rhode | dand: R.l.Gen.Laws 8811-35-21(w/o/€);
South Carolina: S.C. Code Ann. 8816-17-470,
17-30-10 to 17-30-20 (w/o/e);

Maryland: Md.Cts. & Jud.Pro.Code Ann. 88 10-
401, 10-402(w/ole);

M assachusetts: Mass.Gen.Laws Ann. ch.272 899
(w/o);

Michigan: Mich.Comp.Laws Ann. 88750.539%,
750.539¢(0); 750.540(w);

Minnesota: Minn.Stat.Ann. 88§ 626A.01, 626A.02
(w/ole);

South Dakota: S.D.Cod.Laws 8§ 23A-35A-1,
23A-35A-20 (w/o);

Tennessee: Tenn.Code Ann. §39-13-601(w/o/e);
Texas. Tex.Penal Code. § 16.02; Tex. Crim. Pro.
Code art. 18.20 (w/ole);

Utah: Utah Code Ann. 88 76-9-405, 77-23a-3, 77-
23a-4 (w/ole);

Mississippi: Miss.Code 841-29-533(w/o/€)
Missouri: Mo.Ann.Stat. 88 542.400 to 542.402
(w/o);

Montana: Mont.Code Ann. 8§45-8-213(w/o/e);
Nebraska: Neb.Rev.Stat. 88 86-701 to 86-712
(w/ole);

Nevada: Nev.Rev.Stat. 88§ 200.610, 200.620(w),
200.650(0);

New Hampshire: N.H.Rev.Stat. Ann. 8§ 570-A:1,
570-A:2 (w/0);

Virginia: Va.Code 88 19.2-61, 19.2-62(w/0/€);
Washington: Wash.Rev.Code Ann.89.73.030
(w/o);

West Virginia: W.Va.Code 88§ 62-1D-2, 62-1D-
3(w/ole);

Wisconsin: Wis.Stat.Ann. 8§ 968.27,
968.31(w/o/e);

Wyoming: Wyo.Stat. 88§ 7-3-701, 7-3-702(w/o/e);
District of Columbia: D.C.Code 8§ 23-541, 23-
542(w/o).
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Appendix B

Consent Interceptions Under State Law

Alabama: Ala.Code 8§13A-11-30 (one party
consent);

Alaska: Alaska Stat. §842.20.310, 42.20.330 (one
party consent);

Arizona: Ariz.Rev.Stat.Ann. 813-3005 (one party
consent);

Arkansas: Ark.Code §5-60-120 (one party
consent);

California: Cal. Penal Code §8 631, 632 (one party
consent for police; al party consent otherwise),
632.7 (al party consent);

Montana: Mont.Code Ann. §845-8-213 (all party
consent with an exception for the performance of
officia duties);

Nebraska: Neb.Rev.Stat. § 86-702 (one party
consent);

Nevada: Nev.Rev.Stat. §§200.620, 200.650 (one
party consent);

New Hampshire: N.H.Rev.Stat.Ann. 8570-A:2 (all
party consent);

New Jersey: N.J.Stat.Ann. 882A:156A-4 (one party
consent);

Colorado: Colo.Rev.Stat. §818-9-303, 18-9-304
(one party consent);

Connecticut: Conn.Gen.Stat.Ann. 8853a-187, 53a-
188 (criminal proscription: one party consent); 852-
570d (civil liability: al party consent except for
police);

Delawar e: Del.Code tit.11 §2402 (one party
consent);

Florida: Fla.Stat.Ann. §934.03 (one party consent
for the police; al party consent for others);

New M exico: N.M.Stat.Ann. 8830-12-1 (one party
consent);

New York: N.Y.Penal Law §250.00 (one party
consent);

North Carolina: N.C.Gen.Stat. 815A-287 (one
party consent);

North Dakota: N.D.Cent.Code §§12.1-15-02 (one
party consent);

Ohio: Ohio Rev.Code §2933.52 (one party
consent);

Georgia: Ga.Code §16-11-66 (one party consent);
Hawaii: Hawaii Rev.Stat. 8§ 711-1111, 803-42
(one party consent);

Idaho: 1daho Code §18-6702 (one party consent);
[llinais: [1I.Comp.Stat.Ann. ch.720 §85/14-2, 5/14-3
(al party consent with law enforcement exceptions);
Indiana: Ind.Code Ann. §35-33.5-1-5 (one party
consent );

lowa: lowa Code Ann. 8808B.2 (one party

consent);

Oklahoma: Okla.Stat.Ann. tit.13 §176.4 (one party
consent);

Oregon: Ore.Rev.Stat. §165.540 (one party consent
for wiretapping and all parties must consent for
other forms of electronic eavesdropping);
Pennsylvania: Pa.Stat.Ann. tit.18 85704 (one party
consent for the police; al parties consent

otherwise);

Rhode | dand: R.l.Gen.Laws 8811-35-21 (one party
consent);

Kansas: Kan.Stat.Ann. 8821-4001, 21-4002 (one
party consent);

Kentucky: Ky.Rev.Stat. 8526.010 (one party
consent);

Louisiana: La.Rev.Stat.Ann. §15:1303 (one party
consent);

Maine: Me.Rev.Stat.Ann. tit. 15 §709 (one party
consent);

Maryland: Md.Cts. & Jud.Pro.Code Ann. 810-402
(al party consent);

M assachusetts: Mass.Gen.Laws Ann. ch.272 8§99
(all parties must consent, except in some law
enforcement cases);

South Carolina: S.C. Code Ann. 8 17-30-30 (one
party consent);

South Dakota: S.D.Comp.Laws 8823A-35A-20
(one party consent);

Tennessee: Tenn.Code Ann. §39-13-601 (one party
consent)

Texas: Tex.Penal Code §16.02 (one party consent);
Utah: Utah Code Ann. 8877-23a-4 (one party
consent);

Virginia: Va.Code §19.2-62 (one party consent);

Michigan: Mich.Comp.Laws Ann. §750.539c¢ (ban
on eavesdropping on oral conversation: all party
consent, except that the proscription does not apply
to otherwise lawful activities of police officers);
Minnesota: Minn.Stat.Ann. 8626A.02 (one party
consent);

Mississippi: Miss.Code §41-29-531 (one party
consent);
Missouri: Mo.Ann.Stat. 8542.402 (one party
consent);

Washington: Wash.Rev.Code Ann. §9.73.030 (all
parties must consent, except that one party consent
issufficient in certain law enforcement cases);
West Virginia: W.Va.Code 8§62-1D-3 (one party
consent);

Wisconsin: Wis.Stat.Ann. §968.31 (one party
consent);

Wyoming: Wyo.Stat. §7-3-702 (one party consent);
District of Columbia: D.C.Code §23-542 (one
party consent).
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Appendix C

Statutory Civil Liability for Interceptions Under State Law

Arizona: Ariz.Rev.Stat.Ann. 812-731;
California: Cal. Penal Code 8§ 637.2;
Colorado: Colo.Rev.Stat. §18-9-309.5;
Connecticut: Conn.Gen.Stat.Ann. 8854-41r, 52-
570d;

Delaware: Del.Codetit.11 §2409;

Nevada: Nev.Rev.Stat. §200.690;

New Hampshire: N.H.Rev.Stat.Ann. 8570-A:11;
New Jersey: N.J.Stat.Ann. 882A:156A-24;

New M exico: N.M.Stat. Ann. §830-12-11;

North Carolina: N.C.Gen.Stat. 815A-296;

Florida: Fla.Stat.Ann. §8934.10, 934.27;
Hawaii: Hawaii Rev.Stat. §803-48;

I daho: Idaho Code §18-6709;

[llinais: [1l.Comp.Stat.Ann. ch.720 §85/14-6;
Indiana: Ind.Code Ann. §35-33.5-5-4;

Ohio: Ohio Rev.Code §2933.65;

Oregon: Ore.Rev.Stat. §133.739;
Pennsylvania: Pa.Stat. Ann. tit.18 885725, 5747;
Rhode Island: R.I.Gen.Laws 812-5.1-13;

South Carolina: S.C. Code Ann. 8§ 17-30-135;

lowa: lowa Code Ann. §808B.8;

K ansas; Kan.Stat.Ann. §22-2518

Louisiana: LaRev.Stat.Ann. §15:1312;

Maine Me.Rev.Stat.Ann. ch.15 §711;
Maryland: Md.Cts. & Jud.Pro.Code Ann. §810-
410, 10-4A-08;

Tennessee: Tenn.Code Ann. §39-13-603;
Texas. Tex.Code Crim.Pro. art. 18.20;

Utah: Utah Code Ann. 8877-23a-11; 77-23b-8;
Virginia: Va.Code §19.2-69;

Washington: Wash.Rev.Code Ann. §9.73.060;

M assachusetts: Mass.Gen.Laws Ann. ch.272 §99;
Michigan: Mich.Comp.Laws Ann. §750.539h;
Mississippi: Miss. Code § 41-29-529;

Minnesota: Minn.Stat. Ann. 88626A.02, 626A.13;
Nebraska: Neb.Rev.Stat. § 86-707.2;

West Virginia: W.Va.Code 8§62-1D-12;
Wisconsin: Wis.Stat.Ann. 8968.31;
Wyoming: Wyo.Stat. §7-3-710;

District of Columbia: D.C.Code §23-554.
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Appendix D

Court Authorized Interception Under State Law

Alaska: Alaska Stats. §812.37.010 to 12.37.900;
Arizona: Ariz.Rev.Stat.Ann. 8813-3010 to 13-
3019

California: Cal.Pena Code §629.50 to 629.98;
Colorado: Colo.Rev.Stat. 8816-15-101 to 16-15-
104;

Connecticut: Conn.Gen.Stat.Ann. §854-41ato 54-
41u;

North Carolina: N.C.Gen.Stat. 8815A-286 to
15A-298;

North Dakota: N.D.Cent.Code 8§29-29.2-01 to
29-29.2-05;

Ohio: Ohio Rev.Code §82933.51 to 2933.66;
Oklahoma: Okla.Stat.Ann. tit.13 88176.1 to
176.14

Oregon: Ore.Rev.Stat. §8133.721 to 133.739;

Delaware: Del.Codetit.11 882401 to 2412;
Florida: Fla.Stat.Ann. 88934.02 to 934.43;
Geor gia: Ga.Code §16-11-64 to 16-11-69;
Hawaii: Hawaii Rev.Stat. 88803-41 to 803-49;
Idaho: Idaho Code §818-6701 to 18-6709; 6719
to 6725;

Pennsylvania: Pa.Stat.Ann. tit.18 885701 to 5728
Rhode Idand: R.I.Gen.Laws §812-5.1-1 to 12-
5.1-16;

South Carolina: S.C. Code Ann. 88 17-30-10 to
17-30-145;

[linais: 1l.Stat.Ann. ch.725 §85/108A-1 to 108B-
14;

Indiana:Ind.Code §835-33.5-1-1 to 35-33.5-5-6;
lowa: lowa Code Ann. §8808B.3 to 808B.7;
Kansas: Kan.Stat.Ann. 88§ 22-2514 to 22-2519;
Louisiana: La.Rev.Stat.Ann. 8815:1301 to
15:1316;

Maryland: Md.Cts. & Jud.Pro.Code Ann. §810-
401 to 10-410;

South Dakota: S.D.Cod.Laws §823A-35A-1 to
23A-35A-34;

Tennessee: Tenn.Code Ann. §840-6-301 to 40-6-
311;

Texas. Tex.Crim.Pro. Code. art. 18.20;

Utah: Utah Code Ann. 8877-23a-1 to 77-23a-16;
Virginia: Va.Code §819.2-61 to 19.2-70.3;

M assachusetts; Mass.Gen.Laws Ann. ch.272 §99;
Minnesota: Minn.Stat.Ann. 88626A.01 to
626A.41;

Mississippi: Miss.Code 8841-29-501 to 41-29-
537;

Missouri: Mo.Ann.Stat. §8542.400 to 542.422;
Nebraska: Neb.Rev.Stat. 88 86-707.1 to 86-712;

Washington: Wash.Rev.Code Ann. §89.73.040 to
9.73.250;

West Virginia: W.Va.Code §862-1D-1 to 62-1D-
16;

Wisconsin: Wis.Stat.Ann. 88968.27 to 968.33;
Wyoming: Wyo.Stat. §87-3-701 to 7-3-712;
District of Columbia: D.C.Code 8823-541 to 23-
556, 5-1537.

Nevada: Nev.Rev.Stat. §8179.410 to 179.515;
New Hampshire: N.H.Rev.Stat. Ann. §8570-A:1
to 570-A:9;

New Jersey: N.J.Stat. Ann. 882A:156A-8 to
2A:156A-26;

New M exico: N.M.Stat.Ann. §830-12-1 to 30-12-
11;

New York: N.Y.Crim.Pro. Law 88700.05 to
700.70;
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Appendix E

State Statutes Regulating Stored Electronic Communications (SE),
Pen Registers (PR) and Trap and Trace Devices (T)

Alaska: Alaska Stats. §§12.37.200 (PR&T),
12.37.300(SE);

Arizona: Ariz.Rev.Stat.Ann. §813-3016 (SE); 13-
3005, 13-3017 (PR&T);

Arkansas: Ark. Code Ann. § 5-60-120(g)
(PR&T);

Colorado: Colo. Rev. Stat. § 18-9-305 (PR&T);
Delaware: Del.Code tit.11 88 2401; 2421 to 2427
(SE); 2430 to 2434 (PR&T);

New Jersey; N.J.Stat. Ann. 882A:156A-27 to
2A:156A-34 (SE);

New York: N.Y.Crim.Pro.Law 88705.00 to
705.35 (PR&T);

North Carolina: N.C.Gen.Stat. 8815A-260 to
15A-264 (PR&T);

North Dakota: N.D.Cent.Code §§29-29.3-01 to
29-29.3-05 (PR&T);

Florida: Fla.Stat. Ann. 88934.02; 934.21 to 934.28
(SE); 934.32 t0 934.34(PR&T);

Georgia: Ga.Code Ann. §816-11-60 to 16-11-64.2
(PR &T); 2005 Ga. Laws 46 (to be codified at §
16-9-109) (SE);

Hawaii: Hawaii Rev.Stat. 88803-41; 803-44.5,
803-44.6 (PR&T), 803-47.5 to 803.47.9 (SE);
Idaho: 1daho Code §818-6719 to 18-6725
(PR&T);

lowa: lowa Code Ann. 88808B.1, 808B.10 to
808B.14 (PR&T);

Ohio: Ohio Rev.Code §2933.76 (PR&T);
Oklahoma: Okla.Stat.Ann. tit.13 §177.1to 177.5
(PR&T);

Oregon: Ore.Rev.Stat. §§165.657 to 165.673
(PR&T);

Pennsylvania: Pa.Stat.Ann. tit.18 885741 to 5749
(SE), 5771t0 5775 (PR&T);

Rhode Idand; R.I.Gen.Laws 8812-5.2-1 to 12-
5.2-5 (PR&T);

Kansas: Kan.Stat.Ann. 8822-2525 to 22-2529
(PR&T);

Louisiana: La.Rev.Stat.Ann. 8§815:1302, 15:1313
to0 15:1316 (PR&T);

Maryland: Md.Cts. & Jud.Pro.Code Ann. 8810-
4A-01 to 10-4A-08 (SE), 10-4B-01 to 10-4B-05
(PR&T);

Minnesota: Minn.Stat. Ann. 88626A.01; 626A.26
to 626A.34; (SE), 626A.35 to 636A.391 (PR&T);
Mississippi: Miss.Code §41-29-701(PR&T);

South Carolina: S.C.Code §817-29-10 to 17-29-
50, 17-30-45 to 17-30-50 (PR&T);

South Dakota: S.D.Cod.Laws §823A-35A-22 to
23A-35A-34 (PR&T);

Tennessee: Tenn.Code Ann. §40-6-311 (PR&T);
Texas. Tex.Code Crim.Pro. art. 18.20, 18.21; Tex.
Penal Code 88§ 16.03, 16.04 (SE, PR&T);

Utah: Utah Code Ann. 8877-23a-13 to 77-23a-15
(PR&.T); 77-23b-1 to 77-23b-9(SE);

Missouri: Mo.Ann.Stat. 8542.408 (PR);
Montana: Mont.Code Ann. §846-4-401 to 46-4-
405 (PR&T);

Nebraska: Neb.Rev.Stat. 88 86-707.03 to 86-
707.06 (PR&T); 86-707.09 to 86-707.14 (SE);
Nevada: Nev.Rev.Stat. §8179.530 (PR&T),
205.492 to 205.513(SE);

New Hampshire: N.H.Rev.Stat. Ann. §8570-B:1
to 570-B:7 (PR&.T);

Virginia: Va.Code §819.2-70.1, 19.2-70.2
(PR&T), 19.2-70.3 (SE);

Washington: Wash.Rev.Code Ann. §9.73.260
(PR&T);

West Virginia: W.Va.Code §862-1D-2, 62-1D-10
(PR&T);

Wisconsin: Wis.Stat.Ann. 8968.30 to 968.37
(PR&T);

Wyoming: Wyo.Stat. §87-3-801 to 7-3-806
(PR&T);

District of Columbia: D.C. Code § 5-1537.
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Appendix F

State Computer Crime Statutes

Alabama: Ala.Code §813A-8-100 to 13A-8-103;
Alaska: Alaska Stat. §11.46484;

Arizona: Ariz.Rev.Stat.Ann. 8813-2316 to 13-
2316.02;

Arkansas: Ark.Code §85-41-101 to 5-41-206;
California; Cal.Pena Code 8502;

Nevada: Nev.Rev.Stat. §8205.473 to 205.492;
205.509 to 205.513;

New Hampshire: N.H.Rev.Stat.Ann. §638:16 to
638:19;

New Jersey: N.J.Stat.Ann. 882C:20-2, 2C:20-23
to 2C:20-34;

Colorado: Colo.Rev.Stat. §818-5.5-101, 18-5.5-
102;

Connecticut: Conn.Gen.Stat.Ann. §853a-250 to
53a-261;

Delaware: Del.Codetit.11 §8931 to 941;
Florida: Fla.Stat.Ann. 88815.01 to 815.07;
Geor gia: Ga.Code §816-9-92 to 16-9-94;

New M exico: N.M.Stat.Ann. 8830-45-1 to 30-45-
7,

New York: N.Y.Pena Law §8156.00 to 156.50;
North Carolina: N.C.Gen.Stat. §814-453 to 14-
458;

North Dakota: N.D.Cent.Code 8§12.1-06.1-08;
Ohio: Ohio Rev.Code §82909.01, 2909.07,
2913.01 to 2913.04, 2913.421;

Hawaii: Hawaii Rev.Stat. §708-890 to 708-895.7;
Idaho: Idaho Code §818-2201, 18-2202;

Ilinois: I1.Stat.Ann. ch.720 885/16D-1 to 5/16D-
7,
Indiana: Ind.Code §835-43-1-4 to 35-43-2-3;
lowa: lowa Code Ann. §716.6B;

Oklahoma: Okla.Stat.Ann. tit.21 881951 to 1959;
Oregon: Ore.Rev.Stat. §164.377;

Pennsylvania: Pa.Stat.Ann. tit.18 87611,

Rhode Isand: R.I.Gen.Laws 8811-52-1 to 11-52-
8

South Carolina: S.C.Code §816-16-10 to 16-16-
40, 26-6-210;

Kansas: Kan.Stat.Ann. §21-3755;

Kentucky: Ky.Rev.Stat. §8434.840 to 434.860;
Louisiana: LaRev.Stat.Ann. 8814:73.1 to
14:73.7;

Maine: Me.Rev.Stat. Ann. tit. 17-A 88431 to 433;
Maryland: Md.Code Ann., Crim. Law. §7-302;
M assachusetts. Mass.Gen.Laws Ann. ch.266
8120F;

South Dakota; S.D.Cod.Laws §843-43B-1 to 43-
43B-8;

Tennessee: Tenn.Code Ann. §839-14-601 to 39-
14-605;

Texas: Tex.Penal Code. §§33.01 to 33.05;

Utah: Utah Code Ann. 8§76-6-702 to 76-6-705;

Michigan: Mich.Comp.Laws Ann. §8§752.791 to
752.797;

Minnesota: Minn.Stat.Ann. 88609.87 to 609.893;
Mississippi: Miss.Code 8897-45-1 to 97-45-29;
Missouri: Mo.Ann.Stat. 88569.095 to 569.099;
M ontana: Mont.Code Ann. §845-6-310, 45-6-
311;

Nebraska: Neb.Rev.Stat. §828-1341 to 28-1348;

Vermont: Vt. Stat. Ann. tit. 13, 88 4101 to 4107;
Virginia: Va.Code §818.2-152.1 to 18.2-152.15,
19.2-249.2;

Washington: Wash.Rev.Code Ann. §89A.52.110
to 9A.52.130;

West Virginia: W.Va.Code §861-3C-1 to 61-3C-
21;

Wisconsin: Wis.Stat.Ann. §943.70;

Wyoming: Wyo.Stat. §886-3-501 to 6-3-505.
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Appendix G

Spyware?*

Alaska: Alaska Stat. §845.45.471 to 45.45.798;

Arizona: Ariz. Rev. Stat. Ann. 88 44-7301 to 44-7304;
Arkansas. Ark. Code 88 4-110-101 to 4-110-105;

California: Cal. Bus. & Prof. Code 88 22947 to 22947.6;
Georgia: Ga. Code Ann. 88 16-9-150 to 16-9-157;

Indiana: Ind. Code Ann. 88 24-4.8-1-1 to 24-4.8-3-2,

lowa: lowa Code Ann. 8§ 715.1 to 715.8;

Louisiana: La Rev. Stat. Ann. §851:2006 to 51:2014

Nevada: Nev. Rev. Stat. Ann. §205.4737;

New Hampshire: N.H. Rev. Stat. Ann. 88 359-H:1 to 359-H:6;
Texas: Tex. Bus. & Com. Code Ann. 88 48.001 to 48.102;
Utah: Utah Code Ann. 88 13-40-101 to 13-40-401;
Washington: Wash. Rev. Code Ann. §819.270.010 t019.270.900.

% Depending upon the definition used, spyware has been outlawed under a host of federal
and statelaws; thisappendix islimited to those state statutes that address*” spyware” assuch.
For a general discussion of activities at the federal level see CRS Report RL32706,
Soyware: Background and Policy Issues for Congress.
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Text of ECPA/FISA

Electronic Communications Privacy Act (ECPA).
18 U.S.C. 2510. Definitions.

Asused in this chapter--

(1) "wire communication” means any aural transfer made in whole or in part through the use of
facilities for the transmission of communications by the aid of wire, cable, or other like connection
between the point of origin and the point of reception (including the use of such connection in a
switching station) furnished or operated by any person engaged in providing or operating such
facilities for the transmission of interstate or foreign communications or communications affecting
interstate or foreign commerce;

(2) "oral communication" means any oral communication uttered by a person exhibiting an
expectation that such communicationisnot subject tointerception under circumstancesjustifying such
expectation, but such term does not include any electronic communication;

(3) "State" means any State of the United States, the District of Columbia, the Commonwealth
of Puerto Rico, and any territory or possession of the United States;

(4) "intercept” meanstheaural or other acquisition of the contentsof any wire, electronic, or oral
communication through the use of any electronic, mechanical, or other device;

(5) "electronic, mechanical, or other device" means any device or apparatus which can be used
to intercept awire, oral, or electronic communication other than--

(a) any telephone or telegraph instrument, equipment or facility, or any component thereof, (i)
furnished to the subscriber or user by a provider of wire or el ectronic communication service in the
ordinary course of its business and being used by the subscriber or user in the ordinary course of its
business or furnished by such subscriber or user for connection to the facilities of such service and
used in the ordinary course of its business; or (ii) being used by a provider of wire or electronic
communi cation serviceintheordinary courseof itsbusiness, or by aninvestigativeor law enforcement
officer in the ordinary course of his duties;

(b) ahearing aid or similar device being used to correct subnormal hearing to not better than
normal;

(6) "person” means any employee, or agent of the United States or any State or political
subdivision thereof, and any individual, partnership, association, joint stock company, trust, or
corporation;

(7) "Investigative or law enforcement officer" means any officer of the United States or of a
State or political subdivision thereof, who is empowered by law to conduct investigations of or to
make arrests for offenses enumerated in this chapter, and any attorney authorized by law to prosecute
or participate in the prosecution of such offenses;

(8) "contents", when used with respect to any wire, oral, or €l ectronic communication, includes
any information concerning the substance, purport, or meaning of that communication;

(9) "Judge of competent jurisdiction” means--

(a) ajudge of aUnited States district court or a United States court of appeals, and

(b) ajudge of any court of general criminal jurisdiction of a State who isauthorized by a statute
of that State to enter orders authorizing interceptions of wire, oral, or electronic communications;

(10) "communication common carrier" has the meaning given the term in section 3 of the
Communications Act of 1934;

(11) "aggrieved person" means a person who was a party to any intercepted wire, oral, or
€l ectronic communication or a person against whom the interception was directed,;

(12) "€electronic communication” means any transfer of signs, signals, writing, images, sounds,
data, or intelligence of any nature transmitted in whole or in part by awire, radio, electromagnetic,
photoelectronic or photooptical system that affects interstate or foreign commerce, but does not
include--

(A) any wire or oral communication;

(B) any communication made through a tone-only paging device;

(C) any communication from a tracking device (as defined in section 3117 of thistitle); or

(D) eectronic funds transfer information stored by afinancial institution in a communications
system used for the electronic storage and transfer of funds,

(13) "user" means any person or entity who--

(A\) uses an electronic communication service; and

(B) isduly authorized by the provider of such service to engage in such use;
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(14) "electronic communi cations system" meansany wire, radio, electromagnetic, photooptical
or photoelectronic facilities for the transmission of wire or electronic communications, and any
computer facilitiesor related el ectronic equipment for the electronic storage of such communications;

(15) "electronic communication service" means any service which providesto usersthereof the
ability to send or receive wire or electronic communications;

(16) "readily accessible to the general public' means, with respect to a radio communication,
that such communication is not--

(A) scrambled or encrypted;

(B) transmitted using modulation techniques whose essential parameters have been withheld
from the public with the intention of preserving the privacy of such communication;

(C) carried on asubcarrier or other signal subsidiary to aradio transmission;

(D) transmitted over a communication system provided by a common carrier, unless the
communication is a tone only paging system communication; or

(E) transmitted on frequencies allocated under part 25, subpart D, E, or F of part 74, or part 94
of the Rules of the Federal Communications Commission, unless, in the case of a communication
transmitted on a frequency allocated under part 74 that is not exclusively allocated to broadcast
auxiliary services, the communication is a two-way voice communication by radio;

(17) "electronic storage" means--

(A) any temporary, intermediate storage of awire or electronic communication incidental tothe
electronic transmission thereof; and

(B) any storage of such communication by an electronic communication service for purposes
of backup protection of such communication; and

(18) "aural transfer" means a transfer containing the human voice at any point between and
including the point of origin and the point of reception.

(19) "foreign intelligence information”, for purposes of section 2517(6) of thistitle, means—

(A) information, whether or not concerning a United States person, that relates to the ability of
the United States to protect against —

(i) actual or potential attack or other grave hostile acts of a foreign power or an agent of a
foreign power;

(ii) sabotage or intentional terrorism by aforeign power or an agent of aforeign power; or

(iii)_clandestineintelligenceactivitiesby and intelligence service or network of aforeign power
or by an agent of aforeign power; or

(B) information, whether or not concerning a United States person, with respect to a foreign
power or foreign territory thet relatesto —

(i) the national defense or the security of the United States; or

(ii) the conduct of the foreign affairs of the United States.

(20) "protected computer" has the meaning set forth in section 1030; and

(21) "computer trespasser" —

(A) means a person who accesses a protected computer without authorization and thus has no
reasonabl e expectation of privacy inany communication transmitted to, through, or fromthe protected
computer; and

(B) doesnot include a person known by the owner or operator of the protected computer to have
an existing contractual relationship with the owner or operator of the protected computer for access
to al or part of the protected computer.

18 U.S.C. 2511. Interception and disclosure of wire, oral, or
electronic communications prohibited.

(1) Except as otherwise specifically provided in this chapter any person who--

(a) intentionally intercepts, endeavorsto intercept, or procures any other person to intercept or
endeavor to intercept, any wire, oral, or electronic communication;

(b) intentionally uses, endeavorsto use, or procures any other person to use or endeavor to use
any electronic, mechanical, or other device to intercept any oral communication when--

(i) such deviceisaffixed to, or otherwise transmitsasignal through, awire, cable, or other like
connection used in wire communication; or

(ii) such device transmits communications by radio, or interferes with the transmission of such
communication; or

(iii) such person knows, or has reason to know, that such device or any component thereof has
been sent through the mail or transported in interstate or foreign commerce; or
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(iv) such use or endeavor to use (A) takes place on the premises of any business or other
commercial establishment the operationsof which affect interstate or foreign commerce; or (B) obtains
or is for the purpose of obtaining information relating to the operations of any business or other
commercial establishment the operations of which affect interstate or foreign commerce; or

(v) such person acts in the District of Columbia, the Commonwealth of Puerto Rico, or any
territory or possession of the United States;

(c) intentionally discloses, or endeavorsto disclose, to any other person the contentsof any wire,
oral, or electronic communication, knowing or having reason to know that the information was
obtained through the interception of awire, oral, or electronic communication in violation of this
subsection;

(d) intentionally uses, or endeavors to use, the contents of any wire, oral, or electronic
communication, knowing or having reason to know that the information was obtained through the
interception of awire, oral, or electronic communication in violation of this subsection; or

(e) (i) intentionally discloses, or endeavorsto disclose, to any other person the contents of any
wire, oral, or electronic communication, intercepted by means authorized by sections 2511(2)(a)(ii),
2511(2)(b)-(c), 2511(2)(e), 2516, and 2518 of thischapter, (ii) knowing or having reason to know that
the information was obtained through the interception of such acommunication in connection with a
criminal investigation, (iii) having obtained or received theinformation in connection with acriminal
investigation, and (iv) with intent to improperly obstruct, impede, or interfere with aduly authorized
criminal investigation,
shall be punished as provided in subsection (4) or shall be subject to suit as provided in subsection (5).

(2)(8)(i) It shall not be unlawful under this chapter for an operator of a switchboard, or an
officer, employee, or agent of aprovider of wire or electronic communication service, whosefacilities
are used in the transmission of awire or electronic communication, to intercept, disclose, or use that
communication in the normal course of his employment while engaged in any activity which is a
necessary incident to the rendition of his service or to the protection of the rights or property of the
provider of that service, except that a provider of wire communication service to the public shall not
utilize service observing or random monitoring except for mechanical or service quality control
checks.

(i) Notwithstanding any other law, providersof wire or el ectronic communication service, their
officers, employees, and agents, landlords, custodians, or other persons, are authorized to provide
information, facilities, or technical assistance to persons authorized by law to intercept wire, oral, or
electronic communications or to conduct electronic surveillance, as defined in section 101 of the
Foreign Intelligence Surveillance Act of 1978, if such provider, its officers, employees, or agents,
landlord, custodian, or other specified person, has been provided with--

[Sec. 101(c)(1)] (A) acourt order directing such assistance or a court order pursuant to section
704 of the Foreign Intelligence Surveillance Act of 1978 signed by the authorizing judge,

[Sec.403(b)(2)(C)] Effective December 31, 2012 . . . (C) except as provided in section 404,
section 2511(2)(A)(ii)(A) of title 128, United States Code, is amended by striking “or a court order
pursuant to section 704 of the Foreign Intelligence Surveillance Act of 1978”

[Sec. 404(b)(3)] Challenge of directives; protection from liability; use of information —
Notwithstanding any other provision of this Act or of the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1801 et seq.) . . . (E) section 2511(2)(a)(ii)(A) of title 18, United States Code, as
amended by section 101(c)(1), shall continue to apply to an order issued pursuant to section 704 of
the Foreign Intelligence Surveillance Act of 1978, as added by section 101(a)[50 U.S.C. 1881c]; or

(B) acertification in writing by aperson specified in section 2518(7) of thistitle or the Attorney
Genera of the United States that no warrant or court order is required by law, that al statutory
requirements have been met, and that the specified assistance is required, setting forth the period of
time during which the provision of theinformation, facilities, or technical assistanceisauthorized and
specifying the information, facilities, or technical assistance required. No provider of wire or
€l ectronic communication service, officer, employee, or agent thereof, or landlord, custodian, or other
specified person shall disclose the existence of any interception or surveillance or the device used to
accomplishtheinterception or surveillance with respect to which the person hasbeen furnished acourt
order or certification under thischapter, except asmay otherwiseberequired by legal processand then
only after prior notification to the Attorney General or to the principal prosecuting attorney of aState
or any political subdivision of a State, as may be appropriate. Any such disclosure, shall render such
person liable for the civil damages provided for in section 2520. No cause of action shall liein any
court against any provider of wire or electronic communication service, its officers, employees, or
agents, landlord, custodian, or other specified personfor providinginformation, facilities, or assistance
in accordance with the terms of a court order, statutory authorization, or certification under this
chapter.
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[Sec. 102(c)(1)] (iii) If acertification under subparagraph (ii)(B) for assistanceto obtain foreign
intelligence information is based on statutory authority, the certification shall identify the specific
statutory provision and shall certify that the statutory requirements have been met.

(b) 1t shall not be unlawful under this chapter for an officer, employee, or agent of the Federal
Communications Commission, in the normal course of his employment and in discharge of the
monitoring responsibilities exercised by the Commission in the enforcement of chapter 5 of title 47
of the United States Code, to intercept a wire or electronic communication, or oral communication
transmitted by radio, or to disclose or use the information thereby obtained.

(c) It shall not be unlawful under this chapter for a person acting under color of law to intercept
awire, oral, or electronic communication, where such person isa party to the communication or one
of the parties to the communication has given prior consent to such interception.

(d) 1t shal not be unlawful under this chapter for a person not acting under color of law to
intercept awire, oral, or €l ectronic communication where such person isaparty to the communication
or where one of the parties to the communication has given prior consent to such interception unless
such communication is intercepted for the purpose of committing any criminal or tortious act in
violation of the Congtitution or laws of the United States or of any State.

() Notwithstanding any other provision of this title or section 705 or 706 of the
Communications Act of 1934, it shall not be unlawful for an officer, employee, or agent of the United
Statesin the normal course of hisofficial duty to conduct el ectronic surveillance, asdefined in section
101 of the Foreign Intelligence Surveillance Act of 1978, as authorized by that Act.

(f) Nothing contained in this chapter or chapter 121 or 206 of thistitle, or section 705 of the
Communications Act of 1934, shall be deemed to affect the acquisition by the United States
Government of foreign intelligence information from international or foreign communications, or
foreign intelligence activities conducted in accordance with otherwise applicable Federal law
involving a foreign electronic communications system, utilizing a means other than electronic
surveillance as defined in section 101 of the Foreign Intelligence Surveillance Act of 1978, and
proceduresin this chapter or chapter 121 and the Foreign Intelligence Surveillance Act of 1978 shall
be the exclusive means by which electronic surveillance, as defined in section 101 of such Act, and
the interception of domestic wire, oral, and electronic communications may be conducted.

(g9) It shall not be unlawful under this chapter or chapter 121 of thistitle for any person--

(i) to intercept or access an electronic communication made through an electronic
communication system that is configured so that such el ectronic communication isreadily accessible
to the general public;

(ii) to intercept any radio communication which is transmitted--

(I by any station for the use of the general public, or that relates to ships, aircraft, vehicles, or
personsin distress;

(1) by any governmental, law enforcement, civil defense, private land mobile, or public safety
communications system, including police and fire, readily accessible to the general public;

(111) by astation operating on an authorized frequency within the bands all ocated to theamateur,
citizens band, or general mobile radio services; or

(V) by any marine or aeronautical communications system;

(iii) to engage in any conduct which--

(I is prohibited by section 633 of the Communications Act of 1934; or

(1) is excepted from the application of section 705(a) of the Communications Act of 1934 by
section 705(b) of that Act;

(iv) to intercept any wire or electronic communication the transmission of which is causing
harmful interferenceto any lawfully operating station or consumer el ectronic equipment, to the extent
necessary to identify the source of such interference; or

(v) for other users of the same frequency to intercept any radio communication made through
asystemthat utilizesfrequencies monitored by individual s engaged in the provision or the use of such
system, if such communication is not scrambled or encrypted.

(h) It shall not be unlawful under this chapter--

(i) to use a pen register or atrap and trace device (as those terms are defined for the purposes
of chapter 206 (relating to pen registers and trap and trace devices) of thistitle); or

(ii) for aprovider of electronic communication serviceto record thefact that awire or electronic
communication was initiated or completed in order to protect such provider, another provider
furnishing service toward the completion of the wire or electronic communication, or a user of that
service, from fraudulent, unlawful or abusive use of such service.



CRS-82

(i) 1t shal not be unlawful under this chapter for a person acting under color of law to intercept
the wire or electronic communications of a computer trespasser transmitted to, through, or from the
protected computer, if--

(I the owner or operator of the protected computer authorizes the interception of the computer
trespasser's communications on the protected computer;

(1) the person acting under color of law islawfully engaged in an investigation;

(111) the person acting under color of law has reasonabl e groundsto believe that the contents of
the computer trespasser's communications will be relevant to the investigation; and

(IV) suchinterception does not acquire communi cations other than those transmitted to or from
the computer trespasser.

(3)(a) Except as provided in paragraph (b) of this subsection, a person or entity providing an
electronic communication service to the public shall not intentionally divulge the contents of any
communication (other than one to such person or entity, or an agent thereof) while in transmission on
that service to any person or entity other than an addressee or intended recipient of such
communication or an agent of such addressee or intended recipient.

(b) A personor entity providing el ectronic communication serviceto the public may divulgethe
contents of any such communication--

(i) as otherwise authorized in section 2511(2)(a) or 2517 of thistitle;

(ii) with the lawful consent of the originator or any addressee or intended recipient of such
communication;

(iii) to a person employed or authorized, or whose facilities are used, to forward such
communication to its destination; or

(iv) which were inadvertently obtained by the service provider and which appear to pertain to
the commission of acrime, if such divulgence is made to alaw enforcement agency.

(4)(a) Except as provided in paragraph (b) of this subsection or in subsection (5), whoever
violates subsection (1) of this section shall be fined under thistitle or imprisoned not more than five
years, or both.

(b) Conduct otherwise an offense under this subsection that consists of or relates to the
interception of a satellite transmission that is not encrypted or scrambled and that is transmitted--

(i) to abroadcasting station for purposes of retransmission to the genera public; or

(i) as an audio subcarrier intended for redistribution to facilities open to the public, but not
including data transmissions or telephone calls,
is not an offense under this subsection unless the conduct is for the purposes of direct or indirect
commercial advantage or private financial gain.

(c)[Redesignated (b)]

(5)(a)(i) If the communication is--

(A) aprivate satellite video communication that is not scrambled or encrypted and the conduct
in violation of this chapter is the private viewing of that communication and is not for a tortious or
illegal purposeor for purposesof direct or indirect commercial advantage or private commercial gain;
or

(B) aradio communication that istransmitted on frequencies allocated under subpart D of part
74 of therules of the Federal Communi cations Commission that isnot scrambled or encrypted and the
conduct in violation of this chapter isnot for atortiousor illegal purpose or for purposes of direct or
indirect commercial advantage or private commercial gain,
then the person who engages in such conduct shall be subject to suit by the Federal Government in a
court of competent jurisdiction.

(i) In an action under this subsection--

(A) if the violation of this chapter is a first offense for the person under paragraph (@) of
subsection (4) and such person has not been found liable in a civil action under section 2520 of this
title, the Federal Government shall be entitled to appropriate injunctive relief; and

(B) if the violation of this chapter is a second or subsequent offense under paragraph (a) of
subsection (4) or such person has been found liable in any prior civil action under section 2520, the
person shall be subject to a mandatory $500 civil fine.

(b) The court may use any means within its authority to enforce an injunction issued under
paragraph (ii)(A), and shall impose a civil fine of not less than $500 for each violation of such an
injunction.



CRS-83

18 U.S.C. 2512. Manufacture, distribution, possession, and
advertising of wire, oral, or electronic communication intercepting
devices prohibited.

(1) Except as otherwise specifically provided in this chapter, any person who intentionally--

(a) sendsthrough the mail, or sends or carriesin interstate or foreign commerce, any electronic,
mechanical, or other device, knowing or having reason to know that the design of such devicerenders
it primarily useful for the purpose of the surreptitious interception of wire, oral, or electronic
communications,

(b) manufactures, assembles, possesses, or sells any electronic, mechanical, or other device,
knowing or having reason to know that the design of such device rendersit primarily useful for the
purpose of the surreptitious interception of wire, oral, or electronic communications, and that such
device or any component thereof has been or will be sent through the mail or transported in interstate
or foreign commerce; or

(c) places in any newspaper, magazine, handbill, or other publication or disseminates by
€l ectronic means any advertisement of--

(i) any electronic, mechanical, or other device knowing or having reason to know that thedesign
of such devicerendersit primarily useful for the purpose of the surreptitiousinterception of wire, oral,
or electronic communications; or

(i) any other electronic, mechanical, or other device, where such advertisement promotes the
use of such device for the purpose of the surreptitious interception of wire, oral, or electronic
communications,
knowing the content of the advertisement and knowing or having reason to know that such
advertisement will be sent through the mail or transported in interstate or foreign commerce,
shall be fined under thistitle or imprisoned not more than five years, or both.

(2) It shall not be unlawful under this section for--

(a) aprovider of wire or electronic communication service or an officer, agent, or employee of,
or aperson under contract with, such aprovider, inthe normal course of the business of providing that
wire or electronic communication service, or

(b) an officer, agent, or employee of, or aperson under contract with, the United States, a State,
or apolitical subdivision thereof, in the normal course of the activities of the United States, a State,
or apolitical subdivision thereof,
to send through the mail, send or carry in interstate or foreign commerce, or manufacture, assemble,
possess, or sell any electronic, mechanical, or other device knowing or having reason to know that the
design of such device renders it primarily useful for the purpose of the surreptitious interception of
wire, oral, or electronic communications.

(3) It shall not be unlawful under this section to advertise for sale a device described in
subsection (1) of this section if the advertisement is mailed, sent, or carried in interstate or foreign
commerce solely to adomestic provider of wire or electronic communication service or to an agency
of the United States, a State, or a political subdivision thereof which is duly authorized to use such
device.

18 U.S.C. 2513. Confiscation of wire, oral, or electronic
communication interception devices.

Any electronic, mechanical, or other device used, sent, carried, manufactured, assembled,
possessed, sold, or advertised in violation of section 2511 or section 2512 of this chapter may be
seized and forfeited to the United States. All provisions of law relating to (1) the seizure, summary
andjudicial forfeiture, and condemnation of vessels, vehi cles, merchandise, and baggagefor violations
of the customslaws contained intitle 19 of the United States Code, (2) the disposition of such vessels,
vehicles, merchandise, and baggage or the proceeds from the sale thereof, (3) the remission or
mitigation of such forfeiture, (4) the compromise of claims, and (5) the award of compensation to
informersin respect of such forfeitures, shall apply to seizures and forfeituresincurred, or alleged to
havebeenincurred, under the provisionsof thissection, insofar asapplicableand not inconsistent with
the provisions of this section; except that such duties as are imposed upon the collector of customs
or any other person with respect to the seizure and forfeiture of vessels, vehicles, merchandise, and
baggage under the provisions of the customs laws contained in title 19 of the United States Code shall
be performed with respect to seizure and forfeiture of electronic, mechanical, or other intercepting
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devicesunder thissection by such officers, agents, or other personsasmay be authorized or designated
for that purpose by the Attorney General.

18 U.S.C. 2515. Prohibition of use as evidence of intercepted wire
or oral communications.

Whenever any wire or oral communication has been intercepted, no part of the contents of such
communication and no evidence derived therefrom may be received in evidencein any trial, hearing,
or other proceeding in or before any court, grand jury, department, officer, agency, regulatory body,
legislative committee, or other authority of the United States, aState, or apolitical subdivisionthereof
if the disclosure of that information would be in violation of this chapter.

18 U.S.C. 2516. Authorization for interception of wire, oral, or
electronic communications.

(1) The Attorney General, Deputy Attorney General, Associate Attorney General, or any
Assistant Attorney General, any acting Assistant Attorney General, or any Deputy Assistant Attorney
General or acting Deputy Assistant Attorney General in the Criminal Division or National Security
Division specially designated by the Attorney General, may authorizean applicationto aFederal judge
of competent jurisdictionfor, and such judge may grant in conformity with section 2518 of thischapter
an order authorizing or approving the interception of wire or oral communications by the Federal
Bureau of Investigation, or a Federal agency having responsibility for the investigation of the offense
asto whichtheapplication ismade, when suchinterception may provide or has provided evidence of--

(a) any offense punishable by death or by imprisonment for more than one year under sections
2122 and 2274 through 2277 of title 42 of the United States Code (relating to the enforcement of the
Atomic Energy Act of 1954), section 2284 of title 42 of the United States Code (relating to sabotage
of nuclear facilities or fuel), or under the following chapters of this title: chapter 10 (relating to
biological weapons) chapter 37 (relating to espionage), chapter 55 (relating to kidnapping), chapter
90 (relating to protection of trade secrets), chapter 105 (relating to sabotage), chapter 115 (relating
to treason), chapter 102 (relating to riots), chapter 65 (relating to malicious mischief), chapter 111
(relating to destruction of vessels), or chapter 81 (relating to piracy);

(b) aviolation of section 186 or section 501(c) of title 29, United States Code (dealing with
restrictions on payments and loans to labor organizations), or any offense which involves murder,
kidnapping, robbery, or extortion, and which is punishable under thistitle;

(c) any offensewhich is punishable under thefollowing sections of thistitle: section 37 (relating
to violence at international airports), section 43 (relating to animal enterprise terrorism), section 81
(arsonwithin special maritimeand territorial jurisdiction), section 201 (bribery of public officialsand
witnesses), section 215 (relating to bribery of bank officials), section 224 (bribery in sporting
contests), subsection (d), (€), (), (g), (h), or (i) of section 844 (unlawful use of explosives), section
1032 (relating to conceal ment of assets), section 1084 (transmission of wagering information), section
751 (relating to escape), section 832 (relating to nuclear and weapons of mass destruction threats),
section 842 (relating to explosive material's), section 930 (rel ating to possession of weaponsin Federal
facilities), section 1014 (relating to loans and credit applications generally; renewals and discounts),
section 1114 (relating to officers and employees of the United States), section 1116 (relating to
protection of foreign officials), sections 1503, 1512, and 1513 (influencing or injuring an officer,
juror, or witness generally), section 1510 (obstruction of crimina investigations), section 1511
(obstruction of State or local law enforcement), section 1591 (sex trafficking of children by force,
fraud, or coercion), section 1751 (Presidential and Presidential staff assassination, kidnapping, and
assault), section 1951 (interference with commerce by threats or violence), section 1952 (interstate
and foreign travel or transportation in aid of racketeering enterprises), section 1958 (relating to use
of interstate commerce facilities in the commission of murder for hire), section 1959 (relating to
violent crimes in aid of racketeering activity), section 1954 (offer, acceptance, or solicitation to
influence operations of employee benefit plan), section 1955 (prohibition of business enterprises of
gambling), section 1956 (laundering of monetary instruments), section 1957 (relating to engaging in
monetary transactionsin property derived from specified unlawful activity), section 659 (theft from
i nterstate shipment), section 664 (embezzlement from pension and welfarefunds), section 1343 (fraud
by wire, radio, or television), section 1344 (relating to bank fraud), section 1992 (relating to terrorist
attacks against masstransportation), sections 2251 and 2252 (sexual exploitation of children), section
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2251A (selling or buying of children), section 2252A (relating to material constituting or containing
child pornography), section 1466A (relating to child obscenity), section 2260 (production of sexually
explicit depictions of aminor for importation into the United States), sections 2421, 2422, 2423, and
2425 (relating to transportation for illegal sexual activity and related crimes), sections 2312, 2313,
2314, and 2315 (interstate transportation of stolen property), section 2321 (relating to trafficking in
certain motor vehicles or motor vehicle parts), section 2340A (relating to torture), section 1203
(relating to hostage taking), section 1029 (relating to fraud and related activity in connection with
access devices), section 3146 (relating to penalty for failure to appear), section 3521(b)(3) (relating
towitnessrel ocation and assi stance), section 32 (relating to destruction of aircraft or aircraft facilities),
section 38 (relating to aircraft parts fraud), section 1963 (violations with respect to racketeer
influenced and corrupt organizations), section 115 (relating to threatening or retaliating against a
Federal official), section 1341 (relating to mail fraud), afelony violation of section 1030 (relating to
computer fraud and abuse), section 351 (violationswith respect to congressional, Cabinet, or Supreme
Court assassinations, kidnapping, and assault), section 831 (relating to prohibited transactions
involving nuclear materials), section 33 (relating to destruction of motor vehicles or motor vehicle
facilities), section 175 (rel ating to biol ogical weapons), section 175c¢ (relating to variolavirus), section
956 (conspiracy to harm persons or property overseas), section a felony violation of section 1028
(relating to production of false identification documentation), section 1425 (relating to the
procurement of citizenship or nationalization unlawfully), section 1426 (relating to the reproduction
of naturaization or citizenship papers), section 1427 (relating to the sale of naturalization or
citizenship papers), section 1541 (relating to passport issuance without authority), section 1542
(relating to fal se statementsin passport applications), section 1543 (relating to forgery or false use of
passports), section 1544 (rel ating to misuse of passports), or section 1546 (relating to fraud and misuse
of visas, permits, and other documents);

(d) any offense involving counterfeiting punishable under section 471, 472, or 473 of thistitle;

(e) any offense involving fraud connected with a case under title 11 or the manufacture,
importation, receiving, concealment, buying, selling, or otherwise dealing in narcotic drugs,
marihuana, or other dangerous drugs, punishable under any law of the United States;

(f) any offenseincluding extortionate credit transactions under sections 892, 893, or 894 of this
title;

(g) aviolation of section 5322 of title 31, United States Code (dealing with the reporting of
currency transactions), or section 5324 of title 31, United States Code (relating to structuring
transactions to evade reporting requirement prohibited);

(h) any felony violation of sections 2511 and 2512 (relating to interception and disclosure of
certain communications and to certain intercepting devices) of thistitle;

(i) any felony violation of chapter 71 (relating to obscenity) of thistitle;

(j) any violation of section 60123(b) (relating to destruction of a natural gas pipeline), section
46502 (relating to aircraft piracy), the second sentence of section 46504 (relating to assault on aflight
crew with dangerous weapon), or section 46505(b)(3) or (c) (relating to explosive or incendiary
devices, or endangerment of human life, by means of weapons on aircraft) of title 49;

(k) any criminal violation of section 2778 of title 22 (relating to the Arms Export Control Act);

() the location of any fugitive from justice from an offense described in this section;

(m) aviolation of section 274, 277, or 278 of the Immigration and Nationality Act (8 U.S.C.
1324, 1327, or 1328) (relating to the smuggling of aiens);

(n) any felony violation of sections 922 and 924 of title 18, United States Code (relating to
firearms);

(o) any violation of section 5861 of the Internal Revenue Code of 1986 (relating to firearms);

(p) afelony violation of section 1028 (relating to production of falseidentification documents),
section 1542 (rel ating to fal se statementsin passport applications), section 1546 (relating to fraud and
misuse of visas, permits, and other documents, section 1028A (relating to aggravated identity theft))
of thistitle or aviolation of section 274, 277, or 278 of the Immigration and Nationality Act (relating
to the smuggling of aiens); or
(q) any criminal violation of section 229 (relating to chemical weapons): or sections 2332, 23323,
2332Db, 2332d, 2332f, 23329, 2332h 2339, 2339A, 2339B, 2339C, or 2339D of thistitle (relating to
terrorismy;

(r) any criminal violation of section 1 (relating to illegal restraints of trade or commerce), 2
(relating to illegal monopolizing of trade or commerce), or 3 (relating to illegal restraints of trade or
commercein territories or the District of Columbia) of the Sherman Act (15 U.S.C. 1, , 3); or

(s) any conspiracy to commit any offense described in any subparagraph of this paragraph.

(2) The principal prosecuting attorney of any State, or the principal prosecuting attorney of any
political subdivision thereof, if such attorney is authorized by a statute of that State to make
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application to a State court judge of competent jurisdiction for an order authorizing or approving the
interception of wire, oral, or el ectronic communications, may apply to such judge for, and such judge
may grant in conformity with section 2518 of this chapter and with the applicable State statute an order
authorizing, or approving theinterception of wire, oral, or € ectronic communicationsby investigative
or law enforcement officers having responsibility for the investigation of the offense asto which the
application ismade, when such interception may provide or has provided evidence of the commission
of the offense of murder, kidnapping, gambling, robbery, bribery, extortion, or dealing in narcotic
drugs, marihuana or other dangerous drugs, or other crime dangerous to life, limb, or property, and
punishable by imprisonment for more than one year, designated in any applicable State statute
authorizing such interception, or any conspiracy to commit any of the foregoing offenses.

(3) Any attorney for the Government (as such term is defined for the purposes of the Federal
Rules of Criminal Procedure) may authorize an application to a Federal judge of competent
jurisdiction for, and such judge may grant, in conformity with section 2518 of this title, an order
authorizing or approving the interception of electronic communications by an investigative or law
enforcement officer having responsibility for the investigation of the offense as to which the
application is made, when such interception may provide or has provided evidence of any Federa
felony.

18 U.S.C. 2517. Authorization for disclosure and use of intercepted
wire, oral, or electronic communications.

(1) Any investigative or law enforcement officer who, by any means authorized by this chapter,
has obtained knowledge of the contents of any wire, oral, or electronic communication, or evidence
derived therefrom, may disclose such contents to another investigative or law enforcement officer to
the extent that such disclosure is appropriate to the proper performance of the official duties of the
officer making or receiving the disclosure.

(2) Any investigative or law enforcement officer who, by any means authorized by this chapter,
has obtained knowledge of the contents of any wire, oral, or electronic communication or evidence
derived therefrom may use such contents to the extent such use is appropriate to the proper
performance of his official duties.

(3) Any person who has received, by any means authorized by this chapter, any information
concerning awire, oral, or electronic communication, or evidence derived therefrom intercepted in
accordancewiththeprovisionsof thischapter may discl ose the contents of that communicationor such
derivative evidencewhile giving testimony under oath or affirmationin any proceeding held under the
authority of the United States or of any State or political subdivision thereof.

(4) No otherwise privileged wire, oral, or el ectronic communication intercepted in accordance
with, or in violation of, the provisions of this chapter shall lose its privileged character.

(5) When aninvestigative or law enforcement officer, while engaged in intercepting wire, oral,
or electronic communications in the manner authorized herein, intercepts wire, oral, or electronic
communications relating to offenses other than those specified in the order of authorization or
approval, the contentsthereof, and evidence derived therefrom, may be disclosed or used as provided
in subsections (1) and (2) of this section. Such contents and any evidence derived therefrom may be
used under subsection (3) of this section when authorized or approved by a judge of competent
jurisdiction where such judge finds on subsequent application that the contents were otherwise
intercepted in accordance with the provisions of thischapter. Such application shall be made as soon
as practicable.

(6) Any investigative or law enforcement officer, or attorney for the Government, who by any
means authorized by this chapter, has obtained knowledge of the contents of any wire, oral, or
electronic communication, or evidence derived therefrom, may disclose such contentsto any Federal
law enforcement, intelligence, protective, immigration, national defense, or national security official
to the extent that such contents include foreign intelligence or counterintelligence (as defined in
section 3 of the National Security act of 1947 (50 U.S.C. 4014), or foreign intelligence information
(as defined in subsection (19) of section 2510 of thistitle), to assist the official who isto receive that
information in the performance of his official duties. Any Federal official who receivesinformation
pursuant to this provision may use that information only as necessary in the conduct of that person's
official duties subject to any limitations on the unauthorized disclosure of such information.

(7) Any investigative or law enforcement officer, or other Federal official incarrying out official
duties as such Federal official, who by any means authorized by this chapter, has obtained knowledge
of the contents of any wire, oral, or electronic communication, or evidence derived therefrom, may
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disclose such contents or derivative evidenceto aforeign investigative or law enforcement officer to
the extent that such disclosure is appropriate to the proper performance of the official duties of the
officer making or receiving the disclosure, and foreign investigative or law enforcement officers may
use or disclose such contents or derivative evidence to the extent such use or disclosureisappropriate
to the proper performance of their official duties.

(8) Anyinvestigativeor law enforcement officer, or other Federal official in carrying out official
duties as such Federal official, who by any means authorized by this chapter, has obtained knowledge
of the contents of any wire, oral, or electronic communication, or evidence derived therefrom, may
disclose such contents or derivative evidence to any appropriate Federal, State, local, or foreign
government official to the extent that such contents or derivative evidence reveas athreat of actual
or potential attack or other grave hostile acts of a foreign power of an agent of as foreign power,
domestic or international sabotage, domestic or international terrorism, or clandestine intelligence
gathering activitiesby anintelligence service or network of aforeign power or by an agent of aforeign
power, within the United States or el sewhere, for the purpose of preventing or responding to such a
threat. Any official who receivesinformation pursuant to thisprovision may usethat information only
as necessary in the conduct of that person's official duties subject to any limitations on the
unauthorized disclosure of such information, and any State, local, or foreign official who receives
information pursuant to this provision may use that information only consistent with such guidelines
asthe Attorney General and Director of Central Intelligence shall jointly issue.

18 U.S.C. 2518. Procedure for interception of wire, oral, or
electronic communications.

(1) Each application for an order authorizing or approving the interception of awire, ora, or
electronic communication under this chapter shall be made in writing upon oath or affirmation to a
judge of competent j urisdiction and shall state the applicant'sauthority to makesuch application. Each
application shall include the following information:

(a) theidentity of the investigative or law enforcement officer making the application, and the
officer authorizing the application;

(b) afull and complete statement of the facts and circumstances relied upon by the applicant,
tojustify hisbelief that an order should beissued, including (i) detailsasto the particular offense that
has been, isbeing, or isabout to be committed, (ii) except as provided in subsection (11), aparticular
description of the nature and location of the facilities from which or the place where the
communicationisto beintercepted, (iii) aparticular description of thetype of communi cations sought
to be intercepted, (iv) the identity of the person, if known, committing the offense and whose
communications are to be intercepted;

(c) afull and complete statement asto whether or not other investigative procedures have been
tried and failed or why they reasonably appear to beunlikely to succeed if tried or to betoo dangerous,

(d) astatement of the period of time for which the interception isrequired to be maintained. 1f
the nature of theinvestigation is such that the authorization for interception should not automatically
terminate when the described type of communication has been first obtained, a particular description
of facts establishing probable cause to believe that additional communications of the same type will
occur theresfter;

(e) afull and compl ete statement of the facts concerning all previous applications known to the
individual authorizing and making the application, made to any judge for authorization to intercept,
or for approval of interceptionsof, wire, oral, or el ectronic communicationsinvolving any of the same
persons, facilitiesor places specified inthe application, and the action taken by the judge on each such
application; and

(f) wherethe application isfor the extension of an order, astatement setting forth the resultsthus
far obtained from the interception, or a reasonable explanation of the failure to obtain such results.

(2) Thejudgemay requiretheapplicant to furnish additional testimony or documentary evidence
in support of the application.

(3) Upon such application the judge may enter an ex parte order, as requested or as modified,
authorizing or approving interception of wire, oral, or electronic communicationswithin theterritorial
jurisdiction of the court inwhich thejudgeissitting (and outsidethat jurisdiction but withinthe United
States in the case of a mobile interception device authorized by a Federal court within such
jurisdiction), if the judge determines on the basis of the facts submitted by the applicant that--

(a) thereisprobable causefor belief that anindividual iscommitting, has committed, or isabout
to commit a particular offense enumerated in section 2516 of this chapter;
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(b) thereisprobable causefor belief that particular communications concerning that offensewill
be obtained through such interception;

(c) normal investigative procedures have been tried and have failed or reasonably appear to be
unlikely to succeed if tried or to be too dangerous;

(d) except as provided in subsection (11), there is probable cause for belief that the facilities
fromwhich, or the place where, thewire, oral, or electronic communications are to beintercepted are
being used, or are about to be used, in connection with the commission of such offense, or are leased
to, listed in the name of, or commonly used by such person.

(4) Each order authorizing or approving the interception of any wire, oral, or electronic
communication under this chapter shall specify--

(a) the identity of the person, if known, whose communications are to be intercepted,;

(b) the nature and location of the communications facilities as to which, or the place where,
authority to intercept is granted;

(c) a particular description of the type of communication sought to be intercepted, and a
statement of the particular offense to which it relates;

(d) the identity of the agency authorized to intercept the communications, and of the person
authorizing the application; and

(e) the period of time during which such interception is authorized, including a statement asto
whether or not the interception shall automatically terminate when the described communication has
been first obtained.

An order authorizing the interception of awire, oral, or electronic communication under this
chapter shall, upon request of the applicant, direct that aprovider of wire or el ectronic communication
service, landlord, custodian or other person shall furnish the applicant forthwith al information,
facilities, and technical assistance necessary to accomplish the interception unobtrusively and with a
minimum of interference with the services that such service provider, landlord, custodian, or person
is according the person whose communications are to be intercepted. Any provider of wire or
electronic communication service, landlord, custodian or other person furnishing such facilities or
technical assistance shall be compensated therefor by the applicant for reasonable expensesincurred
in providing such facilities or assistance. Pursuant to section 2522 of this chapter, an order may also
be issued to enforce the assistance capability and capacity requirements under the Communications
Assistance for Law Enforcement Act.

(5) No order entered under this section may authorize or approve the interception of any wire,
oral, or electronic communication for any period longer than is necessary to achieve the objective of
the authorization, nor inany event longer than thirty days. Suchthirty-day period beginsontheearlier
of theday onwhichtheinvestigative or law enforcement officer first beginsto conduct an interception
under the order or ten days after the order isentered. Extensions of an order may be granted, but only
upon application for an extension made in accordance with subsection (1) of this section and the court
making the findings required by subsection (3) of this section. The period of extension shall be no
longer than the authorizing judge deems necessary to achieve the purposes for which it was granted
andinno event for longer than thirty days. Every order and extension thereof shall containaprovision
that the authorization to intercept shall be executed as soon as practicable, shall be conducted in such
away asto minimize the interception of communications not otherwise subject to interception under
this chapter, and must terminate upon attainment of the authorized objective, or in any event in thirty
days. In the event the intercepted communication isin a code or foreign language, and an expert in
that foreign language or codeis hot reasonably available during the interception period, minimization
may be accomplished assoon aspracticableafter suchinterception. Aninterceptionunder thischapter
may be conducted in whole or in part by Government personnel, or by an individual operating under
a contract with the Government, acting under the supervision of an investigative or law enforcement
officer authorized to conduct the interception.

(6) Whenever an order authorizing interception isentered pursuant to thischapter, the order may
require reports to be made to the judge who issued the order showing what progress has been made
toward achievement of the authorized objective and the need for continued interception. Such reports
shall be made at such intervals as the judge may require.

(7) Notwithstanding any other provision of this chapter, any investigative or law enforcement
officer, specialy designated by the Attorney General, the Deputy Attorney General, the Associate
Attorney General, or by the principal prosecuting attorney of any State or subdivision thereof acting
pursuant to a statute of that State, who reasonably determines that--

(a) an emergency situation exists that involves--

(i) immediate danger of death or serious physical injury to any person,

(ii) conspiratorial activities threatening the national security interest, or

(iii) conspiratoria activities characteristic of organized crime,
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that requires awire, oral, or electronic communication to be intercepted before an order authorizing
such interception can, with due diligence, be obtained, and

(b) there are grounds upon which an order could be entered under this chapter to authorize such
interception,
may intercept such wire, oral, or electronic communication if an application for an order approving
theinterception ismade in accordance with this section within forty-eight hours after the interception
has occurred, or begins to occur. In the absence of an order, such interception shall immediately
terminate when the communi cation sought is obtained or when the application for the order isdenied,
whichever isearlier. Inthe event such application for approval is denied, or in any other case where
the interception is terminated without an order having been issued, the contents of any wire, oral, or
€electronic communication intercepted shall be treated as having been obtained in violation of this
chapter, and aninventory shall be served as provided for in subsection (d) of this section onthe person
named in the application.

(8) (a) The contents of any wire, oral, or electronic communication intercepted by any means
authorized by this chapter shall, if possible, be recorded on tape or wire or other comparable device.
The recording of the contents of any wire, oral, or electronic communication under this subsection
shall be donein such way aswill protect the recording from editing or other alterations. Immediately
upon the expiration of the period of the order, or extensions thereof, such recordings shall be made
available to the judge issuing such order and sealed under hisdirections. Custody of the recordings
shall be wherever the judge orders. They shall not be destroyed except upon an order of theissuing
or denying judge and in any event shall be kept for ten years. Duplicate recordings may be made for
use or disclosure pursuant to the provisions of subsections (1) and (2) of section 2517 of this chapter
for investigations. The presence of the seal provided for by this subsection, or a satisfactory
explanation for the absence thereof, shall be a prerequisite for the use or disclosure of the contents of
any wire, oral, or electronic communication or evidence derived therefrom under subsection (3) of
section 2517.

(b) Applications made and orders granted under this chapter shall be sealed by the judge.
Custody of the applications and orders shall be wherever the judge directs. Such applications and
orders shall be disclosed only upon ashowing of good cause before ajudge of competent jurisdiction
and shall not be destroyed except on order of the issuing or denying judge, and in any event shall be
kept for ten years.

(c) Any violation of the provisions of this subsection may be punished as contempt of theissuing
or denying judge.

(d) Within areasonable time but not later than ninety days after the filing of an application for
an order of approval under section 2518(7)(b) which is denied or the termination of the period of an
order or extensions thereof, the issuing or denying judge shall cause to be served, on the persons
named in the order or the application, and such other parties to intercepted communications as the
judge may determinein hisdiscretionthat isintheinterest of justice, aninventory which shall include
notice of --

(1) the fact of the entry of the order or the application;

(2) the date of the entry and the period of authorized, approved or disapproved interception, or
the denial of the application; and

(3) the fact that during the period wire, oral, or electronic communications were or were not

intercepted.
The judge, upon the filing of a motion, may in his discretion make available to such person or his
counsel for inspection such portionsof theintercepted communications, applicationsand ordersasthe
judge determinesto be in the interest of justice. On an ex parte showing of good cause to ajudge of
competent jurisdiction the serving of the inventory required by this subsection may be postponed.

(9) The contents of any wire, oral, or electronic communication intercepted pursuant to this
chapter or evidence derived therefrom shall not be received in evidence or otherwise disclosed in any
trial, hearing, or other proceeding in a Federal or State court unless each party, not less than ten days
before the trial, hearing, or proceeding, has been furnished with a copy of the court order, and
accompanying application, under which the interception was authorized or approved. This ten-day
period may be waived by the judge if he finds that it was not possible to furnish the party with the
above information ten days before the trial, hearing, or proceeding and that the party will not be
prejudiced by the delay in receiving such information.

(10)(a) Any aggrieved person in any trial, hearing, or proceeding in or before any court,
department, officer, agency, regulatory body, or other authority of the United States, a State, or a
political subdivision thereof, may move to suppress the contents of any wire or oral communication
intercepted pursuant to this chapter, or evidence derived therefrom, on the grounds that--

(i) the communication was unlawfully intercepted;
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(ii) the order of authorization or approval under which it was intercepted is insufficient on its
face; or

(iii) the interception was not made in conformity with the order of authorization or approval.
Such motion shall be made before thetrial, hearing, or proceeding unless there was no opportunity to
make such motion or the person was not aware of the grounds of the motion. 1f the motionisgranted,
the contents of the intercepted wire or oral communication, or evidence derived therefrom, shall be
treated as having been obtained in violation of thischapter. Thejudge, upon thefiling of such motion
by the aggrieved person, may in his discretion make available to the aggrieved person or his counsel
for inspection such portions of the intercepted communication or evidence derived therefrom as the
judge determines to be in the interests of justice.

(b) In addition to any other right to appeal, the United States shall have theright to appeal from
an order granting a motion to suppress made under paragraph (a) of this subsection, or the denial of
an application for an order of approval, if the United States attorney shall certify to the judge or other
official granting such motion or denying such application that the appeal is not taken for purposes of
delay. Such appeal shall be taken within thirty days after the date the order was entered and shall be
diligently prosecuted.

(c) The remedies and sanctions described in this chapter with respect to the interception of
electronic communications are the only judicia remedies and sanctions for nonconstitutional
violations of this chapter involving such communications.

(11) The requirements of subsections (1)(b)(ii) and (3)(d) of this section relating to the
specification of the facilities from which, or the place where, the communication isto be intercepted
do not apply if--

(a) in the case of an application with respect to the interception of an oral communication--

(i) the application is by a Federal investigative or law enforcement officer and is approved by
the Attorney General, the Deputy Attorney General, the Associate Attorney General, an Assistant
Attorney General, or an acting Assistant Attorney General;

(ii) the application contains a full and complete statement as to why such specification is not
practical and identifies the person committing the offense and whose communications are to be
intercepted; and

(iii) the judge finds that such specification is not practical; and

(b) in the case of an application with respect to awire or electronic communication--

(i) the application is by a Federal investigative or law enforcement officer and is approved by
the Attorney General, the Deputy Attorney General, the Associate Attorney General, an Assistant
Attorney General, or an acting Assistant Attorney General;

(i) the application identifies the person believed to be committing the offense and whose
communications are to be intercepted and the applicant makes ashowing that thereis probable cause
to believe that the person's actions could have the effect of thwarting interception from a specified
facility;

(iii) the judge finds that such showing has been adequately made; and

(iv) the order authorizing or approving the interception is limited to interception only for such
time asit is reasonable to presume that the person identified in the application is or was reasonably
proximate to the instrument through which such communication will be or was transmitted.

(12) Aninterception of acommunication under an order with respect to which the requirements
of subsections (1)(b)(ii) and (3)(d) of this section do not apply by reason of subsection (11)(a) shall
not begin until the place where the communication is to be intercepted is ascertained by the person
implementing the interception order. A provider of wire or electronic communications service that
hasreceived an order as provided for in subsection (11)(b) may movethe court to modify or quash the
order onthe ground that its assi stance with respect to the interception cannot be performed in atimely
or reasonable fashion.  The court, upon notice to the government, shall decide such a motion
expeditioudly.

18 U.S.C. 2519. Reports concerning intercepted wire, oral, or
electronic communications.

(1) Within thirty days after the expiration of an order (or each extension thereof) entered under
section 2518, or the denial of an order approving an interception, the issuing or denying judge shall
report to the Administrative Office of the United States Courts--

(a) the fact that an order or extension was applied for;
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(b) the kind of order or extension applied for (including whether or not the order was an order
with respect to which the requirements of sections 2518(1)(b)(ii) and 2518(3)(d) of thistitle did not
apply by reason of section 2518(11) of thistitle);

(c) the fact that the order or extension was granted as applied for, was modified, or was denied;

(d) the period of interceptions authorized by the order, and the number and duration of any
extensions of the order;

(e) the offense specified in the order or application, or extension of an order;

(f) theidentity of the applying investigative or law enforcement officer and agency making the
application and the person authorizing the application; and

(9) the nature of the facilities from which or the place where communications were to be
intercepted.

(2) In January of each year the Attorney General, an Assistant Attorney General specially
designated by the Attorney General, or the principal prosecuting attorney of a State, or the principal
prosecuting attorney for any political subdivision of a State, shall report to the Administrative Office
of the United States Courts--

(a) theinformation required by paragraphs (a) through (g) of subsection (1) of this section with
respect to each application for an order or extension made during the preceding calendar year;

(b) ageneral description of the interceptions made under such order or extension, including (i)
the approximate nature and frequency of incriminating communications intercepted, (ii) the
approximate nature and frequency of other communicationsintercepted, (iii) the approxi mate number
of personswhose communi cationswereintercepted, (iv) the number of ordersinwhich encryptionwas
encountered and whether such encryption prevented law enforcement from obtaining the plain text of
communi cationsintercepted pursuant to such order, and (v) the approximate nature, amount, and cost
of the manpower and other resources used in the interceptions;

(c) the number of arrests resulting from interceptions made under such order or extension, and
the offenses for which arrests were made;

(d) the number of trials resulting from such interceptions;

(e) the number of motionsto suppress made with respect to such interceptions, and the number
granted or denied;

() the number of convictions resulting from such interceptions and the offenses for which the
convictions were obtained and a general assessment of the importance of the interceptions; and

(9) the information required by paragraphs (b) through (f) of this subsection with respect to
orders or extensions obtained in a preceding calendar year.

(3) In April of each year the Director of the Administrative Office of the United States Courts
shall transmit to the Congress a full and complete report concerning the number of applications for
ordersauthorizing or approving theinterception of wire, oral, or electronic communications pursuant
to this chapter and the number of orders and extensions granted or denied pursuant to this chapter
during the preceding calendar year. Such report shall include a summary and analysis of the data
required to be filed with the Administrative Office by subsections (1) and (2) of this section. The
Director of the Administrative Office of the United States Courts is authorized to issue binding
regulations dealing with the content and form of the reports required to befiled by subsections (1) and
(2) of this section.

18 U.S.C. 2520. Recovery of civil damages authorized.

(a) In general .--Except as provided in section 2511(2)(a)(ii), any person whose wire, oral, or
€electronic communication is intercepted, disclosed, or intentionally used in violation of this chapter
may in acivil action recover from the person or entity other than the United States which engaged in
that violation such relief as may be appropriate.

(b) Relief.--In an action under this section, appropriate relief includes--

() such preliminary and other equitable or declaratory relief as may be appropriate;

(2) damages under subsection (c) and punitive damages in appropriate cases, and

(3) areasonable attorney's fee and other litigation costs reasonably incurred.

(c) Computation of damages.--(1) In an action under this section, if the conduct in violation of
this chapter isthe private viewing of a private satellite video communication that is not scrambled or
encrypted or if the communication is a radio communication that is transmitted on frequencies
allocated under subpart D of part 74 of the rules of the Federal Communications Commission that is
not scrambled or encrypted and the conduct is not for atortious or illegal purpose or for purposes of
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direct or indirect commercial advantage or private commercial gain, then the court shall assess
damages as follows:

(A) If the person who engaged in that conduct has not previously been enjoined under section
2511(5) and has not been found liablein aprior civil action under this section, the court shall assess
the greater of the sum of actual damages suffered by the plaintiff, or statutory damages of not lessthan
$50 and not more than $500.

(B) If, on one prior occasion, the person who engaged in that conduct has been enjoined under
section 2511(5) or hasbeen found liablein acivil action under this section, the court shall assessthe
greater of the sum of actual damages suffered by the plaintiff, or statutory damages of not less than
$100 and not more than $1000.

(2) In any other action under this section, the court may assess as damages whichever is the
greater of--

(A) the sum of the actual damages suffered by the plaintiff and any profits made by the violator
as aresult of the violation; or

(B) statutory damages of whichever is the greater of $100 a day for each day of violation or
$10,000.

(d) Defense.--A good faith reliance on--

(1) acourt warrant or order, a grand jury subpoena, a legidative authorization, or a statutory
authorization;

(2) arequest of an investigative or law enforcement officer under section 2518(7) of thistitle;
or

(3) a good faith determination that section 2511(3) or 2511(2)(i) of this title permitted the
conduct complained of;
isacomplete defense against any civil or criminal action brought under this chapter or any other law.

(e) Limitation.--A civil action under this section may not be commenced later than two years
after the date upon which the claimant first has a reasonable opportunity to discover the violation.

(f) Administrative Discipline. — If acourt or appropriate department or agency determines that
the United States or any of its departments or agencies has violated any provision of this chapter, and
the court finds that the circumstances surrounding the viol ation rai se serious questions about whether
or not an officer or employee of the Untied States acted willfully or intentionally with respect to the
possible violation, the department or agency shall, upon receipt of a true and correct copy of the
decision and findings of the court or appropriate department or agency promptly initiate aproceeding
to determine whether disciplinary action against the officer or employee is warranted. If the head of
the department or agency involved determinesthat disciplinary actionisnot warranted, he or she shall
notify the Inspector General with jurisdiction over the department or agency concerned and shall
provide the Inspector General with the reasons for such determination.

(9) Improper Disclosure IsViolation. — Any willful disclosure or use by an investigative or law
enforcement officer or governmental entity of information beyond the extent permitted by section 2517
isaviolation of this chapter for purposes of section 2510(a).

18 U.S.C. 2521. Injunction against illegal interception.

Whenever it shall appear that any person is engaged or is about to engage in any act which
constitutesor will constitute afel ony violation of thischapter, the Attorney General may initiateacivil
actioninadistrict court of the United Statesto enjoin such violation. The court shall proceed as soon
as practicable to the hearing and determination of such an action, and may, at any time before fina
determination, enter such arestraining order or prohibition, or take such other action, asiswarranted
to prevent acontinuing and substantial injury to the United States or to any person or class of persons
for whose protection theactionisbrought. A proceeding under this section isgoverned by the Federal
Rules of Civil Procedure, except that, if an indictment has been returned against the respondent,
discovery is governed by the Federal Rules of Criminal Procedure.

18 U.S.C. 2522. Enforcement of the Communications Assistance for
Law Enforcement Act.

(a) Enforcement by courtissuing surveillanceorder.--If acourt authorizing aninterception under
this chapter, a State statute, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et
seq.) or authorizing use of apenregister or atrap and trace device under chapter 206 or a State statute
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finds that a telecommunications carrier has failed to comply with the requirements of the
Communications Assistance for Law Enforcement Act, the court may, in accordance with section 108
of such Act, direct that the carrier comply forthwith and may direct that aprovider of support services
tothecarrier or the manufacturer of the carrier'stransmission or switching equipment furnish forthwith
modifications necessary for the carrier to comply.

(b) Enforcement upon application by Attorney General.--The Attorney General may, in acivil
action in the appropriate United States district court, obtain an order, in accordance with section 108
of the Communications Assistance for Law Enforcement Act, directing that a telecommunications
carrier, amanufacturer of telecommunications transmission or switching equipment, or aprovider of
telecommunications support services comply with such Act.

(c) Civil penalty.--

(1) Ingeneral.--A court issuing an order under this section agai nst atel ecommunicationscarrier,
a manufacturer of telecommunications transmission or switching equipment, or a provider of
tel ecommuni cations support services may imposeacivil penalty of up to $10,000 per day for each day
in violation after the issuance of the order or after such future date as the court may specify.

(2) Considerations.--In determining whether to impose a civil penaty and in determining its
amount, the court shall take into account--

(A) the nature, circumstances, and extent of the violation;

(B) the violator's ahility to pay, the violator's good faith efforts to comply in atimely manner,
any effect on the violator's ability to continue to do business, the degree of culpability, and the length
of any delay in undertaking efforts to comply; and

(c) such other matters as justice may require.

(d) Definitions.--Asusedinthissection, thetermsdefined in section 102 of the Communi cations
Assistance for Law Enforcement Act have the meanings provided, respectively, in such section.

18 U.S.C. 2701. Unlawful access to stored communications.

(a) Offense.--Except as provided in subsection () of this section whoever--

(1) intentionally accesses without authorization a facility through which an electronic
communication service is provided; or

(2) intentionally exceeds an authorization to access that facility;
and thereby obtains, alters, or prevents authorized accessto awire or electronic communication while
itisinelectronic storagein such system shall be punished as provided in subsection (b) of thissection.

(b) Punishment.--The punishment for an offense under subsection (a) of this section is--

(2) if the offenseis committed for purposes of commercial advantage, malicious destruction or
damage, or private commercial gain, or in furtherance of any criminal or tortious act in violation of
the constitution and laws of the United States or any state --

(A) afineunder thistitle or imprisonment for not morethan 5 years, or both, inthe case of afirst
offense under this subparagraph; and

(B) a fine under this title or imprisonment for not more than 10 years, or both, for any
subsequent offense under this subparagraph; and

(2) (A) afine under thistitle or imprisonment for not more than 1 year or both, in the case of a
first offense under this paragraph; and

(B) afine under thistitle or imprisonment for not more than 5 years, or both, in the case of an
offense under this subparagraph that occurs after a conviction of another offense under this section.

(c) Exceptions.--Subsection (a) of this section does not apply with respect to conduct
authorized--

(2) by the person or entity providing awire or electronic communications service;

(2) by auser of that service with respect to a communication of or intended for that user; or

(3) in section 2703, 2704 or 2518 of thistitle.

18 U.S.C. 2702. Voluntary disclosure of customer communications
or records.

(a) Prohibitions.--Except as provided in subsection (b) or (c)--
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(1) a person or entity providing an electronic communication service to the public shall not
knowingly divulgeto any person or entity the contents of acommunication whilein electronic storage
by that service; and

(2) aperson or entity providing remote computing service to the public shall not knowingly
divulge to any person or entity the contents of any communication which is carried or maintained on
that service--

(A) on behalf of, and received by means of electronic transmission from (or created by means
of computer processing of communications received by means of electronic transmission from), a
subscriber or customer of such service;

(B) solely for the purpose of providing storage or computer processing services to such
subscriber or customer, if the provider is not authorized to access the contents of any such
communications for purposes of providing any services other than storage or computer processing;
and

(3) aprovider of remote computing service or electronic communication service to the public
shall not knowingly divulge arecord or other information pertaining to a subscriber to or customer of
such service (not including the contents of communications covered by paragraph (1) or (2)) to any
governmental entity.

(b) Exceptionsfor disclosure of communications.-- A provider described in subsection (a) may
divulge the contents of a communication--

(1) to an addressee or intended recipient of such communication or an agent of such addressee
or intended recipient;

(2) as otherwise authorized in section 2517, 2511(2)(a), or 2703 of thistitle;

(3) with the lawful consent of the originator or an addressee or intended recipient of such
communication, or the subscriber in the case of remote computing service;

(4) to a person employed or authorized or whose facilities are used to forward such
communication to its destination;

(5) asmay be necessarily incident to the rendition of the service or to the protection of therights
or property of the provider of that service;

(6) to the National Center for Missing and Exploited Children, in connection with a report
submitted thereto under section 227 of the Victims of Child Abuse Act of 1990 (42 U.S.C. 13032);

(7) to alaw enforcement agency--

(A) if the contents--

(i) were inadvertently obtained by the service provider; and

(ii) appear to pertain to the commission of acrime; or

[(B) Repealed. Publ. 108-21, Title V, 8§ 508(b)(1)(A), Apr. 30, 2003, 117 Stat. 684]

[(C) Repealed. Publ. 107-296, Title 11, § 225(d)(1)(C), Nov. 25, 2002, 116 Stat. 2157]

(8) to agovernmental entity, if the provider, in good faith, believesthat an emergency involving
danger of death or serious physical injury to any person requires disclosure without delay of
communications relating to the emergency.

(C) Exceptionsfor disclosure of customer records.--A provider described in subsection (a) may
divulge arecord or other information pertaining to a subscriber to or customer of such service (not
including the contents of communications covered by subsection (a)(1) or (a)(2))--

(1) as otherwise authorized in section 2703;

(2) with the lawful consent of the customer or subscriber;

(3) asmay be necessarily incident to the rendition of the service or to the protection of therights
or property of the provider of that service;

(4) toagovernmental entity, if the provider, in good faith, believesthat an emergency involving
danger of death or serious physical injury to any person requires disclosure without delay of
information relating to the emergency;

(5) to the National Center for Missing and Exploited Children, in connection with a report
submitted thereto under section 227 of the Victims of Child Abuse Act of 1990 (42 U.S.C. 13032);
or

(6) to any person other than a governmental entity.

(d) Reporting of emergency disclosures.--On an annual basis, the Attorney General shall submit
to the Committee on the Judiciary of the House of Representatives and the Committee on the Judiciary
of the Senate a report containing--

(1) the number of accounts from which the Department of Justice has received voluntary
disclosures under subsection (b)(8); and

(2) asummary of the basis for disclosure in those instances where--

(A) voluntary disclosures under subsection (b)(8) were made to the Department of Justice; and
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(B) the investigation pertaining to those disclosures was closed without the filing of criminal
charges.

18 U.S.C. 2703. Required disclosure of customer communications
or records.

(a) Contentsof wireor eectronic communicationsin electronic storage.--A governmental entity
may requirethedisclosure by aprovider of electronic communication service of the contentsof awire
or electronic communication, that is in electronic storage in a wire or electronic communications
systemfor one hundred and eighty daysor less, only pursuant to awarrant issued using the procedures
described in the Federal Rules of Criminal Procedure by a court with jurisdiction over the offense
under investigation or equivalent State warrant. A governmental entity may require the disclosure by
a provider of electronic communications services of the contents of a wire or electronic
communication that has been in electronic storage in an electronic communications system for more
than one hundred and eighty days by the means available under subsection (b) of this section.

(b)(1) Contents of electronic communications in a remote computing service.--(1) A
governmental entity may require aprovider of remote computing service to disclose the contents of
any wire or electronic communication to which this paragraph is made applicable by paragraph (2) of
this subsection--

(A) without required notice to the subscriber or customer, if the governmental entity obtains a
warrant issued using the procedures described in the Federal Rules of Criminal Procedure by a court
with jurisdiction over the offense under investigation or equivalent State warrant; or

(B) with prior notice from the governmenta entity to the subscriber or customer if the
governmental entity--

(i) usesan administrative subpoenaauthorized by a Federal or State statute or aFederal or State
grand jury or trial subpoena; or

(ii) obtains a court order for such disclosure under subsection (d) of this section;
except that delayed notice may be given pursuant to section 2705 of thistitle.

(2) Paragraph (1) isapplicablewith respect to any wire or electronic communication that isheld
or maintained on that service--

(A) on behalf of, and received by means of electronic transmission from (or created by means
of computer processing of communications received by means of electronic transmission from), a
subscriber or customer of such remote computing service; and

(B) solely for the purpose of providing storage or computer processing services to such
subscriber or customer, if the provider is not authorized to access the contents of any such
communications for purposes of providing any services other than storage or computer processing.

(c) Recordsconcer ning e ectroni c communication service or remote computing service.--(1)(A)
A government entity may require aprovider of el ectronic communication serviceor remote computing
service to disclose a record or other information pertaining to a subscriber to or customer of such
service (hot including the contents of communications).

(B) A provider of electronic communication service or remote computing service shall disclose
arecord or other information pertaining to a subscriber to or customer of such service (not including
the contents of communications covered by subsection (a) or (b) of this section) to a governmental
entity only when the governmental entity--

(A) obtains awarrant issued using the procedures described in the Federal Rules of Criminal
Procedure by acourt with jurisdiction over the offense under investigation or equivalent State warrant;

(B) obtains a court order for such disclosure under subsection (d) of this section;

(C) has the consent of the subscriber or customer to such disclosure; or

(D) submits a formal written request relevant to a law enforcement investigation concerning
telemarketing fraud for the name, address, and place of business of a subscriber or customer of such
provider, which subscriber or customer isengaged in telemarketing (assuchtermisdefined in section
2325 of thistitle); or

(E) seeksinformation under paragraph (2).

(2) A provider of electronic communication service or remote computing service shall disclose
to agovernmental entity the (A) name; (B) address; (C) local and long distance tel ephone connection
records, or records of sessiontimesand durations; (D) length of service (including start date) and types
of service utilized; (E) telephone or instrument number or other subscriber number or identity,
including any temporarily assigned network address; and (F) means and source of payment (including
any credit car or bank account number), of a subscriber to or customer of such service, when the
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governmental entity uses an administrative subpoena authorized by a Federal or State statute or a
Federal or State grand jury or trial subpoena or any means available under paragraph (1).

(3) A governmental entity receiving records or information under this subsectionisnot required
to provide notice to a subscriber or customer.

(d) Reguirementsfor court order.--A court order for disclosure under subsection (b) or (c) may
beissued by any court that isacourt of competent jurisdiction and shall issue only if the governmental
entity offers specific and articulable facts showing that there are reasonabl e grounds to believe that
the contents of awire or electronic communication, or the records or other information sought, are
relevant and material to an ongoing criminal investigation. In the case of a State governmental
authority, such acourt order shall not issue if prohibited by the law of such State. A court issuing an
order pursuant to this section, on a motion made promptly by the service provider, may quash or
modify such order, if the information or records requested are unusually voluminous in nature or
compliance with such order otherwise would cause an undue burden on such provider.

(e) No cause of action against a provider disclosing information under thischapter.--No cause
of action shall liein any court against any provider of wire or electronic communication service, its
officers, employees, agents, or other specified persons for providing information, facilities, or
assistance in accordance with the terms of a court order, warrant, subpoena , statutory authorization,
or certification under this chapter.

(f) Requirement to preserve evidence.--

(1) Ingeneral.--A provider of wire or el ectronic communication services or aremote computing
service, upon the request of a governmental entity, shall take all necessary steps to preserve records
and other evidence in its possession pending the issuance of a court order or other process.

(2) Period of retention.--Records referred to in paragraph (1) shall be retained for a period of
90 days, which shall be extended for an additional 90-day period upon a renewed request by the
governmental entity.

(9) Presence of Officer not Required.-- Notwithstanding section 3105 of thistitle, the presence
of an officer shall not be required for service or execution of a search warrant issued in accordance
with this chapter requiring disclosure by a provider of electronic communications service or remote
computing service of the contents of communications or records or other information pertaining to a
subscriber to or customer of such service.

18 U.S.C. 2704. Backup preservation.

(a) Backup preservation.--(1) A governmental entity acting under section 2703(b)(2) may
include in its subpoena or court order a requirement that the service provider to whom the request is
directed create a backup copy of the contents of the electronic communications sought in order to
preserve those communications. Without notifying the subscriber or customer of such subpoena or
court order, such service provider shall create such backup copy as soon aspracticable consistent with
itsregular business practices and shall confirm to the governmental entity that such backup copy has
been made. Such backup copy shall be created within two business days after receipt by the service
provider of the subpoena or court order.

(2) Noticeto the subscriber or customer shall be made by the governmental entity within three
days after receipt of such confirmation, unless such notice is delayed pursuant to section 2705(a).

(3) The service provider shall not destroy such backup copy until the later of--

(A) the delivery of the information; or

(B) the resolution of any proceedings (including appeals of any proceeding) concerning the
government's subpoena or court order.

(4) The service provider shall release such backup copy to the requesting governmental entity
no sooner than fourteen days after the governmental entity's notice to the subscriber or customer if
such service provider--

(A) has not received notice from the subscriber or customer that the subscriber or customer has
challenged the governmental entity's request; and

(B) has not initiated proceedings to challenge the request of the governmental entity.

(5) A governmental entity may seek to require the creation of abackup copy under subsection
(a)(1) of thissection if inits sole discretion such entity determines that there is reason to believe that
notification under section 2703 of thistitle of the existence of the subpoena or court order may result
in destruction of or tampering with evidence. This determination is not subject to challenge by the
subscriber or customer or service provider.
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(b) Customer challenges.--(1) Within fourteen days after notice by the governmental entity to
the subscriber or customer under subsection (a)(2) of this section, such subscriber or customer may
file a motion to quash such subpoena or vacate such court order, with copies served upon the
governmental entity and with written notice of such challenge to the service provider. A motion to
vacate acourt order shall befiledinthe court whichissued such order. A motion to quash asubpoena
shall befiled inthe appropriate United Statesdistrict court or State court. Such motion or application
shall contain an affidavit or sworn statement--

(A) stating that the applicant is a customer or subscriber to the service from which the contents
of electronic communications maintained for him have been sought; and

(B) stating the applicant's reasons for believing that the records sought are not relevant to a
legitimate law enforcement inquiry or that there has not been substantial compliance with the
provisions of this chapter in some other respect.

(2) Serviceshall be made under this section upon agovernmental entity by delivering or mailing
by registered or certified mail acopy of the papersto the person, office, or department specified inthe
notice which the customer has received pursuant to this chapter. For the purposes of this section, the
term "delivery" has the meaning given that term in the Federal Rules of Civil Procedure.

(3) If the court finds that the customer has complied with paragraphs (1) and (2) of this
subsection, the court shall order the governmental entity to file a sworn response, which may be filed
in cameraif the governmental entity includesinitsresponse the reasonswhich makein camerareview
appropriate. If the court is unable to determine the motion or application on the basis of the parties
initial alegations and response, the court may conduct such additional proceedings as it deems
appropriate. All such proceedings shall be completed and the motion or application decided as soon
as practicable after the filing of the governmental entity's response.

(4) If the court finds that the applicant is not the subscriber or customer for whom the
communications sought by the governmental entity are maintained, or that thereisareason to believe
that the law enforcement inquiry islegitimate and that the communications sought are relevant to that
inquiry, it shall deny the motion or application and order such process enforced. If the court findsthat
the applicant isthe subscriber or customer for whom the communi cations sought by the governmental
entity are maintained, and that there is not a reason to believe that the communications sought are
relevant to alegitimatelaw enforcement inquiry, or that there has not been substantial compliancewith
the provisions of this chapter, it shall order the process quashed.

(5) A court order denying amotion or application under this section shall not be deemed afinal
order and no interlocutory appeal may be taken therefrom by the customer.

18 U.S.C. 2705. Delayed notice.

(a) Delay of notification.--(1) A governmental entity acting under section 2703(b) of thistitle
may--

(A) where a court order is sought, include in the application a request, which the court shall
grant, for an order delaying the notification required under section 2703(b) of thistitlefor aperiod not
to exceed ninety days, if the court determines that there is reason to believe that notification of the
existence of the court order may have an adverse result described in paragraph (2) of this subsection;
or

(B) where an administrative subpoena authorized by a Federal or State statute or a Federal or
Stategrandjury subpoenaisobtained, delay the notification required under section 2703(b) of thistitle
for a period not to exceed ninety days upon the execution of a written certification of a supervisory
official that there isreason to believe that notification of the existence of the subpoena may have an
adverse result described in paragraph (2) of this subsection.

(2) An adverse result for the purposes of paragraph (1) of this subsection is--

(A) endangering the life or physical safety of an individual;

(B) flight from prosecution;

(C) destruction of or tampering with evidence;

(D) intimidation of potential witnesses; or

(E) otherwise seriously jeopardizing an investigation or unduly delaying atrial.

(3) The governmental entity shall maintain atrue copy of certification under paragraph (1)(B).

(4) Extensions of the delay of notification provided in section 2703 of up to ninety days each
may be granted by the court upon application, or by certification by a governmental entity, but only
in accordance with subsection (b) of this section.
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(5) Upon expiration of the period of delay of notification under paragraph (1) or (4) of this
subsection, the governmental entity shall serve upon, or deliver by registered or first-class mail to, the
customer or subscriber a copy of the process or request together with notice that--

(A) states with reasonable specificity the nature of the law enforcement inquiry; and

(B) informs such customer or subscriber--

(i) that information maintained for such customer or subscriber by the service provider named
in such process or request was supplied to or requested by that governmental authority and the date
on which the supplying or request took place;

(i) that notification of such customer or subscriber was delayed;

(iii) what governmental entity or court madethe certification or determination pursuant to which
that delay was made; and

(iv) which provision of this chapter allowed such delay.

(6) As used in this subsection, the term "supervisory official" means the investigative agent in
charge or assistant investigative agent in charge or an equivalent of an investigating agency's
headquarters or regional office, or the chief prosecuting attorney or the first assistant prosecuting
attorney or an equivalent of a prosecuting attorney's headquarters or regional office.

(b) Preclusion of noticeto subject of gover nmental access.--A governmental entity acting under
section 2703, when it is not required to notify the subscriber or customer under section 2703(b) (1),
or to the extent that it may delay such notice pursuant to subsection (a) of this section, may apply to
a court for an order commanding a provider of electronic communications service or remote
computing servicetowhom awarrant, subpoena, or court order isdirected, for such period asthe court
deems appropriate, not to notify any other person of the existence of the warrant, subpoena, or court
order. The court shall enter such an order if it determines that there is reason to believe that
notification of the existence of the warrant, subpoena, or court order will result in--

(1) endangering the life or physical safety of an individual;

(2) flight from prosecution;

(3) destruction of or tampering with evidence;

(4) intimidation of potential witnesses; or

(5) otherwise seriously jeopardizing an investigation or unduly delaying atrial.

18 U.S.C. 2706. Cost reimbursement.

(a) Payment.--Except as otherwise provided in subsection (c), agovernmental entity obtaining
the contents of communications, records, or other information under section 2702, 2703, or 2704 of
this title shall pay to the person or entity assembling or providing such information a fee for
reimbursement for such costs as are reasonably necessary and which have been directly incurred in
searching for, assembling, reproducing, or otherwise providing such information. Such reimbursable
costs shall include any costs due to necessary disruption of normal operations of any electronic
communication service or remote computing service in which such information may be stored.

(b) Amount.--The amount of the fee provided by subsection (a) shall be as mutually agreed by
the governmental entity and the person or entity providing the information, or, in the absence of
agreement, shall be as determined by the court which issued the order for production of such
information (or the court before which a criminal prosecution relating to such information would be
brought, if no court order was issued for production of the information).

(c) Exception.-- The requirement of subsection (&) of this section does not apply with respect
to records or other information maintained by a communications common carrier that relate to
telephonetoll records and telephone listings obtained under section 2703 of thistitle. The court may,
however, order a payment as described in subsection (a) if the court determines the information
required is unusually voluminous in nature or otherwise caused an undue burden on the provider.

18 U.S.C. 2707. Civil action.

() Cause of action.--Except as provided in section 2703(e), any provider of electronic
communi cation service, subscriber, or other person aggrieved by any violation of thischapter inwhich
the conduct constituting the violation is engaged in with a knowing or intentional state of mind may,
inacivil action, recover from the person or entity other than the United States which engaged in that
violation such relief as may be appropriate.

(b) Relief.--In acivil action under this section, appropriate relief includes--
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(1) such preliminary and other equitable or declaratory relief as may be appropriate;

(2) damages under subsection (c); and

(3) areasonable attorney's fee and other litigation costs reasonably incurred.

(c) Damages.--The court may assess as damagesin acivil action under this section the sum of
the actual damages suffered by the plaintiff and any profits made by the violator as a result of the
violation, but in no case shall a person entitled to recover receive less than the sum of $1,000. If the
violation iswillful or intentional, the court may assess punitive damages. 1n the case of a successful
action to enforceliability under this section, the court may assessthe costs of the action, together with
reasonable attorney fees determined by the court.

(d) Administrative Discipline. —If acourt or appropriate department or agency determines that
the United States or any of its departments or agencies hasviolated any provision of this chapter, and
the court or appropriate department or agency finds that the circumstances surrounding the violation
raise serious questions about whether or not an officer or employee of the United Statesacted willfully
or intentionally with respect to the possible violation, the department or agency shall, upon receipt of
atrue and correct copy of the decision and findings of the court or appropriate department or agency
promptly initiate aproceeding to determinewhether disciplinary action against the officer or employee
iswarranted. If the head of the department or agency involved determines that disciplinary action is
not warranted, he or she shall notify the Inspector General with jurisdiction over the department or
agency concerned and shall provide the Inspector General with the reasons for such determination.

(e) Defense.--A good faith reliance on--

(1) acourt warrant or order, a grand jury subpoena, a legidative authorization, or a statutory
authorization (including arequest of a governmental entity under section 2703(f) of thistitle);

(2) arequest of an investigative or law enforcement officer under section 2518(7) of thistitle;
or

(3) agood faith determinationthat section 2511(3) of thistitle permitted the conduct complained
of;
is a complete defense to any civil or criminal action brought under this chapter or any other law.

(f) Limitation.--A civil action under this section may not be commenced later than two years
after the date upon which the claimant first discovered or had areasonable opportunity to discover the
violation.

(g) Improper Disclosure Is Violation. — Any willful disclosure of a "record”, as that term is
defined in section 552a(a) of title 5, United States Code, obtained by an investigative or law
enforcement officer, or governmental entity, pursuant to section 2703 of thistitle, or from a device
installed pursuant to section 3123 or 3125 of this title, that is not a disclosure made in the proper
performance of the official duties of the officer or governmental entity making the disclosure, is a
violation of thischapter. Thisprovision shall not apply to information previously lawfully disclosed
(prior to the commencement of any civil or administrative proceeding under thischapter) to the public
by aFederal, State, or local governmental entity or by the plaintiff in acivil action under this chapter.

18 U.S.C. 2708. Exclusivity of remedies.

Theremediesand sanctionsdescribed inthischapter aretheonly judicial remediesand sanctions
for nonconstitutional violations of this chapter.

18 U.S.C. 2709. Counterintelligence access to telephone toll and
transactional records.

(a) Duty to provide.--A wire or electronic communication service provider shall comply with
arequest for subscriber information and toll billing recordsinformation, or electronic communication
transactional records in its custody or possession made by the Director of the Federal Bureau of
Investigation under subsection (b) of this section.

(b) Required certification.--TheDirector of the Federal Bureau of Investigation, or hisdesignee
in a position not lower than Deputy Assistant Director at Bureau headquarters or a Special Agent in
Charge in a Bureau field office designated by the Director, may--

(1) request the name, address, length of service, and local and long distance toll billing records
of a person or entity if the Director (or his designee) certifies in writing to the wire or electronic
communi cation service provider to which therequest ismadethat thename, address, length of service,
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and toll billing records sought are relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities, provided that such an investigation of a
United Statespersonisnot conducted solely on the basis of activities protected by thefirst amendment
to the Constitution of the United States; and

(2) request the name, address, and length of service of a person or entity if the Director (or his
designee) certifiesin writing to the wire or electronic communication service provider to which the
request ismadethat the information sought isrelevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities, provided that such an investigation of a
United States person is not conducted solely upon the basis of activities protected by the first
amendment to the Constitution of the United States.

(c) Prohibition of certain disclosure.--

(1) If the Director of the Federal Bureau of Investigation, or hisdesigneein aposition not lower
than Deputy Assistant Director at Bureau headquarters or a Special Agent in Chargein aBureaufield
office designated by the Director, certifies that otherwise there may result a danger to the national
security of the United States, interference with a criminal, counter terrorism, or counterintelligence
investigation, interference with diplomatic relations, or danger to the life or physical safety of any
person, no wireor electronic communications service provider, or officer, employee, or agent thereof,
shall discloseto any person (other than those to whom such disclosureis necessary to comply with the
request or an attorney to obtain legal advice or legal assistance with respect to the request) that the
Federal Bureau of Investigation has sought or obtained access to information or records under this
section.

(2) The request shall notify the person or entity to whom the request is directed of the
nondisclosure requirement under paragraph (1).

(3) Any recipient disclosing to those persons necessary to comply with the request or to an
attorney to obtain legal advice or legal assistance with respect to the request shall inform such person
of any applicable nondisclosure requirement. Any person who receives a disclosure under this
subsection shall be subject to the same prohibitions on disclosure under paragraph (1).

(4) At the request of the Director of the Federal Bureau of Investigation or the designee of the
Director, any person making or intending to make a disclosure under this section shall identify to the
Director or such designee the person to whom such disclosure will be made or to whom such
disclosure was made prior to the request, except that nothing in this section shall require a person to
inform the Director or such designee of the identity of an attorney to whom disclosure was made or
will be madeto obtain legal advice or legal assistancewith respect to the request under subsection (a).

(d) Dissemination by bureau.--TheFederal Bureau of | nvestigation may disseminateinformation
and records obtained under this section only as provided in guidelines approved by the Attorney
General for foreign intelligence collection and foreign counterintelligence investigations conducted
by the Federal Bureau of Investigation, and, with respect to dissemination to an agency of the United
States, only if such information is clearly relevant to the authorized responsibilities of such agency.

(e) Requirement that certain congressional bodies be informed.--On a semiannual basis the
Director of the Federal Bureau of Investigation shall fully inform the Permanent Select Committee on
Intelligence of the House of Representatives and the Select Committee on Intelligence of the Senate,
and the Committee on the Judiciary of the House of Representatives and the Committee on the
Judiciary of the Senate, concerning all requests made under subsection (b) of this section.

(f) Libraries.--A library (as that term is defined in section 213(1) of the Library Services and
Technology Act (20 U.S.C. 9122(1)), the services of which include access to the Internet, books,
journals, magazines, newspapers, or other similar forms of communication in print or digitally by
patrons for their use, review, examination, or circulation, is not awire or electronic communication
service provider for purposes of this section, unless the library is providing the services defined in
section 2510(15) ("electronic communication service") of thistitle.

18 U.S.C. 2711. Definitions for chapter.

Asused in this chapter--

(1) the terms defined in section 2510 of thistitle have, respectively, the definitions given such
termsin that section;

(2) theterm "remote computing service" meansthe provision to the public of computer storage
or processing services by means of an electronic communications system;

(3) the term "court of competent jurisdiction” has the meaning assigned by section 3127, and
includes any Federal court within that definition, without geographic limitation.
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(4) the term “governmental entity” means a department or agency of the United States or State
or political subdivision thereof.

18 U.S.C. 2712. Civil Action against the United States.

() In General.— Any person who is aggrieved by any willful violation of this chapter or of
chapter 119 of this title or of sections 106(a), 305(a), or 405(a) of the Foreign Intelligence
Surveillance Act (50 U.S.C. 1801 et seg.) may commence an action in United States District Court
against the United Statesto recover money damages. Inany such action, if aperson whoisaggrieved
successfully establishesaviolation of thischapter or of chapter 119 of thistitle or of the above special
provisions of title 50, the Court may assess as damages—

(1) actual damages, but not less than $10,000, whichever amount is greater; and

(2) litigation costs, reasonably incurred.

(b) Procedures. — (1) Any action against the United States under thissection may be commenced
only after aclaim is presented to the appropriate department or agency under the procedures of the
Federal Tort Claims Act, as set forth in title 28, United States Code.

(2) Any action against the United States under this section shall be forever barred unlessit is
presented inwriting to the appropriate Federal agency within 2 yearsafter such claim accruesor unless
action is begun within 6 months after the date of mailing, by certified or registered mail, of notice of
final denial of the claim by the agency to which it was presented. The claim shall accrue on the date
upon which the claimant first has a reasonable opportunity to discover the violation.

(3) Any action under this section shall be tried in the court without ajury.

(4) Notwithstanding any other provision of law, the procedures set forth in section 106(f),
305(g), or 405(f) of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) shall
be the exclusive means by which materials governed by those sections may be reviewed.

(5) An amount equal to any award against the United States under this section shall be
reimbursed by the department or agency concerned to the fund described in section 1304 of title 31,
United States Code, out of any appropriation, fund, or other account (excluding any part of such
appropriation, fund, or account that is available for the enforcement of any Federal law) that is
available for the operating expenses of the department or agency concerned.

(c) Administrative Discipline. — If acourt or appropriate department or agency determines that
the United States or any of the departments or agencies has violated any provision of this chapter, and
the court or appropriate department or agency finds that the circumstances surrounding the violation
rai se serious questions about whether or not an officer or employee of the Untied Statesacted willfully
or intentionally with respect to the possibl e viol ation, the department or agency shall, upon receipt of
atrue and correct copy of the decision and findings of the court or appropriate department or agency
promptly initiateaproceeding to determinewhether disciplinary action agai nst the officer or employee
iswarranted. If the head of the department or agency involved determines that disciplinary action is
not warranted, he or she shall notify the Inspector General with jurisdiction over the department or
agency concerned and shall provide the Inspector General with the reasons for such determination.

(d) Exclusive Remedy. — Any action against the United States under this subsection shall bethe
exclusive remedy against the United States for any claims within the purview of this section.

(e) Say of Proceedings. — (1) Upon the motion of the united States, the curt shall stay any action
commenced under this section f the court determines that civil discovery will adversely affect the
ability of the Government to conduct arelated investigation or the prosecution of arelated criminal
case. Such astay shall toll the limitations periods of paragraph (2) of subsection (b).

(2) In this subsection, the terms "related criminal case” and "related investigation™ means an
actual prosecution or investigation in progress at the time at which the request for the stay or any
subsequent motion tolift the stay ismade. In determining whether any investigation or acriminal case
isrelated to an action commenced under this section, the court shall consider the degree of similarity
between the parties, withesses, facts, and circumstances involved in the 2 proceedings, without
requiring that nay one or more factors be identical.

(3) Inrequesting a stay under paragraph (1), the Government may, in appropriate cases submit
evidence ex parte in order to avoid disclosing any matter that may adversely affect a related
investigation or arelated criminal case. If the Government makes such an ex parte submission, the
plaintiff shall be given an opportunity to make a submission to the court, not ex parte, and the court
may, in its discretion, request further information from either party.
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18 U.S.C. 3121. General prohibition on pen register and tape and
trace device use; exception.

(a) In general.--Except as provided in this section, no person may install or use a pen register
or atrap and trace device without first obtaining a court order under section 3123 of thistitle or under
the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.).

(b) Exception.--The prohibition of subsection (a) does not apply with respect to the use of apen
register or atrap and trace device by a provider of electronic or wire communication service--

(2) relating to the operation, maintenance, and testing of awire or electronic communication
service or to the protection of the rights or property of such provider, or to the protection of users of
that service from abuse of service or unlawful use of service; or

(2) torecord thefact that awire or el ectronic communication wasinitiated or completed in order
to protect such provider, another provider furnishing service toward the completion of the wire
communication, or auser of that service, from fraudulent, unlawful or abusive use of service; or (3)
where the consent of the user of that service has been obtained.

(c) Limitation.--A government agency authorized to install and use a pen register or trap and
trace device under this chapter or under State law shall use technology reasonably availableto it that
restricts the recording or decoding of electronic or other impulsesto the dialing, routing, addressing,
and signaling information utilized in identifying the origination or destination of wire or electronic
communications.

(d) Penalty.--Whoever knowingly violates subsection (a) shall be fined under this title or
imprisoned not more than one year, or both.

18 U.S.C. 3122. Application for an order for a pen register or atrap
and trace device.

(a) Application.--(1) An attorney for the Government may make application for an order or an
extension of an order under section 3123 of thistitle authorizing or approving the installation and use
of a pen register or atrap and trace device under this chapter, in writing under oath or equivalent
affirmation, to a court of competent jurisdiction.

(2) Unless prohibited by State law, a State investigative or law enforcement officer may make
application for an order or an extension of an order under section 3123 of this title authorizing or
approving the installation and use of a pen register or atrap and trace device under this chapter, in
writing under oath or equivalent affirmation, to a court of competent jurisdiction of such State.

(b) Contents of application.--An application under subsection (a) of this section shall include--

(1) theidentity of the attorney for the Government or the State law enforcement or investigative
officer making the application and the identity of the law enforcement agency conducting the
investigation; and

(2) acertification by the applicant that the information likely to be obtained is relevant to an
ongoing criminal investigation being conducted by that agency.

18 U.S.C. 3123. Issuance of an order for apen register or atrap and
trace device.

(a) In general.-(1) Upon an application made under section 3122(a)(1) of thistitle, the court
shall enter an ex parte order authorizing the installation and use of a pen register or atrap and trace
deviceif the court finds, based on facts contained in the application, that the information likely to be
obtained by such installation and use is relevant to an ongoing criminal investigation. Such order
shall, upon service of such order, apply to any entity providing wire or electronic communication
service in the United States whose assistance may facilitate the execution of the order.

(2) Upon an application made under section 3122(a)(2) of thistitle, the court shall enter an ex
parte order authorizing the installation and use of a pen register or atrap and trace device within the
jurisdiction of the court if the court finds, based on facts contained in the application, that the
information likely to be obtained by such instalation and use is relevant to an ongoing criminal
investigation.

(3)(A) Where the law enforcement agency implementing an ex part order under this subsection
seeks to do so by installing and using its own pen register or trap and trace device on a packet-
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switched datanetwork of aprovider of electronic communi cation serviceto the public the agency shall
ensure that arecord will be maintained which will identify —

(i) any officer or officerswho installed the device and any officer or officers who accessed the
device to obtain information from the network;

(ii) the date and time the device wasinstalled, the date and time the device was uninstalled, and
the date, time, and duration of each time the device is accessed to obtain information;

(iii) the configuration of the deviceat thetime of itsinstallation and any subsequent modification
thereof; and

(iv) any information which has been collected by the device.

To the extent that the pen register or trap and trace device can be set automatically to record this
information electronically, therecord shall bemaintained el ectronically throughout theinstallationand
use of the such device.

(B) The record maintained under subparagraph (A) shall be provided ex parte and under seal
to the court which entered the ex parte order authorizing the installation and use of the device within
30 days after termination of the order (including any extensions thereof).

(b) Contents of order.--An order issued under this section--

(1) shall specify--

(A) the identity, if known, of the person to whom is leased or in whose name is listed the
telephone line or other facility to which the pen register or trap and trace device isto be attached or
applied;

(B) theidentity, if known, of the person who is the subject of the criminal investigation;

(C) the attributes of the communications to which the order applies, including the number or
other identifier and, if known, the location of the telephone line or other facility to which the pen
register or trap and trace device is to be attached or applied, and, in the case of an order authorizing
installation and use of atrap and trace device under subsection (a)(2), the geographic limits of the
order; and

(D) astatement of the offense to which theinformation likely to be obtained by the pen register
or trap and trace device relates; and

(2) shall direct, upon the request of the applicant, the furnishing of information, facilities, and
technical assistance necessary to accomplish theinstallation of the penregister or trap and tracedevice
under section 3124 of thistitle.

(c) Time period and extensions.--(1) An order issued under this section shall authorize the
installation and use of a pen register or atrap and trace device for a period not to exceed sixty days.

(2) Extensions of such an order may be granted, but only upon an application for an order under
section 3122 of thistitle and upon thejudicial finding required by subsection (@) of thissection. The
period of extension shall be for a period not to exceed sixty days.

(d) Nondisclosure of existence of pen register or atrap and trace device.--An order authorizing
or approving the installation and use of a pen register or atrap and trace device shall direct that--

(1) the order be sealed until otherwise ordered by the court; and

(2) the person owning or leasing the line or other facility to which the pen register or atrap and
trace device is attached, or applied, or who is obligated by the order to provide assistance to the
applicant, not disclose the existence of the pen register or trap and trace device or the existence of the
investigation to the listed subscriber, or to any other person, unless or until otherwise ordered by the
court.

18 U.S.C. 3124. Assistance in installation and use of a pen register
or atrap and trace device.

(a) Pen registers.--Upon the request of an attorney for the Government or an officer of alaw
enforcement agency authorized to install and use apen register under this chapter, aprovider of wire
or electronic communication service, landlord, custodian, or other person shall furnish such
investigative or law enforcement officer forthwith all information, facilities, and technical assistance
necessary to accomplish the installation of the pen register unobtrusively and with a minimum of
interference with the services that the person so ordered by the court accords the party with respect
to whom the installation and use is to take place, if such assistance is directed by a court order as
provided in section 3123(b)(2) of thistitle.

(b) Trap and trace device.--Upon the request of an attorney for the Government or an officer
of alaw enforcement agency authorized to receive the results of atrap and trace device under this
chapter, aprovider of awire or el ectronic communication service, landlord, custodian, or other person
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shall install such device forthwith on the appropriate line or other facility and shall furnish such
investigative or law enforcement officer all additional information, facilities and technical assistance
including installation and operation of the device unobtrusively and with a minimum of interference
with the services that the person so ordered by the court accords the party with respect to whom the
installation and use isto take place, if such installation and assistance is directed by a court order as
provided in section 3123(b)(2) of thistitle. Unless otherwise ordered by the court, the results of the
trap and trace device shall be furnished, pursuant to section 3123(b) or section 3125 of thistitle, to
the officer of alaw enforcement agency, designated in the court order, at reasonable intervals during
regular business hours for the duration of the order.

(c) Compensation.--A provider of a wire or electronic communication service, landlord,
custodian, or other person who furnishesfacilities or technical assistance pursuant to thissection shall
be reasonably compensated for such reasonable expenses incurred in providing such facilities and
assistance.

(d) No cause of action against a provider disclosing information under thischapter.--No cause
of action shall liein any court against any provider of awire or electronic communication service, its
officers, employees, agents, or other specified persons for providing information, facilities, or
assistance in accordance with a court order under this chapter or request pursuant to section 3125 of
thistitle.

(e) Defense.--A good faith reliance on a court order under this chapter, a request pursuant to
section 3125 of thistitle, alegidlative authorization, or astatutory authorization isacomplete defense
against any civil or criminal action brought under this chapter or any other law.

(f) Communi cations assi stance enfor cement or der s.--Pursuant to section 2522, an order may be
issued to enforce the assistance capability and capacity requirements under the Communications
Assistance for Law Enforcement Act.

18 U.S.C. 3125. Emergency pen register and trap and trace device
installation.

(a) Notwithstanding any other provision of this chapter, any investigative or law enforcement
officer, specialy designated by the Attorney General, the Deputy Attorney General, the Associate
Attorney General, any Assistant Attorney General, any acting Assistant Attorney General, or any
Deputy Assistant Attorney General, or by the principal prosecuting attorney of any Stateor subdivision
thereof acting pursuant to a statute of that State, who reasonably determines that--

(1) an emergency situation exists that involves--

(A) immediate danger of death or serious bodily injury to any person; ef

(B) conspiratorial activities characteristic of organized crime;

(C) an immediate threat to a national security interest; or

(D) an ongoing attack on a protected computer (as defined in section 1030) that constitutes a
crime punishable by a term of imprisonment greater than one year;
that requires the installation and use of a pen register or a trap and trace device before an order
authorizing such installation and use can, with due diligence, be obtained, and

(2) there are grounds upon which an order could be entered under this chapter to authorize such
installation and use;
may haveinstalled and use a pen register or trap and trace deviceif, within forty-eight hours after the
installation has occurred, or begins to occur, an order approving the installation or useisissued in
accordance with section 3123 of thistitle.

(b) In the absence of an authorizing order, such use shall immediately terminate when the
information sought is obtained, when the application for the order is denied or when forty-eight hours
have lapsed since the installation of the pen register or trap and trace device, whichever is earlier.

(c) The knowing installation or use by any investigative or law enforcement officer of a pen
register or trap and trace device pursuant to subsection (a) without application for the authorizing
order within forty-eight hours of the installation shall constitute a violation of this chapter.

(d) A provider of awireor electronic service, landlord, custodian, or other personwho furnished
facilities or technical assistance pursuant to this section shall be reasonably compensated for such
reasonabl e expenses incurred in providing such facilities and assistance.
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18 U.S.C. 3126. Reports concerning pen registers and trap and
trace devices.

TheAttorney General shall annually report to Congresson the number of pen register ordersand
ordersfor trap and trace devicesapplied for by law enforcement agencies of the Department of Justice,
which report shall include information concerning--

(1) the period of interceptions authorized by the order, and the number and duration of any
extensions of the order;

(2) the offense specified in the order or application, or extension of an order;

(3) the number of investigations involved;

(4) the number and nature of the facilities affected; and

(5) the identity, including district, of the applying investigative or law enforcement agency
making the application and the person authorizing the order.

18 U.S.C. 3127. Definitions for chapter.

Asused in this chapter--

(2) the terms "wire communication”, "electronic communication”, "electronic communication
service" and "contents' have the meanings set forth for such termsin section 2510 of thistitle;

(2) the term "court of competent jurisdiction” means--

(A) any district court of the United States (including a magistrate of such a court) or a United
States Court of Appeals having jurisdiction over the offense being investigated; or

(B) acourt of general criminal jurisdiction of a State authorized by the law of that Stateto enter
orders authorizing the use of a pen register or atrap and trace device;

(3) theterm " penregister" meansadevice or processwhich records or decodesor other dialing,
routing, addressing, and signaling information reasonably likely to identify the source of awire or
€l ectronic communication, provided, however, that such information shall not include the contents of
any communication, but such term does not include any device or process used by a provider or
customer of a wire or electronic communication service for billing, or recording as an incident to
billing, for communications services provided by such provider or any device or process used by a
provider or customer of awire communication service for cost accounting or other like purposesin
the ordinary course of its business;

(4) the term "trap and trace device" means a device or process which captures the incoming
electronic or other impulses which identify the originating number or other dialing, routing,
addressing, and signaling information reasonably likely to identify the source of awire or electronic
communication, provided, however, that such information shall not include the contents of any
communication;

(5) the term "attorney for the Government™ has the meaning given such term for the purposes
of the Federal Rules of Crimina Procedure; and

(6) the term "State" means a State, the District of Columbia, Puerto Rico, and any other
possession or territory of the United States.

Foreign Intelligence Surveillance Act (FISA)

50 U.S.C. 1801. Definitions.

As used in this subchapter:

(a) ‘Foreign power’ means—

(1) aforeign government or any component thereof, whether or not recognized by the United
States;

(2) afaction of aforeign nation or nations, not substantially composed of United States persons;

(3) anentity that isopenly acknowl edged by aforeign government or governmentsto bedirected
and controlled by such foreign government or governments;

(4) agroup engaged in international terrorism or activitiesin preparation therefor;

(5) aforeign-based political organization, not substantially composed of United States persons;
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(6) an entity that is directed and controlled by aforeign government or governments; or
[Sec. 110(8)(1)(C)] (7) an entity not substantially composed of United States persons that is
engaged in the international proliferation of weapons of mass destruction.
(b) *Agent of aforeign power’ means—

(2) any person other than a United States person, who—

(A) actsin the United States as an officer or employee of a foreign power, or as a member of a
foreign power as defined in subsection (a)(4) of this section;

(B) actsfor or on behalf of aforeign power which engagesin clandestine intelligence activitiesin
theUnited Statescontrary to theinterestsof the United States, when the circumstances of such person's
presence in the United States indicate that such person may engage in such activities in the United
States, or when such person knowingly aids or abets any person in the conduct of such activities or
knowingly conspires with any person to engage in such activities;

(C) engages in international terrorism or activities in preparation therefore;

[Sec. 110(a)(2)(C)] (D) engagesin theinternational proliferation of weapons of massdestruction,
or activitiesin preparation therefor; or

(E) engages in the international proliferation of weapons of mass destruction, or activities in
preparation therefor for or on behalf of aforeign power;
or

(2) any person who—

(A) knowingly engagesin clandestineintelligence gathering activitiesfor or on behalf of aforeign
power, which activitiesinvolveor may involveaviolation of thecriminal statutesof the United States;

(B) pursuant to the direction of an intelligence service or network of aforeign power, knowingly
engages in any other clandestine intelligence activitiesfor or on behalf of such foreign power, which
activitiesinvolve or are about to involve aviolation of the criminal statutes of the United States;

(C) knowingly engages in sabotage or international terrorism, or activitiesthat arein preparation
therefor, or on behalf of aforeign power;

(D) knowingly enters the United States under afalse or fraudulent identity for or on behalf of a
foreign power or, whilein the United States, knowingly assumes afalse or fraudulent identity for or
on behalf of aforeign power; or

(E) knowingly aids or abets any person in the conduct of activities described in subparagraph (A),
(B), or (C) or knowingly conspireswith any person to engage in activities described in subparagraph
(A), (B), or (C).

(c) ‘Internationa terrorism’ means activities that—

(1) involveviolent acts or acts dangerousto human life that are aviolation of the criminal laws of
the United States or of any State, or that would be a crimina violation if committed within the
jurisdiction of the United States or any State;

(2) appear to be intended—

(A) to intimidate or coerce a civilian population;

(B) to influence the policy of agovernment by intimidation or coercion; or

(C) to affect the conduct of a government by assassination or kidnapping; and

(3) occur totally outside the United States, or transcend national boundariesin terms of the means
by whichthey are accomplished, the personsthey appear intended to coerceor intimidate, or thelocale
in which their perpetrators operate or seek asylum.

(d) *Sabotage’ means activities that involve a violation of chapter 105 of Title 18, or that would
involve such aviolation if committed against the United States.

(e) ‘Foreign intelligence information’ means—

(1) information that relatesto, and if concerning aUnited States person is necessary to, the ability
of the United States to protect against—

(A) actual or potential attack or other grave hostile acts of aforeign power or an agent of aforeign
power;

[Sec. 110(a)(3)] (B) sabotage, international terrorism, or theinternational proliferation of weapons
of mass destruction by a foreign power or an agent of aforeign power; or

(C) clandestineintelligence activities by an intelligence service or network of aforeign power or
by an agent of aforeign power; or

(2) informationwith respect to aforeign power or foreignterritory that relatesto, and if concerning
aUnited States person is necessary to—

(A) the national defense or the security of the United States; or

(B) the conduct of the foreign affairs of the United States.

(f) “Electronic surveillance’ means—

(1) theacquisition by an electronic, mechanical, or other surveillance device of the contents of any
wire or radio communication sent by or intended to be received by a particular, known United States




CRS-107

person who isin the United States, if the contents are acquired by intentionally targeting that United
States person, under circumstances in which a person has a reasonable expectation of privacy and a
warrant would be required for law enforcement purposes,

(2) theacquisition by an el ectronic, mechanical, or other surveillance device of the contents of any
wire communication to or fromaperson in the United States, without the consent of any party thereto,
if such acquisition occurs in the United States, does not include the acquisition of those
communications of computer trespassers that would be permissible under section 2511(2)(i) of title
18, United States Code;

(3) the intentional acquisition by an electronic, mechanical, or other surveillance device of the
contents of any radio communication, under circumstances in which a person has a reasonable
expectation of privacy and awarrant would be required for law enforcement purposes, and if both the
sender and all intended recipients are located within the United States; or

(4) theinstallation or use of an electronic, mechanical, or other surveillance devicein the United
States for monitoring to acquire information, other than from awire or radio communication, under
circumstances in which a person has a reasonable expectation of privacy and a warrant would be
required for law enforcement purposes.

(9) ‘Attorney General’ means the Attorney General of the United States (or Acting Attorney
General) or the Deputy Attorney General, or, upon the designation of the Attorney General, the
Assistant Attorney General for National Security under section 507A of title 28, United States Code.

(h) *Minimization procedures’, with respect to electronic surveillance, means—

(1) specific procedures, which shall be adopted by the Attorney General, that are reasonably
designed in light of the purpose and technique of the particular surveillance, to minimize the
acquisition and retention, and prohibit the dissemination, of nonpublicly available information
concerning unconsenting United States persons consistent with the need of the United Statesto obtain,
produce, and disseminate foreign intelligence information;

(2) proceduresthat requirethat nonpublicly availableinformation, whichisnot foreignintelligence
information, as defined in subsection (e)(1) of thissection, shall not be disseminated in amanner that
identifies any United States person, without such person's consent, unless such person's identity is
necessary to understand foreign intelligence information or assess its importance;

(3) notwithstanding paragraphs (1) and (2), procedures that alow for the retention and
dissemination of information that is evidence of a crime which has been, is being, or is about to be
committed and that is to be retained or disseminated for law enforcement purposes; and

(4) notwithstanding paragraphs (1), (2), and (3), with respect to any electronic surveillance
approved pursuant to section 1802(a) of this title, procedures that require that no contents of any
communi cation to which aUnited States person isaparty shall be disclosed, disseminated, or used for
any purpose or retained for longer than 72 hours unless a court order under section 1805 of thistitle
isobtained or unlessthe Attorney General determines that the information indicates athreat of death
or serious bodily harm to any person.

(i) ‘United States person’ means a citizen of the United States, an alien lawfully admitted for
permanent residence (as defined in section 1101(a)(20) of Title 8), an unincorporated association a
substantial number of members of which are citizens of the United States or aliens lawfully admitted
for permanent residence, or a corporation which is incorporated in the United States, but does not
include a corporation or an association which isaforeign power, as defined in subsection (a)(1), (2),
or (3) of this section.

()) ‘United States’, when used in a geographic sense, means al areas under the territorial
sovereignty of the United States and the Trust Territory of the Pacific 1slands.

(K) ‘Aggrieved person’ means a person who isthetarget of an electronic surveillance or any other
person whose communications or activities were subject to electronic surveillance.

() “Wire communication’ means any communication whileit is being carried by awire, cable, or
other like connection furnished or operated by any person engaged as a common carrier in providing
or operating such facilities for the transmission of interstate or foreign communications.

(m) *Person’ meansany individual, including any officer or employee of the Federal Government,
or any group, entity, association, corporation, or foreign power.

(n)  Contents’, when used with respect to a communication, includes any information concerning
the identity of the parties to such communication or the existence, substance, purport, or meaning of
that communication.

(o) ‘State’ means any State of the United States, the District of Columbia, the Commonwealth of
Puerto Rico, the Trust Territory of the Pacific Ilands, and any territory or possession of the United
States.

[Sec. 110(a)(4)] (p) ‘Weapon of mass destruction” means.—
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(1) any explosive, incendiary, or poison gasdevicethat isdesigned, intended, or hasthe capability
to cause a mass casualty incident;

(2) any weapon that is designed, intended, or has the capability to cause death or serious bodily
injury to a significant number of persons through the release, dissemination, or impact of toxic or
poisonous chemicals or their precursors;

(3) any weapon involving a biological agent, toxin, or vector (as such terms are defined in section
178 of title 18, United States Code) that is designed, intended, or has the capability to cause death,
illness, or serious bodily injury to a significant number of persons; or

(4) any weapon that i sdesigned, intended, or hasthe capability to release radiation or radioactivity
causing death, illness, or serious bodily injury to a significant number of persons.

[Sec. 401] 50 U.S.C. 1801 note [P.L. 110-261, 8401] Sever ability.

If any provision of thisAct [P.L. 110-261], any amendment made by this Act, or the application
thereof to any person or circumstancesisheld invalid, the validity of the remainder of the Act, of any
such amendments, and of the application of such provisions to other persons and circumstances shall
not be affected thereby.

50 U.S.C. 1802. Electronic surveillance authorization without court
order; certification by Attorney General; reports to Congressional
committees; transmittal under seal; duties and compensation of
communication common carrier; applications; jurisdiction of court.

(a)(1) Notwithstanding any other law, the President, through the Attorney General, may authorize
electronic surveillance without a court order under this subchapter to acquire foreign intelligence
information for periods of up to oneyear if the Attorney General certifiesin writing under oath that--

(A) the electronic surveillance is solely directed at--

(i) theacquisition of the contents of communi cationstransmitted by meansof communi cationsused
exclusively between or among foreign powers, as defined in section 1801(a)(1), (2), or (3) of thistitle;
or

(ii) the acquisition of technical intelligence, other than the spoken communications of individuals,
from property or premises under the open and exclusive control of a foreign power, as defined in
section 1801(a)(1), (2), or (3) of thistitle;

(B) there is no substantial likelihood that the surveillance will acquire the contents of any
communication to which a United States person is a party; and

(C) the proposed minimization procedures with respect to such surveillance meet the definition of
minimization procedures under section 1801(h) of thistitle; and
if the Attorney General reports such minimization procedures and any changes thereto to the House
Permanent Select Committee on I ntelligence and the Senate Select Committee on Intelligence at | east
thirty days prior to their effective date, unless the Attorney General determines immediate action is
required and notifiesthe committeesimmediately of such minimization proceduresand the reason for
their becoming effective immediately.

(2) An electronic surveillance authorized by this subsection may be conducted only in accordance
with the Attorney Genera's certification and the minimization procedures adopted by him. The
Attorney General shall assess compliance with such procedures and shall report such assessmentsto
the House Permanent Select Committee on Intelligence and the Senate Select Committee on
Intelligence under the provisions of section 1808(a) of thistitle.

(3) The Attorney General shall immediately transmit under seal to the court established under
section 1803(a) of thistitle a copy of his certification. Such certification shall be maintained under
security measures established by the Chief Justice with the concurrence of the Attorney General, in
consultation with the Director of National Intelligence, and shall remain sealed unless-

(A) an application for a court order with respect to the surveillance is made under sections
1801(h)(4) and 1804 of thistitle; or

(B) thecertificationisnecessary to determinethelegality of the surveillance under section 1806(f)
of thistitle.

(4) Withrespect to el ectronic surveillance authorized by this subsection, the Attorney General may
direct a specified communication common carrier to--

(A) furnishall information, facilities, or technical assi stance necessary to accomplishtheelectronic
surveillance in such amanner aswill protect its secrecy and produce a minimum of interference with
the services that such carrier is providing its customers; and
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(B) maintain under security procedures approved by the Attorney General and the Director of
National Intelligence any records concerning the surveillance or the aid furnished which such carrier
wishesto retain.

The Government shall compensate, at the prevailing rate, such carrier for furnishing such aid.

(b) Applications for a court order under this subchapter are authorized if the President has, by
written authorization, empowered the Attorney General to approve applications to the court having
jurisdiction under section 1803 of this title, and a judge to whom an application is made may,
notwithstanding any other law, grant an order, in conformity with section 1805 of thistitle, approving
electronic surveillance of aforeign power or an agent of aforeign power for the purpose of obtaining
foreign intelligence information, except that the court shall not have jurisdiction to grant any order
approving electronic surveillance directed solely as described in paragraph (1)(A) of subsection (a)
of this section unless such surveillance may involve the acquisition of communications of any United
States person.

50 U.S.C. 1803. Designation of judges.

(a)(2) Court to hear applicationsand grant orders; record of denial; transmittal to court of review

[Sec. 109(a)] TheChief Justice of the United Statesshall publicly designate 11 district court judges
from at least seven of the United States judicial circuits of whom no fewer than 3 shall reside within
20 miles of the District of Columbiawho shall constitute a court which shall have jurisdiction to hear
applicationsfor and grant orders approving el ectronic surveillance anywhere within the United States
under the procedures set forth in this chapter, except that no judge designated under this subsection
(except when sitting en banc under paragraph (2) shall hear the same application for electronic
surveillance under this chapter which has been denied previously by another judge designated under
this subsection. If any judge so designated denies an application for an order authorizing electronic
surveillance under thischapter, such judgeshall provideimmediately for therecord awritten statement
of each reason for his decision and, on motion of the United States, the record shall be transmitted,
under seal, to the court of review established in subsection (b) of this section.

[Sec. 109(b)(1)] (2)(A) The court established under this subsection may, on its own initiative, or
upon the request of the Government in any proceeding or a party under section 501(f)[50 U.S.C.
1861(f)] or paragraph (4) or (5) of section 702(h)[50 U.S.C. 1881a(h)], hold a hearing or rehearing,
en banc, when ordered by a majority of the judges that congtitute such court upon a determination
that—

(i) en banc consideration is necessary to secure or maintain uniformity of the court's decisions; or

(ii) the proceeding involves a question of exceptional importance.

(B) Any authority granted by this Act to ajudge of the court established under this subsection may
be exercised by the court en banc. When exercising such authority, the court en banc shall comply with
any reguirements of this Act on the exercise of such authority.

(C) For purposes of this paragraph, the court en banc shall consist of all judges who constitute the
court established under this subsection..

(b) Court of review; record, transmittal to Supreme Court

The Chief Justice shall publicly designate three judges, one of whom shall be publicly designated
asthe presiding judge, from the United States district courts or courts of appeals who together shall
comprise acourt of review which shall have jurisdiction to review the denial of any application made
under this chapter. If such court determines that the application was properly denied, the court shall
immediately provide for the record awritten statement of each reason for its decision and, on petition
of the United States for awrit of certiorari, the record shall be transmitted under seal to the Supreme
Court, which shall have jurisdiction to review such decision.

(c) Expeditious conduct of proceedings; security measures for maintenance of records

Proceedings under this chapter shall be conducted as expeditiously as possible. The record of
proceedings under this chapter, including applications made and orders granted, shall be maintained
under security measures established by the Chief Justicein consultation with the Attorney General and
the Director of National Intelligence.

(d) Tenure

Each judge designated under this section shall so serve for a maximum of seven years and shall
not be eligible for redesignation, except that the judges first designated under subsection (a) of this
section shall be designated for terms of from one to seven years so that one term expires each year,
and that judges first designated under subsection (b) of this section shall be designated for terms of
three, five, and seven years.
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[Sec. 403(a)(1)(B)(ii)(1)](e)(1) Three judges designated under subsection (a) of this section who
reside within 20 miles of the District of Columbia, or, if all of such judges are unavailable, other
judges of the court established under subsection (@) of this section as may be designated by the
presiding judge of such court, shall comprise a petition review pool which shall have jurisdiction to
review petitions filed pursuant to section 1861(f)(1) or 702(h)(4)[50 U.S.C. 1881a(h)(4)]of thistitle.

[Sec. 403(a)(1)(B)(ii)(11)](2) Not later than 60 days after March 9, 2006, the court established
under subsection (a) of this section shall adopt and, consistent with the protection of national security,
publish procedures for the review of petitions filed pursuant to section 1861(f)(1) or 702(h)(4)[50
U.S.C. 1881a(h)(4)]of thistitle by the panel established under paragraph (1). Such procedures shall
provide that review of a petition shall be conducted in camera and shall also provide for the
designation of an acting presiding judge.

[Sec. 404(b)(3)] Challenge of directives, protection from liability; use of information —
Notwithstanding any other provision of this Act or of the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1801 et seq.)— (A) section 103(e) of such Act, as amended by section
403(a)(1)(B)(ii), shall continueto apply with respect to any directiveissued pursuant to section 702(h)
of such Act, as added by section 101(a);

[Sec. 109(c)(2)] (f)(1) A judge of the court established under subsection (a), the court established
under subsection (b) or a judge of that court, or the Supreme Court of the United States or ajustice
of that court, may, in accordance with the rules of their respective courts, enter a stay of an order or
an order modifying an order of the court established under subsection (a) or the court established
under subsection (b) entered under any title of this Act, while the court established under subsection
(a) conducts arehearing, while an appeal is pending to the court established under subsection (b), or
while a petition of certiorari is pending in the Supreme Court of the United States, or during the
pendency of any review by that court.

(2) The authority described in paragraph (1) shall apply to an order entered under any provision
of this Act.

() 5 (1) The courts established pursuant to subsections (a) and (b) of this section may establish
such rules and procedures, and take such actions, as are reasonably necessary to administer their
responsibilities under this chapter.

(2) Therulesand procedures established under paragraph (1), and any modifications of such rules
and procedures, shall be recorded, and shall be transmitted to the following:

(A) All of the judges on the court established pursuant to subsection (a) of this section.

(B) All of the judges on the court of review established pursuant to subsection (b) of this
section.

(c) The Chief Justice of the United States.

(D) The Committee on the Judiciary of the Senate.

(E) The Select Committee on Intelligence of the Senate.

(F) The Committee on the Judiciary of the House of Representatives.

(G) The Permanent Select Committee on Intelligence of the House of Representatives.

(3) Thetransmissions required by paragraph (2) shall be submitted in unclassified form, but may
include a classified annex.

[Sec. 109(d)] (i) Nothing in this Act shall be construed to reduce or contravene the inherent
authority of the court established under subsection (a) to determine or enforce compliance with an
order or arule of such court or with a procedure approved by such court.

[Sec. 404(a)(5)] Jurisdiction of foreign intelligence surveillance court.— Notwithstanding any other
provision of thisAct or of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.),
section 103(e) of the Foreign Intelligence Surveillance Act (50 U.S.C. 1803(€)), as amended by
section 5(a) of the Protect America Act of 2007 (Public Law 110-55; 121 Stat. 556), shall continue
to apply with respect to a directive issued pursuant to section 105B of the Foreign Intelligence
Surveillance Act of 1978, as added by section 2 of the Protect America Act of 2007, until thelater of—
(A) the expiration of all orders, authorizations, or directives referred to in paragraph (1); or (B) the
date on which final judgment is entered for any petition or other litigation relating to such order,
authorization, or directive.

[Sec. 404(a)(8)] Effective date— Paragraphs (1) through (7) shall take effect as if enacted on

August 5, 2007.

50 U.S.C. 1804. Applications for court orders.

(a) Submission by Federal officer; approval of Attorney General; contents
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Each applicationfor anorder approving electronic surveillanceunder thissubchapter shall be made
by a Federal officer in writing upon oath or affirmation to ajudge having jurisdiction under section
1803 of thistitle. Each application shall require the approval of the Attorney General based upon his
finding that it satisfiesthe criteriaand requirements of such application as set forth in this subchapter.
It shall include--

(1) the identity of the Federal offlcer makmg the appllcanon

(—3} (_) the |dent|ty, if known, or adeﬂ:rl ption of the specmc target of the electronic surveil Iance

4) (3) astatement of the facts and circumstances relied upon by the applicant to justify his belief
that--

(A) thetarget of the electronic surveillanceisaforeign power or an agent of aforeign power; and

(B) each of thefacilities or places at which the el ectronic surveillanceisdirected isbeing used, or
is about to be used, by aforeign power or an agent of aforeign power;

£5) (4) astatement of the proposed minimization procedures;

[Sec. 104(a)(1)(C)]¢6) (5) a etaited description of the nature of the information sought and the
type of communications or activities to be subjected to the surveillance;

[Sec. 104(a)(1)(D)]1tAH (6)) a certification or certifications by the Assistant to the President for
National Security Affairs, 6f an executive branch official or officialsdesignated by the President from
among those executive officers employed in the area of national security or defense and appointed by
the President with the advice and consent of the Senate, or the Deputy Director of the Federal Bureau
of Investigation, if designated by the President as a certifying official—

(A) that the certifying official deemstheinformation sought to beforeignintelligenceinformation;

(B) that a significant purpose of the surveillance isto obtain foreign intelligence information;

(C) that such information cannot reasonably be obtained by normal investigative techniques;

(D) that designates the type of foreign intelligence information being sought according to the
categories described in section 1801(e) of thistitle; and

(E) including a statement of the basis for the certification that--

(i) the information sought is the type of foreign intelligence information designated; and

(if) such information cannot reasonably be obtained by normal investigative techniques,

[Sec. 104(a)(1)(E)]€8) (7) a summary statement of the means by which the surveillance will be
effected and a statement whether physical entry is required to effect the surveillance;

{9 (8) a statement of the facts concerning al previous applications that have been made to any
judge under this subchapter involving any of the persons, facilities, or places specified in the
application, and the action taken on each previous application; and

{463 (9) a statement of the period of time for which the electronic surveillance is required to be
maintained, and if the nature of the intelligence gathering is such that the approval of the use of
electronic surveillance under this subchapter should not automatically terminate when the described
type of information hasfirst been obtained, adescription of facts supporting the belief that additional
information of the same type will be obta| ned thereafter. -—anel

(_)(e) Addltl onal affl daV| tsor certlfl cations

The Attorney General may require any other affidavit or certification from any other officer in
connection with the application.
(c)tehy Additional information
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Thejudge may require the applicant to furnish such other information asmay be necessary to make
the determinations required by section 1805 of thistitle.
(d)fe) Requirements regarding certain application

[Sec. 104(a)(1)(H](1)(A) Upon written request of the Director of the Federal Bureau of
Investigation, the Secretary of Defense, the Secretary of State, the Director of National Intelligence,
or the Director of the Central Intelligence Agency, the Attorney General shall personally review under
subsection (a) an application under that subsection for atarget described in section 1801(b)(2) of this
title.

(B) Except when disabled or otherwise unavailable to make arequest referred to in subparagraph
(A), an officia referred to in that subparagraph may not delegate the authority to make a request
referred to in that subparagraph.

(C) Each official referred to in subparagraph (A) with authority to make a request under that
subparagraph shall take appropriate actions in advance to ensure that delegation of such authority is
clearly established in the event such official isdisabled or otherwise unavailableto make such request.

(2)(A) If as aresult of a request under paragraph (1) the Attorney General determines not to
approve an application under the second sentence of subsection (a) for purposes of making the
application under this section, the Attorney General shall provide written notice of the determination
to the official making the request for the review of the application under that paragraph. Except when
disabled or otherwise unavail able to make a determination under the preceding sentence, the Attorney
General may not delegate the responsibility to make a determination under that sentence.  The
Attorney General shall take appropriate actions in advance to ensure that delegation of such
responsibility is clearly established in the event the Attorney General is disabled or otherwise
unavailable to make such determination.

(B) Noticewith respect to an application under subparagraph (A) shall set forth the modifications,
if any, of the application that are necessary in order for the Attorney Genera to approve the
application under the second sentence of subsection (a) for purposes of making the application under
this section.

(C) Upon review of any modifications of an application set forth under subparagraph (B), the
official notified of the modifications under this paragraph shall modify the applicationif such official
determines that such modification is warranted. Such official shall supervise the making of any
modification under this subparagraph. Except when disabled or otherwise unavailable to supervise
the making of any modification under the preceding sentence, such official may not delegate the
responsibility to supervise the making of any modification under that preceding sentence. Each such
official shall take appropriate actions in advance to ensure that delegation of such responsibility is
clearly established in the event such officia is disabled or otherwise unavailable to supervise the
making of such modification.

50 U.S.C. 1805. Issuance of order.

(8) Necessary findings
Upon an application made pursuant to section 1804 of thistitle, the judge shall enter an ex parte
order as requested or as modified approw ng the electron|c survei IIance |f he finds that--

(_) Q—) the appl [ catl on has been made by a Federal offl cer and approved by the Attorney General;
(2) £3) on the basis of the facts submitted by the applicant thereis probable causeto believe that—
(A) thetarget of the electronic surveillanceisaforeign power or an agent of aforeign power:
Provided, That no United States person may be considered aforeign power or an agent of aforeign
power solely upon the basis of activities protected by the first amendment to the Constitution of
the United States; and
(B) each of the facilities or places at which the electronic surveillance is directed is being
used, or is about to be used, by aforeign power or an agent of aforeign power;
(3) t4) the proposed minimization procedures meet the definition of minimization procedures
under section 1801(h) of thistitle; and
(4) {5} the application which has been filed contains all statements and certifications required by
section 1804 of thistitle and, if the target is a United States person, the certification or certifications
are not clearly erroneous on the basis of the statement made under section 1804(a)(7)(E) of thistitle
and any other information furnished under section 1804(d) of thistitle.
[Sec. 105(a)(2)] (b) Determination of probable cause
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In determining whether or not probable cause exists for purposes of an order under subsection
{3y (a)(2)of this section, ajudge may consider past activities of the target, as well as facts and
circumstances relating to current or future activities of the target.

(c) Specifications and directions of orders

(1) Specifications

An order approving an electronic surveillance under this section shall specify—

(A) theidentity, if known, or adescription of the specific target of the electronic surveillance
identified or described in the application pursuant to section 1804(a)(3) of thistitle;

(B) the nature and location of each of the facilities or places at which the electronic
surveillance will be directed, if known;

(C) the type of information sought to be acquired and the type of communications or
activities to be subjected to the surveillance;

(D) the means by which the electronic surveillance will be effected and whether physical
entry will be used to effect the surveillance; and

(2) Directions
An order approving an electronic surveillance under this section shall direct—

(A) that the minimization procedures be followed;

(B) that, upon the request of the applicant, a specified communication or other common
carrier, landlord, custodian, or other specified person, or in circumstances where the Court finds,
based upon specific facts provided in the application, that the actions of the target of the
application may have the effect of thwarting the identification of a specified person, such other
persons, furnishthe applicant forthwith all information, facilities, or technical assistance necessary
to accomplish the electronic surveillance in such amanner aswill protect its secrecy and produce
aminimum of interference with the servicesthat such carrier, landlord, custodian, or other person
is providing that target of electronic surveillance;

(C) that such carrier, landlord, custodian, or other person maintain under security procedures
approved by the Attorney General and the Director of National I ntelligenceany recordsconcerning
the surveillance or the aid furnished that such person wishesto retain; and

(D) that the applicant compensate, at the prevailing rate, such carrier, landlord, custodian,
or other person for furnishing such aid.

(3) Special directions for certain orders

Anorder approving an electronic surveillance under this sectionin circumstanceswherethe nature
and location of each of the facilities or places at which the surveillance will be directed is unknown
shall direct the applicant to provide notice to the court within ten days after the date on which
surveillance begins to be directed at any new facility or place, unless the court finds good cause to
justify alonger period of up to 60 days, of—

(A\) the nature and location of each new facility or place at which the electronic surveillance
isdirected;

(B) the facts and circumstances relied upon by the applicant to justify the applicant's belief
that each new facility or place at which the electronic surveillanceisdirected isor was being used,
or is about to be used, by the target of the surveillance;

(C) astatement of any proposed minimization procedures that differ from those contained
inthe original application or order, that may be necessitated by a change in the facility or place at
which the electronic surveillanceis directed; and

(D) thetotal number of electronic surveillancesthat have been or are being conducted under
the authority of the order.
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(d) {€) Duration of order; extensions; review of circumstances under which information was
acquired, retained or disseminated

(1) An order issued under this section may approve an electronic surveillance for the period
necessary to achieve its purpose, or for ninety days, whichever isless, except that (A) an order under
this section shall approve an electronic surveillance targeted against a foreign power, as defined in
section 1801(a)(1), (2), or (3) of thistitle, for the period specified in the application or for one year,
whichever isless, and (B) an order under this chapter for a surveillance targeted against an agent of
aforeign power who is not a United States person may be for the period specified in the application
or for 120 days, whichever isless.

[Sec. 110(c)(1)] (2) Extensions of an order issued under this subchapter may be granted on the
same basis as an original order upon an application for an extension and new findings made in the
same manner as required for an original order, except that (A) an extension of an order under this
chapter for a surveillance targeted against aforeign power, as defined in section-180H ay5)y-or(6)
paragraph (5), (6), or (7) of section 101(a) of thistitle, or against aforeign power asdefined in section
1801(a)(4) of thistitle that isnot a United States person, may be for a period not to exceed one year
if the judge finds probable cause to believe that no communication of any individual United States
person will be acquired during the period, and (B) an extension of an order under this chapter for a
surveillance targeted against an agent of aforeign power who isnot aUnited States person may befor
aperiod not to exceed 1 year.

(3) At or before the end of the period of time for which electronic surveillance is approved by an
order or an extension, the judge may assess compliance with the minimization procedures by
reviewing the circumstances under whichinformation concerning United States personswasacquired,
retained, or disseminated.

[Sec. 105(a)(6)](e) {f) Emergeney-oreers

ot PFOVISIHON

) 803 6t this titte.
(1) Notwithstanding any other provision of this title, the Attorney Genera may authorize the

emergency employment of electronic surveillanceif the Attorney General--
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(A) reasonably determines that an emergency situation exists with respect to the employment of
electronic surveillance to obtain foreign intelligence information before an order authorizing such
surveillance can with due diligence be obtained;

(B) reasonably determines that the factual basis for the issuance of an order under this title to
approve such electronic surveillance exists;

(C) informs, either personally or through adesignee, ajudge having jurisdiction under section 103
at the time of such authorization that the decision has been made to employ emergency electronic
surveillance; and

(D) makes an application in accordance with thistitle to ajudge having jurisdiction under section
103 as soon as practicable, but not later than 7 days after the Attorney General authorizes such
surveillance.

(2) If the Attorney General authorizesthe emergency employment of electronic surveillance under
paragraph (1), the Attorney General shall require that the minimization procedures reguired by this
title for the issuance of ajudicial order be followed.

(3) Inthe absence of ajudicial order approving such el ectronic surveillance, the surveillance shal
terminate when the information sought is obtained, when the application for the order is denied, or
after the expiration of 7 days from the time of authorization by the Attorney General, whichever is
earliest.

(4) A denial of the application made under this subsection may be reviewed as provided in section
103.

(5) In the event that such application for approval is denied, or in any other case where the
electronic surveillanceisterminated and no order isissued approving the surveillance, no information
obtained or evidence derived from such surveillance shall be received in evidence or otherwise
disclosed in any trial, hearing, or other proceeding in or before any court, grand jury, department,
office, agency, requlatory body, legis ative committee, or other authority of the United States, a State,
or political subdivisionthereof, and noinformation concerning any United Statesperson acquired from
such surveillance shall subsequently be used or disclosed in any other manner by Federal officers or
employeeswithout the consent of such person, except with the approval of the Attorney General if the
information indicates a threat of death or serious bodily harm to any person.

(6) The Attorney General shall assess compliance with the requirements of paragraph (5).

(f) tg) Testing of el ectronic equipment; discovering unauthorized electronic surveillance; training
of intelligence personnel

Notwithstanding any other provision of this subchapter, officers, employees, or agents of the
United States are authorized in the normal course of their official duties to conduct electronic
surveillance not targeted against the communications of any particular person or persons, under
procedures approved by the Attorney General, solely to—

(2) test the capability of electronic equipment, if--

(A) it is not reasonable to obtain the consent of the persons incidentally subjected to the
surveillance;

(B) thetest islimited in extent and duration to that necessary to determine the capability of
the equipment;

(C) the contents of any communication acquired are retained and used only for the purpose
of determining the capability of the equipment, are disclosed only to test personnel, and are
destroyed before or immediately upon completion of the test; and:

(D) Provided, That the test may exceed ninety days only with the prior approval of the
Attorney General;

(2) determine the existence and capability of electronic surveillance equipment being used by
persons not authorized to conduct electronic surveillance, if—

(A) it is not reasonable to obtain the consent of persons incidentally subjected to the
surveillance;

(B) such electronic surveillance is limited in extent and duration to that necessary to
determine the existence and capability of such equipment; and

(C) any information acquired by such surveillanceisused only to enforce chapter 119 of Title
18, or section 605 of Title 47, or to protect information from unauthorized surveillance; or
(3) train intelligence personnel in the use of electronic surveillance equipment, if—

(A) it is not reasonable to—

(i) obtain the consent of the personsincidentally subjected to the surveillance;

(i) train persons in the course of surveillances otherwise authorized by this subchapter; or

(iii) train persons in the use of such equipment without engaging in electronic surveillance;

(B) such electronic surveillanceislimited in extent and duration to that necessary to trainthe
personnel in the use of the equipment; and
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(C) no contents of any communication acquired areretained or disseminated for any purpose,
but are destroyed as soon as reasonably possible.

(q) thy Retention of certifications, applications and orders

Certifications made by the Attorney General pursuant to section 1802(a) of this title and
applications made and orders granted under this subchapter shall be retained for a period of at least
ten years from the date of the certification or application.

(h) {) Release from liability

No causeof actionshall lieinany court against any provider of awire or electronic communication
service, landlord, custodian, or other person (including any officer, employee, agent, or other specified
person thereof) that furnishes any information, facilities, or technical assistance in accordance with
a court order or request for emergency assistance under this chapter for electronic surveillance or
physical search.

[Sec. 105(a)(7)] (i) In any case in which the Government makes an application to ajudge under
this title to conduct electronic surveillance involving communications and the judge grants such
application, upon the request of the applicant, the judge shall also authorize the installation and use
of pen registers and trap and trace devices, and direct the disclosure of the information set forth in
section 402(d)(2)[50 U.S.C. 1842(d)(2)].

50 U.S.C. 1805a. Clarification of electronic surveillance of persons

outside the United States [Expired].

Nothing in the definition of electronic surveillance under section 101(f) shall be construed to
encompass surveillance directed at a person reasonably believed to be located outside of the United
States.

[Sec. 403(a)(1)(A)]. Except as provided in section 404, sections 105A, 105B, and 105C of the
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1805a, 1805b, and 1805c¢) are repeal ed.

[Sec. 404(a)(2) Applicability of Protect America Act of 2007 to continued orders, authorizations,
directives.— Notwithstanding any other provision of this Act, any amendment made by thisAct, or the
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.)—(A) subject to paragraph (3),
section 105A of such Act, as added by section 2 of the Protect America Act of 2007 (Public Law
110-55; 121 Stat. 552), shall continue to apply to any acquisition conducted pursuant to an order,
authorization, or directive referred to in paragraph (1)

[Sec. 404(a)(8)] Effective date— Paragraphs (1) through (7) shall take effect as if enacted on

August 5, 2007.

50 U.S.C. 1805b. Additional procedure for authorizing certain
acquisitions concerning persons located outside the United States
[Expired].

(a) Notwithstanding any other law, the Director of National Intelligence and the Attorney
General, may for periodsof up to oneyear authorizetheacquisition of foreignintelligenceinformation
concerning persons reasonably believed to be outside the United States if the Director of National
Intelligence and the Attorney General determine, based on the information provided to them, that--

(1) there are reasonable procedures in place for determining that the acquisition of foreign
intelligenceinformation under this section concerns persons reasonably believed to belocated outside
the United States, and such procedureswill be subject to review of the Court pursuant to section 105C
of thisAct;

(2) the acquisition does not constitute el ectronic surveillance;

(3) the acquisition involves obtaining the foreign intelligence information from or with the
assistance of a communications service provider, custodian, or other person (including any officer,
employee, agent, or other specified person of such service provider, custodian, or other person) who
has access *553 to communications, either as they are transmitted or while they are stored, or
equipment that is being or may be used to transmit or store such communications,

(4) asignificant purpose of the acquisition isto obtain foreign intelligence information; and

(5) the minimization procedures to be used with respect to such acquisition activity meet the
definition of minimization procedures under section 101(h).

Thisdetermination shall beintheform of awritten certification, under oath, supported as appropriate
by affidavit of appropriate officialsin the national security field occupying positions appointed by the
President, by and with the consent of the Senate, or the Head of any Agency of the Intelligence
Community, unless immediate action by the Government is required and time does not permit the
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preparation of acertification. Insuch acase, the determination of the Director of National Intelligence
and the Attorney General shall be reduced to a certification as soon as possible but in no event more
than 72 hours after the determination is made.

(b) A certification under subsection (a) is not required to identify the specific facilities, places,
premises, or property at which the acquisition of foreign intelligence information will be directed.

(c) The Attorney General shall transmit as soon as practicable under seal to the court established
under section 103(a) a copy of a certification made under subsection (a). Such certification shall be
maintained under security measures established by the Chief Justice of the United States and the
Attorney General, in consultation with the Director of National Intelligence, and shall remain sealed
unless the certification is necessary to determine the legality of the acquisition under section 105B.

(d) An acquisition under this section may be conducted only in accordance with the certification
of the Director of National Intelligence and the Attorney General, or their oral instructionsif time does
not permit the preparation of acertification, and the minimization procedures adopted by the Attorney
General. The Director of National Intelligence and the Attorney General shall assess compliancewith
such proceduresand shall report such assessmentsto the Permanent Select Committee on Intelligence
of the House of Representatives and the Select Committee on I ntelligence of the Senate under section
108(a).

(e) With respect to an authorization of an acquisition under section 105B, the Director of National
Intelligence and Attorney General may direct a person to--

(1) immediately provide the Government with al information, facilities, and assistance necessary
to accomplish the acquisition in such a manner as will protect the secrecy of the acquisition and
produce a minimum of interference with the services that such person is providing to the target; and

(2) maintain under security procedures approved by the Attorney General and the Director of
National Intelligence any records concerning the acquisition or the aid furnished that such person
wishesto maintain.

(f) The Government shall compensate, at the prevailing rate, a person for providing information,
facilities, or assistance pursuant to subsection (€).

(9) In the case of afailure to comply with a directive issued pursuant to subsection (e), the
Attorney General may invoke the aid of the court established under section 103(a) to compel
compliance with the directive. The court shall issue an order reguiring the person to comply with the
directive if it finds that the directive was issued in accordance with subsection (e) and is otherwise
lawful. Failure to obey an order of the court may be punished by the court as contempt of court. Any
process under this section may be served in any judicia district in which the person may be found.

(h)(1)(A) A person receiving a directive issued pursuant to subsection (€) may challenge the
legality of that directive by filing a petition with the pool established under section 103(e)(1).

(B) The presiding judge designated pursuant to section 103(b) shall assign a petition filed under
subparagraph (A) to one of the judges serving in the pool established by section 103(€)(1). Not later
than 48 hours after the assignment of such petition, the assigned judge shall conduct an initial review
of thedirective. If the assigned judge determinesthat the petition isfrivolous, the assigned judge shall
immediately deny the petition and affirm the directive or any part of the directive that is the subject
of the petition. If the assigned judge determines the petition is not frivolous, the assigned judge shall,
within 72 hours, consider the petition in accordance with the procedures established under section
103(e)(2) and provide a written statement for the record of the reasons for any determination under
this subsection.

(2) A judge considering a petition to modify or set aside adirective may grant such petition only
if the judge finds that such directive does not meet the requirements of this section or is otherwise
unlawful. If the judge does not modify or set aside the directive, the judge shall immediately affirm
such directive, and order the recipient to comply with such directive.

(3) Any directive not explicitly modified or set aside under this subsection shall remain in full
effect.

(i) The Government or aperson receiving adirective reviewed pursuant to subsection (h) may file
apetition with the Court of Review established under section 103(b) for review of the decision issued
pursuant to subsection (h) not later than 7 days after the issuance of such decision. Such court of
review shall have jurisdiction to consider such petitions and shall provide for the record a written
statement of the reasonsfor its decision. On petition for awrit of certiorari by the Government or any
personreceiving such directive, therecord shall betransmitted under seal to the Supreme Court, which
shall have jurisdiction to review such decision.

(j) Judicia proceedings under this section shall be concluded as expeditioudly as possible. The
record of proceedings, including petitionsfiled, ordersgranted, and statementsof reasonsfor decision,
shall be maintained under security measures established by the Chief Justice of the United States, in
consultation with the Attorney General and the Director of National Intelligence.
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(k) All petitions under this section shall befiled under seal. In any proceedings under this section,
the court shall, upon request of the Government, review ex parte and in camera any Government
submission, or portions of a submission, which may include classified information.

(1) Notwithstanding any other law, no cause of action shall liein any court against any person for
providing any information, facilities, or assistance in accordance with a directive under this section.

(m) A directive made or an order granted under this section shall be retained for a period of not
less than 10 years from the date on which such directive or such order is made.

[Sec. 403(a)(1)(A)]. Except as provided in section 404, sections 105A, 105B, and 105C of the
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1805a, 1805b, and 1805c) are repealed.

[Sec. 404(a)(1)] Continued effect or orders, authorizations, directives.— Except as provided in
paragraph (7), notwithstanding any other provision of law, any order, authorization, or directiveissued
or made pursuant to section 105B of the Foreign Intelligence Surveillance Act of 1978, as added by
section 2 of the Protect America Act of 2007 (Public Law 110-55; 121 Stat. 552), shall continue in
effect until the expiration of such order, authorization, or directive.

[Sec. 404(a)(2) Applicability of Protect America Act of 2007 to continued orders, authorizations,
directives.— Notwithstanding any other provision of this Act, any amendment made by thisAct, or the
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.)—. . . (B) sections 105b and
105c¢ of the Foreign Intelligence Surveillance Act of 1978, as added by sections 2 and 3, respectively,
of the Protect AmericaAct of 2007, shall continueto apply with respect to an order, authorization, or
directive referred to in paragraph (1) until the later of— (i) the expiration of such order, authorization,
or directive; or (ii) the date on which final judgment is entered for any petition or other litigation
relating to such order, authorization, or directive.

[Sec. 404(a)(4)] Protection from liability.— Subsection (1) of section 105B of the Foreign
Intelligence Surveillance Act of 1978, asadded by section 2 of the Protect AmericaAct of 2007, shall
continue to apply with respect to any directives issued pursuant to such section 105B.

[Sec. 404(a)(7)] Replacement of orders, authorizations, and directives—

(A) In general .— If the Attorney General and the Director of National |ntelligence seek to replace
an authorization issued pursuant to section 105B of the Foreign I ntelligence Surveillance Act of 1978,
as added by section 2 of the Protect AmericaAct of 2007 (Public Law 110-55), with an authorization
under section 702 of the Foreign Intelligence Surveillance Act of 1978 (as added by section 101(a)
of this Act), the Attorney General and the Director of National Intelligence shall, to the extent
practicable, submit to the Foreign Intelligence Surveillance Court (as such term is defined in section
701(b)(2) of such Act (asso added)) acertification prepared in accordance with subsection (g) of such
section 702 and the procedures adopted in accordance with subsections (d) and (€) of such section 702
at least 30 days before the expiration of such authorization.

(B) Continuation of existing orders.— If the Attorney General and the Director of National
I ntelli gence seek to repl ace an authori zati on made pursuant to section 105B of the Foreign I ntelligence
Surveillance Act of 1978, as added by section 2 of the Protect America Act of 2007 (Public Law
110-55; 121 Stat. 522), by filing a certification in _accordance with subparagraph (A), that
authori zation, and any directivesissued thereunder and any order related thereto, shall remainin effect,
notwithstanding the expiration provided for in subsection (a) of such section 105B, until the Foreign
Intelligence Surveillance Court (as such term is defined in section 701(b)(2) of the Foreign
Intelligence Surveillance Act of 1978 (as so added)) issues an order with respect to that certification
under section 702(i)(3) of such Act (as so added) at which time the provisions of that section and of
section 702(i)(4) of such Act (as so added) shall apply.

[Sec. 404(a)(8)] Effective date— Paragraphs (1) through (7) shall take effect as if enacted on
August 5, 2007.

50 U.S.C. 1805c. Submission to court of review of procedures
[Expired].

(a) No later than 120 days after the effective date of this Act, the Attorney General shall submit
to the Court established under section 103(a), the procedures by which the Government determines
that acquisitions conducted pursuant to section 105B do not constitute electronic surveillance. The
procedures submitted pursuant to this section shall be updated and submitted to the Court on an annual
basis.

(b) No later than 180 days after the effective date of this Act, the court established under section
103(a) shall assess the Government's determination under section 105B(a)(1) that those procedures
are reasonably designed to ensure that acquisitions conducted pursuant to section 105B do not
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constitute electronic surveillance. The court's review shall be limited to whether the Government's
determination is clearly erroneous.

(c) If the court concludes that the determination is not clearly erroneous, it shall enter an order
approving the continued use of such procedures. If the court concludesthat the determinationisclearly
erroneous, it shall issue an order directing the Government to submit new procedures within 30 days
or cease any acquisitions under section 105B that are implicated by the court's order.

(d) The Government may appeal any order issued under subsection (c) to the court established
under section 103(b). If such court determines that the order was properly entered, the court shall
immediately providefor the record awritten statement of each reason for itsdecision, and, on petition
of the United States for awrit of certiorari, the record shall be transmitted under seal to the Supreme
Court of the United States, which shall have jurisdiction to review such decision. Any acquisitions
affected by the order issued under subsection (c) of this section may continue during the pendency of
any appeal, the period during which a petition for writ of certiorari may be pending, and any review
by the Supreme Court of the United States.

[Sec. 403(a)(1)(A)]. Except as provided in section 404, sections 105A, 105B, and 105C of the
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1805a, 1805b, and 1805c¢) are repeal ed.

[Sec. 404(a)(2) Applicability of Protect America Act of 2007 to continued orders, authorizations,
directives.— Notwithstanding any other provision of this Act, any amendment made by thisAct, or the
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.)—. . . (B) sections 105b and
105c of the Foreign Intelligence Surveillance Act of 1978, asadded by sections 2 and 3, respectively,
of the Protect America Act of 2007, shall continue to apply with respect to an order, authorization, or
directivereferred to in paragraph (1) until the later of— (i) the expiration of such order, authorization,
or directive; or (ii) the date on which final judgment is entered for any petition or other litigation
relating to such order, authorization, or directive.

[Sec. 404(a)(6)] Reporting requirements —

(A) Continued applicability.— Notwithstanding any other provision of this Act, any amendment
made by this Act, the Protect America Act of 2007 (Public Law 110-55), or the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), section 4 of the Protect AmericaAct of 2007 shall
continue to apply until the date that the certification described in subparagraph (B) is submitted.

(B) Certification.— The certification described in this subparagraph is a certification-- (i) made by
the Attorney General; (ii) submitted aspart of asemi-annual report required by section 4 of the Protect
AmericaAct of 2007; (iii) that statesthat therewill be no further acquisitions carried out under section
105B of the Foreign Intelligence Surveillance Act of 1978, as added by section 2 of the Protect
America Act of 2007, after the date of such certification; and (iv) that states that the information
reguired to beincluded under such section 4 relating to any acquisition conducted under such section
105B has been included in a semi-annual report reguired by such section 4.

[Sec. 404(a)(8)] Effective date— Paragraphs (1) through (7) shall take effect as if enacted on

August 5, 2007.

50 U.S.C. 1806. Use of information.

(a) Compliance with minimization procedures; privileged communications; lawful purposes

Information acquired from an electronic surveillance conducted pursuant to this subchapter
concerning any United States person may be used and disclosed by Federal officers and employees
without the consent of the United States person only in accordance with the minimization procedures
required by this subchapter. No otherwise privileged communication obtained in accordance with, or
in violation of, the provisions of this subchapter shall lose its privileged character. No information
acquired from an electronic surveillance pursuant to this subchapter may be used or disclosed by
Federal officers or employees except for lawful purposes.
(b) Statement for disclosure

No information acquired pursuant to this subchapter shall be disclosed for law enforcement
purposes unless such disclosure is accompanied by a statement that such information, or any
information derived therefrom, may only be used in a criminal proceeding with the advance
authorization of the Attorney General.
(c) Notification by United States

Whenever the Government intends to enter into evidence or otherwise use or disclosein any tria,
hearing, or other proceeding in or before any court, department, officer, agency, regulatory body, or
other authority of the United States, against an aggrieved person, any information obtained or derived
from an electronic surveillance of that aggrieved person pursuant to the authority of this subchapter,
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the Government shall, prior to thetrial, hearing, or other proceeding or at a reasonable time prior to
an effort to so disclose or so use that information or submit it in evidence, notify the aggrieved person
and the court or other authority in which the information is to be disclosed or used that the
Government intends to so disclose or so use such information.
(d) Notification by States or political subdivisions

Whenever any Stateor political subdivision thereof intendsto enter into evidence or otherwiseuse
or disclose in any trial, hearing, or other proceeding in or before any court, department, officer,
agency, regulatory body, or other authority of a State or a political subdivision thereof, against an
aggrieved personany information obtained or derived from an el ectronic surveillance of that aggrieved
person pursuant to the authority of this subchapter, the State or political subdivision thereof shall
notify the aggrieved person, the court or other authority in which theinformation isto be disclosed or
used, and the Attorney General that the State or political subdivision thereof intendsto so disclose or
so use such information.

(e) Motion to suppress

Any person against whom evidence obtained or derived from an electronic surveillance to which
heisan aggrieved person isto be, or has been, introduced or otherwise used or disclosed in any trial,
hearing, or other proceeding in or before any court, department, officer, agency, regulatory body, or
other authority of the United States, a State, or a political subdivision thereof, may move to suppress
the evidence obtained or derived from such electronic surveillance on the grounds that--

(1) the information was unlawfully acquired; or

(2) the surveillance was not made in conformity with an order of authorization or approval.
Such a motion shall be made before the trial, hearing, or other proceeding unless there was no
opportunity to make such a motion or the person was not aware of the grounds of the motion.
(f) In camera and ex parte review by district court

Whenever acourt or other authority is notified pursuant to subsection (c) or (d) of this section, or
whenever a motion is made pursuant to subsection (€) of this section, or whenever any motion or
request ismade by an aggrieved person pursuant to any other statute or rule of the United Statesor any
State before any court or other authority of the United States or any State to discover or obtain
applications or orders or other materials relating to electronic surveillance or to discover, obtain, or
suppress evidence or information obtained or derived from el ectroni ¢ surveillance under this chapter,
the United States district court or, where the motion is made before another authority, the United
States district court in the same district as the authority, shall, notwithstanding any other law, if the
Attorney General files an affidavit under oath that disclosure or an adversary hearing would harm the
national security of the United States, review in camera and ex parte the application, order, and such
other materialsrelating to the surveillance as may be necessary to determine whether the surveillance
of the aggrieved person was lawfully authorized and conducted. In making this determination, the
court may disclose to the aggrieved person, under appropriate security procedures and protective
orders, portions of the application, order, or other materials relating to the surveillance only where
such disclosure is necessary to make an accurate determination of the legality of the surveillance.
(9) Suppression of evidence; denial of motion

If the United States district court pursuant to subsection (f) of this section determines that the
surveillance was not lawfully authorized or conducted, it shall, in accordance with the requirements
of law, suppress the evidence which was unlawfully obtained or derived from electronic surveillance
of the aggrieved person or otherwise grant the motion of the aggrieved person. If the court determines
that the surveillance waslawfully authorized and conducted, it shall deny the motion of the aggrieved
person except to the extent that due process requires discovery or disclosure.
(h) Finality of orders

Orders granting motions or requests under subsection (g) of this section, decisions under this
section that el ectronic surveillance was not lawfully authorized or conducted, and orders of the United
Statesdistrict court requiring review or granting disclosure of applications, orders, or other materials
relating to asurveillance shall befinal ordersand binding upon all courts of the United States and the
several States except a United States court of appeals and the Supreme Court.
(i) Destruction of unintentionally acquired information

[Sec. 106] In circumstances involving the unintentional acquisition by an electronic, mechanical,
or other surveillance device of the contents of any tagt® communication, under circumstances in
which a person has a reasonable expectation of privacy and a warrant would be required for law
enforcement purposes, and if both the sender and all intended recipients arelocated within the United
States, such contents shall be destroyed upon recognition, unlessthe Attorney General determinesthat
the contents indicate a threat of death or serious bodily harm to any person.
(i) Notification of emergency employment of electronic surveillance; contents, postponement,
suspension or elimination
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If an emergency employment of electronic surveillanceisauthorized under section 1805(e) of this
title and a subsequent order approving the surveillance is not obtained, the judge shall cause to be
served on any United States person named in the application and on such other United States persons
subject to electronic surveillance as the judge may determine in his discretion it is in the interest of
justice to serve, notice of --

(2) the fact of the application;

(2) the period of the surveillance; and

(3) the fact that during the period information was or was not obtained.

Onan ex parte showing of good cause to the judge the serving of the notice required by this subsection
may be postponed or suspended for a period not to exceed ninety days. Thereafter, on a further ex
parte showing of good cause, the court shall forego ordering the serving of the notice required under
this subsection.

(k) Consultation with Federal law enforcement officer

(1) Federal officerswho conduct el ectronic surveillanceto acquireforeignintelligenceinformation
under thistitle may consult with Federal law enforcement officers or law enforcement personnel of
aState or political subdivision of aState (including the chief executive officer of that State or political
subdivision who has the authority to appoint or direct the chief law enforcement officer of that State
or political subdivision to coordinate efforts to investigate or protect against—

(A) actual or potential attack or other grave hostile acts of aforeign power or an agent of aforeign
power;

[Sec. 110(b)(2)] (B) sabotage, international terrorism, or theinternational proliferation of weapons
of mass destruction by aforeign power or an agent of aforeign power; or

(C) clandestine intelligence activities by an intelligence service or network of aforeign power or
by an agent of aforeign power.

(2) Coordination authorized under paragraph (1) shall not preclude the certification required by
section 104(a)(7)(B) or the entry of an order under section 105.

[Sec. 404(a)(3)] Use of information.— Information acquired from an acquisition conducted pursuant
to an order, authorization, or directive referred to in paragraph (1)[relating to 50 U.S.C. 1805b] shall
be deemed to beinformation acquired from an electronic surveillance pursuant totitle | of the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) for purposes of section 106 of such Act
(50 U.S.C. 1806), except for purposes of subsection (j) of such section.

[Sec. 404(a)(8)] Effective date.— Paragraphs (1) through (7) shall take effect as if enacted on

August 5, 2007.

50 U.S.C. 1807. Report to Administrative Office of the United States
Courts and to Congress.

In April of each year, the Attorney General shall transmit to the Administrative Office of the
United States Court and to Congressareport setting forth with respect to the preceding calendar year--

(a) thetotal number of applications made for orders and extensions of orders approving electronic
surveillance under this subchapter; and

(b) the total number of such orders and extensions either granted, modified, or denied.

50 U.S.C. 1808. Report of Attorney General to Congressional
committees; limitation on authority or responsibility of information
gather activities of Congressional committees; report of Congressional
committees to Congress.

(a)(1) On asemiannual basisthe Attorney General shall fully inform the House Permanent Select
Committee on Intelligence and the Senate Select Committee on Intelligence, and the Committee on
the Judiciary of the Senate, concerning all electronic surveillance under this subchapter. Nothingin
thissubchapter shall be deemed to limit the authority and responsibility of the appropriate committees
of each House of Congressto obtain such information as they may need to carry out their respective
functions and duties.

(2) Each report under the first sentence of paragraph (1) shall include a description of—
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(A) the total number of applications made for orders and extensions of orders approving
electronic surveillance under thissubchapter wherethe nature and | ocation of each facility or place
at which the electronic surveillance will be directed is unknown;

(B) each criminal caseinwhichinformation acquired under this chapter has been authorized
for use at trial during the period covered by such report; and

[Sec. 105(b)] (C) the total number of emergency employments of electronic surveillance
under section 1805(e) 3865€f) of this title and the total number of subsequent orders approving
or denying such electronic surveillance.

(b) On or before one year after October 25, 1978, and on the same day each year for four years
thereafter, the Permanent Select Committee on Intelligence and the Senate Select Committee on
Intelligence shall report respectively to the House of Representatives and the Senate, concerning the
implementation of this chapter. Said reports shall include but not be limited to an analysis and
recommendations concerning whether this chapter should be (1) amended, (2) repealed, or (3)
permitted to continue in effect without amendment.

50 U.S.C. 1809. Criminal sanctions.

[Sec. 102(b)] (a) Prohibited activities

A personis guilty of an offenseif he intentionally--

(1) engages in electronic surveillance under color of law except as attherizedHby—stattte
authorized by this Act, chapter 119, 121, or 206 of title 18, United States Code, or any express
statutory authorization that is an additional exclusive means for conducting electronic surveillance
under section 112; or

(2) discloses or usesinformation obtained under color of law by electronic surveillance, knowing
or having reason to know that the information was obtained through electronic surveillance not
adthorized-by-stattte authorized by this Act, chapter 119, 121, or 206 of title 18, United States
Code, or any express statutory authorization that is an additional exclusive means for conducting
electronic surveillance under section 112.

(b) Defense

It is a defense to a prosecution under subsection (a) of this section that the defendant was alaw
enforcement or investigative officer engaged in the course of his official duties and the electronic
surveillance was authorized by and conducted pursuant to a search warrant or court order of a court
of competent jurisdiction.

(c) Penalties

An offense described in this section is punishable by a fine of not more than $10,000 or
imprisonment for not more than five years, or both.
(d) Federal jurisdiction

ThereisFederal jurisdiction over an offenseunder thissectionif the person committing the offense
was an officer or employee of the United States at the time the offense was committed.

50 U.S.C. 1810. Civil Liability.

An aggrieved person, other than a foreign power or an agent of aforeign power, as defined in
section 1801(a) or (b)(1)(A) of this title, respectively, who has been subjected to an electronic
surveillance or about whom information obtained by electronic surveillance of such person has been
disclosed or used in violation of section 1809 of this title shall have a cause of action against any
person who committed such violation and shall be entitled to recover--

(a) actual damages, but not less than liquidated damages of $1,000 or $100 per day for each day
of violation, whichever is greater;

(b) punitive damages; and

(c) reasonable attorney's fees and other investigation and litigation costs reasonably incurred.

50 U.S.C. 1811. Authorization during time of war.

Notwithstanding any other law, the President, through the Attorney General, may authorize
electronic surveillance without a court order under this subchapter to acquire foreign intelligence
information for a period not to exceed fifteen calendar days following a declaration of war by the
Congress.
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[Sec.102(a)] 50 U.S.C. 1812. Statement of Exclusive Means by Which
Electronic Surveillance and Interception of Certain Communications
May Be Conducted.

(a) Except as provided in subsection (b), the procedures of chapters 119, 121, and 206 of title 18,
United States Code, and this Act shall be the exclusive means by which electronic surveillance and
the interception of domestic wire, oral, or el ectronic communications may be conducted.

(b) Only an express statutory authorization for electronic surveillance or the interception of
domestic wire, oral, or el ectronic communications, other than asan amendment to thisAct or chapters
119, 121, or 206 of title 18, United States Code, shall constitute an additional exclusive meansfor the
purpose of subsection (a)

1821. Definitions

Asused in this subchapter:

[Sec. 110(c)(2)] (1) The terms "foreign power”, "agent of a foreign power", "'international
terrorism", "sabotage”, "foreignintelligenceinformation™, " Attorney General”, " United Statesperson”,
"United States", "person”, “weapon of mass destruction”, and " State" shall have the same meanings
asin section 1801 of thistitle, except as specifically provided by this subchapter.

(2) "Aggrieved person” means a person whose premises, property, information, or material isthe
target of physical search or any other person whose premises, property, information, or material was
subject to physical search.

(3) "Foreign Intelligence Surveillance Court" means the court established by section 1803(a) of
thistitle.

(4) "Minimization procedures’ with respect to physical search, means--

(A) specific procedures, which shall be adopted by the Attorney General, that are reasonably
designed in light of the purposes and technique of the particular physical search, to minimize the
acquisition and retention, and prohibit the dissemination, of nonpublicly available information
concerning unconsenting United States persons consi stent with the need of the United Statesto obtain,
produce, and disseminate foreign intelligence information;

(B) proceduresthat requirethat nonpublicly availableinformation, whichisnot foreignintelligence
information, as defined in section 1801(e)(1) of thistitle, shall not be disseminated in a manner that
identifies any United States person, without such person's consent, unless such person's identity is
necessary to understand such foreign intelligence information or assess its importance;

(C) notwithstanding subparagraphs (A) and (B), procedures that alow for the retention and
dissemination of information that is evidence of a crime which has been, is being, or is about to be
committed and that is to be retained or disseminated for law enforcement purposes; and

(D) notwithstanding subparagraphs(A), (B), and (C), with respect to any physi cal search approved
pursuant to section 1822(a) of this title, procedures that require that no information, material, or
property of aUnited States person shall bedisclosed, disseminated, or used for any purpose or retained
for longer than 72 hours unless a court order under section 1824 of thistitle is obtained or unlessthe
Attorney General determines that the information indicates a threat of death or serious bodily harm
to any person.

(5) "Physical search" means any physical intrusion within the United States into premises or
property (including examination of the interior of property by technical means) that is intended to
result in aseizure, reproduction, inspection, or ateration of information, material, or property, under
circumstances in which a person has a reasonable expectation of privacy and a warrant would be
required for law enforcement purposes, but does not include (A) "electronic surveillance”, as defined
in section 1801(f) of thistitle, or (B) the acquisition by the United States Government of foreign
intelligence information from international or foreign communications, or foreign intelligence
activities conducted in accordance with otherwise applicable Federa law involving a foreign
€l ectronic communications system, utilizing a means other than electronic surveillance as defined in
section 1801(f) of thistitle.

50 U.S.C. 1822. Authorization of physical searches for foreign
intelligence purposes.
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(a) Presidential authorization

(1) Notwithstanding any other provision of law, the President, acting through the Attorney General,
may authorize physical searches without a court order under this subchapter to acquire foreign
intelligence information for periods of up to one year if--

(A) the Attorney General certifiesin writing under oath that--

(i) the physical search is solely directed at premises, information, material, or property used
exclusively by, or under the open and exclusive control of, aforeign power or powers (as defined in
section 1801(a)(1), (2), or (3) of thistitle);

(ii) thereisno substantial likelihood that the physical searchwill involvethe premises, information,
material, or property of a United States person; and

(iii) the proposed minimization procedureswith respect to such physical search meet the definition
of minimization procedures under paragraphs (1) through (4) of section 1821(4) of thistitle; and

(B) the Attorney General reports such minimization procedures and any changes thereto to the
Permanent Select Committee on Intelligence of the House of Representatives and the Select
CommitteeonIntelligenceof the Senateat | east 30 daysbeforetheir effective date, unlessthe Attorney
Genera determinesthat immediate actionisrequired and notifiesthe committeesimmediately of such
minimization procedures and the reason for their becoming effective immediately.

(2) A physical search authorized by this subsection may be conducted only in accordance with the
certification and minimization procedures adopted by the Attorney General. The Attorney General
shall assess compliance with such procedures and shall report such assessments to the Permanent
Select Committee on Intelligence of the House of Representatives and the Select Committee on
Intelligence of the Senate under the provisions of section 1826 of thistitle.

(3) The Attorney General shall immediately transmit under seal to the Foreign Intelligence
Surveillance Court a copy of the certification. Such certification shall be maintained under security
measures established by the Chief Justice of the United States with the concurrence of the Attorney
General, in consultation with the Director of Central Intelligence, and shall remain sealed unless--

(A) an application for a court order with respect to the physical search is made under section
1821(4) of thistitle and section 1823 of thistitle; or

(B) the certification is necessary to determine the legality of the physical search under section
1825(g) of thistitle.

(4)(A) With respect to physical searches authorized by this subsection, the Attorney General may
direct a specified landlord, custodian, or other specified person to--

(i) furnish al information, facilities, or assistance necessary to accomplish the physical searchin
such amanner aswill protect its secrecy and produce aminimum of interference with the servicesthat
such landlord, custodian, or other person is providing the target of the physical search; and

(if) maintain under security procedures approved by the Attorney General and the Director of
Central Intelligence any records concerning the search or the aid furnished that such person wishesto
retain.

(B) The Government shall compensate, at the prevailing rate, such landlord, custodian, or other
person for furnishing such aid.

(b) Application for order; authorization

Applicationsfor acourt order under this subchapter are authorized if the President has, by written
authorization, empowered the Attorney General to approve applications to the Foreign Intelligence
Surveillance Court. Notwithstanding any other provision of law, a judge of the court to whom
application is made may grant an order in accordance with section 1824 of this title approving a
physical search in the United States of the premises, property, information, or material of aforeign
power or an agent of aforeign power for the purpose of collecting foreign intelligence information.
(c) Jurisdiction of Foreign Intelligence Surveillance Court

[Sec. 109(b)(2)(B)] The Foreign Intelligence Surveillance Court shall have jurisdiction to hear
applications for and grant orders approving a physical search for the purpose of obtaining foreign
intelligence information anywhere within the United States under the procedures set forth in this
subchapter, except that no judge (except when sitting en banc) shall hear the same application which
has been denied previoudly by another judge designated under section 1803(a) of thistitle. If any
judge so designated denies an application for an order authorizing a physical search under this
subchapter, such judge shall provideimmediately for the record awritten statement of each reason for
such decision and, on motion of the United States, the record shall be transmitted, under seal, to the
court of review established under section 1803(b) of thistitle.

(d) Court of review; record; transmittal to Supreme Court

The court of review established under section 1803(b) of thistitle shall havejurisdictionto review
thedenial of any application made under thissubchapter. If such court determinesthat the application
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was properly denied, the court shall immediately provide for the record a written statement of each
reason for its decision and, on petition of the United States for awrit of certiorari, the record shall be
transmitted under seal to the Supreme Court, which shall have jurisdiction to review such decision.
(e) Expeditious conduct of proceedings, security measures for maintenance of records

Judicia proceedings under this subchapter shall be concluded as expeditiously as possible. The
record of proceedingsunder this subchapter, including applications made and ordersgranted, shall be
maintained under security measures established by the Chief Justice of the United States in
consultation with the Attorney General and the Director of Central Intelligence.

50 U.S.C. 1823. Application for an order.

(a) Submission by Federal officer; approval of Attorney General; contents

Each application for an order approving aphysical search under this subchapter shall be made by
aFedera officer inwriting upon oath or affirmation to ajudge of the Foreign Intelligence Surveillance
Court. Each application shall require the approval of the Attorney General based upon the Attorney
General'sfinding that it satisfies the criteria and requirements for such application as set forth in this
subchapter. Each application shall include--

(1) the identity of the Federal offlcer makmg the appllcanon

[Sec. 107(a)(1)(C)] (2) 3y the |dent|ty, |f known or adwcnptlon of the target of the search, and
adetaHed description of the premises or property to be searched and of the information, material, or
property to be seized, reproduced, or atered;

(3) 4y a statement of the facts and circumstances relied upon by the applicant to justify the
applicant's belief that--

(A) thetarget of the physical search isaforeign power or an agent of aforeign power;

(B) the premises or property to be searched contains foreign intelligence information; and

[Sec. 107(a)(1)(D)] (C) the premises or property to be searched is or is about to be owned, used,
possessed by, or isin transit to or from aforeign power or an agent of a foreign power;

(4) {5y a statement of the proposed minimization procedures;

(5) 6y a statement of the nature of the foreign intelligence sought and the manner in which the
physical search isto be conducted,;

[Sec. 107(a)(1)(E)] (6) 7 a certification or certifications by the Assistant to the President for
National Security Affairser an executive branch official or officialsdesignated by the President from
among those executive branch officers employed in the area of national security or defense and
appointed by the President, by and with the advice and consent of the Senate, or the Deputy Director
of the Federal Bureau of Investigation, if designated by the President as a certifying official —

(A) that the certifying official deemstheinformation sought to beforeignintelligenceinformation,;

(B) that a significant purpose of the search is to obtain foreign intelligence information;

(c) that such information cannot reasonably be obtained by normal investigative techniques,

(D) that designates the type of foreign intelligence information being sought according to the
categories described in section 1801(e) of thistitle; and

(E) includes a statement explaining the basis for the certifications required by subparagraphs (C)
and (D);

(7) 8y where the physical search involves a search of the residence of a United States person, the
Attorney General shall state what investigative techniques have previously been utilized to obtain the
foreign intelligence information concerned and the degree to which these techniques resulted in
acquiring such information; and

(8) {9y astatement of the facts concerning all previous applications that have been made to any
judge under this subchapter involving any of the persons, premises, or property specified in the
application, and the action taken on each previous application.

(b) Additional affidavits or certifications

The Attorney General may require any other affidavit or certification from any other officer in
connection with the application.
(c) Additional information

Thejudge may requirethe applicant to furnish such other information as may be necessary to make
the determinations required by section 1824 of thistitle.
(d) Regquirements regarding certain applications

[Sec. 107(a)(2)] (1)(A) Upon written request of the Director of the Federal Bureau of
I nvestigation, the Secretary of Defense, the Secretary of State, or the Director of National Intelligence,
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or the Director of the Central Intelligence Agency, the Attorney General shall personally review under
subsection (@) an application under that subsection for atarget described in section 1801(b)(2) of this
title.

(B) Except when disabled or otherwise unavailable to make arequest referred to in subparagraph
(A), an official referred to in that subparagraph may not delegate the authority to make a request
referred to in that subparagraph.

(C) Each official referred to in subparagraph (A) with authority to make a request under that
subparagraph shall take appropriate actionsin advance to ensure that delegation of such authority is
clearly established inthe event such official isdisabled or otherwise unavailableto make such request.

(2)(A) If as aresult of a request under paragraph (1) the Attorney General determines not to
approve an application under the second sentence of subsection (a) for purposes of making the
application under this section, the Attorney General shall provide written notice of the determination
to the official making the request for the review of the application under that paragraph. Except when
disabled or otherwi se unavail abl e to make a determinati on under the preceding sentence, the Attorney
General may not delegate the responsibility to make a determination under that sentence. The
Attorney General shall take appropriate actions in advance to ensure that delegation of such
responsibility is clearly established in the event the Attorney Generd is disabled or otherwise
unavailable to make such determination.

(B) Noticewith respect to an application under subparagraph (A) shall set forth the modifications,
if any, of the application that are necessary in order for the Attorney General to approve the
application under the second sentence of subsection (@) for purposes of making the application under
this section.

(C) Upon review of any modifications of an application set forth under subparagraph (B), the
official notified of the modifications under this paragraph shall modify the applicationif such official
determines that such modification is warranted. Such official shall supervise the making of any
modification under this subparagraph. Except when disabled or otherwise unavailable to supervise
the making of any modification under the preceding sentence, such official may not delegate the
responsibility to supervise the making of any modification under that preceding sentence. Each such
official shall take appropriate actions in advance to ensure that delegation of such responsibility is
clearly established in the event such official is disabled or otherwise unavailable to supervise the
making of such modification.

50 U.S.C. 1824. Issuance of an order.

(a) Necessary findings
Upon an application made pursuant to section 1823 of thistitle, the judge shall enter an ex parte
order as requested or as modified approvr ng the physr cal search |f the judgeflnds that--

(€] @-} the appllcatlon has been made by a Federal offlcer and approved by the Attorney General;

(2) €3} onthe basis of the facts submitted by the applicant thereis probable cause to believe that--

(A) thetarget of the physical searchisaforeign power or an agent of aforeign power, except that
no United States person may be considered an agent of a foreign power solely upon the basis of
activities protected by the first amendment to the Constitution of the United States; and

[Sec. 107(b)(1)(C)] (B) the premises or property to be searched is or is about to be owned, used,
possessed by, or isin transit to or from an agent of aforeign power or aforeign power;

(3) 4 the proposed minimi zation procedures meet the definition of minimization containedinthis
subchapter; and

[Sec. 107(c)(1)] (4) 5 the application which has been filed contains all statements and
certifications required by section 1823 of this title, and, if the target is a United States person, the
certification or certificationsare not clearly erroneous on the basi sof the statement made under section
1823(a)(6)(e) I823tayA{E) of thistitle and any other information furnished under section 1823(c)
of thistitle.
(b) Probable cause

In determining whether or not probable cause exists for purposes of an order under subsection
(8)(3), ajudge may consider past activities of the target, as well as facts and circumstances relating
to current or future activities of the target.
(c) Specifications and directions of orders

An order approving a physical search under this section shall--
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(1) specify--

(A) theidentity, if known, or a description of the target of the physical search;

(B) the nature and location of each of the premises or property to be searched;

(C) the type of information, material, or property to be seized, altered, or reproduced;

(D) astatement of the manner in which the physical searchisto be conducted and, whenever more
than one physical search is authorized under the order, the authorized scope of each search and what
minimization procedures shall apply to the information acquired by each search; and

(E) the period of time during which physical searches are approved; and

(2) direct--

(A) that the minimization procedures be followed;

(B) that, upon the request of the applicant, a specified landlord, custodian, or other specified
person furnishthe applicant forthwith all information, facilities, or assi stance necessary to accomplish
the physical searchin such amanner aswill protect its secrecy and produce aminimum of interference
with the services that such landlord, custodian, or other person is providing the target of the physical
search;

(C) that suchlandlord, custodian, or other person maintain under security procedures approved by
the Attorney General and the Director of Central Intelligence any records concerning the search or the
aid furnished that such person wishesto retain;

(D) that the applicant compensate, at the prevailing rate, such landlord, custodian, or other person
for furnishing such aid; and

(E) that the Federal officer conducting the physical search promptly report to the court the
circumstances and results of the physical search.

(d) Duration of order; extensions, review of circumstances under which information was acquired,
retained, or disseminated

(1) An order issued under this section may approve a physical search for the period necessary to
achieveits purpose, or for 90 days, whichever isless, except that (A) an order under this section shall
approve aphysical search targeted against aforeign power, asdefined in paragraph (1), (2), or (3) of
section 1801(a) of thistitle, for the period specified in the application or for one year, whichever is
less, and (B) an order under this Act for a surveillance targeted against an agent of aforeign power,
who is not a United States person may be for the period specified in the application or for 120 days,
whichever isless.

[Sec. 110(c)(3)] (2) Extensions of an order issued under this subchapter may be granted on the
same basis as the original order upon an application for an extension and new findings made in the
same manner asrequired for theoriginal order, except that an extension of an order under this chapter
for a physical search targeted against a foreign power, as defined in section-180i(ay(5or{6)
paragraph (5), (6), or (7) of section 101(a)[50 U.S.C. 1801(a)] of thistitle, or against aforeign power,
asdefined in section 1801(a)(4) of thistitle, that isnot aUnited States person, or an agent of asforeign
power, who isnot aUnited States person, may be for aperiod not to exceed one year if thejudge finds
probable cause to believe that no property of any individual United States person will be acquired
during the period.

(3) At or before the end of the period of time for which a physical search is approved by an order
or an extension, or at any time after aphysical searchis carried out, the judge may assess compliance
withthe minimization proceduresby reviewing the circumstancesunder which information concerning
United States persons was acquired, retained, or disseminated.

(€)

[Sec. 107(b)(2))] (1) Notwithstanding any other provision of thistitle, the Attorney General may
authorize the emergency employment of a physical search if the attorney general—

(A) reasonably determines that an emergency situation exists with respect to the employment of
aphysical search to obtain foreign intelligence information before an order authorizing such physical
search can with due diligence be obtained;

(B) reasonably determinesthat the factual basisfor issuance of an order under thistitleto approve
such physical search exists;

(C) informs, either personaly or through a designee, a judge of the Foreign Intelligence
Surveillance Court at the time of such authorization that the decision has been made to employ an
emergency physical search; and

(D) makes an application in accordance with this title to a judge of the Foreign Intelligence
Surveillance Court as soon as practicable, but not more than 7 days after the Attorney General
authorizes such physical search.

(2) If the Attorney General authorizes the emergency employment of a physical search under
paragraph (1), the Attorney General shall require that the minimization procedures required by this
title for the issuance of ajudicia order be followed.
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(3) In the absence of ajudicial order approving such physical search, the physical search shall
terminate when the information sought is obtained, when the application for the order is denied, or
after the expiration of 7 days from the time of authorization by the Attorney General, whichever is
earliest.

(4) A denial of the application made under this subsection may be reviewed as provided in section
103 [50 U.S.C. 1803].

(5) Inthe event that such application for approval isdenied, or in any other case wherethephysical
search isterminated and no order isissued approving the physical search, no information obtained or
evidencederived from such physical search shall bereceivedin evidence or otherwisedisclosedin any
trial, hearing, or other proceeding in or before any court, grand jury, department, office, agency,
regulatory body, legislative committee, or other authority of the United States, a State, or political
subdivision thereof, and no information concerning any United States person acquired from such
physical search shall subsequently be used or disclosed in any other manner by Federal officers or
empl oyeeswithout the consent of such person, except with the approval of the Attorney General if the
information indicates athreat of death or serious bodily harm to any person.

(6) The Attorney General shall assess compliance with the requirements of paragraph (5).

(f) Retention of applications and orders
Applications made and orders granted under this subchapter shall be retained for a period of at
least 10 years from the date of the application.

50 U.S.C. 1825. Use of information.
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(a) Compliance with minimization procedures; lawful purposes

Information acquired from aphysi cal search conducted pursuant to thissubchapter concerning any
United Statesperson may be used and disclosed by Federal officersand employeeswithout the consent
of the United States person only in accordance with the minimization procedures required by this
subchapter. No information acquired from aphysical search pursuant to this subchapter may be used
or disclosed by Federal officers or employees except for lawful purposes.
(b) Notice of search and identification of property seized, altered, or reproduced

Where a physical search authorized and conducted pursuant to section 1824 of thistitle involves
the residence of a United States person, and, at any time after the search the Attorney General
determinesthereisno national security interest in continuing to maintain the secrecy of the search, the
Attorney shall provide notice to the United States person whose residence was searched of the fact of
the search conducted pursuant to this chapter and shall identify any property of such person seized,
altered, or reproduced during such search.
(c) Satement for disclosure

No information acquired pursuant to this subchapter shall be disclosed for law enforcement
purposes unless such disclosure is accompanied by a statement that such information, or any
information derived therefrom, may only be used in a criminal proceeding with the advance
authorization of the Attorney General.
(d) Notification by United States

Whenever the United Statesintendsto enter into evidence or otherwise use or discloseinany trial,
hearing, or other proceeding in or before any court, department, officer, agency, regulatory body, or
other authority of the United States, against an aggrieved person, any information obtained or derived
from aphysical search pursuant to the authority of this subchapter, the United States shall, prior to the
trial, hearing, or the other proceeding or at areasonabletime prior to an effort to so disclose or so use
that information or submit it in evidence, notify the aggrieved person and the court or other authority
inwhich the information isto be disclosed or used that the United States intends to so disclose or so
use such information.
(e) Notification by States or political subdivisions

Whenever any Stateor political subdivision thereof intendsto enter into evidence or otherwiseuse
or disclose in any trial, hearing, or other proceeding in or before any court, department, officer,
agency, regulatory body, or other authority of a State or a political subdivision thereof against an
aggrieved person any information obtained or derived from aphysical search pursuant to the authority
of thissubchapter, the State or political subdivision thereof shall notify the aggrieved person, the court
or other authority in which the information isto be disclosed or used, and the Attorney General that
the State or political subdivision thereof intends to so disclose or so use such information.
(f) Motion to suppress

(1) Any person against whom evidence obtained or derived from aphysical search to which heis
an aggrieved person is to be, or has been, introduced or otherwise used or disclosed in any trial,
hearing, or other proceeding in or before any court, department, officer, agency, regulatory body, or
other authority of the United States, a State, or apolitical subdivision thereof, may move to suppress
the evidence obtained or derived from such search on the grounds that--

(A) the information was unlawfully acquired; or

(B) the physical search was not made in conformity with an order of authorization or approval.

(2) Such amoation shall be made beforethetrial, hearing, or other proceeding unless there was no
opportunity to make such a motion or the person was not aware of the grounds of the motion.
(9) In camera and ex parte review by district court

Whenever acourt or other authority is notified pursuant to subsection (d) or (€) of this section, or
whenever a motion is made pursuant to subsection (f) of this section, or whenever any motion or
request ismade by an aggrieved person pursuant to any other statute or rule of the United Statesor any
State before any court or other authority of the United States or any State to discover or obtain
applications or orders or other materialsrelating to a physical search authorized by this subchapter or
to discover, obtain, or suppress evidence or information obtained or derived from a physical search
authorized by this subchapter, the United States district court or, where the motion is made before
another authority, the United States district court in the same district as the authority shal,
notwithstanding any other provision of law, if the Attorney General files an affidavit under oath that
disclosure or any adversary hearing would harm the national security of the United States, review in
cameraand ex parte the application, order, and such other materialsrelating to the physical search as
may be necessary to determine whether the physical search of the aggrieved person was lawfully
authorized and conducted. In making this determination, the court may disclose to the aggrieved
person, under appropriate security proceduresand protectiveorders, portionsof theapplication, order,
or other materials relating to the physical search, or may require the Attorney General to provide to
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the aggrieved person a summary of such materials, only where such disclosure is necessary to make
an accurate determination of the legality of the physical search.
(h) Suppression of evidence; denia of motion

If the United States district court pursuant to subsection (g) of this section determines that the
physical searchwasnot lawfully authorized or conducted, it shall, in accordancewith therequirements
of law, suppress the evidence which was unlawfully obtained or derived from the physical search of
the aggrieved person or otherwise grant the motion of the aggrieved person. If the court determines
that the physical search waslawfully authorized or conducted, it shall deny the motion of theaggrieved
person except to the extent that due process requires discovery or disclosure.

(i) Finality of orders

Orders granting motions or requests under subsection (h) of this section, decisions under this
section that a physical search was not lawfully authorized or conducted, and orders of the United
Statesdistrict court requiring review or granting disclosure of applications, orders, or other materials
relating to the physical search shall befinal ordersand binding upon all courts of the United Statesand
the several States except a United States Court of Appeals or the Supreme Court.

(i) Notification of emergency execution of physical search; contents; postponement, suspension or
elimination

(2) If an emergency execution of aphysical search isauthorized under section 1824(d) of thistitle
and asubsequent order approving the search isnot obtained, the judge shall causeto be served on any
United States person named in the application and on such other United States persons subject to the
search as the judge may determinein his discretion it isin the interests of justice to serve, notice of--

(A) the fact of the application;

(B) the period of the search; and

(C) the fact that during the period information was or was not obtained.

(2) On an ex parte showing of good cause to the judge, the serving of the notice required by this
subsection may be postponed or suspended for aperiod not to exceed 90 days. Thereafter, onafurther
ex parte showing of good cause, the court shall forego ordering the serving of the notice required
under this subsection.

(k)(1) Federal officers who conduct electronic surveillance to acquire foreign intelligence
information under this title may consult with Federal law enforcement officers or law enforcement
personnel of a State or political subdivision of a State (including the chief executive officer of that
State or political subdivision who has the authority to appoint or direct the chief law enforcement
officer of that State or political subdivision to coordinate efforts to investigate or protect against—

(A) actual or potential attack or other grave hostile acts of aforeign power or an agent of aforeign
power;

[Sec. 110(b)(2)] (B) sabotage, international terrorism, or theinternational proliferation of weapons
of mass destruction by aforeign power or an agent of aforeign power; or

(C) clandestine intelligence activities by an intelligence service or network of aforeign power or
by an agent of aforeign power.

[Sec. 107(c)(2)] (2) Coordination authorized under paragraph (1) shall not preclude the
certification required by section 303(a)(6) [50 U.S.C. 1803(a)(6)] 3083{a}{# or theentry of an order
under section 304 [50 U.S.C. 1804].

50 U.S.C. 1826. Congressional oversight.

On a semiannual basis the Attorney General shall fully inform the Permanent Select Committee
on Intelligence of the House of Representatives and the Select Committee on Intelligence of the
Senate, and the Committee on the Judiciary of the Senate, concerning all physical searches conducted
pursuant to this subchapter. On a semiannual basis the Attorney General shall also provide to those
committees and the Committee on the Judiciary of the House of Representativesareport setting forth
with respect to the preceding six-month period--

(1) the total number of applications made for orders approving physical searches under this
subchapter;

(2) the total number of such orders either granted, modified, or denied;

(3) thenumber of physical searcheswhichinvolved searchesof the residences, offices, or personal
property of United States persons, and the number of occasions, if any, where the Attorney General
provided notice pursuant to section 1825(b) of thistitle; and

(4) the total number of emergency physical searches authorized by the Attorney General under
section 1824(e) of this title and the total number of subsequent orders approving or denying such
physical searches.
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50 U.S.C. 1827. Penalties.

(a) Prohibited activities

A personis guilty of an offenseif he intentionally--

(1) under color of law for the purpose of obtaining foreign intelligence information, executes a
physical search within the United States except as authorized by statute; or

(2) discloses or usesinformation obtained under color of law by physical search within the United
States, knowing or having reason to know that the information was obtained through physical search
not authorized by statute, for the purpose of obtaining intelligence information.
(b) Defense

It is adefense to a prosecution under subsection (a) of this section that the defendant was a law
enforcement or investigative officer engaged inthe course of hisofficial dutiesand the physical search
was authorized by and conducted pursuant to a search warrant or court order of a court of competent
jurisdiction.
(c) Fine or imprisonment

An offense described in this section is punishable by a fine of not more than $10,000 or
imprisonment for not more than five years, or both.
(d) Federal jurisdiction

ThereisFederal jurisdiction over an offenseunder thissectionif the person committing the offense
was an officer or employee of the United States at the time the offense was committed.

50 U.S.C. 1828. Civil Liability.

An aggrieved person, other than a foreign power or an agent of a foreign power, as defined in
section 1801(a) or (b)(1)(A), respectively, of this title, whose premises, property, information, or
material has been subjected to aphysical search within the United States or about whom information
obtained by such aphysical search has been disclosed or used in violation of section 1827 of thistitle
shall have a cause of action against any person who committed such violation and shall be entitled to
recover--

(1) actual damages, but not less than liquidated damages of $1,000 or $100 per day for each day
of violation, whichever is greater;

(2) punitive damages; and

(3) reasonable attorney's fees and other investigative and litigation costs reasonably incurred.

50 U.S.C. 1829. Authorization during time of war.

Notwithstanding any other provision of law, the President, through the Attorney General, may
authorize physical searcheswithout acourt order under this subchapter to acquireforeignintelligence
information for a period not to exceed 15 calendar days following a declaration of war by the
Congress.

50 U.S.C. 1841. Definitions.

As used in this subchapter:

(1) The terms "foreign power", "agent of a foreign power", "international terrorism", "foreign
intelligenceinformation”, " Attorney General", "United States person”, "United States, "person", and
"State" shall have the same meanings as in section 1801 of thistitle.

(2) The terms 'pen register' and 'trap and trace device' have the meanings given such terms in
section 3127 of Title 18.

(3) The term 'aggrieved person’ means any person--

(A) whose telephone line was subject to the installation or use of a pen register or trap and trace
device authorized by this subchapter of this chapter; or

(B) whose communi cation instrument or device was subject to the use of apen register or trap and
trace device authorized by this subchapter to capture incoming electronic or other communications
impul ses.

50 U.S.C. 1842. Pen registers and trap and trace devices for foreign
intelligence and international terrorism investigations.
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(a) Application for authorization or approval

(1) Notwithstanding any other provision of law, the Attorney General or adesignated attorney for
the Government may make an application for an order or an extension of an order authorizing or
approving the installation and use of a pen register or trap and trace device for any investigation to
obtain foreign intelligence information not concerning a United States person or to protect against
international terrorism or clandestine intelligence activities, provided that such investigation of a
United States person is not conducted solely upon the basis of activities protected by the first
amendment to the Constitution whichisbeing conducted by the Federal Bureau of I nvestigation under
such guidelines as the Attorney General approves pursuant to Executive Order No. 12333, or a
successor order.

(2) The authority under paragraph (1) is in addition to the authority under subchapter | of this
chapter to conduct the electronic surveillance referred to in that paragraph.

(b) Form of application; recipient

Each application under this section shall be in writing under oath or affirmation to--

(1) ajudge of the court established by section 1803(a) of thistitle; or

(2) aUnited States Magistrate Judge under chapter 43 of Title 28, who is publicly designated by
the Chief Justice of the United States to have the power to hear applications for and grant orders
approving theinstallation and use of apenregister or trap and trace device on behalf of ajudge of that
court.

(c) Executive approval; contents of application

Each application under this section shall require the approval of the Attorney General, or a
designated attorney for the Government, and shall include--

(1) the identity of the Federal officer seeking to use the pen register or trap and trace device
covered by the application; and

(2) acertification by the applicant that theinformation likely to be obtained isforeign intelligence
information not concerning aUnited States person or isrelevant to an ongoing investigation to protect
against international terrorism or clandestine intelligence activities, provided that such investigation
of a United States person is not conducted solely upon the basis of activities protected by the first
amendment to the Constitution.

(3) Repealed. Publ. 107-56, Title I1, § 214(a)(3), Oct. 26, 2001, 115 Stat. 286

(d) Ex parte judicial order of approval

(1) Upon an application made pursuant to this section, the judge shall enter an ex parte order as
requested, or as modified, approving the installation and use of apen register or trap and trace device
if the judge finds that the application satisfies the requirements of this section.

(2) An order issued under this section--

(A) shall specify--

(i) the identity, if known, of the person who is the subject of the investigation;

(ii) theidentity, if known, of the personto whomisleased or in whose nameislisted the telephone
line or other facility to which the pen register or trap and trace deviceisto be attached or applied; and

(iii) the attributes of the communications to which the order applies, such as the number or other
identifier, and, if known, the location of the telephone line or other facility to which the pen register
or trap and trace device is to be attached or applied and, in the case of atrap and trace device, the
geographic limits of the trap and trace order;

(B) shall direct that—

(i) upon request of the applicant, the provider of a wire or electronic communication service,
landlord, custodian, or other person shall furnish any information, facilities, or technical assistance
necessary to accomplish the installation and operation of the pen register or trap and trace devicein
such a manner as will protect its secrecy and produce a minimum amount of interference with the
services that such provider, landlord, custodian, or other person is providing the person concerned;

(ii) such provider, landlord, custodian, or other person--

(I shall not disclosethe existence of theinvestigation or of the penregister or trap and trace device
to any person unless or until ordered by the court; and

(I1) shall maintain, under security procedures approved by the Attorney General and the Director
of National Intelligence pursuant to section 1805(b)(2)(C) of thistitle, any records concerning the pen
register or trap and trace device or the aid furnished; and

(iii) the applicant shall compensate such provider, landlord, custodian, or other person for
reasonable expensesincurred by such provider, landlord, custodian, or other personin providing such
information, facilities, or technical assistance; and
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(C) shal direct that, upon the request of the applicant, the provider of a wire or electronic
communication service shall disclose to the Federa officer using the pen register or trap and trace
device covered by the order--

(i) inthe case of the customer or subscriber using the service covered by the order (for the period
specified by the order)--

(1) the name of the customer or subscriber;

(1) the address of the customer or subscriber;

(111) the telephone or instrument number, or other subscriber number or identifier, of the customer
or subscriber, including any temporarily assigned network address or associated routing or
transmission information;

(V) the length of the provision of service by such provider to the customer or subscriber and the
types of services utilized by the customer or subscriber;

(V) inthe case of aprovider of local or long distance telephone service, any local or long distance
telephone records of the customer or subscriber;

(VI) if applicable, any records reflecting period of usage (or sessions) by the customer or
subscriber; and

(V1) any mechanismsand sources of payment for such service, including the number of any credit
card or bank account utilized for payment for such service; and

(ii) if available, with respect to any customer or subscriber of incoming or outgoing
communications to or from the service covered by the order--

(1) the name of such customer or subscriber;

(1) the address of such customer or subscriber;

(111) thetelephone or instrument number, or other subscriber number or identifier, of such customer
or subscriber, including any temporarily assigned network address or associated routing or
transmission information; and

(1V) thelength of the provision of service by such provider to such customer or subscriber and the
types of services utilized by such customer or subscriber.

(e) Time limitation

(1) Except as provided in paragraph (2), an order issued under this section shall authorize the
installation and use of a pen register or trap and trace device for a period not to exceed 90 days.
Extensions of such an order may be granted, but only upon an application for an order under this
sectionand uponthejudicial finding required by subsection (d) of thissection. The period of extension
shall be for a period not to exceed 90 days.

(2) In the case of an application under subsection (c) of this section where the applicant has
certified that the information likely to be obtained is foreign intelligence information not concerning
aUnited States person, an order, or an extension of an order, under this section may be for a period
not to exceed one year.

(f) Cause of action barred

No causeof action shall lieinany court against any provider of awire or electronic communication
service, landlord, custodian, or other person (including any officer, employee, agent, or other specified
person thereof) that furnishes any information, facilities, or technical assistance under subsection (d)
of this section in accordance with the terms of an order issued under this section.

(9) Furnishing of results

Unless otherwise ordered by the judge, the results of a pen register or trap and trace device shal
be furnished at reasonabl e intervals during regular business hours for the duration of the order to the
authorized Government official or officials.

50 U.S.C. 1843. Authorization during emergencies.

(a) Notwithstanding any other provision of this subchapter, when the Attorney General makes a
determination described in subsection (b), the Attorney General may authorizetheinstallation and use
of a pen register or trap and trace device on an emergency basis to gather foreign intelligence
information not concerning a United States person or information to protect against international
terrorism or clandestine intelligence activities, provided that such investigation of a United States
person is hot conducted solely upon the basis of activities protected by the first amendment to the
Congtitution if —

(1) ajudge referred to in section 1842(b) of this title isinformed by the Attorney General or his
designee at the time of such authorization that the decision has been made to install and use the pen
register or trap and trace device, as the case may be, on an emergency basis; and
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[Sec. 108(1)] (2) an application in accordance with section 1842(a)(1) of thistitleis madeto such
judge as soon as practicable, but not morethan 7 days48-hotits, after the Attorney General authorizes
the installation and use of the pen register or trap and trace device, as the case may be, under this
section.

(b) A determination under this subsection is a reasonabl e determination by the Attorney General
that--

(1) an emergency requires the installation and use of a pen register or trap and trace device to
obtainforeignintelligenceinformation not concerning aUnited Statesperson or information to protect
against international terrorism or clandestine intelligence activities, provided that such investigation
of a United States person is not conducted solely upon the basis of activities protected by the first
amendment to the Constitution before an order authorizing theinstallation and use of the pen register
or trap and trace device, as the case may be, can with due diligence be obtained under section 1842
of thistitle; and

(2) thefactua basisfor issuance of an order under such section 1842(c) of thistitleto approve the
installation and use of the pen register or trap and trace device, as the case may be, exists.

(©)(2) Inthe absence of an order applied for under subsection (a)(2) approving theinstallation and
use of a pen register or trap and trace device authorized under this section, the installation and use of
the pen register or trap and trace device, as the case may be, shall terminate at the earlier of--

(A) when the information sought is obtained;

(B) when the application for the order is denied under section 1842 of thistitle; or

[Sec. 108(2)] (C) 7 days 48-hetis after the time of the authorization by the Attorney General.

(2) Inthe event that an application for an order applied for under subsection (a)(2) is denied, or
in any other case where the installation and use of a pen register or trap and trace device under this
section is terminated and no order under section 1842(b)(2) of this title is issued approving the
installation and use of the pen register or trap and trace device, as the case may be, no information
obtained or evidence derived from the use of the pen register or trap and trace device, asthe case may
be, shall be received in evidence or otherwise disclosed in any trial, hearing, or other proceeding in
or before any court, grand jury, department, office, agency, regulatory body, legislative committee,
or other authority of the United States, a State, or political subdivision thereof, and no information
concerning any United States person acquired from the use of the pen register or trap and tracedevice,
as the case may be, shall subsequently be used or disclosed in any other manner by Federal officers
or employees without the consent of such person, except with the approval of the Attorney General
if the information indicates a threat of death or serious bodily harm to any person.

50 U.S.C. 1844. Authorization during time of war.

Notwithstanding any other provision of law, the President, through the Attorney General, may
authorize the use of apen register or trap and trace device without acourt order under this subchapter
[50 U.S.C.A. s1841 et seq.] to acquire foreign intelligence information for a period not to exceed 15
calendar days following a declaration of war by Congress.

50 U.S.C. 1845. Use of information.

(a)(1) Information acquired from the use of a pen register or trap and trace device installed
pursuant to this subchapter concerning any United Statesperson may be used and disclosed by Federal
officers and employees without the consent of the United States person only in accordance with the
provisions of this section.

(2) No information acquired from a pen register or trap and trace device installed and used
pursuant to this subchapter may be used or disclosed by Federal officers or employees except for
lawful purposes.

(b) No information acquired pursuant to this subchapter shall be disclosed for law enforcement
purposes unless such disclosure is accompanied by a statement that such information, or any
information derived therefrom, may only be used in a criminal proceeding with the advance
authorization of the Attorney General.

(c) Whenever the United States intends to enter into evidence or otherwise use or disclose in any
trial, hearing, or other proceedingin or before any court, department, officer, agency, regulatory body,
or other authority of the United Statesagainst an aggrieved person any information obtained or derived
fromthe use of apenregister or trap and trace device pursuant to this subchapter, effort to so disclose
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or so use that information or submit it in evidence, notify the aggrieved person and the court or other
authority in which the information is to be disclosed or used that the United States intends to so
disclose or so use such information.

(d) Whenever any State or political subdivision thereof intendsto enter into evidence or otherwise
use or disclose in any trial, hearing, or other proceeding in or before any court, department, officer,
agency, regulatory body, or other authority of the State or political subdivision thereof against an
aggrieved person any information obtained or derived from the use of a pen register or trap and trace
device pursuant to this subchapter, the State or political subdivision thereof shall notify the aggrieved
person, the court or other authority in which the information is to be disclosed or used, and the
Attorney General that the State or political subdivision thereof intends to so disclose or so use such
information.

(e)(1) Any aggrieved person against whom evidence obtained or derived from the use of a pen
register or trap and trace deviceisto be, or hasbeen, introduced or otherwise used or disclosed in any
trial, hearing, or other proceeding in or before any court, department, officer, agency, regulatory body,
or other authority of the United States, or a State or political subdivision thereof, may move to
suppress the evidence obtained or derived from the use of the pen register or trap and trace device, as
the case may be, on the grounds that--

(A) the information was unlawfully acquired; or

(B) the use of the pen register or trap and trace device, as the case may be, was not made in
conformity with an order of authorization or approval under this subchapter.

(2) A motion under paragraph (1) shall be made before the trial, hearing, or other proceeding
unless there was no opportunity to make such a motion or the aggrieved person concerned was not
aware of the grounds of the motion.

(F)(1) Whenever a court or other authority is notified pursuant to subsection (c) or (d), whenever
a motion is made pursuant to subsection (€), or whenever any motion or request is made by an
aggrieved person pursuant to any other statute or rule of the United States or any State before any
court or other authority of the United States or any State to discover or obtain applications or orders
or other materials relating to the use of a pen register or trap and trace device authorized by this
subchapter or to discover, obtain, or suppress evidence or information obtained or derived from the
use of apen register or trap and trace device authorized by this subchapter, the United States district
court or, where the motion is made before another authority, the United States district court in the
same district as the authority shall, notwithstanding any other provision of law and if the Attorney
Generadl filesan affidavit under oath that disclosure or any adversary hearing would harm the national
security of the United States, review in camera and ex parte the application, order, and such other
materialsrelating to the use of the pen register or trap and trace device, asthe case may be, asmay be
necessary to determine whether the use of the pen register or trap and trace device, as the case may
be, was lawfully authorized and conducted.

(2) In making adetermination under paragraph (1), the court may discloseto the aggrieved person,
under appropriate security proceduresand protective orders, portionsof theapplication, order, or other
materials relating to the use of the pen register or trap and trace device, as the case may be, or may
require the Attorney General to provide to the aggrieved person a summary of such materials, only
where such disclosureis necessary to make an accurate determination of the legality of the use of the
pen register or trap and trace device, as the case may be.

(9)(2) If the United States district court determines pursuant to subsection (f) that the use of apen
register or trap and trace device was not lawfully authorized or conducted, the court may, in
accordance with the requirements of law, suppress the evidence which was unlawfully obtained or
derived fromthe use of the pen register or trap and trace device, asthe case may be, or otherwise grant
the motion of the aggrieved person.

(2) If the court determinesthat the use of the pen register or trap and trace device, asthe case may
be, was lawfully authorized or conducted, it may deny the motion of the aggrieved person except to
the extent that due process requires discovery or disclosure.

(h) Orders granting motions or requests under subsection (g), decisions under this section that the
use of apen register or trap and trace device was not lawfully authorized or conducted, and orders of
the United Statesdistrict court requiring review or granting disclosure of applications, orders, or other
materials relating to the installation and use of a pen register or trap and trace device shall be final
orders and binding upon all courts of the United States and the several States except a United States
Court of Appeals or the Supreme Court.

50 U.S.C. 1846. Congressional oversight.



CRS-136

(a) Onasemiannual basis, the Attorney General shall fully informthe Permanent Sel ect Committee
on Intelligence of the House of Representatives and the Select Committee on Intelligence of the
Senate, and the Committee on the Judiciary of the House of Representatives and the Committee onthe
Judiciary of the Senate, concerning all uses of pen registersand trap and trace devices pursuant to this
subchapter.

(b) On asemiannual basis, the Attorney General shall also provide to the committees referred to
in subsection (@) of this section and to the Committees on the Judiciary of the House of
Representatives and the Senate a report setting forth with respect to the preceding 6-month period--

(2) the total number of applications made for orders approving the use of pen registersor trap and
trace devices under this subchapter;

(2) the total number of such orders either granted, modified, or denied; and

(3) the total number of pen registers and trap and trace devices whose installation and use was
authorized by the Attorney General on an emergency basis under section 1843 of thistitle, and the
total number of subsequent orders approving or denying the installation and use of such pen registers
and trap and trace devices.

50 U.S.C. 1861. Access to Certain Business Records for Foreign
Intelligence and International Terrorism Investigations.

(a)(1) Subject to paragraph (3), the Director of the Federal Bureau of Investigation or a designee of
the Director (whose rank shall be no lower than Assistant Special Agent in Charge) may make an
application for an order requiring the production of any tangible things (including books, records,
papers, documents, and other items) for an investigation to obtain foreignintelligence information not
concerning a United States person or to protect against internationa terrorism or clandestine
intelligence activities, provided that such investigation of a United States person is not conducted
solely upon the basis of activities protected by the first amendment to the Constitution.

(2) Aninvestigation conducted under this section shall

(A) be conducted under guidelines approved by the Attorney General under Executive Order
12333 (or a successor order); and

(B) not be conducted of a United States person solely upon the basis of activities protected by the
first amendment to the Constitution of the United States.

(3) Inthe case of an application for an order requiring the production of library circulation records,
library patron lists, book salesrecords, book customer lists, firearms salesrecords, tax return records,
educational records, or medical records containing information that would identify a person, the
Director of the Federal Bureau of Investigation may delegate the authority to make such application
to either the Deputy Director of the Federal Bureau of Investigation or the Executive Assistant
Director for National Security (or any successor position). The Deputy Director or the Executive
Assistant Director may not further delegate such authority.

(b) Each application under this section

(1) shall be made to--

(A) ajudge of the court established by section 1803(a) of thistitle; or

(B) aUnited States Magistrate Judge under chapter 43 of Title 28, who is publicly designated by
the Chief Justice of the United States to have the power to hear applications and grant orders for the
production of tangible things under this section on behalf of a judge of that court; and

(2) shal include--

(A) a statement of facts showing that there are reasonable grounds to believe that the tangible
things sought are relevant to an authorized investigation (other than athreat assessment) conducted
in accordance with subsection (a)(2) of this section to obtain foreign intelligence information not
concerning a United States person or to protect against international terrorism or clandestine
intelligence activities, such things being presumptively relevant to an authorized investigation if the
applicant shows in the statement of the facts that they pertain to--

(i) aforeign power or an agent of aforeign power;

(ii) the activities of a suspected agent of a foreign power who is the subject of such authorized
investigation; or

(iii) an individual in contact with, or known to, a suspected agent of aforeign power who is the
subject of such authorized investigation; and

(B) an enumeration of the minimization procedures adopted by the Attorney General under
subsection (g) of this section that are applicable to the retention and dissemination by the Federal
Bureau of Investigation of any tangible things to be made available to the Federa Bureau of
Investigation based on the order requested in such application.
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(c)(2) Upon an application made pursuant to this section, if the judge finds that the application
meetsthe requirements of subsections(a) and (b) of thissection, thejudge shall enter an ex parte order
as reguested, or as modified, approving the release of tangible things. Such order shall direct that
minimization procedures adopted pursuant to subsection (g) of this section be followed.

(2) An order under this subsection--

(A) shall describe the tangible things that are ordered to be produced with sufficient particularity
to permit them to be fairly identified;

(B) shall include the date on which the tangible things must be provided, which shall alow a
reasonable period of time within which the tangibl e things can be assembled and made available;

(C) shall provide clear and conspicuous notice of the principles and procedures described in
subsection (d) of this section;

(D) may only require the production of a tangible thing if such thing can be obtained with a
subpoena duces tecum issued by a court of the United States in aid of a grand jury investigation or
with any other order issued by a court of the United States directing the production of records or
tangible things; and

(E) shall not disclose that such order is issued for purposes of an investigation described in
subsection (a) of this section.

(d)(1) No person shall disclose to any other person that the Federal bureau of investigation has
sought or obtained tangible things pursuant to an order under this section, other than to

(A) those persons to whom disclosure is necessary to comply with such order;

(B) an attorney to obtain legal advice or assistance with respect to the production of thingsin
response to the order; or

(C) other persons as permitted by the Director of the Federal Bureau of Investigation or the
designee of the Director.

(2)(A) A person to whom disclosure is made pursuant to paragraph (1) shall be subject to the
nondisclosure requirements applicable to a person to whom an order is directed under this sectionin
the same manner as such person.

(B) Any person who disclosesto aperson described in subparagraph (A), (B), or (C) of paragraph
(2) that the Federal Bureau of Investigation has sought or obtained tangibl e things pursuant to an order
under this section shall notify such person of the nondisclosure requirements of this subsection.

(C) At the request of the Director of the Federal Bureau of Investigation or the designee of the
Director, any person making or intending to make a disclosure under subparagraph (A) or (C) of
paragraph (1) shall identify to the Director or such designee the person to whom such disclosure will
be made or to whom such disclosure was made prior to the request.

(e) A person who, in good faith, produces tangible things under an order pursuant to this section
shall not be liable to any other person for such production. Such production shall not be deemed to
constitute awaiver of any privilege in any other proceeding or context.

(f)(2) Inthis subsection--

(A) the term " production order” means an order to produce any tangible thing under this section;
and

(B) the term "nondisclosure order” means an order imposed under subsection (d) of this section.

(2)(A)(i) A person receiving a production order may challenge the legality of that order by filing
a petition with the pool established by section 1803(e)(1) of thistitle. Not less than 1 year after the
date of the issuance of the production order, the recipient of a production order may challenge the
nondisclosure order imposed in connection with such production order by filing a petition to modify
or set aside such nondisclosure order, consistent with the requirements of subparagraph (c), with the
pool established by section 1803(e)(1) of thistitle.

(ii) The presiding judge shall immediately assign a petition under clause (i) to 1 of the judges
serving in the pool established by section 1803(e)(1) of thistitle. Not later than 72 hours after the
assignment of such petition, the assigned judge shall conduct an initial review of the petition. If the
assigned judge determinesthat the petition isfrivol ous, the assigned judge shall immediately deny the
petition and affirm the production order or nondisclosure order. If the assigned judge determinesthe
petition is not frivolous, the assigned judge shall promptly consider the petition in accordance with
the procedures established under section 1803(€)(2) of thistitle.

(iii) The assigned judge shall promptly provide awritten statement for the record of the reasons
for any determination under this subsection. Upon the request of the Government, any order setting
aside a nondisclosure order shall be stayed pending review pursuant to paragraph (3).

(B) A judge considering a petition to modify or set aside a production order may grant such
petition only if the judge finds that such order does not meet the requirements of this section or is
otherwise unlawful. If the judge does not modify or set aside the production order, the judge shall
immediately affirm such order, and order the recipient to comply therewith.
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(C)(i) A judge considering a petition to modify or set aside a nondisclosure order may grant such
petition only if the judge finds that there is no reason to believe that disclosure may endanger the
national security of the United States, interfere with a criminal, counter terrorism, or
counterintelligence investigation, interfere with diplomatic relations, or endanger the life or physical
safety of any person.

(i) If, uponfiling of such apetition, the Attorney General, Deputy Attorney General, an Assistant
Attorney General, or the Director of the Federal Bureau of I nvestigation certifies that disclosure may
endanger the national security of the United States or interfere with diplomatic relations, such
certification shall betreated asconclusive, unlessthejudgefindsthat the certification wasmadein bad
faith.

(iii) If thejudge denies a petition to modify or set aside anondisclosure order, the recipient of such
order shall be precluded for a period of 1 year from filing another such petition with respect to such
nondisclosure order.

(D) Any production or nondisclosure order not explicitly modified or set aside consistent with this
subsection shall remain in full effect.

(3) A petition for review of adecision under paragraph (2) to affirm, modify, or set aside an order
by the Government or any person receiving such order shall be madeto the court of review established
under section 1803(b) of thistitle, which shall have jurisdiction to consider such petitions. The court
of review shall provide for the record a written statement of the reasons for its decision and, on
petition by the Government or any person receiving such order for writ of certiorari, the record shall
be transmitted under seal to the Supreme Court of the United States, which shall have jurisdiction to
review such decision.

(4) Judicial proceedingsunder thissubsection shall be concluded asexpeditiously aspossible. The
record of proceedings, including petitionsfiled, ordersgranted, and statementsof reasonsfor decision,
shall be maintained under security measures established by the Chief Justice of the United States, in
consultation with the Attorney General and the Director of National Intelligence.

(5) All petitions under this subsection shall be filed under seal. 1n any proceedings under this
subsection, the court shall, upon request of the Government, review ex parte and in camera any
Government submission, or portions thereof, which may include classified information.

(9) Minimization procedures

(1) In general

Not later than 180 days after March 9, 2006, the Attorney General shall adopt specific
minimization procedures governing the retention and dissemination by the Federal Bureau of
Investigation of any tangible things, or information therein, received by the Federal Bureau of
Investigation in response to an order under this subchapter.

(2) Defined

In this section, the term "minimization procedures' means--

(A) specific procedures that are reasonably designed in light of the purpose and technique of an
order for the production of tangible things, to minimize the retention, and prohibit the dissemination,
of nonpublicly available information concerning unconsenting United States persons consistent with
the need of the United States to obtain, produce, and disseminate foreign intelligence information;

(B) proceduresthat requirethat nonpublicly availableinformation, whichisnot foreignintelligence
information, as defined in section 1801(e)(1) of thistitle, shall not be disseminated in a manner that
identifies any United States person, without such person's consent, unless such person's identity is
necessary to understand foreign intelligence information or assess its importance; and

(C) notwithstanding subparagraphs (A) and (B), procedures that allow for the retention and
dissemination of information that is evidence of a crime which has been, is being, or is about to be
committed and that is to be retained or disseminated for law enforcement purposes.

(h) Use of information

Information acquired from tangible things received by the Federal Bureau of Investigation in
response to an order under this subchapter concerning any United States person may be used and
disclosed by Federal officers and employees without the consent of the United States person only in
accordance with the minimization procedures adopted pursuant to subsection (g) of this section. No
otherwise privileged information acquired from tangible things received by the Federal Bureau of
Investigation in accordance with the provisions of this subchapter shall lose its privileged character.
No information acquired from tangible things received by the Federal Bureau of Investigation in
response to an order under this subchapter may be used or disclosed by Federal officers or employees
except for lawful purposes.

50 U.S.C. 1862. Congressional oversight.
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(a) Onaannual basis, the Attorney General shall fully inform the Permanent Select Committee on
Intelligence of the House of Representatives and the Select Committee on Intelligence and the
Committee on the Judiciary of the Senate concerning all requestsfor the production of tangiblethings
under section 1861 of thistitle.

(b) In April of each year, the Attorney General shall submit to the House and Senate Committees
on the Judiciary and the House Permanent Select Committee on Intelligence and the Senate Select
Committee on Intelligence a report setting forth with respect to the preceding calendar year--

(2) the total number of applications made for orders approving requests for the production of
tangible things under section 1861 of thistitle;

(2) the total number of such orders either granted, modified, or denied; and

(3) the number of such orderseither granted, modified, or denied for the production of each of the
following:

(A) Library circulation records, library patron lists, book sales records, or book customer lists.

(B) Firearms sales records.

(C) Tax return records.

(D) Educational records.

(E) Medical records containing information that would identify a person.

(©)(1) In April of each year, the Attorney General shall submit to Congress a report setting forth
with respect to the preceding year—

(A) the total number of applications made for orders approving requests for the production of
tangible things under section 1861 of thistitle; and

(B) the total number of such orders either granted, modified, or denied.

(2) Each report under this subsection shall be submitted in unclassified form.

[Sec. 403(b)(2)(B)] Effective December 31, 2012. . .(B) except asprovided in section 404, section
601(a)(1) of such Act (50 U.S.C. 1871(a)(1)) is amended to read as such section read on the day
before the date of the enactment of this Act .

50 U.S.C. 1871. Semiannual report of the Attorney General

(a) Report

On asemiannual basis, the Attorney General shall submit to the Permanent Select Committee on
Intelligence of the House of Representatives, the Select Committee on I ntelligence of the Senate, and
the Committees on the Judiciary of the House of Representatives and the Senate, in a manner
consistent with the protection of the national security, a report setting forth with respect to the
preceding 6-month period--

[Sec. 101(c)(2)] (1) the aggregate number of personstargeted for ordersissued under this chapter,
including a breakdown of those targeted for--

(A) electronic surveillance under section 1805 of thistitle;

(B) physical searches under section 1824 of thistitle;

(C) pen registers under section 1842 of thistitle; ane

(D) access to records under section 1861 of thistitle;

(E) acquisitions under section 703; and

(F) acquisitions under section 704.

(2) the number of individuals covered by an order issued pursuant to section 1801(b)(1)(c) of this
title;

(3) the number of timesthat the Attorney General has authorized that information obtained under
this chapter may be used in acriminal proceeding or any information derived therefrom may be used
inacrimina proceeding;

(4) asummary of significant legal interpretations of this chapter involving matters before the
Foreign Intelligence Surveillance Court or the Foreign Intelligence Surveillance Court of Review,
including interpretations presented in applications or pleadings filed with the Foreign Intelligence
Surveillance Court or the Foreign Intelligence Surveillance Court of Review by the Department of
Justice; and

[Sec. 103(a)] (5) copiesof dl decisionsthotinectueirgordersy, ordersor opinionsof the Foreign
Intelligence Surveillance Court or Foreign Intelligence Surveillance Court of Review that include
significant construction or interpretation of the provisions of this chapter.

(b) Frequency
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Thefirst report under this section shall be submitted not later than 6 months after December 17,
2004. Subsequent reports under this section shall be submitted semi-annually thereafter.

[Sec. 103(b)] () Submissionsto Congress.— The Attorney General shall submit to the committees
of Congress referred to in subsection (a)—

(1) acopy of any decision, order, or opinion issued by the Foreign I ntelligence Surveillance Court
or the Foreign Intelligence Surveillance Court of Review that includes significant construction or
interpretation of any provision of this Act, and any pleadings, applications, or memoranda of law
associated with such decision, order, or opinion, not later than 45 days after such decision, order, or
opinion isissued; and

(2) acopy of each such decision, order, or opinion, and any pleadings, applications, or memoranda
of law associated with such decision, order, or opinion, that wasissued during the 5-year period ending
on the date of the enactment of the FISA Amendments Act of 2008 and not previously submitted in
areport under subsection (a).

(d) Protection of national security.— The Attorney General, in consultation with the Director of
National Intelligence, may authorize redactions of materials described in subsection (c) that are
provided to the committees of Congressreferred to in subsection (a), if such redactions are necessary
to protect the national security of the United States and are limited to sensitive sources and methods
information or the identities of targets.

[Sec. 104] (e) Definitions.— In this section:

(1) Foreign intelligence surveillance court.— The term 'Foreign Intelligence Surveillance Court'
means the court established under section 103(a).

(2) Foreignintelligence surveillance court of review.—Theterm 'Foreign I ntelligence Surveillance
Court of Review' means the court established under section 103(b).

[Sec. 404(b)(4)] Reporting requirements.—

(A) Continued applicability.— Notwithstanding any other provision of this Act or of the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), section 601(a) of such Act (50 U.S.C.
1871(a)), as amended by section 101(c)(2), and sections 702(1) and 707 of such Act, as added by
section 101(a), shall continue to apply until the date that the certification described in subparagraph
(B) is submitted.

(B) Certification.— The certification described in this subparagraph is a certification—

(i) made by the Attorney General;

(ii) submitted to the Select Committee on Intelligence of the Senate, the Permanent Select
Committee on Intelligence of the House of Representatives, and the Committees on the Judiciary of
the Senate and the House of Representatives;

(iii) that states that there will be no further acquisitions carried out under title VII of the Foreign
Intelligence Surveillance Act of 1978, as amended by section 101(a), after the date of such
certification; and

(iv) that statesthat theinformation required to beincluded in areview, assessment, or report under
section 601 of such Act, asamended by section 101(c), or section 702(1) or 707 of such Act, as added
by section 101(a), relating to any acquisition conducted under title V11 of such Act, as amended by
section 101(a), has been included in areview, assessment, or report under such section 601, 702(1),
or 707.

[Sec. 101(8)(2)]50 U.S.C. 1881. Definitions.

(a) InGeneral.—Theterms" agent of aforeign power”, “ Attorney General”, “ contents’, “ electronic
surveillance”, “foreign intelligence information”, “foreign power”, “person”, “United States’, and
“United States person” have the meanings given such terms in section 101, except as specifically
provided in thistitle.

(b) Additional Definitions.—

(1) Congressional Intelligence Committees.--The term “congressional intelligence committees’
means—

(A) the Select Committee on Intelligence of the Senate; and

(B) the Permanent Select Committee on Intelligence of the House of Representatives.

(2) Foreign Intelligence Surveillance Court; Court.— Theterms* Foreign I ntelligence Surveillance
Court” and “Court” mean the court established under section 103(a).

(3) Foreign Intelligence Surveillance Court of Review; Court of Review.-- The terms “Foreign
Intelligence Surveillance Court of Review” and “ Court of Review” mean the court established under

section 103(b).
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(4) Electronic Communication Service Provider.--The term “ electronic communication service
provider” means—

(A) atelecommunications carrier, asthat termis defined in section 3 of the Communications Act
of 1934 (47 U.S.C. 153);

(B) aprovider of e ectronic communication service, asthat termisdefined in section 2510 of title
18, United States Code;

(C) aprovider of aremote computing service, as that term is defined in section 2711 of title 18,
United States Code;

(D) any other communication service provider who has access to wire or electronic
communi cationseither as such communicationsaretransmitted or as such communications are stored;
or

(E) an officer, employee, or agent of an entity described in subparagraph (A), (B), (c), or (D).

(5) Intelligence Community.— Theterm “intelligence community” has the meaning given the term
in section 3(4) of the National Security Act of 1947 (50 U.S.C. 401a(4)).

[Sec. 403(b)(1)] Except as provided in section 404, effective December 31, 2012, title V11 of the
Foreign Intelligence Surveillance Act of 1978, as amended by section 101(a), [50 U.S.C. 1881 to
1881q] Jis repealed.

[Sec. 404(b)] Transition procedures for FISA Amendments Act of 2008 Provisions.—

(1) Ordersin effect on December 31, 2012. —Notwithstanding any other provision of thisAct, any
amendment made by this Act, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801
et seq.), any order, authorization, or directiveissued or made under title V11 of the Foreign Intelligence
Surveillance Act of 1978, as amended by section 101(a) [50 U.S.C. 1881-1881q], shall continuein
effect until the date of the expiration of such order, authorization, or directive.

(2) Applicability of Title VIl of FISA to continued orders, authorizations, directives.—
Notwithstanding any other provision of this Act, any amendment made by this Act, or the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), with respect to any order,
authorization, or directive referred to in paragraph (1), title V11 of such Act, as amended by section
101(a) [50 U.S.C. 1881-1881q], shall continue to apply until the later of— (A) the expiration of such
order, authorization, or directive; or (B) the date on which final judgment is entered for any petition
or other litigation relating to such order, authorization, or directive.

50 U.S.C. 1881a. Procedures for targeting certain persons outside the United

States other than United States per sons.

(a) Authorization.— Notwithstanding any other provision of law, upon the issuance of an order in
accordancewith subsection (i)(3) or adeterminati on under subsection (c)(2), the Attorney General and
the Director of National Intelligence may authorize jointly, for a period of up to 1 year from the
effective date of the authorization, the targeting of persons reasonably believed to be located outside
the United States to acquire foreign intelligence information.

(b) Limitations.— An acquisition authorized under subsection (a)—

(1) may not intentionally target any person known at the time of acquisition to be located in the
United States;

(2) may not intentionally target a person reasonably believed to be located outside the United
States if the purpose of such acquisition is to target a particular, known person reasonably believed
to be in the United States;

(3) may not intentionally target a United States person reasonably believed to be located outside
the United States,

(4) may not intentionally acquire any communication as to which the sender and all intended
recipients are known at the time of the acquisition to be located in the United States; and

(5) shall be conducted in amanner consistent with the fourth amendment to the Constitution of the
United States.

(c) Conduct of acquisition.—

(1) In General.--An acquisition authorized under subsection (a) shall be conducted only in
accordance with —

(A) thetargeting and minimizati on procedures adopted i n accordance with subsections (d) and (g);
and

(B) upon submission of a certification in accordance with subsection (q), such certification.

(2) Determination.--A determination under this paragraph and for purposes of subsection (a) isa
determination by the Attorney General and the Director of Nationa Intelligence that exigent
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circumstances exist because, without immedi ate i mpl ementati on of an authorization under subsection
(a), intelligence important to the national security of the United States may be lost or not timely
acquired and time does not permit the issuance of an order pursuant to subsection (i)(3) prior to the
implementation of such authorization.

(3) Timing of determination.--The Attorney General and the Director of National | ntelligence may
make the determination under paragraph (2)--

(A) before the submission of a certification in accordance with subsection (q); or

(B) by amending acertification pursuant to subsection (i)(1)(c) at any time during which judicia
review under subsection (i) of such certification is pending.

(4) Construction.--Nothing in title | shall be construed to require an application for a court order
under suchtitlefor an acquisition that istargeted in accordance with this section at aperson reasonably
believed to be located outside the United States.

(d) Targeting Procedures.—

(1) Requirement to adopt.--The Attorney General, in consultation with the Director of National
Intelligence, shall adopt targeting procedures that are reasonably designed to--

(A) ensure that any acquisition authorized under subsection (a) is limited to targeting persons
reasonably believed to be located outside the United States; and

(B) prevent the intentional acquisition of any communication as to which the sender and all
intended recipients are known at the time of the acquisition to be located in the United States.

(2) Judicial review.— The procedures adopted in accordance with paragraph (1) shall be subject
to judicial review pursuant to subsection (i).

(e) Minimization Procedures.—

(1) Requirement to adopt.— The Attorney General, in consultation with the Director of Nationa
Intelligence, shall adopt minimization proceduresthat meet the definition of minimization procedures
under section 101(h) or 301(4), as appropriate, for acquisitions authorized under subsection (a).

(2) Judicial review.—Theminimization procedures adopted i n accordancewith paragraph (1) shall
be subject to judicial review pursuant to subsection (i).

(f) Guidelines for compliance with limitations.—

(1) Requirement to adopt.--The Attorney General, in consultation with the Director of National
Intelligence, shall adopt guidelines to ensure—

(A) compliance with the limitations in subsection (b); and

(B) that an application for a court order isfiled as required by this Act.

(2) Submission of guidelines.--The Attorney General shall provide the guidelines adopted in
accordance with paragraph (1) to—

(A) the congressional intelligence committees;

(B) the Committees on the Judiciary of the Senate and the House of Representatives; and

(C) the Foreign Intelligence Surveillance Court.

(g) Certification.—

(1) In General —

(A) Reguirement.--Subject to subparagraph (B), prior to the implementation of an authorization
under subsection (a), the Attorney General and the Director of National Intelligence shall provide to
the Foreign Intelligence Surveillance Court awritten certification and any supporting affidavit, under
oath and under seal, in accordance with this subsection.

(B) Exception.— If the Attorney General and the Director of National Intelligence make a
determination under subsection (c)(2) and time does not permit the submission of acertification under
this subsection prior to the implementation of an authorization under subsection (a), the Attorney
General and the Director of National Intelligence shall submit to the Court a certification for such
authori zation as soon as practicable but in no event |ater than 7 days after such determination is made.

(2) Requirements.--A certification made under this subsection shall--

(A) attest that—

(i) thereare proceduresin place that have been approved, have been submitted for approval, or will
be submitted with the certification for approval by the Foreign Intelligence Surveillance Court that are
reasonably designed to—

(1) _ensure that an acquisition authorized under subsection (a) is limited to targeting persons
reasonably believed to be located outside the United States; and

(1N prevent the intentional acquisition of any communication as to which the sender and all
intended recipients are known at the time of the acquisition to be located in the United States;

(ii) the minimization procedures to be used with respect to such acquisition--

(1) meet the definition of minimization procedures under section 101(h) or 301(4), as appropriate;
and
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(11)_have been approved, have been submitted for approval, or will be submitted with the
certification for approva by the Foreign Intelligence Surveillance Court;

(iii) guidelines have been adopted in accordance with subsection (f) to ensure compliance with the
limitationsin subsection (b) and to ensure that an application for acourt order isfiled as required by
this Act;

(iv) the procedures and quidelines referred to in clauses (i), (ii), and (iii) are consistent with the
reguirements of the fourth amendment to the Constitution of the United States;

(v) asignificant purpose of the acquisition isto obtain foreign intelligence information;

(vi) the acquisition involves obtaining foreign intelligence i nformation from or with the assi stance
of an electronic communication service provider; and

(vii) the acquisition complies with the limitations in subsection (b);

(B) include the procedures adopted in accordance with subsections (d) and (e);

(C) be supported, as appropriate, by the affidavit of any appropriate official in the areaof national
security who is—

(i) appointed by the President, by and with the advice and consent of the Senate; or

(ii) the head of an element of the intelligence community;

(D) include—

(i) an effective date for the authorization that is at |east 30 days after the submission of the written
certification to the court; or

(ii) if the acquisition has bequn or the effective date islessthan 30 days after the submission of the
written certification to the court, the date the acquisition began or the effective date for the acquisition;
and

(E) if the Attorney General and the Director of National | ntelligence make a determination under
subsection (€)(2), include a statement that such determination has been made.

(3) Changein effective date.--The Attorney Genera and the Director of National | ntelligence may
advance or delay the effective date referred to in paragraph (2)(D) by submitting an amended
certification in accordance with subsection (i)(1)(c) to the Foreign I ntelligence Surveillance Court for
review pursuant to subsection (i).

(4) Limitation --A certification made under this subsection is not required to identify the specific
facilities, places, premises, or property at which an acquisition authorized under subsection (a) will
be directed or conducted.

(5) Maintenance of certification.--The Attorney General or a designee of the Attorney Generd
shall maintain a copy of a certification made under this subsection.

(6) Review.--A certification submitted in accordance with this subsection shall be subject to
judicial review pursuant to subsection (i).

(h) Directives and judicial review of directives.—

(1) Authority.--With respect to an acquisition authorized under subsection (a), the Attorney
General and the Director of National | ntelligence may direct, inwriting, an € ectronic communication
service provider to--

(A) immediately provide the Government with al information, facilities, or assistance necessary
to accomplish the acquisition in amanner that will protect the secrecy of the acquisition and produce
aminimum of interference with the services that such el ectronic communication service provider is
providing to the target of the acquisition; and

(B) maintain under security procedures approved by the Attorney General and the Director of
National Intelligence any records concerning the acquisition or the aid furnished that such electronic
communication service provider wishes to maintain.

(2) Compensation.--The Government shall compensate, at the prevailing rate, an electronic
communication serviceprovider for providing information, facilities, or assistancein accordancewith
adirective issued pursuant to paragraph (1).

(3) Release from liability.— No cause of action shall lie in any court against any electronic
communication service provider for providing any information, facilities, or assistancein accordance
with adirective issued pursuant to paragraph (1).

(4) Challenging of directives.--

(A) Authority to Challenge.— An &l ectronic communication service provider receiving adirective
issued pursuant to paragraph (1) may file a petition to modify or set aside such directive with the
Foreign Intelligence Surveillance Court, which shall have jurisdiction to review such petition.

(B) Assignment.--The presiding judge of the Court shall assign apetition filed under subparagraph
(A) to 1 of the judges serving in the pool established under section 103(e)(1) not later than 24 hours
dfter the filing of such petition.
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(C) Sandardsfor review.—A judge considering apetition filed under subparagraph (A) may grant
such petition only if the judge finds that the directive does not meet the requirements of this section,
or is otherwise unlawful.

(D) Proceduresfor initial review.— A judge shall conduct aninitial review of apetition filed under
subparagraph (A) not later than 5 days after being assigned such petition. If the judge determinesthat
such petition does not consist of claims, defenses, or other legal contentions that are warranted by
existing law or by anonfrivolous argument for extending, modifying, or reversing existing law or for
establishing new law, the judge shall immediately deny such petition and affirm the directive or any
part of the directive that is the subject of such petition and order the recipient to comply with the
directive or any part of it. Upon making a determination under this subparagraph or promptly
thereafter, the judge shall provide a written statement for the record of the reasons for such
determination.

(E) Proceduresfor plenary review.—If ajudge determinesthat apetition filed under subparagraph
(A) requiresplenary review, thejudge shall affirm, modify, or set aside the directivethat isthe subject
of such petition not later than 30 days after being assigned such petition. If the judge does not set
asidethe directive, the judge shall immediately affirm or affirm with modifications the directive, and
order the recipient to comply with thedirectiveinits entirety or asmodified. Thejudge shall provide
awritten statement for the record of the reasons for a determination under this subparagraph.

(F) Continued effect.— Any directive not explicitly modified or set aside under this paragraph shall
remainin full effect.

(G) Contempt of court.— Failure to obey an order issued under this paragraph may be punished by
the Court as contempt of court.

(5) Enforcement of directives.—

(A) Order to compdl.--If an electronic communication service provider fails to comply with a
directive issued pursuant to paragraph (1), the Attorney General may file a petition for an order to
compel the electronic communication service provider to comply with the directive with the Foreign
Intelligence Surveillance Court, which shall have jurisdiction to review such petition.

(B) Assignment.— The presiding judge of the Court shall assign apetition filed under subparagraph
(A) to 1 of the judges serving in the pool established under section 103(e)(1) not later than 24 hours
after the filing of such petition.

(C) Proceduresfor review.— judge considering apetition filed under subparagraph (A) shall, not
later than 30 days after being assigned such petition, issue an order reguiring the electronic
communication service provider to comply with thedirectiveor any part of it, asissued or asmodified,
if thejudgefindsthat the directive meets the reguirements of this section and isotherwiselawful. The
judge shall provide a written statement for the record of the reasons for a determination under this
paragraph.

(D) Contempt of court.— Failure to obey an order issued under this paragraph may be punished by
the Court as contempt of court.

(E) Process.— Any process under this paragraph may be served in any judicial district in which the
€l ectronic communication service provider may be found.

(6) Appeal —

(A) Appeal to the court of review.--The Government or an electronic communication service
provider receiving a directive issued pursuant to paragraph (1) may file a petition with the Foreign
Intelligence Surveillance Court of Review for review of a decision issued pursuant to paragraph (4)
or (5). The Court of Review shall have jurisdiction to consider such petition and shall provide a
written statement for the record of the reasons for a decision under this subparagraph.

(B) Certiorari to the Supreme Court.— The Government or an el ectronic communication service
provider receiving a directive issued pursuant to paragraph (1) may file a petition for a writ of
certiorari for review of adecision of the Court of Review issued under subparagraph (A). Therecord
for such review shall be transmitted under seal to the Supreme Court of the United States, which shall
have jurisdiction to review such decision.

[[Sec. 404(b)(3)] Challenge of directives; protection from liability; use of information —
Notwithstanding any other provision of this Act or of the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1801 et seq.) . . . (B) section 702(h)(3) of such Act (as so added) shall continue to
apply with respect to any directive issued pursuant to section 702(h) of such Act (as so added):]

(i) Judicial review of certifications and procedures.—

(1) In General —

(A) ReviewbytheForeignIntelligence Surveillance Court.— The Foreign I ntelligence Surveillance
Court shall havejurisdiction to review acertification submitted in accordance with subsection (g) and
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the targeting and minimization procedures adopted in accordance with subsections (d) and (€), and
amendments to such certification or such procedures.

(B) Time period for review.— The Court shall review a certification submitted in accordance with
subsection (g) and the targeting and minimization procedures adopted in accordance with subsections
(d) and (€) and shall complete such review and issue an order under paragraph (3) not later than 30
days after the date on which such certification and such procedures are submitted.

(C) Amendments.— The Attorney Genera and the Director of National Intelligence may amend a
certification submitted i n accordance with subsection (qg) or thetargeting and minimizati on procedures
adopted in accordance with subsections (d) and (€) as necessary at any time, including if the Court is
conducting or_has completed review of such certification or such procedures, and shall submit the
amended certification or amended procedures to the Court not |ater than 7 days after amending such
certification or such procedures. The Court shall review any amendment under this subparagraph
under the procedures set forth in this subsection. The Attorney General and the Director of National
Intelligence may authorize the use of an amended certification or amended procedures pending the
Court's review of such amended certification or amended procedures.

(2) Review.— The Court shall review the following:

(A) Certification.— A certification submitted in accordance with subsection (g) to determine
whether the certification contains all the required elements.

(B) Targeting procedures.— The targeting procedures adopted in accordance with subsection (d)
to assess whether the procedures are reasonably designed to--

(i) ensure that an acquisition authorized under subsection (@) is limited to targeting persons
reasonably believed to be located outside the United States; and

(ii) prevent the intentional acquisition of any communication as to which the sender and all
intended recipients are known at the time of the acquisition to be located in the United States.

(C) _Minimization procedures.— The minimization procedures adopted in accordance with
subsection (e) to assesswhether such procedures meet the definiti on of minimization proceduresunder
section 101(h) or section 301(4), as appropriate.

(3) Orders.—

(A) Approval .— If the Court finds that a certification submitted in accordance with subsection (q)
contains all the required elements and that the targeting and minimization procedures adopted in
accordance with subsections (d) and (€) are consistent with the requirements of those subsections and
with the fourth amendment to the Constitution of the United States, the Court shall enter an order
approving the certification and the use, or continued use in the case of an acquisition authorized
pursuant to a determination under subsection (c)(2), of the procedures for the acquisition.

(B) Correction of deficiencies.— I the Court findsthat acertifi cation submitted in accordance with
subsection (g) doesnot contain al therequired elements, or that the procedures adopted in accordance
with subsections (d) and (€) are not consistent with the requirements of those subsectionsor thefourth
amendment to the Constitution of the United States, the Court shall issue an order directing the
Government to, at the Government's election and to the extent required by the Court's order—

(i) correct any deficiency identified by the Court's order not |later than 30 days after the date on
which the Court issues the order; or

(ii) cease, or not begin, the implementation of the authorization for which such certification was
submitted.

(C) Requirement for written statement.— In support of an order under this subsection, the Court
shall provide, simultaneoudly with the order, for the record awritten statement of the reasonsfor the
order.

(4) Appeal —

(A) Appeal to the court of review— The Government may file a petition with the Foreign
Intelligence Surveillance Court of Review for review of an order under this subsection. The Court of
Review shall have jurisdiction to consider such petition. For any decision under this subparagraph
affirming, reversing, or modifying an order of the Foreign Intelligence Surveillance Court, the Court
of Review shall provide for the record a written statement of the reasons for the decision.

(B) Continuation of acquisition pending rehearing or appeal.— Any acquisition affected by an
order under paragraph (3)(B) may continue—

(i) during the pendency of any rehearing of the order by the Court en banc; and

(ii) if the Government files a petition for review of an order under this section, until the Court of
Review enters an order under subparagraph (c).

(C) Implementation pending appeal .—Not |ater than 60 days after thefiling of apetitionfor review
of an order under paragraph (3)(B) directing the correction of adeficiency, the Court of Review shall
determine, and enter acorresponding order regarding, whether all or any part of the correction order,
as issued or modified, shall be implemented during the pendency of the review.
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(D) Certiorari to the Supreme Court — The Government may file a petition for awrit of certiorari
for review of adecision of the Court of Review issued under subparagraph (A). Therecord for such
review shall be transmitted under seal to the Supreme Court of the United States, which shall have
jurisdiction to review such decision.

(5) Schedule.—

(A) Reauthorization of authorizations in effect.— If the Attorney Genera and the Director of
National Intelligence seek to reauthorize or replace an authorization issued under subsection (a), the
Attorney General and the Director of National Intelligence shall, to the extent practicable, submit to
the Court the certification prepared in accordance with subsection () and the procedures adopted in
accordance with subsections (d) and (€) at least 30 days prior to the expiration of such authorization.

(B) Reauthorization of orders, authorizations , and directives— If the Attorney Genera and the
Director of Nationa Intelligence seek to reauthorize or replace an authorization issued under
subsection (a) by filing a certification pursuant to subparagraph (A), that authorization, and any
directivesissued thereunder and any order related thereto, shall remain in effect, notwithstanding the
expiration provided for in subsection (a), until the Court issues an order with respect to such
certification under paragraph (3) at which timetheprovisions of that paragraph and paragraph (4) shall
apply with respect to such certification.

(1) Judicial proceedings.—

(1) Expedited judicial proceedings.— Judicial proceedings under this section shall be conducted
as expeditiously as possible.

(2) Time limits— A time limit for ajudicial decision in this section shall apply unless the Court,
the Court of Review, or any judge of either the Court or the Court of Review, by order for reasons
stated, extends that time as necessary for good cause in a manner consistent with national security.

(k) Maintenance and security of records and proceedings.—

(1) Sandards.—he Foreign I ntelligence Surveillance Court shall maintain arecord of aproceeding
under this section, including petitions, appeals, orders, and statements of reasonsfor adecision, under
security measures adopted by the Chief Justice of the United States, in consultation with the Attorney
General and the Director of National Intelligence.

(2) Filing and review.--All petitionsunder thissection shall befiled under sedl. In any proceedings
under thissection, the Court shall, upon reguest of the Government, review ex parteand in cameraany
Government submission, or portions of a submission, which may include classified information.

(3) Retention of records.— The Attorney General and the Director of National Intelligence shall
retain adirective or an order issued under this section for aperiod of not less than 10 years from the
date on which such directive or such order isissued.

(1) Assessments and reviews.—

(1) Semiannual assessment.— Not |ess frequently than once every 6 months, the Attorney Genera
and Director of National Intelligence shall assess compliance with the targeting and minimization
procedures adopted in accordance with subsections (d) and (€) and the guidelines adopted in
accordance with subsection (f) and shall submit each assessment to--

(A) the Foreign Intelligence Surveillance Court; _and

(B) consistent with the Rules of the House of Representatives, the Standing Rules of the Senate,
and Senate Resolution 400 of the 94th Congress or any successor Senate resol ution--

(i) the congressional intelligence committees; and

(ii) the Committees on the Judiciary of the House of Representatives and the Senate.

(2) Agency assessment.— The Inspector General of the Department of Justice and the | nspector
General of each element of the intelligence community authorized to acquire foreign intelligence
information under subsection (a), with respect to thedepartment or element of such | nspector General—

(A) are authorized to review compliance with the targeting and minimization procedures adopted
in accordance with subsections (d) and (e) and the guidelines adopted in accordance with subsection
)

(B) with respect to acquisitions authorized under subsection (a), shall review the number of
disseminated intelligence reports containing a reference to a United States-person identity and the
number of United States-person identities subsequently disseminated by the element concerned in
response to requests for identities that were not referred to by name or titlein the original reporting;

(C) with respect to acquisitions authorized under subsection (a), shall review the number of targets
that were later determined to be located in the United States and, to the extent possible, whether
communications of such targets were reviewed; and

(D) shall provide each such review to--

(i) the Attorney Generdl;

(ii) the Director of National Intelligence; and
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(iii) consistent with the Rules of the House of Representatives, the Standing Rules of the Senate,
and Senate Resolution 400 of the 94th Congress or any successor Senate resolution—

(1) the congressional intelligence committees; and

(11 the Committees on the Judiciary of the House of Representatives and the Senate.

(3) Annual review.—

(A) Requirement to conduct.— The head of each element of theintelligence community conducting
an acquisition authorized under subsection (a) shall conduct an annual review to determine whether
there is reason to believe that foreign intelligence information has been or will be obtained from the
acquisition. Theannual review shall provide, with respect to acquisitions authorized under subsection
@-

(i) an accounting of the number of disseminated intelligence reports containing areference to a
United States-person identity;

(ii) an accounting of the number of United States-person identities subsequently disseminated by
that element in response to requests for identities that were not referred to by name or title in the
original reporting;

(iii) the number of targets that were later determined to be located in the United States and, to the
extent possible, whether communications of such targets were reviewed; and

(iv) adescription of any procedures developed by the head of such element of the intelligence
community and approved by the Director of National Intelligence to assess, in a manner consistent
with national security, operational requirements and the privacy interests of United States persons, the
extent to which theacquisitions authorized under subsection (a) acquirethe communicationsof United
States persons, and the results of any such assessment.

(B) Use of review.— The head of each element of the intelligence community that conducts an
annual review under subparagraph (A) shall use each such review to evaluate the adequacy of the
minimization procedures utilized by such element and, as appropriate, the application of the
minimization procedures to a particular acquisition authorized under subsection (a).

(C) Provision of review.— The head of each element of the intelligence community that conducts
an annual review under subparagraph (A) shall provide such review to--

(i) the Foreign Intelligence Surveillance Court;

(ii) the Attorney General;

(iii) the Director of National Intelligence; and

(iv) consistent with the Rules of the House of Representatives, the Standing Rules of the Senate,
and Senate Resolution 400 of the 94th Congress or any successor Senate resolution—

(1) the congressional intelligence committees; and

(11 the Committees on the Judiciary of the House of Representatives and the Senate.

[Sec. 403(b)(1)] Except as provided in section 404, effective December 31, 2012, title V11 of the
Foreign Intelligence Surveillance Act of 1978, as amended by section 101(a), [50 U.S.C. 1881 to
1881q] Jis repealed.

[Sec. 404(b)] Transition procedures for FISA Amendments Act of 2008 Provisions.—

(1) Ordersin effect on December 31, 2012. —Notwithstanding any other provision of thisAct, any
amendment made by this Act, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801
et seq.), any order, authorization, or directiveissued or madeunder title V11 of the Foreign Intelligence
Surveillance Act of 1978, as amended by section 101(a) [50 U.S.C. 1881-1881g], shall continuein
effect until the date of the expiration of such order, authorization, or directive.

(2) Applicability of Title VII of FISA to continued orders, authorizations, directives.—
Notwithstanding any other provision of this Act, any amendment made by this Act, or the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), with respect to any order,
authorization, or directive referred to in paragraph (1), title VII of such Act, as amended by section
101(a) [50 U.S.C. 1881-1881q], shall continue to apply until the later of— (A) the expiration of such
order, authorization, or directive; or (B) the date on which final judgment is entered for any petition
or other litigation relating to such order, authorization, or directive.

50U.S.C. 1881b. Certain Acguisitionsl nsidetheUnited StatesTar geting United

States Per sons Outside the United States.

(a) Jurisdiction of the foreign intelligence surveillance court.—

(1) In general.— The Foreign Intelligence Surveillance Court shall have jurisdiction to review an
application and to enter an order approving thetargeting of aUnited Statesperson reasonably believed
to be located outside the United States to acquire foreign intelligence information, if the acquisition
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constitutes electronic surveillance or the acquisition of stored electronic communications or stored
electronic data that requires an order under this Act, and such acquisition is conducted within the
United States.

(2) Limitation.— If aUnited States person targeted under this subsection isreasonably believed to
be located in the United States during the effective period of an order issued pursuant to subsection
(c), anacquisition targeting such United States person under this section shall cease unlessthetargeted
United States person is again reasonably believed to be located outside the United States while an
order issued pursuant to subsection (c) isin effect. Nothing in this section shall be construed to limit
the authority of the Government to seek an order or authorization under, or otherwise engage in any
activity that is authorized under, any other title of this Act.

(b) Application.—

(1) Ingeneral.—each application for an order under this section shall be made by a Federal officer
in writing upon oath or affirmation to a judge having jurisdiction under subsection (a)(1). Each
application shall require the approval of the Attorney General based upon the Attorney General's
finding that it satisfiesthe criteriaand requirements of such application, asset forth in thissection, and
shall include—

(A) the identity of the Federal officer making the application;

(B) the identity, if known, or a description of the United States person who is the target of the
acquisition;

(C) astatement of the facts and circumstancesrelied upon to justify the applicant's belief that the
United States person who is the target of the acquisition is—

(i) a person reasonably believed to be located outside the United States; and

(ii) aforeign power, an agent of aforeign power, or an officer or employee of aforeign power;

(D) a statement of proposed minimization procedures that meet the definition of minimization
procedures under section 101(h) or 301(4), as appropriate;

(E) a description of the nature of the information sought and the type of communications or
activities to be subjected to acquisition;

(F) acertification made by the Attorney General or an official specified in section 104(a)(6) that--

(i) the certifying official deems the information sought to be foreign intelligence information;

(ii) asignificant purpose of the acquisition is to obtain foreign intelligence information;

(iii) such information cannot reasonably be obtained by normal investigative techniques;

(iv) designatesthetypeof foreignintelligenceinformation being sought according to the categories
described in section 101(e); and

(v) includes a statement of the basis for the certification that—

(1) the information sought is the type of foreign intelligence information designated; and

(11 such information cannot reasonably be obtained by normal investigative technigues;

(G) asummary statement of the means by which the acquisition will be conducted and whether
physical entry is required to effect the acquisition;

(H) the identity of any electronic_communication service provider necessary to effect the
acquisition, provided that the application is not required to identify the specific facilities, places,
premises, or_property at which the acquisition authorized under this section will be directed or
conducted;

(1) astatement of the facts concerning any previous applicationsthat have been madeto any judge
of the Foreign Intelligence Surveillance Court involving the United States person specified in the
application and the action taken on each previous application; and

(J) a statement of the period of time for which the acquisition is required to be maintained,
provided that such period of time shall not exceed 90 days per application.

(2) Other requirements of the attorney general.— The Attorney General may require any other
affidavit or certification from any other officer in connection with the application.

(3) Other requirements of the judge.— he judge may reguire the applicant to furnish such other
information as may be necessary to make the findings required by subsection (c)(1).

(c) Order.—

(1) Findings.— Upon an application made pursuant to subsection (b), the Foreign Intelligence
Surveillance Court shall enter an ex parte order as requested or as modified by the Court approving
the acquisition if the Court finds that--

(A) the application has been made by a Federal officer and approved by the Attorney General;

(B) on the basis of the facts submitted by the applicant, for the United States person who is the
target of the acquisition, there is probable cause to believe that the target is--

(i) aperson reasonably believed to be located outside the United States; and

(ii) aforeign power, an agent of aforeign power, or an officer or employee of aforeign power;
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(C) the proposed minimization procedures meet the definition of minimization procedures under
section 101(h) or 301(4), as appropriate; and

(D) the application that has been filed contains all statements and certifications required by
subsection (b) and the certification or certifications are not clearly erroneous on the basis of the
statement made under subsection (b)(1)(F)(v) and any other information furnished under subsection
(b)(3).

(2) Probable cause.— In determining whether or not probable cause exists for purposes of
paragraph (1)(B), ajudge having jurisdiction under subsection (a)(1) may consider past activities of
the target and facts and circumstances relating to current or future activities of the target. No United
States person may be considered aforeign power, agent of aforeign power, or officer or employee of
aforeign power solely upon thebasisof activities protected by thefirst amendment to the Constitution
of the United States.

(3) Review.—

(A) Limitation of review.— Review by ajudge having jurisdiction under subsection (a)(1) shall be
limited to that required to make the findings described in paragraph (1).

(B) Review of probable cause.— If the judge determines that the facts submitted under subsection
(b) areinsufficient to establish probable cause under paragraph (1)(B), the judge shall enter an order
S0 stating and provide a written statement for the record of the reasons for the determination. The
Government may appeal an order under this subparagraph pursuant to subsection (f).

(C) Review of minimization procedures— If the judge determines that the proposed minimization
proceduresreferred toin paragraph (1)(c) do not meet the definition of minimization proceduresunder
section 101(h) or 301(4), asappropriate, thejudge shall enter an order so stating and provide awritten
statement for the record of the reasons for the determination. The Government may appeal an order
under this subparagraph pursuant to subsection (f).

(D) Review of certification — If the judge determines that an application pursuant to subsection (b)
does not contain al of the required elements, or that the certification or certifications are clearly
erroneous on the basis of the statement made under subsection (b)(1)(F)(v) and any other information
furnished under subsection (b)(3), the judge shall enter an order so stating and provide a written
statement for the record of the reasons for the determination. The Government may appeal an order
under this subparagraph pursuant to subsection (f).

(4) Specifications.— An order approving an acquisition under this subsection shall specify--

(A) the identity, if known, or a description of the United States person who is the target of the
acquisition identified or described in the application pursuant to subsection (b)(1)(B);

(B) if provided in the application pursuant to subsection (b)(1)(H), the nature and | ocation of each
of the facilities or places at which the acquisition will be directed;

(C) the nature of the information sought to be acquired and the type of communications or
activities to be subjected to acquisition;

(D) asummary of the means by which theacquisitionwill be conducted and whether physical entry
is required to effect the acquisition; and

(E) the period of time during which the acquisition is approved.

(5) Directives — An order approving an acquisition under this subsection shall direct--

(A) that the minimization procedures referred to in paragraph (1)(c), as approved or modified by
the Court, be followed:;

(B) if applicable, an €ectronic communication service provider to provide to the Government
forthwith all information, facilities, or assistance necessary to accomplish the acquisition authorized
under such order in amanner that will protect the secrecy of the acquisition and produce aminimum
of interference with the services that such el ectronic communication service provider is providing to
the target of the acquisition;

(C) if applicable, an electronic_ communication service provider to maintain under security
procedures approved by the Attorney General any records concerning the acquisition or the aid
furnished that such el ectronic communication service provider wishes to maintain;_and

(D) if applicable, that the Government compensate, at the prevailing rate, such electronic
communication service provider for providing such information, facilities, or assistance.

(6) Duration.— An order approved under this subsection shall be effective for a period not to
exceed 90 days and such order may be renewed for additional 90-day periods upon submission of
renewal applications meeting the reguirements of subsection (b).

(7) Compliance.— At or prior to the end of the period of time for which an acquisition is approved
by an order or extension under this section, the judge may assess compliance with the minimization
procedures referred to in paragraph (1)(c) by reviewing the circumstances under which information
concerning United States persons was acquired, retained, or disseminated.

(d) Emergency authorization.—
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(1) Authority for emergency authorization.— notwithstanding any other provision of thisAct, if the
Attorney General reasonably determines that—

(A) anemergency situation existswith respect to theacquisition of foreignintelligenceinformation
for which an order may be obtained under subsection (c) before an order authorizing such acquisition
can with due diligence be obtained, and

(B) the factual basis for issuance of an order under this subsection to approve such acquisition

exists,
the Attorney General may authorize such acquisition if ajudge having jurisdiction under subsection
(a)(1) isinformed by the Attorney General, or adesignee of the Attorney General, at the time of such
authorization that the decision has been made to conduct such acquisition and if an application in
accordance with this section is made to ajudge of the Foreign I ntelligence Surveillance Court as soon
as practicable, but not more than 7 days after the Attorney General authorizes such acquisition.

(2) Minimization procedures.— | f the Attorney General authorizes an acquisition under paragraph
(1), the Attorney Genera shall require that the minimization procedures referred to in subsection
(c)(1)(C) for theissuance of ajudicial order be foll owed.

(3) Termination of emergency authorization.--In the absence of ajudicia order approving an
acquisition under paragraph (1), such acquisition shall terminate when the information sought is
obtained, when the application for the order is denied, or after the expiration of 7 days from the time
of authorization by the Attorney General, whichever is earliest.

(4) Use of information.— If an application for approval submitted pursuant to paragraph (1) is
denied, or in any other case where the acquisition is terminated and no order isissued approving the
acquisition, no information obtained or evidence derived from such acquisition, except under
circumstances in which the target of the acquisition is determined not to be a United States person,
shall be received in evidence or otherwise disclosed in any trial, hearing, or other proceeding in or
before any court, grand jury, department, office, agency, requlatory body, |egislative committee, or
other authority of the United States, a State, or political subdivision thereof, and no information
concerning any United States person acquired from such acquisition shall subseguently be used or
disclosed in any other manner by Federal officers or employees without the consent of such person,
except with the approval of the Attorney General if the information indicates a threat of death or
serious bodily harm to any person.

(e) Release from liability.— No cause of action shall lie in any court against any electronic
communication service provider for providing any information, facilities, or assistancein accordance
withanorder or request for emergency assi stanceissued pursuant to subsection (c) or (d), respectively.

[[Sec. 404(b)(3)] Challenge of directives, protection from liability; use of information —
Notwithstanding any other provision of this Act or of the Foreign Intelligence Surveillance Act of
1978 (50 U.S.C. 1801 et seq.) . . (c) section 703(e) of such Act (as so added) shall continue to apply
with respect to an order or request for emergency assistance under that section;]

(f) Appeal .—

(1) Appeal to the foreign intelligence surveillance court of review.— The Government may file a
petition with the Foreign Intelligence Surveillance Court of Review for review of an order issued
pursuant to subsection (c). The Court of Review shall have jurisdiction to consider such petition and
shall provide awritten statement for the record of the reasons for a decision under this paragraph.

(2) Certiorari to the Supreme Court.— The Government may file apetition for awrit of certiorari
for review of adecision of the Court of Review issued under paragraph (1). Therecord for such review
shall betransmitted under seal to the Supreme Court of the United States, which shall have jurisdiction
to review such decision.

(g) Construction.— Except as provided in this section, nothing in this Act shall be construed to
reguire an application for a court order for an acquisition that is targeted in accordance with this
section at a United States person reasonably believed to be located outside the United States.

[Sec. 403(b)(1)] Except as provided in section 404, effective December 31, 2012, title VI of the
Foreign Intelligence Surveillance Act of 1978, as amended by section 101(a), [50 U.S.C. 1881 to
1881q] Jis repealed.

[404(b)] Transition procedures for FISA Amendments Act of 2008 Provisions.—

(1) Ordersin effect on December 31, 2012. — Notwithstanding any other provision of thisAct, any
amendment made by this Act, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801
et seq.), any order, authorization, or directiveissued or madeunder title V11 of the Foreign Intelligence
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Surveillance Act of 1978, as amended by section 101(a) [50 U.S.C. 1881-1881g], shall continuein
effect until the date of the expiration of such order, authorization, or directive.

(2) Applicability of Title VII of FISA to continued orders, authorizations, directives.—
Notwithstanding any other provision of this Act, any amendment made by this Act, or the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), with respect to any order,
authorization, or directive referred to in paragraph (1), title V11 of such Act, as amended by section
101(a) [50 U.S.C. 1881-1881q], shall continue to apply until the later of—(A) the expiration of such
order, authorization, or directive; or (B) the date on which final judgment is entered for any petition
or other litigation relating to such order, authorization, or directive.

50 U.S.C. 1881c. Other Acquisitions Targeting United States Persons Outside

the United States.

(a) Jurisdiction and scope.—

(1) Jurisdiction.— The Foreign Intelligence Surveillance Court shall have jurisdiction to enter an
order pursuant to subsection (c).

(2) Scope.—No element of theintelligence community may intentionally target, for the purpose of
acquiring foreign intelligence information, a United States person reasonably believed to be located
outside the United States under circumstances in which the targeted United States person has a
reasonabl e expectation of privacy and awarrant would be required if the acquisition were conducted
inside the United States for law enforcement purposes, unless a judge of the Foreign Intelligence
Surveillance Court has entered an order with respect to such targeted United States person or the
Attorney General has authorized an emergency acquisition pursuant to subsection (c) or (d),
respectively, or any other provision of this Act.

(3) Limitations.—

(A) Moving or misidentified targets.— If a United States person targeted under this subsection is
reasonably believed to be located in the United States during the effective period of an order issued
pursuant to subsection (€), an acquisition targeting such United States person under this section shall
cease unless the targeted United States person is again reasonably believed to be located outside the
United States during the effective period of such order.

(B) Applicability.— If an acquisitionfor foreign intelligence purposesisto be conducted inside the
United States and could be authorized under section 703, the acquisition may only be conducted if
authorized under section 703 or in accordance with another provision of this Act other than this
section.

(C) Construction.— Nothing in this paragraph shall be construed to limit the authority of the
Government to seek an order or authorization under, or otherwise engage in any activity that is
authorized under, any other title of this Act.

(b) Application.— Each application for an order under this section shall be made by a Federa
officer inwriting upon oath or affirmation to ajudge having jurisdiction under subsection (a)(1). Each
application shall require the approval of the Attorney General based upon the Attorney Generd's
finding that it satisfies the criteriaand reguirements of such application as set forth in this section and
shall include--

(1) the identity of the Federal officer making the application;

(2) the identity, if known, or a description of the specific United States person who is the target
of the acquisition;

(3) astatement of the facts and circumstances relied upon to justify the applicant's belief that the
United States person who is the target of the acquisition is--

(A) aperson reasonably believed to be located outside the United States; and

(B) aforeign power, an agent of aforeign power, or an officer or employee of aforeign power;

(4) a statement of proposed minimization procedures that meet the definition of minimization
procedures under section 101(h) or 301(4), as appropriate;

(5) acertification made by the Attorney General, an officia specified in section 104(a)(6), or the
head of an element of the intelligence community that--

(A) thecertifying official deemstheinformation sought to beforeignintelligenceinformation; and

(B) asignificant purpose of the acquisition is to obtain foreign intelligence information;

(6) astatement of thefacts concerning any previous applicationsthat have been madeto any judge
of the Foreign Intelligence Surveillance Court involving the United States person specified in the
application and the action taken on each previous application; and

(7) a statement of the period of time for which the acquisition is required to be maintained,
provided that such period of time shall not exceed 90 days per application.

(c) Order—
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(1) Findings.— Upon an application made pursuant to subsection (b), the Foreign Intelligence
Surveillance Court shall enter an ex parte order as requested or as modified by the Court if the Court
finds that--

(A) the application has been made by a Federal officer and approved by the Attorney General;

(B) on the basis of the facts submitted by the applicant, for the United States person who is the
target of the acquisition, there is probable cause to believe that the target is--

(i) aperson reasonably believed to be located outside the United States; and

(ii) aforeign power, an agent of aforeign power, or an officer or employee of aforeign power;

(C) the proposed minimization procedures, with respect to their dissemination provisions, meet
the definition of minimization procedures under section 101(h) or 301(4), as appropriate; and

(D) the application that has been filed contains all statements and certifications required by
subsection (b) and the certification provided under subsection (b)(5) is not clearly erroneous on the
basis of the information furnished under subsection (b).

(2) Probable cause — In determining whether or not probable cause exists for purposes of
paragraph (1)(B), ajudge having jurisdiction under subsection (a)(1) may consider past activities of
the target and facts and circumstances relating to current or future activities of the target. No United
States person may be considered aforeign power, agent of aforeign power, or officer or employee of
aforeign power solely upon the basis of activities protected by thefirst amendment to the Constitution
of the United States.

(3) Review.—

(A) Limitations on review.— Review by ajudge having jurisdiction under subsection (a)(1) shall
be limited to that required to make the findings described in paragraph (1). The judge shall not have
jurisdiction to review the means by which an acquisition under this section may be conducted.

(B) Review of probable cause.— If the judge determines that the facts submitted under subsection
(b) areinsufficient to establish probable cause to issue an order under this subsection, the judge shall
enter an order so stating and provide a written statement for the record of the reasons for such
determination. The Government may appeal an order under this subparagraph pursuant to subsection
(@.

(C) Review of minimization procedures.— I f thejudge determinesthat the minimization procedures
applicable to dissemination of information obtained through an acquisition under this subsection do
not meet the definition of minimization proceduresunder section 101(h) or 301(4), asappropriate, the
judge shall enter an order so stating and provide awritten statement for the record of the reasons for
such determination.  The Government may appeal an order under this subparagraph pursuant to
subsection (€).

(D) Scope of review of certification.— If thejudge determinesthat an application under subsection
(b) doesnot containall therequired elements, or that the certification provided under subsection (b)(5)
is clearly erroneous on the basis of the information furnished under subsection (b), the judge shall
enter an order so stating and provide a written statement for the record of the reasons for such
determination. The Government may appeal an order under this subparagraph pursuant to subsection
(@.

(4) Duration.— An order under this paragraph shall be effective for aperiod not to exceed 90 days
and such order may berenewed for additional 90-day periods upon submission of renewal applications
meeting the requirements of subsection (b).

(5) Compliance.— At or prior to the end of the period of time for which an order or extension is
granted under thissection, thejudge may assess compliancewith the minimization proceduresreferred
to in paragraph (1)(c) by reviewing the circumstances under which information concerning United
States persons was disseminated, provided that the judge may not inquire into the circumstances
relating to the conduct of the acquisition.

(d) Emergency authorization.—

(1) Authority for emergency authorization.— Notwithstanding any other provision of this section,
if the Attorney General reasonably determines that—

(A) anemergency situation existswith respect to theacquisition of foreignintelligenceinformation
for which an order may be obtained under subsection (c) before an order under that subsection can,
with due diligence, be obtained, and

(B) the factual basis for the issuance of an order under this section exists,
the Attorney General may authorize the emergency acquisition if ajudge having jurisdiction under
subsection (a)(1) isinformed by the Attorney General or adesignee of the Attorney General at thetime
of such authorization that the decisi on has been madeto conduct such acquisition and if an application
in accordance with this section is made to ajudge of the Foreign Intelligence Surveillance Court as
so0n as practicable, but not more than 7 days after the Attorney General authorizes such acquisition.
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(2) Minimization procedures.—f the Attorney General authorizes an emergency acquisition under
paragraph (1), the Attorney General shall reguire that the minimization procedures referred to in
subsection (c)(1)(c) be followed.

(3) Termination of emergency authorization.— n the absence of an order under subsection (c), an
emergency acquisition under paragraph (1) shall terminate when the information sought is obtained,
if the application for the order is denied, or after the expiration of 7 days from the time of
authorization by the Attorney General, whichever is earliest.

(4) Use of information.— If an application submitted to the Court pursuant to paragraph (1) is
denied, or in any other case wherethe acquisition isterminated and no order with respect to the target
of the acquisition is issued under subsection (c), no information obtained or evidence derived from
such acquisition, except under circumstances in which the target of the acquisition is determined not
to beaUnited States person, shall bereceived in evidence or otherwisedisclosed in any trial, hearing,
or other proceeding in or before any court, grand jury, department, office, agency, regulatory body,
| egislative committee, or other authority of the United States, a State, or political subdivision thereof,
and no information concerning any United States person acquired from such acquisition shall
subseguently be used or disclosed in any other manner by Federal officers or employees without the
consent of such person, except with the approval of the Attorney General if the information indicates
athreat of death or serious bodily harm to any person.

(e) Appeal —

(1) Appeal to the court of review.—he Government may file apetition with the Foreign I ntelligence
Surveillance Court of Review for review of an order issued pursuant to subsection (c). The Court of
Review shall have jurisdiction to consider such petition and shall provide awritten statement for the
record of the reasons for a decision under this paragraph.

(2) Certiorari to the supreme court.— The Government may file a petition for awrit of certiorari
for review of adecision of the Court of Review issued under paragraph (1). Therecord for such review
shall betransmitted under seal to the Supreme Court of the United States, which shall havejurisdiction
to review such decision.

[Sec. 403(b)(1)] Except as provided in section 404, effective December 31, 2012, title VIl of the
Foreign Intelligence Surveillance Act of 1978, as amended by section 101(a), [50 U.S.C. 1881 to
1881q] Jis repealed.

[Sec. 404(b)] Transition procedures for FISA Amendments Act of 2008 Provisions.—

(1) Ordersin effect on December 31, 2012. —Notwithstanding any other provision of thisAct, any
amendment made by this Act, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801
et seq.), any order, authorization, or directiveissued or made under title VI of the Foreign Intelligence
Surveillance Act of 1978, as amended by section 101(a) [50 U.S.C. 1881-1881g], shall continuein
effect until the date of the expiration of such order, authorization, or directive.

(2) _Applicability of Title VII of FISA to continued orders, authorizations, directives.—
Notwithstanding any other provision of this Act, any amendment made by this Act, or the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seg.), with respect to any order,
authorization, or directive referred to in paragraph (1), title V11 of such Act, as amended by section
101(a) [50 U.S.C. 1881-1881q], shall continue to apply until the later of— (A) the expiration of such
order, authorization, or directive; or (B) the date on which final judgment is entered for any petition
or other litigation relating to such order, authorization, or directive.

50 U.S.C. 1881d. Joint Applications and Concurrent Authorizations.

(a) Joint applicationsand orders.—If an acquisition targeting a United States person under section
703 or 704 is proposed to be conducted both inside and outside the United States, a judge having
jurisdiction under section 703(a)(1) or 704(a)(1) may issue simultaneously, upon the request of the
Government in ajoint application complying with the requirements of sections 703(b) and 704(b),
orders under sections 703(c) and 704(c), as appropriate.

(b) Concurrent authorization— If an order authorizing electronic surveillance or physical search
has been obtained under section 105 or 304, the Attorney General may authorize, for the effective
period of that order, without an order under section 703 or 704, the targeting of that United States
person for the purpose of acquiring foreign intelligence information while such person is reasonably
believed to be located outside the United States.
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[Sec. 403(b)(1)] Except as provided in section 404, effective December 31, 2012, title VIl of the
Foreign Intelligence Surveillance Act of 1978, as amended by section 101(a), [50 U.S.C. 1881 to
1881q] Jis repealed.

[Sec. 404(b)] Transition procedures for FISA Amendments Act of 2008 Provisions.—

(1) Ordersin effect on December 31, 2012. — Notwithstanding any other provision of thisAct, any
amendment made by this Act, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801
et seq.), any order, authorization, or directiveissued or made under title V11 of the Foreign Intelligence
Surveillance Act of 1978, as amended by section 101(a) [50 U.S.C. 1881-1881g], shall continuein
effect until the date of the expiration of such order, authorization, or directive.

(2) Applicability of Title VII of FISA to continued orders, authorizations, directives—
Notwithstanding any other provision of this Act, any amendment made by this Act, or the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), with respect to any order,
authorization, or directive referred to in paragraph (1), title V11 of such Act, as amended by section
101(a) [50 U.S.C. 1881-1881q], shall continueto apply until the later of— (A) the expiration of such
order, authorization, or directive; or (B) the date on which final judgment is entered for any petition
or other litigation relating to such order, authorization, or directive. . . .

[Sec. 404(b)(5)] Transition procedures concerning the targeting of United States persons
overseas— Any authorization in effect on the date of enactment of this Act under section 2.5 of
Executive Order 12333 to intentionally target aUnited Statesperson reasonably believed to belocated
outside the United States shall continuein effect, and shall constitute asufficient basisfor conducting
such an acquisition targeting a United States person located outside the United States until the earlier
of—

(A) the date that authorization expires,_or

(B) the date that is 90 days after the date of the enactment of this Act.

50 U.S.C. 1881le. Use of Information Acquired Under Title VII.

(a) Information acquired under section 702.— I nformati on acquired from an acquisition conducted
under section 702 shall be deemed to be information acquired from an electronic surveillance
pursuant totitle | for purposes of section 106, except for the purposes of subsection (j) of such section.

(b) Infor mation acquired under section 703.— I nformation acquired from an acquisition conducted
under section 703 shall bedeemed to beinformation acquired froman el ectronic surveill ance pursuant
to title | for purposes of section 106.

[Sec. 403(b)(1)] Except as provided in section 404, effective December 31, 2012, title VII of the
Foreign Intelligence Surveillance Act of 1978, as amended by section 101(a), [50 U.S.C. 1881 to
1881q] Jis repealed.

[Sec. 404(b)] Transition procedures for FISA Amendments Act of 2008 Provisions.—

(1) Ordersin effect on December 31, 2012. —Notwithstanding any other provision of thisAct, any
amendment made by this Act, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801
et seq.), any order, authorization, or directiveissued or madeunder title V11 of the Foreign Intelligence
Surveillance Act of 1978, as amended by section 101(a) [50 U.S.C. 1881-1881g], shall continuein
effect until the date of the expiration of such order, authorization, or directive.

(2) Applicability of Title VII of FISA to continued orders, authorizations, directives.—
Notwithstanding any other provision of this Act, any amendment made by this Act, or the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), with respect to any order,
authorization, or directive referred to in paragraph (1), title VIl of such Act, as amended by section
101(a) [50 U.S.C. 1881-1881q], shall continue to apply until the later of— (A) the expiration of such
order, authorization, or directive; or (B) the date on which final judgment is entered for any petition
or other litigation relating to such order, authorization, or directive.

(3) Challenge of directives; protection from liability; use of information — Notwithstanding any
other provision of this Act or of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801
et seq.) . . (D) section 706 of such Act (as so added) shall continue to apply to an acquisition
conducted under section 702 or 703 of such Act (as so added);

50 U.S.C. 1881f. Congressional Oversight.
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(a) Semiannual report.— Not less frequently than once every 6 months, the Attorney General shall
fully inform, in amanner consistent with national security, the congressional intelligence committees
and the Committees on the Judiciary of the Senate and the House of Representatives, consistent with
the Rules of the House of Representatives, the Standing Rules of the Senate, and Senate Resolution
400 of the 94th Congress or any successor Senate resol ution, concerning the implementation of this
title.

(b) Content.— Each report under subsection (a) shall include--

(1) with respect to section 702—

(A) any certifications submitted in accordance with section 702(g) during the reporting period;

(B) with respect to each determination under section 702(c)(2), the reasons for exercising the
authority under such section;

(C) any directives issued under section 702(h) during the reporting period;

(D) a description of the judicia review during the reporting period of such certifications and
targeting and minimization procedures adopted in accordance with subsections (d) and (€) of section
702 and utilized with respect to an acquisition under such section, including a copy of an order or
pleading in connection with such review that contains a significant legal interpretation of the
provisions of section 702;

(E) any actions taken to challenge or enforce a directive under paragraph (4) or (5) of section
702(h);

(F) any compliance reviews conducted by the Attorney General or the Director of National
Intelligence of acquisitions authorized under section 702(a);

(G) adescription of any incidents of noncompliance--

(i) with adirectiveissued by the Attorney General and the Director of National Intelligence under
section 702(h), including incidents of nhoncompliance by a specified person to whom the Attorney
General and Director of National |ntelligence issued a directive under section 702(h); and

(ii) by an element of the intelligence community with procedures and guidelines adopted in
accordance with subsections (d), (€), and (f) of section 702; and

(H) any procedures implementing section 702;

(2) with respect to section 70.--

(A) the total number of applications made for orders under section 703(b);

(B) the total number of such orders--

(i) granted:;

(ii) modified; and

(iii) denied; and

(c) thetotal number of emergency acquisitions authorized by the Attorney General under section
703(d) and the total number of subsequent orders approving or denying such acquisitions, and

(3) with respect to section 704--

(A) the total number of applications made for orders under section 704(b);

(B) the total number of such orders--

(i) granted:;

(ii) modified; and

(iii) denied; and

(C) thetotal number of emergency acquisitions authorized by the Attorney General under section
704(d) and the total number of subsequent orders approving or denying such applications.

[Sec. 403(b)(1)] Except as provided in section 404, effective December 31, 2012, title VII of the
Foreign Intelligence Surveillance Act of 1978, as amended by section 101(a), [50 U.S.C. 1881 to
1881q] Jis repealed.

[Sec. 404(b)] Transition procedures for FISA Amendments Act of 2008 Provisions.—

(1) Ordersin effect on December 31, 2012. — Notwithstanding any other provision of thisAct, any
amendment made by this Act, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801
et seq.), any order, authorization, or directiveissued or madeunder title V11 of the Foreign Intelligence
Surveillance Act of 1978, as amended by section 101(a) [50 U.S.C. 1881-1881g], shall continuein
effect until the date of the expiration of such order, authorization, or directive.

(2) Applicability of Title VII of FISA to continued orders, authorizations, directives.—
Notwithstanding any other provision of this Act, any amendment made by this Act, or the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), with respect to any order,
authorization, or directive referred to in paragraph (1), title VII of such Act, as amended by section
101(a) [50 U.S.C. 1881-1881qg], shall continue to apply until the later of— (A) the expiration of such
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order, authorization, or directive; or (B) the date on which final judgment is entered for any petition
or other litigation relating to such order, authorization, or directive.

50 U.S.C. 1881qg. Savings Provision.

Nothing in thistitle shall be construed to limit the authority of the Government to seek an order
or authorization under, or otherwise engage in any activity that is authorized under, any other title of
this Act.

[Sec. 403(b)(1)] Except as provided in section 404, effective December 31, 2012, title VIl of the
Foreign Intelligence Surveillance Act of 1978, as amended by section 101(a), [50 U.S.C. 1881 to
1881q] Jis repealed.

[Sec. 404(b)] Transition procedures for FISA Amendments Act of 2008 Provisions.—

(1) Ordersin effect on December 31, 2012. — Notwithstanding any other provision of thisAct, any
amendment made by this Act, or the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801
et seq.), any order, authorization, or directiveissued or madeunder title V1 of the Foreign Intelligence
Surveillance Act of 1978, as amended by section 101(a) [50 U.S.C. 1881-1881g], shall continuein
effect until the date of the expiration of such order, authorization, or directive.

(2) Applicability of Title VII of FISA to continued orders, authorizations, directives.—
Notwithstanding any other provision of this Act, any amendment made by this Act, or the Foreign
Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et seq.), with respect to any order,
authorization, or directive referred to in paragraph (1), title V11 of such Act, as amended by section
101(a) [50 U.S.C. 1881-1881q], shall continueto apply until the later of— (A) the expiration of such
order, authorization, or directive; or (B) the date on which final judgment is entered for any petition
or other litigation relating to such order, authorization, or directive.

[Sec. 201] 50 U.S.C. 1885. Definitions.

In thistitle:

(1) Assistance— The term “assistance” means the provision of, or the provision of access to,
information (including communi cation contents, communi cationsrecords, or other informationrelating
to a customer or communication), facilities, or another form of assistance.

(2) Civil action.— Theterm “civil action” includes a covered civil action.

(3) Congressional intelligence committees.— The term “ congressional intelligence committees’

means—

(A) the Select Committee on Intelligence of the Senate; and

(B) the Permanent Select Committee on Intelligence of the House of Representatives.

(4) Contents.— The term “contents’ has the meaning given that term in section 101(n).

(5) Covered civil action.— Theterm “covered civil action” meansacivil action filed in a Federa
or State court that--

(A) dlegesthat an electronic communication service provider furnished assistance to an €lement
of the intelligence community; and

(B) seeks monetary or other relief from the el ectronic communication service provider related to
the provision of such assistance.

(6) Electronic Communication Service Provider.— The term “electronic communication service
provider” means--

(A) atelecommunications carrier, asthat termis defined in section 3 of the Communications Act
of 1934 (47 U.S.C. 153);

(B) aprovider of el ectronic communication service, asthat termis defined in section 2510 of title
18, United States Code;

(C) aprovider of aremote computing service, as that termis defined in section 2711 of title 18,
United States Code;

(D) any other communication service provider who has access to wire or electronic
communications either as such communicationsaretransmitted or as such communications are stored;

(E) aparent, subsidiary, affiliate, successor, or assignee of an entity described in subparagraph (A),
(B), (c), or (D); or

(F) an officer, employee, or agent of an entity described in subparagraph (A), (B), (c), (D), or (E).

(7) Intelligence community.— Theterm “intelligence community” has the meaning given the term
in section 3(4) of the National Security Act of 1947 (50 U.S.C. 401a(4)).
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(8) Person— The term “person” means—

(A) an electronic communication service provider; or

(B) alandlord, custodian, or other person who may be authorized or required to furnish assistance
pursuant to—

(i) an order of the court established under section 103(a) directing such assistance;

(ii) acertification in writing under section 2511(2)(a)(ii)(B) or 2709(b) of title 18, United States
Code; or

(iii) adirective under section 102(a)(4), 105B(€e), asadded by section 2 of the Protect AmericaAct
of 2007 (Public Law 110-55), or 702(h).

(9) State— Theterm “ State” means any State, political subdivision of a State, the Commonwealth
of Puerto Rico, the District of Columbia, and any territory or possession of the United States, and
includes any officer, public utility commission, or other body authorized to regulate an electronic
communication service provider.
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50 U.S.C. 1885a. Proceduresfor I mplementing Statutory Defenses.

(a) Requirement for certification.— Notwithstanding any other provision of law, acivil action may
not lie or be maintained in a Federal or State court against any person for providing assistance to an
element of the intelligence community, and shall be promptly dismissed, if the Attorney General
certifies to the district court of the United States in which such action is pending that--

(1) any assistance by that person was provided pursuant to an order of the court established under
section 103(a) directing such assistance;

(2) any assistance by that person was provided pursuant to a certification in writing under section
2511(2)(a)(ii)(B) or 2709(b) of title 18, United States Code;

(3) any assistance by that person was provided pursuant to a directive under section 102(a)(4),
105B(e), as added by section 2 of the Protect America Act of 2007 (Public Law 110-55), or 702(h)
directing such assistance;

(4) in the case of a covered civil action, the assistance alleged to have been provided by the
€l ectronic communication service provider was--

(A) in connection with an intelligence activity involving communications that was--

(i) authorized by the President during the period beginning on September 11, 2001, and ending on

January 17, 2007; and

(ii) designed to detect or prevent aterrorist attack, or activitiesin preparation for aterrorist attack,
against the United States; and

(B) the subject of awritten request or directive, or a series of written requests or directives, from
the Attorney General or the head of an element of the intelligence community (or the deputy of such
person) to the electronic communication service provider indicating that the activity was--

(i) authorized by the President; and

(ii) determined to be lawful; or

(5) the person did not provide the alleged assistance.

(b) Judicial review.—

(1) Review of certifications.— A certification under subsection (a) shall be given effect unless the
court finds that such certification is not supported by substantial evidence provided to the court
pursuant to this section.

(2) Supplemental materials— In its review of a certification under subsection (a), the court may
examinethe court order, certification, written request, or directive described in subsection (a) and any
relevant court order, certification, written request, or directive submitted pursuant to subsection (d).

(c) Limitations on disclosure— If the Attorney General files a declaration under section 1746 of
title 28, United States Code, that disclosure of a certification made pursuant to subsection (a) or the
supplemental materials provided pursuant to subsection (b) or (d) would harm the national security
of the United States, the court shall--

(1) review such certification and the supplemental materials in camera and ex parte; and

(2) limit any public disclosure concerning such certification and the supplemental materials,
including any public order following such in cameraand ex parte review, to astatement asto whether
the caseis dismissed and adescription of the legal standardsthat govern the order, without disclosing
the paragraph of subsection (a) that is the basis for the certification.

(d) Role of the parties— Any plaintiff or defendant in acivil action may submit any relevant court
order, certification, written request, or directive to the district court referred to in subsection (a) for
review and shall be permitted to participate in the briefing or argument of any legal issuein ajudicial
proceeding conducted pursuant to this section, but only to the extent that such participation does not
reguirethedisclosure of classified information to such party. To the extent that classified information
is relevant to the proceeding or would be revealed in the determination of an issue, the court shall
review such information in cameraand ex parte, and shall issue any part of the court's written order
that would reveal classified information in camera and ex parte and maintain such part under seal.

(e) Nondelegation.— The authority and duties of the Attorney Genera under this section shall be
performed by the Attorney General (or Acting Attorney General) or the Deputy Attorney General.

(f) Appeal.— The courts of appeals shall have jurisdiction of appeals from interlocutory orders of
the district courts of the United States granting or denying a motion to dismiss or for summary
judgment under this section.

(g) Removal.— A civil action against a person for providing assistance to an element of the
intelligence community that isbrought in a State court shall be deemed to arise under the Constitution
and laws of the United States and shall be removable under section 1441 of title 28, United States
Code.
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(h) Relationship to other laws.— Nothing in this section shall be construed to limit any otherwise
available immunity, privilege, or defense under any other provision of law.

(i) Applicability.— This section shall apply to acivil action pending on or filed after the date of the

enactment of the FISA Amendments Act of 2008.

50 U.S.C. 1885b. Preemption.

(a) In general.— No State shall have authority to--

(1) conduct aninvestigationinto an €l ectroni c communi cation serviceprovider’ sall eged assistance
to an element of the intelligence community;

(2) requirethrough regul ation or any other meansthe disclosure of information about an electronic
communication service provider's alleged assistance to an el ement of the intelligence community;

(3) impose any administrative sanction on an electronic communication service provider for
assistance to an element of the intelligence community; or

(4) commence or maintain a civil action or other proceeding to enforce a requirement that an
el ectronic communication service provider disclose information concerning alleged assistance to an
element of the intelligence community.

(b) Suits by the United Sates.— The United States may bring suit to enforce the provisions of this
section.

(c) Jurisdiction.— The district courts of the United States shall have jurisdiction over any civil
action brought by the United States to enforce the provisions of this section.

(d) Application.— This section shall apply to any investigation, action, or proceeding that is
pending on or commenced after the date of the enactment of the FISA Amendments Act of 2008.

50 U.S.C. 1885c. Reporting.

(a) Semiannual report.— Not |essfrequently than once every 6 months, the Attorney General shall,
in amanner consistent with national security, the Rules of the House of Representatives, the Standing
Rules of the Senate, and Senate Resolution 400 of the 94th Congress or any successor Senate
resolution, fully inform the congressional intelligence committees, the Committee on the Judiciary of
the Senate, and the Committee on the Judiciary of the House of Representatives concerning the
implementation of thistitle.

(b) Content.— Each report made under subsection (a) shall include--

(1) any certifications made under section 802;

(2) adescription of the judicial review of the certifications made under section 802; and

(3) any actions taken to enforce the provisions of section 803.

P.L.110-261, 122 Stat. 2436 (2008)

TITLE I11--REVIEW OF PREVIOUS ACTIONS

Sec. 301. Review of Previous Actions.

(a) Definitions.— In this section:
(1) Appropriate Committees of Congress.— The term “ appropriate committees of Congress’ means—

(A) the Select Committee on Intelligence and the Committee on the Judiciary of the Senate; and

(B) the Permanent Select Committee on Intelligence and the Committee on the Judiciary of the
House of Representatives.

(2) Foreign intelligence surveillance court.— The term “ Foreign I ntelligence Surveillance Court”
means the court established under section 103(a) of the Foreign I ntelligence Surveillance Act of 1978
(50 U.S.C. 1803(a)).

(3) President’s surveillance program and program.— The terms “President’s Surveillance
Program” and* Program” meantheintel ligence activity invol ving communi cati onsthat was authorized
by the President during the period beginning on September 11, 2001, and ending on January 17, 2007,
including the program referred to by the President in a radio address on December 17, 2005
(commonly known as the Terrorist Surveillance Program).

(b) Reviews.—

(1) Requirement to conduct.— The |nspectors General of the Department of Justice, the Office of
the Director of National Intelligence, the National Security Agency, the Department of Defense, and
any other element of the intelligence community that participated in the President's Surveillance
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Program, shall complete a comprehensive review of, with respect to the oversight authority and
responsibility of each such Inspector General—

(A) al of the facts necessary to describe the establishment, implementation, product, and use of
the product of the Program;

(B) accessto legal reviews of the Program and access to information about the Program;

(C) communi cationswith, and participation of, individual sand entitiesin the private sector rel ated
to the Program;

(D) interaction with the Foreign Intelligence Surveillance Court and transition to court orders
related to the Program; and

(E) any other matters identified by any such Inspector General that would enable that | nspector
General to complete areview of the Program, with respect to such Department or element.

(2) Cooperation and Coordination.—

(A) Cooperation.— Each Inspector General required to conduct a review under paragraph (1)
shall--

(i) work in conjunction, to the extent practicable, with any other Inspector General required to
conduct such areview; and

(i) utilize, to the extent practicable, and not unnecessarily duplicate or delay, such reviews or
auditsthat have been completed or are being undertaken by any such | nspector General or by any other
office of the Executive Branch related to the Program.

(B) Integration of other reviews.— The Counsel of the Office of Professional Responsibility of the
Department of Justice shall provide the report of any investigation conducted by such Office on
mattersrelating to the Program, i ncluding any investigati on of the processthrough whichlegal reviews
of the Program were conducted and the substance of such reviews, to the Inspector General of the
Department of Justice, who shall integrate the factual findings and conclusions of such investigation
into its review.

(C) Coordination.— The I nspectors General shall designate one of the | nspectors General required
to conduct areview under paragraph (1) that is appointed by the President, by and with theadviceand
consent of the Senate, to coordinate the conduct of the reviews and the preparation of the reports.

(c) Reports.—

(1) Preliminary reports.--Not later than 60 days after the date of the enactment of this Act, the
I nspectors General of the Department of Justice, the Office of the Director of National Intelligence,
the National Security Agency, the Department of Defense, and any other |nspector General required
to conduct areview under subsection (b)(1), shall submit to the appropriate committees of Congress
an interim report that describes the planned scope of such review.

(2) Final report.— Not later than 1 year after the date of the enactment of this Act, the Inspectors
General of the Department of Justice, the Office of the Director of National Intelligence, the National
Security Agency, the Department of Defense, and any other Inspector General required to conduct a
review under subsection (b)(1), shall submit to the appropriate committees of Congress, in a manner
consistent with national security, a comprehensive report on such reviews that includes any
recommendations of any such Inspectors General within the oversight authority and responsibility of
any such Inspector General with respect to the reviews.

(3) Form.— report under this subsection shall be submitted in unclassified form, but may include
aclassified annex. The unclassified report shall not disclose the name or identity of any individual or
entity of the private sector that participated in the Program or with whom there was communication
about the Program, to the extent that information is classified.

(d) Resources.—

(1) Expedited security clearance.— The Director of Nationa Intelligence shall ensure that the
process for the investigation and adjudication of an application by an Inspector Genera or any
appropriate staff of an Inspector General for a security clearance necessary for the conduct of the
review under subsection (b)(1) is carried out as expeditiously as possible.

(2) Additional personnel for the inspectors general.— An Inspector General required to conduct
areview under subsection (b)(1) and submit a report under subsection () is authorized to hire such
additional personnel asmay be necessary to carry out such review and prepare such report in aprompt
and timely manner. Personnel authorized to be hired under this paragraph--

(A) shall perform such duties relating to such a review as the relevant |nspector Genera shall
direct; and

(B) arein addition to any other personnel authorized by law.

(3) Transfer of personnel.— The Attorney General, the Secretary of Defense, the Director of
National Intelligence, the Director of the National Security Agency, or the head of any other e ement
of theintelligence community may transfer personnel to the relevant Office of the Inspector General
required to conduct areview under subsection (b)(1) and submit areport under subsection (c) and, in
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addition to any other personnel authorized by law, are authorized to fill any vacancy caused by such
atransfer. Personnel transferred under this paragraph shall perform such dutiesrel ating to such review
as the relevant I nspector General shall direct.




