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The Advanced Spectroscopic Portal Program: Background and Issues for Congress

Summary

The Domestic Nuclear Detection Office (DNDO) of the Department of Homeland Security
(DHS) is charged with developing and procuring equipment to prevent a terrorist nuclear or
radiological attack in the United States. At the forefront of DNDO's efforts are technol ogies
currently deployed and under development whose purposeis to detect smuggled nuclear and
radiological materials. These technologies include existing radiation portal monitors and next-
generation replacements known as advanced spectroscopic portals (ASPS).

Radiation portal monitors are used to detect radiation emitted from conveyances, such as trucks,
entering the United States. Combined with additional equipment to identify the source of the
emitted radiation, they provide for a detection and identification capability to locate smuggled
nuclear and radiological materials. The ASPs currently under testing integrate these detection and
identification steps into a single process. By doing this, DHS aims to reduce the impact of
radiation screening on commerce while increasing its ability to detect illicit nuclear material.

The speed of ASP devel opment and depl oyment, the readiness of ASP technology, and the
potential benefits of the ASP program relative to its cost have all been topics of extensive
congressional interest. Congress has held oversight hearings regarding the ASP program.
Additionally, since FY 2007, Congress has each year required that the Secretary of Homeland
Security certify that ASPs will result in a“significant increase in operational effectiveness’
before DHS can obligate appropriated funds for full-scale ASP procurement. The DNDO asserts
that the secretarial certification and the full-scale production decision will be made separately.
Secretarial certification is still pending.

Laboratory and field tests of the ASPs, cost-benefit analyses, and other activities are under way to
inform the Secretary’s certification decision. Among the issues Congress faces are whether to
further define the expected performance of the ASP systems through additional legislation; how
to assess whether the ASP systems are technol ogically ready to be deployed; how to weigh the
potential economic and security benefits of ASP deployment against its financial cost; and
whether the certification process developed by DHS to establish a “ significant increase in
operational effectiveness’ is well founded.

Congressional Research Service



The Advanced Spectroscopic Portal Program: Background and Issues for Congress

Contents
g 11 0o ot o o SR 1
History and BaCkgroUNG.............coo ittt e st e et e e nneeeeeeeenes 1
[ SSUES TOr CONGIESS ...eeieeieiiiee et e ettt ettt e et e e sttt esate e e teeesmteeesmteeeaneeeenneeesmseeesnseeeaneeesseeesnseeeneeeans 5
Capahility to Detect and 1dentify TRrEatS........coooeee e 5
COSIS AN BENEFITS ...ttt s e e e e et e e et e e ente e e eneeeenneas 6
Criteriafor Secretarial CartifiCatioN. ...........ocevi i e 8
Durability of CertifiCation CrtENia ........ceevoeieiee e 8
AmOouNt Of TMPrOVEMENT ..o ee e e e e ste e e sneeeebeeeeneeeesneeeens 9
Verification of PErfOrManCe...........cccoeiuiriiiieie et e 9
System ASPECIS AAUIESSE ......eoeieiee ettt et e e ens 10
Procedural ChangES ........coooeee ettt sttt e e saee e et e e smee e e sneeeenneees 10
Computational Modeling and ANAIYSIS........cceii i 10
Detection Threshold and Energy WIindOWiNg..........coovcereiiereiiee e 10
Actions Following Secretarial CertifiCation............ccooveiiiieiii e 11
(O 0110013 o 0o gTe =SSR 12
Maintain StALUS QUO.........ueeeeiiiieie e iiiee e s st e e e e stre e e s sre e e s e sare e e e s sanee e e s snaeeessanteeeessnnreeessnseneens 12
Increase Clarity Regarding a Significant Increase in Operational Effectiveness.................... 12
INCrease OVErSIght ACHIVITIES. ... ..ooiuiiiee e e e 13
Review Secretarial CartifiCalion...........c.eeiieir i e 13
Change Program DITECLION..........c.eii ittt e e e e e s e e e neeeennes 13
ACHVItIES INthe 111" CONGIESS ...ttt en st en e 13
Contacts
Author Contact INFOrMBLION .......cooiiee e e et e eeseee e e see e e s eeeesneeeeseeeesneeas 14

Congressional Research Service



The Advanced Spectroscopic Portal Program: Background and Issues for Congress

Introduction

The attacks of September 11, 2001, prompted an increased federal focus on protecting the United
States against terrorist nuclear or radiological attack. Since that time, the federal government has
expanded existing programs, devel oped new programs, and deployed new equipment at U.S.
borders and elsewhere. The global nuclear detection architecture has multiple facets, including
security to make acquiring threat material more difficult, intelligence activities, law enforcement
activities, and deployment of radiation detection equipment.’ New technologies have been
proposed to replace or augment existing radiation detection equipment and enhance its
effectiveness. Primary among these new systems is an improved type of radiation detection
device known as the Advanced Spectroscopic Portal (ASP). This report provides an overview of
the ASP program'’s history and outlines issues for Congress as the program moves forward.

History and Background

The ASP program is an effort by the Department of Homeland Security (DHS) to develop,
procure, and deploy a successor to the existing radiation detection portals. Radiation detection
portals, also known as radiation portal monitors, are designed to detect the emission of radiation
from objects that pass by them. The current portals are generally deployed at the U.S. land and
sea borders by DHS's Domestic Nuclear Detection Office (DNDO) and operated by DHS's
Customs and Border Protection (CBP).

Current DHS procedures include the following steps: When entering the United States, cargo
conveyances, such as trucks, areto pass through a radiation detection portal. This processis
called primary screening. If radiation is present, a CBP officer isto be alerted. The conveyanceis
to be directed to a second radiation detection portal, which confirms the presence of radiation and
where additional equipment can be used to identify the origin of the radiation and determine
whether it comes from a potential threat. This processis called secondary screening.
Consequently, the current approach to radiation detection at the border is based on a two-step
process using two different types of equipment. The ASP, in contradt, is designed to both detect
radiation and identify its source.

Anincreasein system efficacy might provide both security and economic benefits. More effective
detection could increase the likelihood of preventing a nuclear threat from entering the United
States. More effective source identification could reduce the costs and delays associated with
“nuisance dlarms” from innocuous radiation sources, such as cat litter or ceramic tiles.

The ASP program was begun in 2004 by the DHS Directorate of Science and Technology, which
funded initial research and development through two broad agency announcements (BAAS).
When DNDO was established in April 2005, responsibility for the ASP program was transferred

! For more information, see CRS Report RL34574, The Global Nuclear Detection Architecture: Issues for Congress,
by Dana A. Shea

2 Department of Homeland Security, Homeland Security Advanced Research Projects Agency, Detection Systems for
Radiological and Nuclear Countermeasure, Proposer I nformation Pamphlet, Broad Agency Announcement BAA-04-
02, January 30, 2004; and Detection Systems for Radiological and Nuclear Countermeasure, Proposer Information
Pamphlet, Broad Agency Announcement BAA-05-04, December 2, 2004.

3 The DNDO was first established by presidential directive: Executive Office of the President, The White House,
(continued...)
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to DNDO. In 2005, under DNDO auspices, ASP advanced technology prototypes were tested at
the Nevada Test Site. Subsequent to this testing, DNDO issued a request for proposals regarding
procurement of ASP systems.*

In March 2006, the Government Accountability Office (GAO) expressed concerns that “in tests
performed during 2005, the detection capabilities of the advanced technology prototypes
demonstrated mixed results—in some cases they worked better, but in other cases, they worked
about the same as already deployed systems.”® The GAO recommended that the Secretary of
Homeland Security work with the Director of DNDO to prepare a cost-benefit analysis for the
deployment of ASPs.

In May 2006, DNDO reported on a cost-benefit analysis that it said supported the proposed ASP
procurement. In July 2006, it awarded contracts to three companies—Raytheon Company,
Thermo Electron Corporation (now known as Thermo Fisher Scientific), and Canberra
Industries—to further develop and manufacture ASP systems. The Raytheon and Thermo systems
used medium-resolution detectors made of sodium iodide (Nal); the high-resolution Canberra
system used high-purity germanium (HPGe).® The DHS stated that it planned to procure and

depl 037/ 80 systems quickly and ultimatdy to deploy atotal of about 1,400 at land and sea ports of
entry.

In October 2006, GAO reported that the DNDO cost-benefit analysis did “ not provide a sound
analytical basis for DNDO's decision to purchase and deploy new portal monitor technology.”®
The GAO’s concerns involved both the cost of ASPs and their performance relative to existing
radiation detection systems.

In the Department of Homeland Security Appropriations Act, 2007 (P.L. 109-295, signed into law
October 4, 2006), Congress prohibited DHS from obligating FY 2007 funds for full-scale
procurement of ASPs “until the Secretary of Homeland Security has certified ... that a significant
increasein operational effectiveness will be achieved.” The act did not define or explain the
phrase “ significant increase in operational effectiveness.”

Faced with criticism of its test results and cost-benefit analysis, DNDO engaged in a further
round of ASP testing in 2007. These tests were to generate the data needed to support secretarial

(...continued)

“Domestic Nuclear Detection,” National Security Presidential Directive NSPD-43/Homeland Security Presidential
Directive HSPD-14, April 15, 2005. Statutory authority was subsequently provided in the SAFE Port Act (P.L. 109-
347, Section 501).

“ Department of Homeland Security, Domestic Nuclear Detection Office, “ Advanced Spectroscopic Program,” Request
for Proposal, HSHQDC-05-R-00009, October 17, 2005.

® Government Accountability Office, Combating Nuclear Smuggling: DHS Has Made Progress Deploying Radiation
Detection Equipment at U.S Ports-of-Entry, but Concerns Remain, GAO-06-389, March 2006.

® The DNDO subsequently determined that the high-resolution system did not meet contract milestones. The contract
was cancelled. Only the two medium-resol ution systems continue to be tested.

" Remarks by Homeland Security Secretary Michagl Chertoff and DNDO Director Vayl Oxford at a Press Conference
to Announce Spectroscopic Portal (ASP) Program Contracts, July 16, 2006, online at http://www.dhs.gov/xnews/
releases/press_release 0953.shtm.

8 Government Accountability Office, Combating Nuclear Smuggling: DHS s Cost-benefit Analysis to Support the
Purchase of New Radiation Detection Portal Monitors Was Not Based on Avail able Performance Data and Did Not
Fully Evaluate All the Monitors Costs and Benefits, GAO-07-133R, October 17, 2006.
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certification and to provide additional information regarding the capabilities of the ASP systems.®
The GAO reviewed the 2007 ASP tests and criticized them as being methodol ogically flawed.™
The GAO's criticisms included the use of the same radiation sources and shielding material for
both calibration and performance testing and the inclusion of test results that might not have
statistical significance. In September 2008, GAO issued another report critical of DNDO’s
ongoing ASP testing.™ It found that further testing by DNDO “ provide[d] little information about
the actual performance capabilities of the ASPs,” and that the resulting test report should not be
used in determining whether ASPs are a significant improvement over currently deployed
equipment.

The DNDO strongly disputed these criticisms. In response to GAO's initial critique, DHS
convened an Independent Review Team to address the criticisms and determine their validity. The
purpose of this review was described as “to assist the Secretary in determining whether he should
certify that there will be a significant increase in operational effectiveness with the procurement
of the ASP system.” ** The I ndependent Review Team found no bias in the test results, but it
concluded that some aspects of the testing process were “not ideal.” ** The Independent Review
Team also concluded that the test results and measures of effectiveness were not properly linked
to operational outcomes, that the testing up to that point was properly characterized as
developmental, and that no independent operational testing and evaluation had been conducted.™
Following the Independent Review Team review, DNDO undertook another round of ASP system
testing.

The DNDO had agreed to perform computer simulation of certain combinations of threat objects
and masking materials in response to feedback from Department of Energy personnel. These
computer simulations, referred to as injection studies, used synthesized signals created from
combining the spectrum of a threat object with data taken from the stream of commerce. The ASP
system was then tested with these combined signals to determineif the threat object could be
detected by the system. These injection studies were intended by DNDO to address a limited
number of scenarios, and DNDO asserted that any certification would not be solely dependent on
the results of the injection studies.™ As of the time of the Independent Review Team report, these
injection studies were till under way.

® Tedti mony of Vayl S. Oxford, Director, Domestic Nuclear Detection Office, before the House Committee on Energy
and Commerce, Subcommittee on Oversight and Investigations, September 18, 2007.

1% Government Accountability Office, Additional Actions Needed to Ensure Adequate Testing of Next Generation
Radiation Detection Equipment, GAO-07-1247T, September 18, 2007.

™ Government Accountability Office, Combating Nuclear Smuggling: DHS s Phase 3 Test Report on Advanced
Spectroscopic Portal Monitors Does Not Fully Disclose the Limitations of the Test Results, GAO-08-979, September
2008.

12 Testimony of Paul A. Schneider, Under Secretary for Management, Department of Homeland Security, before the
House Committee on Energy and Commerce, Subcommittee on Oversight and Investigations, September 18, 2007.

3 Testimony of George E. Thompson, Deputy Director, Homeland Security Institute, before the House Committee on
Homeland Security, Subcommittee on Emerging Threats, Cybersecurity, Science and Technology, March 5, 2008.

1 Tedi mony of Vayl S. Oxford, Director, Domestic Nuclear Detection Office, before the House Committee on
Homeland Security, Subcommittee on Emerging Threats, Cybersecurity, and Science and Technology, March 5, 2008.

% House Energy and Commerce Committee, Subcommittee on Oversight and Investigations, Hearing on Nucl ear
Terrorism Prevention: Status Report on the Federad Government’s Assessment of New Radiation Detection Monitors,
September 18, 2007.
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In the Consolidated Appropriations Act, 2008 (P.L. 110-161, signed into law December 26, 2007),
Congress prohibited the obligation of FY 2008 funds for full-scale ASP procurement until the
Secretary of Homeland Security certified a* significant increase in operational effectiveness’—
the same language as in the FY 2007 act. Thistime, the act also directed the Secretary to consult
with the National Academy of Sciences before issuing the certification and to submit separate
certifications for ASP’'s usein primary and secondary screening. (If primary screening detects a
potential threat, secondary screening is undertaken to confirm the detection and identify the
source.) The Consolidated Security, Disaster Assistance, and Continuing Appropriations Act,
2009 (PL. 110-329, signed into law September 30, 2008), continued the requirement for
secretarial certification before obligation of FY 2009 funds. Again, the phrase “ significant
increasein operational effectiveness’ was neither defined nor explained in either act.

The National Academies issued an interim report on the ASP program in 2009.*° Although
generally supportive of how the most recent ASP system testing was performed, the National
Academies report identified several shortcomings in the ASP test campaigns. These included too
limited arange of configurations of test objects and masking materials, not enough operational
testing, and no plan for incremental deployment of ASP systems to allow for further refinement of
the systems based on field operation. The NAS recommended that DNDO expand its computer
modeling to allow simulation of ASP performance for combinations of threat and shielding
materials beyond those already tested or available. The NAS also suggested different metrics to
assess the performance of the existing radiation portal monitors and ASP systems and provided
guidance to DNDO for future cost-benefit assessment of the ASP systems.

The GAO also reviewed the most recent test campaign and, like the National Academies, reported
improvement in therigor of thetests."” The GAO stated that the preliminary results from the
testing were mixed and that the difference in sensitivity between the ASP and existing systems
varied depending on the amount of shielding. It recommended that DNDO continue testing the
ASP systems against modified versions of the existing radiation portal monitors. The GAO aso
recommended that the results of the injection studies be completed before a secretarial
certification decision is made.

The DNDO continues to engage in additional testing and evaluation, which it expects will lead to
a secretarial decision regarding certification in late 2009."® DNDO officials have stated that they
will move forward with the certification decision only when the available test results and other
information are sufficient to support it, but they have not committed to waiting for the completion
of other efforts. The DNDO asserts that existing test results are sufficient for ASPs to demonstrate
asignificant increase in operational effectiveness.™ If the Secretary of Homeland Security

16 The Nationa Research Council, an arm of the National Academies, convened a committee of experts that performed
the study. Committee on Advanced Spectroscopic Portals, National Research Council, Eval uating Testing, Costs, and
Benefits of Advanced Spectroscopic Portals for Screening Cargo at Ports of Entry: Interim Report (Abbreviated
Version), 2009.

¥ Government Accountability Office, Combating Nuclear Smuggling: Lessons Learned from DHS Testing of Advanced
Radiation Detection Portal Monitors, GAO-09-804T, June 25, 2009, and Government Accountability Office,
Combating Nuclear Smuggling: DHS Improved Testing of Advanced Radiation Detection Portal Monitors, but
Preliminary Results Show Limits of the New Technology, GAO-09-655, May 2009.

18 CQ Congressiona Transcripts, House Appropriations Subcommittee on Homeland Security Holds Hearing on Cargo
and Container Security, April 1, 2009.

¥ Government Accountability Office, Combating Nuclear Smuggling: DHS Improved Testing of Advanced Radiation
Detection Portal Monitors, but Preliminary Results Show Limits of the New Technol ogy, GAO-09-655, May 2009.
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certifies that a“ significant improvement in operational effectiveness’ has been achieved, DNDO
would be able to abligate the FY 2007, FY 2008, and FY 2009 funds already appropriated for ASP
procurement, if they have not been reprogrammed for another purpose. Following secretarial
certification, DNDO may choose to begin immediate acquisition and deployment of ASPs at ports
of entry, conduct further ASP system testing, or take some other course. The most recent ASP
Project Execution Plan, which describes the number of ASPs to be procured and how they would
be deployed, reportedly no longer reflects DNDO's current plans.® The DNDO asserts that the
ASP program no longer requires additional appropriated funds for ASP procurement; the
Administration has requested no acquisition funds for FY2010.*

Issues for Congress

Through hearings, letters, legislation, and report language, some Members of Congress have
expressed both concern about the ASP program and support for it. Congress faces policy issuesin
several areas. the effectiveness of ASP technology at detecting and identifying threats, the ASP
program’s costs rdative to its benefits, the Secretary’s criteria for determining whether ASPs will
provide a “significant increase in operational effectiveness,” and future actions following
secretarial certification.

Capability to Detect and Identify Threats

The effectiveness of ASP technology hinges on its ability to both detect radiation and identify its
source. Thesetasks are currently performed sequentially, using two different types of equipment.
The ASP technology would integrate the tasks into a single step. A key question for Congress is
whether ASPs would perform sufficiently better than the existing systems to make investment in
ASPs worthwhile. Since the ASP technology is intended to perform both detection and
identification, this question can be asked with respect to both functions.

The DNDO’s ongoing testing is intended to provide the remaining information needed to
compare ASP performance with the performance of existing systems. Because of the criticism of
past ASP test campaigns by GAO and others, Congress directed DHS to have the National
Academies examine the methodology and results of the ASP test campaigns and evaluate how
DNDO uses those results to assess ASP performance.? Congress may wish to consider the
sufficiency of DHS's plans for further ASP devel opment, procurement, and deployment in light of
the National Academies’ assessment.

Some nongovernmental critics believe that even if ASPs are better than existing radiation portal
monitors at detecting and identifying radioactive material, they cannot provide a sufficient
defense. These critics state that nuclear material can be shielded or divided into amounts too

% Government Accountability Office, Combating Nuclear Smuggling: DHS s Programto Procure and Deploy
Advanced Radiation Detection Portal Monitors Is Likely to Exceed the Department’s Previous Cost Estimates, GAO-
08-1108R, September 22, 2008.

2 Department of Homeland Security, Domestic Nuclear Detection Office, “Systems Acquisition,” Fiscal Year 2010
Congressional Justification.

2 The National Academies issued an interim report in 2009. Committee on Advanced Spectroscopic Portals, National

Research Council, Evaluating Testing, Costs, and Benefits of Advanced Spectroscopic Portalsfor Screening Cargo at
Ports of Entry: Interim Report (Abbreviated Version), 2009.
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small to be detected and that detection equipment can be avoided by illegally entering the United
States away from official ports of entry.® These arguments challenge the bdief that better
detection systems are an effective way to protect against the threat of nuclear and radiol ogical
terrorism.

Costs and Benefits

In 2006, DNDO conducted a cost-benefit analysis for the development and deployment of ASP
systems. Additional DNDO cost-benefit analyses are to be used as input to the Secretary’s
certification decision. It appears that the analyses conducted so far have focused mainly on the
economic costs of implementation and the economic benefits to commerce by improving the
efficiency of the radiation screening process. According to the National Academies, it appears
likely that the costs of the ASP program will outweigh these economic benefits. Therefore, factors
more difficult to quantify, such asrisk reduction related to nuclear terrorism, may determine the
benefits of the ASP systems.

The expected economic cost of procuring and deploying ASP systems has changed since the
inception of the program, as have the number, type, and purpose of the systems themselves.
Rather than an all-inclusive suite of ASP varieties, DNDO has chosen to focus on a single type of
ASP used to screen trucks and shipping containers. According to life cycle cost analysis by GAO,
the cost of the ASP program has increased from the original $1.2 billion to approximately $3.1
billion for the previously planned full deployment or approximately $2.1 billion for the currently
planned reduced deployment. The DNDO asserts that the actual number of deployed systems may
change dramatically depending on the results of ongoing testing.?*

The DNDO asserts that the number of nuisance alarms, in which radiation is detected correctly
but comes from an innocuous source, would be greatly reduced following deployment of the ASP
systems. This reduction would result from the ASP’s ability to identify the source of the radiation
it detects and discriminate between dangerous and innocuous sources. Because of this expected
reduction, the number of conveyances that would be required to go through subsequent, morein-
depth screening would be reduced, and as aresult, the radiation screening process would have
less impact on commerce. The DNDO stated in 2006, based on its cost-benefit analysis at that
time, that the value of the reduced impact on commerce outweighed the cost of the ASP program
and caused deployment of the ASP systems to be a preferred outcome. The GAO disagreed with
this C(z)gcl usion, asserting that the 2006 cost-benefit analysis did not provide a sound analytical
basis.

It appears that DNDO's cost-benefit analyses have not attempted to quantify the security benefit
of making radiation screening more effective: the avoided cost of a nuclear or radiological attack
in the United States that a more effective system might prevent. The omission of this avoided cost

2 gee, for example, Thomas B. Cochran and Matthew G. McKinzie, “ Detecting Nuclear Smuggling,” Scientific
American, April 2008.

% Government Accountability Office, Combating Nuclear Smuggling: DHS s Programto Procure and Deploy
Advanced Radiation Detection Portal Monitors Is Likely to Exceed the Department’s Previous Cost Estimates, GAO-
08-1108R, September 22, 2008.

% Government Accountability Office, Combating Nuclear Smuggling: DHS s Cost-benefit Analysis to Support the
Purchase of New Radiation Detection Portal Monitors Was Not Based on Avail able Performance Data and Did Not
Fully Evaluate All the Monitors Costs and Benefits, GAO-07-133R, October 17, 2006.
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from a cost-benefit analysis might be justified in several ways. One might be that the likelihood
of an avoided successful attack is the same between existing radiation portal systems and the ASP
systems. Another might be that it is too difficult to determine quantitatively the benefit from an
incremental increase in detection effectiveness. Because the potential consequences of a nuclear
or radiological attack would vary widely depending on the location of the attack, and the
likelihood and timing of an attack occurring would depend on a terrorist adversary having the
requisiteintent and capability, calculating the benefits of an avoided attack may have significant
uncertainties. Absent such an analysis, however, it is difficult to assess whether a small increase
in detector effectiveness would lead to a substantial reduction of the overall security risk.

The National Academies recommended that DNDO consider alternative approaches to theissue
of cost-benefit analysis, even though these approaches will not provide fully quantitative and
definitive results. These aternative analytical approaches are:

o  Capability-based planning to provide a structured assessment of how alternative
detection technologies or deployment strategies reduce the risk of a nuclear
detonation in the United States.

e Gametheory to provide insight into the benefits from deterrence associated with
the ASPs.

o Cost-effectiveness analysis and break-even analysis to determine the amount of
specific benefits gained per dollar spent or the conditions for which benefits
exceed costs.”

Thelast approach may be the most tractable given the large uncertainties associated with
understanding the likelihood of a nuclear terrorist attack. As put by the Office of Management
and Budget when discussing cost-benefit analysis for regulatory purposes,

It will not always be possible to expressin monetary unitsall of the important benefits and
costs. When it is not, the most efficient alternative will not necessarily be the one with the
largest quantified and monetized net-benefit estimate. In such cases, you should exercise
professional judgment in determining how important the non-quantified benefits or costs
may be in the context of the overall anaysis. If the non-quantified benefits and costs are
likely to be important, you should carry out a “threshold” analysis to evaluate their
significance. Threshold or “ break-even” analysisanswersthequestion, “How small could the
value of the non-quantified benefits be (or how large would the val ue of the non-quantified
costs need to be) before the rule would yield zero net benefits?’ In addition to threshold
anaysis you should indicate, where possible, which non-quantified effects are most
important and why.?’

The National Academies also recommended that DNDO not limit its consideration strictly to the
ASP program. The ASP program is one of many programs assembled into a framework called the
Global Nuclear Detection Architecture (GNDA).? In the GNDA framework, various programs

% Committee on Advanced Spectroscopic Portals, Nationa Research Council, Evaluating Testing, Costs, and Benefits
of Advanced Spectroscopic Portals for Screening Cargo at Ports of Entry: Interim Report (Abbreviated Version), 2009,
pp. 51-53.

%" Office of Management and Budget, The White House, “Regulatory Analysis,” Circular A-4, September 17, 2003.
See also Office of Management and Budget, The White House, “ Guidelines and Discount Rates for Benefit-Cost
Analysis of Federal Programs,” Circular A-94, October 29, 1992.

% For more information on the Global Nuclear Detection Architecture, see CRS Report RL34574, The Global Nuclear
(continued...)
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intersect and overlap in an effort to provide a defense-in-depth-like approach to preventing
detonation of a nuclear device within the United States. The National Academies recommended
that DNDO “clearly define the ASP program objectives, including describing the new and unique
capabilities of the ASPs in the context of their rolein the Global Architecture’ and “consider
tradeoffs and interactions among different elements of the Global Architecture.”*

Theincreased cost of the ASP program and related changes in procurement and deployment plans
have led to uncertainty regarding the total costs and benefits of the program. Congressislikely to
continueto be interested in the scope of the ASP program, its total cost, how ASP systems would
be deployed, the calculated benefits of that potential deployment, and the degree to which this
next-generation technology increases homeland security. Additionally, Congress may be
particularly interested in the degree to which potential deployment of ASP systems reduces the
likelihood of a successful attack and how such considerations are weighed and balanced against
other economic factors.

Criteria for Secretarial Certification

The appropriations acts that established the certification requirement provided no definition or
explanation of the phrase “ significant increasein operational effectiveness.” Absent further
congressional guidance, DHS established a definition based on a list of criteria and published it as
amemorandum for the record. The GAO and others have criticized these criteria. Congress may
beinterested in examining whether the criteria meet the certification requirement’s intent. On the
other hand, considering that Congress has provided no explanation of the requirement in statute
or report language, it may have intended to leave the definition to DHS's discretion.

Durability of Certification Criteria

The DHS issued a memorandum for the record in July 2008. 1n the memorandum, DHS agencies,
including DNDO and CBP, jointly established certification criteria that constitute their definition
of “significant increasein operational effectiveness.” The memorandum is unclassified and less
than two pages long. It is possible that additional details supporting the certification criteria are
provided e sewhere, but the memorandum gives no indication that thisis the case.

The memorandum for the record documents a decision-making process internal to DHS and may
be altered or overturned at the discretion of the current Secretary of Homeland Security. The
Secretary of Homeland Security could direct the signatory DHS agenciesto revisit the
memorandum’s criteria, revise them, or negate them entirely, establishing a new set of criteria
with which to judge the operational effectiveness of the ASPs. Alternatively, the Secretary of
Homeland Security may choose to uphold the memorandum for the record and maintain the
existing certification criteria. These criteria were developed through a joint process and represent
needs and goals established by the technology users (CBP) and the technology devel opers
(DNDO). As such, they may fully capture the priorities of the participating agencies.

(...continued)
Detection Architecture: Issues for Congress, by Dana A. Shea

2 Committee on Advanced Spectroscopic Portals, Nationa Research Council, Evaluating Testing, Costs, and Benefits
of Advanced Spectroscopic Portals for Screening Cargo at Ports of Entry: Interim Report (Abbreviated Version), 2009,
pp. 46-47.
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Amount of Improvement

Several of the criteria require an improvement in some aspect of performance without specifying
a minimum amount of improvement. For the criteria that do specify a minimum amount of
improvement, DHS does not explain how it determined that amount. For those with no specified
minimum, an improvement so small as to be operationally insignificant would apparently be
sufficient. The GAO criticized this approach, which it said

set alow bar for improvement—for example, by requiring ASPsto perform at least aswell
ascurrent generation equipment when nuclear material ispresent in cargo but not specifying
an actua improvement.®

Similarly, the National Academies refer to the criteria as a modest set of goals which do not
require significantly improved ability to detect special nuclear material in primary screening.®

On the other hand, if the performance of existing systems is already sufficient in certain respects,
it may be appropriate ssimply to preclude backsliding in those areas while seeking to make larger
improvements in other areas where current performanceis less acceptable. For example, DNDO
states that for some threat types, current systems are already expected to detect correctly 100% of
the time, so that further improvement would be impossible.** Providing fewer quantitative targets
might also allow the criteria to be reused for future decisions about further equipment upgrades.

Verification of Performance

The memorandum establishing the criteria does not define under what test conditions or with
which test data the criteria are to be verified. For example, it does not specify the types, amounts,
or configurations of threat material that are to be detected. Other documents may provide these
details, or DNDO may have specific plans that it has not documented formally. In some cases,
DNDO officials have stated how particular criteria will be assessed. For example, previously
scheduled field validation tests that involve the screening of trucks in actual commerce areto be
used to assess the time required for secondary screening, and the results of a specific test
campaign at the Nevada Test Site are to be used to assess the ASP's ability to detect special
nuclear material.** The DNDO does not consider that injection studies, simulations previously
described by DNDO as addressing certain special cases, are necessary to meet the certification
criteria. The GAO asserts that these injections studies should be completed prior to a certification
decision, and the National Academies recommends performing extensive modeling to determine
the performance of the ASP system for configurations that cannot be directly tested.

% Government Accountability Office, Combating Nuclear Smuggling: DHS Needs to Consider the Full Costs and
Complete All Tests Prior to Making a Decision on Whether to Purchase Advanced Portal Monitors, GAO-08-1178T,
September 25, 2008.

31 Committee on Advanced Spectroscopic Portals, Nationd Research Council, Evaluating Testing, Costs, and Benefits
of Advanced Spectroscopic Portals for Screening Cargo at Ports of Entry: Interim Report (Abbreviated Version), 2009.

%2 DNDO, personal communication with CRS, October 9, 2008.
3 DNDO, personal communication with CRS, October 9, 2008.
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System Aspects Addressed

The criteria address certain system aspects, such as detection rates and false alarm rates, but do
not expressly address others, such asrdiability, ease of use, and cost. For example, the criteria
compare ASP performance versus the performance of current systems on a one-to-one basis,
without regard to cost, even though ASPs are more expensive than current systems. As the
technology developer, DNDO, and the technology user, CBP, jointly established these criteria,
these choices presumably reflect DHS's conclusions about which system aspects are most
important. Neverthel ess, some experts have expressed concern about the criteria’s balance,
asserting that the criteria should focus more on increasing the likelihood of detecting a genuine
threat, rather than on reducing the false alarm rate.®

Procedural Changes

The memorandum establishing the criteria states that performance comparisons against currently
deployed systems are to be made on the basis of current concepts of operations (CONOPs) and
standard operating procedures (SOPs). The ASP systems are to combine radiation detection (the
goal of primary screening) with identification of the radiation source (the goal of secondary
screening). One might expect that either adding an identification capability to the detection stage
or adding a detection capability to the identification stage would be accompanied by changesin
CONOPs and SOPs, but no such changes arereflected in the criteria. If changes in CONOPs and
SOPs could improve the performance of the ASPs in the field, then assessing performance using
test data based on current procedures may not reflect their full capabilities.

Computational Modeling and Analysis

A recurring theme regarding the performance of the ASP systems has been executing
computational modeling and analysis to determine the ASP system performance against certain
combinations of threat objects and masking materials. The DNDO initially suggested initiating
“injection studies” to resolve concerns raised by Department of Energy experts. The GAO, at the
time, expressed a preference for expansion of actual, rather than simulated, testing, but has
subsequently stated that these injection studies should be completed prior to a secretarial
certification decision. The National Academies have also called for computer modeling of the
ASP systems. The National Academies recommendations go beyond injection studies to building
a comprehensive model of the ASP system and performing physical testing for the purposes of
validating the ASP model. Once the model is validated, the model could be used to predict the
performance of the ASP against combinations of threat object and masking material not normally
available. Although DNDO has initiated the injection studies, they have not attempted to meet the
National Academies recommendation to develop a comprehensive model of the ASP system for
simulated testing purposes.

Detection Threshold and Energy Windowing

Finally, the criteria compare ASP performance against the performance of current systems as
currently configured. They do not compare performance against the same equipment set at other

# Tedi mony of Thomas B. Cochran, Ph.D., Senior Scientist, Nuclear Program, Natural Resources Defense Council,,
before the Senate Committee on Homeland Security and Governmenta Affairs, September 25, 2008.
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operational detection thresholds that might have different operational ramifications, such as
higher detection and false positive rates. In addition, GAO has recommended that DNDO
compare the performance of the ASPs against current PVT systems equipped with “ energy
windowing” software expected to slightly increase the performance of existing systems.® The
DHS has considered such scenarios in some past analyses but does not require such consideration
in the context of the certification criteria

Actions Following Secretarial Certification

The date for secretarial certification has been postponed several times. The current reported date
is Fall 2009, but DNDO officials have stated that they will move forward with the certification
decision only when the available test results and other information are sufficient to support it. The
decision to proceed with full-scale production of the ASP system is no longer coupled to the
secretarial certification. Instead, the secretarial certification and the full-scale production decision
will be made separately. According to DHS, “the Secretarial certification requirement isin
addition to and in advance of the ... deployment decision.”*

If the Secretary of Homeland Security decides to make the required certification on the basis of
the existing or new certification criteria, several choices would remain about how to proceed. The
Secretary may decide that ASP systems should be fully deployed. The DHS could use whatever
funds remain from prior-year appropriations for ASP procurement to begin this process.
According to DNDO, approximately $78 million remain unobligated from FY 2007-FY 2009
funds appropriated for ASP system acquisition.*” The DNDO has not requested additional funds
for FY 2010, stating that existing funds are sufficient to meet current deployment needs.

The Secretary may decide that while ASP systems do represent a“ significant improvement in
operational effectiveness,” their costs make them less desirable than other possible detection
improvements. For example, rather than procure ASP systems, DHS might invest in additional
existing secondary inspection systems, achieving comparable reductions in secondary screening
time. The DHS has stated that cost-benefit analyses will inform the Secretary’s certification
decision, even though the criteria do not mention cost.

The Secretary may decide to acquire and deploy ASP systems on a limited basis. For example,
ASP systems might be deployed at high-throughput locations only. It is possible that the benefits
of ASPs outweigh their cost in some locations but not others. While preferring to procure ASP
systems in large numbers for system performance uniformity and economies of scale, DNDO has
stated that it will present various deployment strategies to the Secretary.®

Upon secretarial certification, Congress may be interested in the manner and scale of ASP
procurement, where and how initial ASP systems would be deployed, and the projected future

% Government Accountability Office, Combating Nuclear Smuggling: DHS Improved Testing of Advanced Radiation
Detection Portal Monitors, but Preliminary Results Show Limits of the New Technol ogy, GAO-09-655, May 2009.

% Testimony of William K. Hagan, Acting Deputy Director, Domestic Nuclear Detection Office, Department of
Homeland Security, before the House Committee on Science and Technol ogy, Subcommittee on Investigations and
Oversight, June 25, 2009.

37 Personal communication with Department of Homeland Security, June 11, 2009.

B Tedi mony of Vayl S. Oxford, Director, Domestic Nuclear Detection Office, before the Senate Committee on
Homeland Security and Governmental Affairs, September 25, 2008.
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deployment of these systems. The existing radiation portal monitor program has been a multiyear
program with continued phased deployment. Consequently, the required time to replace these
systems may be of congressional interest. Finally, if the existing radiation portals are superseded
by ASP systems, Congress may be interested in the expected lifetime of those ASP systems and
DHS's expectation of the development of a next-generation system to replace those ASP systems.

Options for Congress

Congress has several options for addressing the ASP program. These options include awaiting
further departmental action, providing legislative guidance to DHS regarding certification of the
ASP systems, increasing congressional oversight, reviewing any secretarial decisions regarding
certification and procurement, and changing the direction of the ASP program.

Maintain Status Quo

Congress may continue to perform oversight on the ASP program and await further action by
DNDO. Such an approach may provide DNDO with sufficient time to develop the requisite data
and analyses to support a secretarial certification or to determine that the ASP system should not
be further devel oped.

Increase Clarity Regarding a Significant Increase in Operational
Effectiveness

A key question of possible congressional interest might be whether the approach taken by DHS in
determining a “ significant increase in operational effectiveness’ meets congressional intent. The
definition developed by DHS for a“significant increase in operational effectiveness’ may meet
congressional intent, and Congress may be fully supportive of DNDO moving forward with ASP
procurement and deployment based on this definition.

Alternatively, Congress might find that the definition used by DHS does not meet congressional
intent. I1f so, Congress might choose to restrict the Secretary’s discretion by defining the phrase
“significant increase in operational effectiveness’ for DHS or by delineating what areas need to
be addressed when DHS defines a “ significant increasein operational effectiveness.” For
example, Congress might clarify what activities must be included in determining a* significant
increase in operational effectiveness,” such as assessment of simulations and modeling or specific
cost-benefit assessment approaches, or define a process by which governmental or non-
governmental experts provide input into developing the definition.

Congress might also set a deadline for secretarial certification. The DHS has not met previous
expectations for the date of certification. Instead, it has engaged in further development and
testing following criticisms of its test procedures and results. Congress might direct DHS to make
a determination regarding the “ significant increase in operational effectiveness’ by a specified
date rather than continuing with more tests and devel opmental work.
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Increase Oversight Activities

Congress might focus on oversight activities. Congressional committees have held several series
of oversight hearings on the ASP program. Further scrutiny of DHS and oversight of the testing
and certification process may help to ensure that DHS's decision to certify and procure the ASP
system is well founded. In order to assess the robustness and rigor of these decisions, Congress
might direct DNDO to develop and provide documentary support for its programmatic decisions
to GAO or the National Academies for review.* Such an approach might further delay the ASP
program, lengthening the time before ASP systems were deployed.

Review Secretarial Certification

If secretarial certification occurs, Congress might assess the certification decision to determine if
the certification met its legislative intent. If it did not, Congress might place additional restrictions
or requirements on the ASP program. Examples of such restrictions or requirements might

include limiting the rate of procurement of ASP systems, directing DHS to reevaluate its decision-
making process, or requiring analysis of the certification decision by a third party. ASASP
systems are planned to be procured from currently unobligated prior-year appropriations,
Congress could rescind such funding.

Change Program Direction

Lastly, Congress might choose to change the direction of the program if secretarial certification
does not go forward as planned. Policymakers might choose to direct DNDO to changeits
expectations of the ASP technology performance and scope, so as to match the tested capabilities.
Alternatively, policymakers might direct DNDO to invest additional funds into further
development for afixed period of time, to transfer the program focus away from procurement and
towards devel opment milestones. Finally, policymakers might direct DNDO to enhance their
development of alternate technol ogies beyond those incorporated in the ASP systems, attempting
to achieve a breakthrough in technology devel opment.

Activities in the 111* Congress

Both the House and Senate-passed homeland security appropriations bills contain statutory
language regarding the ASP systems. Both versions of H.R. 2892, Department of Homeland
Security Appropriations Act, 2010, contain a statutory prohibition on obligating any FY 2010
funds for full-scale procurement of ASPs until secretarial certification occurs. Such certification
is required for both primary and secondary deployment. Both versions of H.R. 2892 also require
the Secretary to consult with the National Academies before certifying.

Both the Senate and the House Appropriations Committee reports contain limitations on the
expenditure of funds for full-scale procurement of ASP systems. The House report directs DHS to

% sych an approach was taken with the National Bio- and Agro-defense Facility (NBAF). Congress directed the DHS
Science and Technology Directorate to provide GAO with its risk assessment regarding placing the NBAF on the
mainland. NBAF construction funding could not be obligated until GAO reported on the sufficiency of the risk
assessment.
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submit areprogramming proposal for the procurement of existing radiation portal monitors to
meet any remaining requirements if the secretarial certification is further delayed beyond the first
quarter of FY2010. The House report also urges the Department to base its decision on adequate
test information, including modeling, and robust cost-benefit analysis. The House report also
allows the deployment of existing ASP systems to generate data to inform the secretarial
certification decision.”

The Senate report directs DNDO to implement three National Academies recommendations prior
to making a secretarial certification or procurement decision. The three recommendations are (1)
incorporate computer modeling in addition to testing; (2) use available ASPs in operational
environments to assess their capabilities; and (3) complete a more rigorous cost-benefit analysis
that takes a broader approach to assessing the cost of reducing risk in one area versus another.
The Senate report also directs DHS to brief the Senate Appropriations Committee if these
recommendations are not followed. In addition, the Senate report asserts that an independent cost-
benefit analysis would be beneficial. Finally, the Senate report encourages DHS to review its
decision to place acquisition of the ASPs with DNDO rather than within an operational
component and suggests that placing currently unobligated and any future requested funds within
U.S. Coast Guard, Customs and Border Protection, and Transportation Security Administration
may be more appropriate.
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