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Social Media for Emergencies and Disasters: Overview and Policy Considerations

Summary

Since the mid-1990s, new technologies have emerged that allow people to interact and share
information through the Internet. Often called “social media,” these platforms enable people to
connect in ways that were non-existent, or widely unavailable 15 years ago. Examples of social
media include blogs, chat rooms, discussion forums, wikis, YouTube channels, LinkedIn,
Facebook, and Twitter. Social media can be accessed by computers, tablets, smart and cellular
telephones, and mobile telephone text messaging (SMS).

In recent years social media has played an increasing role in emergencies and disasters. Social
media sites now rank as the fourth most popular source to access emergency information. They
have been used by individuals and communities to warn others of unsafe areas or situations,
inform friends and family that someone is safe, and raise funds for disaster relief. Facebook
supports numerous emergency-related organizations, including Information Systems for Crisis
Response and Management (ISCRAM), the Humanitarian Free and Open Source Software
(FOSS) Project, as well as numerous universities with disaster-related academic programs.

The use of social media for emergencies and disasters may be conceptualized as two broad
categories. First, social media can be used as an output to disseminate information and issue
warnings. Second, it can be used as an emergency management tool through the systematic use of
inputs (typically through incoming communication). Examples of systematic usage of social
media include using the medium to conduct emergency communications; using social media to
receive victim requests for assistance; monitoring user activities to establish situational
awareness; and using uploaded images to create damage estimates; conduct investigations;
monitor search queries to anticipate flu outbreaks and detect terrorist activity; among others.
Federal entities, including the Federal Emergency Management Agency, use social media in both
manners, although primarily as an output to disseminate information.

Recent stories and reports describing how a wide range of international, state, and local
organizations have successfully used social media during emergencies and disasters have spurred
congressional interest and discussion about how to harness social media capabilities to improve
federal response and recovery efforts. Based on these favorable stories and reports, some may
argue that the federal government should take the lead in developing social media as a tool for
emergencies and disasters.

Others might argue that it would be difficult for the federal government to replicate state and
local success because the decentralized nature of social media may make the medium too
unwieldy for large, centralized organizations to control in a manner similar to smaller
organizations or emergent groups. They may, therefore, argue it would be more appropriate for
state and local governments to take the lead with the federal government playing a supporting
role. If that is the case, Congress could, for example, provide grants to further its development at
the state and local level. Congress could also explore policy options that could enhance social
media usage at the state and local level. These policy options include public-private partnerships,
and social media pilot programs.

This report provides selected examples of how social media has been used by emergency
management officials and agencies, and examines the potential uses and benefits of using social
media in the context of emergencies and disasters. The report also provides additional
perspectives and reviews some of the policy implications of using social media for emergencies
and disasters. These include

e the use of social media to make individual requests for assistance;
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e the use of private-public partnerships to develop social media tools for
emergencies and disasters;

e the accuracy of social media information and the challenge of information
overload;

e malicious use of social media during disasters;
e the technological implications of social media;
e administrative costs considerations; and

e privacy concerns.

This report will be updated as events warrant.
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Introduction?

The term “social media” refers to Internet-based applications that enable people to communicate
and share resources and information. Some examples of social media include blogs, discussion
forums, chat rooms, wikis, YouTube channels, LinkedIn, Instagram, Facebook, and Twitter.
Social media can be accessed by computers, tablets, smart and cellular telephones, and mobile
telephone text messaging (SMS). The use of social media is an evolving phenomenon. Rapid
changes in communication technologies in the past decade have enabled people to interact and
share inforzrnation through media that were non-existent or widely unavailable as recently as 15
years ago.

In the last 10 years social media has played an increasing role in emergencies and disasters in
both the public and private sectors.® Facebook hosts numerous emergency-related organizations,
including Information Systems for Crisis Response and Management (ISCRAM), and the
Humanitarian Free and Open Source Software (FOSS) Project. Additionally, numerous
emergency and disaster-related organizations, including universities, the private and nonprofit
sectors, and state and local governments use Facebook to disseminate information, communicate
with each other, and coordinate activities such as emergency planning and exercises.*

There is also evidence that social media is increasingly being used at the community and
household level to respond to emergencies and crises. A study conducted in 2012 by the American
Red Cross found that 40% of the respondents said they would use social tools to tell others they
were safe.’ That percentage is most likely higher today given the rapid proliferation and
acceptance of social media in recent years. Other examples of community and household use of
the media include warning others of unsafe areas or situations, creating ad hoc volunteer response
groups, and raising funds for disaster relief and recovery efforts.

Perhaps one of the greatest benefits of social media is that it allows people to communicate when
traditional lines of communication are unavailable. For example, when power or landline service
is interrupted, people generally continue to have access to information—at least on a limited
basis—through social media platforms with SMS and Global Positioning Satellite (GPS)
frameworks, such as Twitter. Thus, certain elements of social media can remain viable during
catastrophic events when traditional forms of communication are rendered unusable.

The use of social media for emergencies and disasters can be conceptualized as two broad
categories of usage. First, social media can be used as an output to disseminate public safety
related information. Second, social media can be used as an emergency management tool through

! Rita Tehan, Information Research Specialist, Resources, Science and Industry Consulting Section, Knowledge
Services Group, coauthored this section.

2 CRS Report R41066, Social Networking and Constituent Communications: Member Use of Twitter During a Two-
Month Period in the 111th Congress, by Matthew E. Glassman, Jacob R. Straus, and Colleen J. Shogan, p. 1.

3 A study published in 2010 by the American Red Cross found that social media sites are the fourth most popular
source to access emergency information. See also the American Red Cross, “Social Media in Disasters and
Emergencies,” blog, August 5, 2010, at http://www.slideshare.net/wharman/social-media-in-disasters-and-emergencies-
aug-5. It is conceivable that even more people are now seeking out emergency information on social media given its
proliferation in recent years.

4 Connie White, Linda Plotnik, and Jane Kushma, et al., “An Online Social Network for Emergency Management,”
International Journal of Emergency Management, vol. 6, no. 3/4 (2009), pp. 369-382.

5 American Red Cross, More Americans Using Mobile Apps in Emergencies, August 31, 2012, at
http://www.redcross.org/news/press-release/More-Americans-Using-Mobile-Apps-in-Emergencies. For example,
attendees at the Aurora, CO, theater shootings and the Boston Marathon bombings successfully used social media to let
family and friends know they were safe.
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the use of inputs. Some examples of using social media as an emergency management tool
include

e using the medium to conduct emergency communications and issue real time
warnings;

e using social media to receive requests for assistance;
e monitoring user activities and postings to establish situational awareness;
e using uploaded images to create damage estimates; and

e using social media to conduct investigations and post-incident analysis.

Selected Social Media Examples and Caveats

Social media sources have a broad range of applications in emergencies and disasters. The
following sections provide examples of the ways in which social media are being used. Not all of
these examples are from the federal government nor are they all governmental. Additionally,
federal usage of social media varies from agency to agency just as its use varies from non-
governmental entity to non-governmental entity. The following is not an exhaustive list and some
of the examples may change or quickly become outdated due to advances in social media.

Notifications

Social media are often used by emergency management organizations to coordinate and send out
notifications of upcoming training events and exercises. Notifications can also be sent to mobilize
first responders to respond to an incident. Using social media for mobilization purposes can be
particularly useful when traditional call systems fail. For instance, during Hurricane Gustav, a
Community Emergency Response Team (CERT) used social media to send mass email
notifications to team members through Facebook when its call notification system went down.
The CERT group also updated status messages to notify first responders and citizens of
developments as the incident unfolded.’

6

Public Safety Information, Emergency Alerts, and Crisis Information

Social media has been used to disseminate a wide range of public safety information before,
during, and after various incidents. Prior to an incident (or in the absence of an incident), many
organizations and agencies provide citizens with preparedness and readiness information through
social media. For example, the Department of Health and Human Services (HHS) used Twitter to
provide information on Zika virus prevention.® Social media are also used for community
outreach and customer service purposes by soliciting feedback on public safety-related topics.

6 Connie White, Linda Plotnick, and Jane Kushma, et al., “An Online Social Network for Emergency Management,”
Proceedings of the 61 International ISCRAM Conference—Gothenburg, Sweden, May 2009. Available at
http://www.iscramlive.org/ISCRAM2009/papers/Contributions/
163_An%200nline%20Social%20Network%20For%20Emergency_White2009.pdf.

7 Status message are short messages typically consisting of one or two sentences announcing what is on a person’s
mind, or what they are doing at the moment. Some social media applications allow users to send notifications to
subscribers when a status message is posted or updated.

8 The Department of Health and Human Services: “READ and SHARE: #Zika prevention 1.0.1 from the @CDCgov.

http://1.usa.gov/1RISwsL#kNOwZika#VitalSigns,” May 24, 2016, https://twitter.com/HHSGov/status/
735090478958288897.
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Social media is often used by organizations to provide key public safety information during
emergency situations. Further, social media is being increasingly used to provide “real-time”
updates as the event unfolds. For example, Orlando authorities used social media to inform the
public on the shootings in the Pulse nightclub.® Another example is a stream of tweets issued by
the Boston Police Department to keep citizens up to date in real-time throughout the Boston
Marathon bombings and subsequent manhunt.'® The Boston Police Department also used social
media to address and correct instances of misinformation.* The National Weather Service (NWS)
also used social media to alert citizens in Massachusetts of road conditions during the 2015
snowstorms.* Similarly, the U.S. Geological Survey launched a pair of Twitter feeds to give out
automated, real-time river levels and rainfall amounts during heavy rains in response to floods in
Texas. The platform automatically Tweets out river gauge levels and flow rates when they hit the
flood stal%e. It also includes searchable hashtags and links to more information on the agency’s
website.

Emergency alerts used at the federal level include the Federal Communications Commission
(FCC) Personal Localized Alerting Network known as “PLAN” (technically the Commercial
Mobile Alert System, or CMAS).* Implemented in 2011, PLAN expands the emergency alert
system notifications sent over TV and radio to include mobile and smart phones. PLAN sends
geographically targeted alerts through cell towers in the form of text-like messages to the cell
phones of people who have requested to be notified in the event of an emergency.'® PLAN
enables government officials to target emergency alerts to specific geographic areas, which then
push the information to dedicated receivers with PLAN-enabled mobile devices.®

The Federal Emergency Management Agency (FEMA) oversees development and operation of
the Integrated Public Alert and Warnings System (IPAWS), a national system for delivering
emergency alerts and warnings to the public. Today, over 150 entities—including approximately
75 counties, 25 states, and the Commonwealth of Puerto Rico—have access to the IPAWS-OPEN
gateway, which allows them to transmit messages to cellular phones (using Wireless Emergency
Alerts or WEA), radio and television (using the Emergency Alert System), and National Oceanic
and Atmospheric Administration (NOAA) weather radios. In addition, the NWS can send weather
alerts, 31;17d the National Center for Missing and Exploited Children can send AMBER alerts over
IPAWS.

9 “Orlando Authorities Use Social Media to Inform Public on Shootings,” Emergency Management, June 12, 2016, at
http://www.emergencymgmt.com/safety/Orlando-authorities-use-social-media-to-inform-public-on-shootings.html.

10 Tod Newcombe, “Social Media: Big Lessons from the Boston Marathon Bombing,”” Government Technology,
September 24, 2014, at http://www.govtech.com/public-safety/Social-Media-Big-Lessons-from-the-Boston-Marathon-
Bombing.html.

1 1bid.

2 Mark Leberfinger, “Reports: Multiple Accidents Slow Travel on Snow-Covered Massachusetts Roads,”
AccuWeather, December 29, 2015, at http://www.accuweather.com/en/weather-news/live-snow-piles-up-in-new-mexi/
54428497.

13 Rick Jervis, “Federal flood officials in Texas use Twitter to alert,” USA Today, June 4, 2016,
http://www.usatoday.com/story/tech/2016/06/01/federal-flood-officials-texas-use-twitter-alert/85265520/.

14 See Personal Localized Alerting Network (PLAN), available at http://transition.fcc.gov/pshs/services/plan.html.

15 CRS Report RL34632, Text and Multimedia Messaging: Issues for Congress, by Patricia Moloney Figliola and Gina
Stevens.

16 U.S. Federal Communications Commission, Personal Localized Alerting Network (PLAN), available at
http://www.fcc.gov/guides/personal-localized-alerting-network-plan.

17 National Research Council, Division on Engineering and Physical Sciences, Committee on Geotargeted Disaster
Alerts and Warnings, “A Workshop on Current Knowledge and Research Gaps; Computer Science and
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In addition to alerts and messages sent by emergency management and governmental
organizations, valuable crisis information is often disseminated by citizens. For example an
estimated 3.5 million tweets with the hashtag #sandy were generated in 24 hours during
Hurricane Sandy and roughly ten pictures per second were uploaded using Instagram.®

Social media can also be used by users to let family and friends know they are safe if they are
near an incident or natural disaster. For example, Facebook activated a feature called “safety
check” during the Paris terrorist attacks to allow users to post if they are safe or not in the area of
an incident. The feature can also be used to check if others in the area are safe.'®

The above are examples of how information is disseminated through outputs. However, social
media can also use inputs to provide unique emergency and disaster information. For example,
Crowdsourcing has been effectively used to provide information about a crisis or incident.
Crowdsourcing consists of obtaining needed services, ideas, or content by soliciting contributions
from the online community. An example of a federal government crowdsourcing tool is a U.S.
Geological Survey (USGS) “Did You Feel It?” project which creates automatic intensity maps
based on “felt” reports submitted online. More than 2 million reports have been filed on this
website, with 40 earthquakes receiving more than 10,000 reports each.?

Another useful source of information during an incident are crisis maps. Crisis maps combine
information scattered across the Internet along with other information and places them on a single
map. Users can use the crisis map to ascertain storm paths and flood zones, as well as identify
evacuation routes, shelter locations, and power outage areas.?

Information posted at the time of an event could be valuable later for investigative and research

purposes. For example, viewers at the 2012 theater shooting in Aurora, CO, tweeted and posted

messages moments before the attack took place.?” Forensic analysis of the information was used
to construct incident timelines and retrieve first-hand accounts of the event as it unfolded.

Situational Awareness and Information Gathering

Social media is used to alert emergency managers and officials to certain situations by monitoring
the flow of information from different sources during an incident. Monitoring information flows
help establish “situational awareness.” Situational awareness is the ability to identify, process,
and comprehend critical elements of an incident or situation. At the local level, first responders
can leverage social media, both to communicate and to gather and share real-time, dynamic
information, to enhance situational awareness and assist in decision-making.

Obtaining real-time information as an incident unfolds can help officials determine where people
are located; assess victim needs; and alert citizens and first responders to changing conditions and
new threats. Emergency managers can also use the information to direct certain resources to

Telecommunications Board,”; 2013, p. 3, available at http://www.nap.edu/download.php?record_id=18414%#.
18 Chenda Ngak, “Social Media a News Source and Tool During Superstorm Sandy,” CBSNews, October 30, 2012.
19 Facebook, “Facebook Safety,” November 14, 2015, at https://www.facebook.com/fbsafety/posts/930229667014872.

20 Applegate, David, “Agency Vision and Decision-Maker Needs: A USGS Perspective,” Washington, DC, 2012,
available at http://wilsoncenter.org/sites/default/files/Applegate_GrassrootsToGovt_FINAL-9.12.12_0.pdf.
Presentation at the Woodrow Wilson International Center for Scholars, “Connecting Grassroots to Government for
Disaster Management: Workshop Summary,” 2013.

2 Google, “Crisis Map Help,” 2016, at https://support.google.com/crisismaps/?hl=en.

22 John D. Sutter, “Theater Shooting Unfolds in Real Time on Social Media,” CNN, July 20, 2012, at
http://www.cnn.com/2012/07/20/tech/social-media/colorado-shooting-social-media/.
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reduce damages, loss of life, or both. In some cases it might be possible to obtain this information
before first responders reach the disaster area.?

Citizen Communications and Requests for Assistance

Another benefit of social media is that it provides the public with another method to communicate
with the government.?* While current emergency communication systems have largely been
centralized via one-way communication—from the agency or organizations to individuals and
communities—social media is increasingly altering emergency communications because
information can flow in multiple directions (known as backchannel communications). One
example of backchannel communication are requests for assistance. Social media are increasingly
seen by some as a supplement or replacement to “911” emergency system lines and can be
particularly useful when traditional forms of communication are not available.

The use of social media to request assistance is likely to become more common. According to a
study by the American Red Cross, younger people generally use social media more frequently
than older segments of society.”® They are also more likely to request help through social media,
believe agencies should monitor their postings, and have high expectations that agencies will
respond quickly to their requests.?® There are also indications that older adults are increasingly
using social media.?” As more older adults use social media, they too may develop similar
expectations. As a consequence, some may argue that emergency managers and officials may
need to embrace social media technology in order to be responsive to the public’s needs. Others
may question the feasibility of taking requests through social media—particularly during periods
when there is a high volume of incoming information.?

Recovery Efforts

Social media has also played a role after an incident through recovery efforts. At the state and
local level, groups are using social media to manage donations and organize volunteer efforts. At
the federal level, social media is commonly used to provide information concerning what types of
assistance is available to individuals and households, how to apply for assistance, announce
application deadlines, and provide information and links to other agencies and organizations that

2 For a description of how the American Red Cross uses social media for situation awareness see
http://newsroom.redcross.org/2011/08/28/hurricane-irene-and-social-media/.

24 For information on constituent use of social media, see CRS Report R44081, Social Networking and Committee
Communications: Use of Twitter and Facebook in the 113th Congress, by Jacob R. Straus and Matthew E. Glassman.

25 American Red Cross, Social Media in Disasters and Emergencies, online survey of 1,017 respondents and telephone
survey of 1,018 respondents, July 10, 2012, p. 3.

%6 |bid, p. 15. Another study conducted by the American Red Cross found that three out of four Americans (76%)
expect help in less than three hours of posting a request on social media. See American Red Cross, More Americans
Using Mobile Apps in Emergencies, Washington DC, August 31, 2012, at http://www.redcross.org/news/press-release/
More-Americans-Using-Mobile-Apps-in-Emergencies.

27 Mary Madden, Older Adults and Social Media, Pew Research Center, August 27, 2010, at
http://www.pewinternet.org/2010/08/27/older-adults-and-social-media/. See also Aaron Smith, Older Adults and
Technology Use, Pew Research Center, April 3, 2014, at http://www.pewinternet.org/2010/08/27/older-adults-and-
social-media/.

28 Erin Beck, “Social Media Not Meant for Emergency Assistance, Police Say,” Government Technology, July 13,
2015, at http://www.govtech.com/public-safety/Social-Media-Not-Meant-for-Emergency-Assistance-Police-Say.html.
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provide recovery assistance such as the American Red Cross, or the Small Business
Administration’s Disaster Loan Program (SBA).%

In some cases, individuals and households do not qualify for FEMA Individual Assistance (IA)
grants. Social media could be used to raise funds in such cases through private contributions.
However, it would not likely be capable of supplanting federal assistance altogether. Recovery
from large-scale disasters can cost billions of dollars (the federal government provided
approximately $120 billion and $50 billion in supplemental funding for Hurricanes Katrina and
Sandy respectively).®

Social media has the capacity to accelerate the damage estimate process by transmitting images of
damaged structures such as dams, levees, bridges, and buildings uploaded from tablets or smart
phones.®! For example, in Kansas a smart phone application has been used to help the Army
Corps of Engineers identify and report breeches, seepage, overtoppings, and other areas of
structural weakness in levees. The application allows the Army Corps of Engineers to take a
photo of problem areas and then “geotag” its precise location. According to Corps officials, the
application has helped improve the efficiency, speed, and accuracy of detecting and responding to
levee failures. In addition, the application has also helped reduce human error by reducing
instances of mislabeling or misreporting problems.

Congressional Hearings and Legislation

Within the past decade, reports on successful use of social media during emergencies and
disasters have spurred congressional interest and policy discussions concerning how to better
incorporate social media at the federal level. Much of the congressional and executive branch
interest has centered on how social media can be used to improve disaster response and recovery
capabilities.32 On May 5, 2011, Craig Fugate, the FEMA Administrator, testified before the
Senate Committee on Homeland Security and Governmental Affairs, Subcommittee on Disaster
Recovery and Intergovernmental Affairs that he had met with representatives from Apple,
Craigslist, Facebook, Google, Microsoft, and Twitter to discuss how to harness the “capabilities
of the digital world to better serve the public.”*® According to Fugate, possible future applications
include using smartphone-friendly mobile versions of FEMA websites to allow users to access
information, request assistance, and facilitate communication between citizens, first responders,
volunteer groups, the private sector, and all levels of government.

Subsequent hearings were held by the Subcommittee on Emergency Preparedness, Response, and
Communications Committee on Homeland Security on June 4, 2013, and July 9, 2013. The
hearings investigated how social media efforts could be enhanced. The hearings also explored

29 For further analysis on the SBA Disaster Loan Program see CRS Report R41309, The SBA Disaster Loan Program:
Overview and Possible Issues for Congress, by Bruce R. Lindsay.

30 For more information on supplemental funding for major disasters see CRS Report R43665, Supplemental
Appropriations for Disaster Assistance: Summary Data and Analysis, by Bruce R. Lindsay and Justin Murray.

31 Connie White, Linda Plotnik, and Jane Kushma, et al., “An Online Social Network for Emergency Management,”
International Journal of Emergency Management, vol. 6, no. 3/4 (2009), pp. 369-382.

32 For example see U.S. Congress, Senate Committee on Homeland Security and Governmental Affairs, Subcommittee
on Disaster Recovery and Intergovernmental Affairs, Social Media and Disaster Communications, 112" Cong., 1%
sess., May 5, 2011.

33 U.S. Congress, Senate Committee on Homeland Security and Governmental Affairs, Subcommittee on Disaster
Recovery and Intergovernmental Affairs, Understanding the Power of Social Media as a Communication Tool in the
Aftermath of Disasters, 112 Cong., 1% sess., May 5, 2011.
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how social media was transforming preparedness, response, and recovery efforts in the private
sector and how lessons learned in these sectors might be applied at the federal level.* Lessons
learned were also discussed as well as how crowdsourcing can be used to enhance the quality and
timeliness of critical information.

Crowdsourcing information can be geotagged with longitude and latitude coordinates. According
to Mathew Stepka, Vice President, Technology for Social Impact for Google, during some
disasters, authoritative sources may not have as expansive information as individuals who are
experiencing the incident first-hand. Stepka provided an example of crowdsourcing in his
testimony to the Subcommittee. According to Stepka, it was unclear during Hurricane Sandy
which filling stations had gasoline. Stepka related that

during Sandy, a group of student volunteers called stations in New Jersey to check whether
they were open and had gas available. Within a few days they had data for more than 1,000
different stations, which was fed into our Sandy crisis map automatically. The Department
of Energy’s call center ended up referencing this information.®

Study findings reported at the hearings also underscored the growing use of social media during
emergencies and disasters. According to Suzanne DeFrancis, Chief Public Affairs Officer of the
American Red Cross, 20% of Americans received some form of emergency information from an
app. Surveys conducted in 2012 by the American Red Cross found that 76% of American expect
help within three hours of posting a request on social media and 40% would use social media to
inform others they were safe. Both of these figures are higher than the percentages reported (68%
and 24% respectively) in their 2011 survey. The study also found that roughly 75% of social
media users use the medium to seek information about an incident including road closures,
damage reports, and weather conditions.®

One noteworthy finding from the hearings was a reported need to enhance public and private
partnerships to facilitate communications and collaboration between the two sectors. Legislation
to address this need was introduced in the 113" Congress (H.R. 4263) and later in the 114"
Congress (H.R. 623).

H.R. 623, which was enacted on November 5, 2015 (P.L. 114-80, the DHS Social Media
Improvement Act of 2015) amended the Homeland Security Act of 2002 to direct the Secretary of
Homeland Security to establish within the Department of Homeland Security (DHS) a social
media working group. The law requires the social media group to submit an annual report to
Congress that includes

e areview of current and emerging social media technologies being used to support
preparedness and response activities related to terrorist attacks and other
emergencies;

e areview of best practices and lessons learned on the use of social media during
the response to terrorist attacks and other emergencies that occurred during the
period covered by the report;

e recommendations to improve DHS’s use of social media for emergency
management purposes, to improve public awareness of the type of information
being disseminated through social media and how to access such information

34 U.S. Congress, House Committee on Homeland Security, Subcommittee on Emergency Preparedness, Response and
Communications, Emergency MGMT 2.0: How #Socialmedia & New Tech are Transforming Preparedness, Response,
& Recovery #Disasters, 113" Cong., 15t sess., July 4, and July 9, 2013, Serial No. 113-20.

3 Ibid, p. 9.
% Ibid, pp. 77-78.
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during a terrorist attack or other emergency, and to improve information sharing
among DHS and its components and among state and local governments;

e areview of available training for government officials on the use of social media
in response to a terrorist attack or other emergency; and

e asummary of coordination efforts with the private sector to discuss and resolve
legal, operational, technical, privacy, and security concerns.

Another bill introduced in the 114™ Congress, H.R. 3517, requires the DHS Secretary to conduct
a one-year pilot program with the American Red Cross to research and develop mechanisms to
better leverage social media to improve preparedness and response capabilities, including (1) the
timely dissemination of public preparedness information for terrorist attacks and other disasters,
and (2) the delivery of response supplies to affected areas. The bill requires the DHS Secretary to
issue a report to the House Committee on Homeland Security and the Senate Committee on
Homeland Security and Governmental Affairs no later than 90 days after completion of the pilot
program regarding the extent to which the DHS partnered with the American Red Cross in
furtherance of preparedness and response capabilities in the previous year. H.R. 3517 was
referred to the Subcommittee on Emergency Preparedness, Response, and Communications.

Federal Social Media: Selected Examples®”

The following section describes how some federal entities use social media for emergencies and
disasters. This list is not exhaustive—there are many federal entities that use social media for
emergencies and disasters in various capacities. The federal government does not use a single
platform for emergency and disasters. Rather, federal entities use different social media for
different purposes. Some have platforms dedicated to emergencies and disasters while others have
emergency and disaster information comingled with other agency information.

This section highlights just some of the ways in which social media are being used by the federal
government. When possible statistics on social media use are provided; however, not all entities
collect such data. It is important to note that social media is subject to rapid advances in
applications and technologies. New uses are being adopted on a continual basis.

Terms of Service Agreements

Social media products typically require digitally signing terms of service agreements. Many terms
of service agreements are, however, incompatible with federal law, policies, and regulations. To
address this challenge, federal agencies have negotiated federal-compatible terms of service
agreements with social media vendors. These agreements modify or remove problematic
language or clauses in standard terms of service agreements. Negotiated terms of service can be
developed individually by the federal entity, or through the assistance of the Government Services
Administration (GSA). GSA provides government-wide support, training, and assistance with
various social media platforms.® In FEMAs case, the agency developed negotiated terms of
service agreements with various social media outlets. Doing so allows FEMA to quickly create a

37 Jared Nagel, Senior Research Librarian, Government and Finance Section, Knowledge Services Group, coauthored
this section.

38 General Services Administration, Negotiated Terms of Service Agreements. Available at http://www.digitalgov.gov/
resources/negotiated-terms-of-service-agreements/.
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Facebook page, upload pictures and videos, or post information in response to a particular
emergency or disaster.

Federal Emergency Management Agency

FEMA began using Youtube in 2006, Twitter in 2008, and Facebook in 2009 and currently uses
multiple social media platforms.* FEMA primarily uses social media to disseminate information
and coordinate recovery efforts. The information FEMA provides includes what people should do
before, during, and after an incident. FEMA also uses social media to inform people where and
how to apply for federal and nongovernmental assistance. For example, FEMA provides
information about the Small Business Administration’s (SBA) Disaster Loan Program and/or
services provided by the American Red Cross through social media. Similarly, FEMA also uses
social media to share key messages or information with other federal, state, local, tribal,
territorial, and private sector partners so that they too can disseminate emergency and crisis
information.*® FEMA also provides a mobile app that provides weather alerts from the NWS and
information on where to find open shelters.**

In addition to using social media as an external stakeholder outreach tool, FEMA can use social
media as an emergency management tool by integrating various social media platforms through
the use of tools referred to as “social media management systems.” The social media management
systems include software that allows the agency to better handle information overload by
eliminating non-critical information. Doing so helps FEMA focus or “listen” to relevant user
information.*? Listening information is used to improve customer service, obtain situational
awareness of an incident or situation, and discredit inaccurate information about the incident.*
Listening also enables FEMA to get a sense of where people in need are located and what
supplies they might need. FEMA’s social media, however, cannot be used for individual or
immediate requests for assistance. FEMA’s app also allows users to take a photograph in a
disaster area and submit it, along with a short text description, to the “Disaster Reporter” which
gathers crowdsourced disaster-related information within the United States, allowing citizens,
first responders, emergency managers, community response and recovery teams, and others to
view and contribute information on a publicly accessible map.*

FEMA has staff responsible for day-to-day social media operations but has the capacity to deploy
people from Regional Offices for surge support. For example, 10 people were deployed to the

39 Links to different FEMA social media accounts are available at https://www.fema.gov/social-media.

40U.S. Congress, House Committee on Homeland Security, Subcommittee on Emergency Preparedness, Response and
Communications, Emergency MGMT 2.0: How #SocialMedia & New Tech are Transforming Preparedness, Response,
& Recovery #Disasters #Part2 #Govt/NGOs, written testimony of FEMA Senior Manager of Digital Engagement
Shayne Adamski, 113" Cong., 1% sess., July 9, 2013, available at https://www.dhs.gov/news/2013/07/09/written-
testimony-fema-house-homeland-security-subcommittee-emergency-preparedness.

1 Federal Emergency Management Agency, Mobile App, May 2, 2016, at https://www.fema.gov/mobile-app.

42 FEMA also uses more traditional methods to monitor social media postings (e.g., monitoring facebook/twitter for
mentions).

43 For example, FEMA used social media to counteract inaccurate rumors concerning Hurricane Sandy. See
http://www.fema.gov/hurricane-sandy-rumor-control.

44 Federal Emergency Management Agency, Disaster Reporter, October 4, 2015, at https://www.fema.gov/disaster-
reporter.
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National Response Center from FEMA’s Regional Offices* to assist social media efforts during
Hurricane Sandy.

FEMA’s social medial policies are guided by its Web 2.0 policy which describes how to sign up
for third party outlets, how to moderate discussions (including which comments can be deleted),
and what information needs to be retained in accordance with records management. Additionally,
FEMA'’s Office of External Affairs has a growing digital engagement section. Their responsibility
includes designing and developing social media items. The digital engagement section can also be
activated to assist with social listening in the event of an emergency or major disaster.

Small Business Administration

SBA has been a major source of assistance for the restoration of commerce and households in
areas stricken by natural and human-caused disasters. SBA offers low-interest, long-term loans
for physical and economic damages to businesses, individuals, and households and to help repair,
rebuild, and recover from economic losses after a declared disaster.*®

SBA utilizes social media on several different platforms including Facebook, Twitter, YouTube,
and blogs.*” Each SBA region has its own Twitter account to provide users with specific local
information. SBA thinks of their social media as part of their larger digital engagement with
users. Using social media SBA will often provide links to information on their website for more
technical information and may link and share posts from FEMA and other agencies. In addition to
their social media outreach, approximately 1.6 million people have subscribed to SBA’s e-
newsletter online which often provides preparedness recovery advice. SBA comingles emergency
and disaster information with other information about small business programs on their social
media platforms, but they often issue web pages dedicated to each declaration.

Health and Human Services

HHS directs and coordinates preparedness activities and oversees public health agencies within
the Department with responsibilities for emergency preparedness and response. These include the
Centers for Disease Control and Prevention (CDC), the Health Resources and Services
Administration (HRSA), the National Institutes of Health (NIH), the Food and Drug
Administration (FDA), and the Agency for Healthcare Research and Quality (AHRQ).*®

HHS uses a variety of social media platforms including Facebook and Twitter.*® In particular,
social media plays an integral role in HHS’s National Health and Security Strategy—an
engagement initiative designed to prepare communities for threats to health that are associated
with emergencies and disasters. HHS also provides health information through social media
during incidents and directs people to health resources through web links and hashtags. HHS does
not use dedicated web pages for incidents and does not collect data on social media usage.

45 There are 10 FEMA regions in the United States (including the U.S. territories).

46 For more information on SBA disaster loans see CRS Report R41309, The SBA Disaster Loan Program: Overview
and Possible Issues for Congress, by Bruce R. Lindsay.

47 Links to different SBA social media accounts are available at https://www.sba.gov/about-sba/sha-performance/open-
government/about-sbagov-website/social-media.

48 For more information on public health and medical response to emergencies and disasters see CRS Report RL33579,
The Public Health and Medical Response to Disasters: Federal Authority and Funding, by Sarah A. Lister.

49 Links to different HHS social media accounts are available at http://www.hhs.gov/web/social-media/.
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Each subentity of HHS contains working groups with separate social media efforts that focus on
their particular organizational mission and goals. The HHS working group is relatively small but
has capacity to surge if needed for large incidents. The working group monitors social media to
dispel rumors, obtain situational awareness, and answer questions about preparedness and public
health issues. HHS does not respond to immediate requests for assistance. The working group
also coordinates information with other organizations with preparedness and response
responsibilities.

Centers for Disease Control and Prevention

The Centers for Disease Control and Prevention (CDC) works with states and localities, as well
as other nations to detect, investigate, and prevent disease and injury, to develop and implement
prevention strategies, to monitor the effect of environmental conditions on health, and to study
illness and injury in the workplace. CDC responds and supports state and local efforts to save
lives and reduce suffering when a disaster occurs. CDC also helps states and localities recover
and restore public health functions after the initial response to an incident.

CDC uses Twitter, Facebook, Pinterest, and YouTube among other social media platforms.50 In
some cases, CDC has a number of profiles on each platform (for example, CDC has 30 different
Facebook profiles and over 60 Twitter profiles addressing various public health topics). However,
CDC does not use incident-specific social media accounts, but does have web pages for specific
incidents.

CDC’s primary social media focus is disseminating public health and preparedness information,
but it also uses social media to answer questions and obtain situational awareness through
listening. CDC does not respond to individual requests for assistance. In an emergency, CDC
coordinates with other federal entities, state and local agencies, and partners through the
emergency operations center.”

CDC uses a handful of social media staff in an emergency event, but has the capacity to surge if
needed. During the 2014 Ebola response, the social media team surged to meet the round-the-
clock needs of the response and interest of the public. Oversight for CDC social media is carried
out by the Social Media Council—which consists of 15-20 individuals representing program
areas within CDC. During an emergency, social media information is coordinated through CDC’s
Joint Information Center (JIC) to ensure all platforms provide consistent information.

National Guard®2

The National Guard is both a state and federal organization: it is simultaneously the organized
militia of a state or territory and a reserve component of the Army and the Air Force. Due to its
size (over 450,000 individuals), trained personnel, and available equipment, it is frequently used
for emergency response. Normally, the National Guard operates in a state status, under the control
of state and territorial governors, who can order National Guard personnel to perform full-time

%0 Links to different CDC social media accounts are available at http://www.cdc.gov/socialmedia/.

51 For more information on disaster response operations see CRS Report R43560, Deployable Federal Assets
Supporting Domestic Disaster Response Operations: Summary and Considerations for Congress, coordinated by Jared
T. Brown.

52 This section was coauthored by Lawrence Kapp, Specialist in Military Manpower Policy, Foreign Affairs, Defense,
and Trade Division.
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“state active duty” in response to disasters and civil disorders.*® In this state capacity, National
Guard personnel are not subject to the restrictions of the Posse Comitatus Act (that is, they can
perform law enforcement functions).> Under certain conditions, the National Guard can also be
activated to respond to emergencies and disasters under Title 32 of the U.S. Code. Guard
personnel who are activated under Title 32 remain under state control, but pay and benefits are
provided by the federal government.

The National Guard Bureau (NGB) is a joint activity of the Department of Defense and serves as
the channel of communications between the Departments of the Army and Air Force and the
states on all matters pertaining to the National Guard. NGB operates its social media efforts out
of its public affairs office to educate and inform the public about National Guard preparedness
and response efforts.>> NGB uses a variety of social media platforms including Facebook, Twitter,
Google+, Instagram, and YouTube. The National Guard Bureau also uses social media through
internal pages to conduct internal communications. For example, uploaded images of damages
posted by social media users are circulated internally to help understand the extent of damages
caused by an incident. The images, however, are not used for damage estimates. The National
Guard Bureau also monitors social media for situational awareness, and rumor control.

Policy guidance for the NGB’s use of social media is outlined in the Department of Defense’s
“Web and Internet-Based Capabilities (IBC) Policies.”® The IBC polices describe terms of
service agreements, protocols for deleting user posts, and records management. In addition, the
National Guard uses response-specific analytics to help make data-driven decisions with respect
to future applications of social media for emergencies and disasters (see Table 1). The National
Guard Bureau does not use disaster specific web pages and does not respond to individual
requests for assistance.

Table I. National Guard’s Social Media Impact During Hurricane Sandy

www.nationalguard.mil 35 stories 17,061 views
Sandy microsite 28 stories 2,459 views
Facebook 82 posts: 524,495 impressions
4 accounts 32,577 likes
47 on senior leader 4,854 shares
pages 1,806 comments
Twitter 159 tweets 9,591,394 impressions

3,190 retweets
481 favorites
184 replies
7,826 clicks

Flickr 325 images 182,052 views

53 For more information on reserve components see CRS Report RL30802, Reserve Component Personnel Issues:
Questions and Answers, by Lawrence Kapp and Barbara Salazar Torreon.

54 For more information on National Guard restrictions under Posse Comitatus see CRS Report RS$22266, The Use of
Federal Troops for Disaster Assistance: Legal Issues, by Jennifer K. Elsea and R. Chuck Mason.

% Links to different social media accounts for the Department of Defense are available at http://dodcio.defense.gov/
socialmedia.

% U.S. Department of Defense, Web and Internet-based Capabilities (IbC) Policies, at http://dodcio.defense.gov/
dodwebpolicy.
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www.nationalguard.mil 35 stories 17,061 views

YouTube 31 videos 1,543,365 views

Source: Data provided by the National Guard, Office of Public Affairs, March 24, 2015.

U.S. Army Corps of Engineers

In addition to flood control and improving and maintaining navigable channels, the U.S. Army
Corps of Engineers (USACE) provides emergency response activities through more than 40
planning and response teams (PRTs).*” These deployable teams have been specifically trained to
perform USACE emergency response functions, including provision of emergency power, debris
removal, temporary housing, temporary roofing, and structural safety assessments.>®

USACE social media platforms include USACE
Facebook, Twitter, Google+, Youtube, and Facebook Activity, 2015
Pinterest among others.”® The U.S. Army

Corps of Engineers synchronizes outgoing 38,636 posts (288%)

information across the platforms and 166,720,726 content views (/,244,185%)
coordinates with other federal agencies such 1,133,176 likes (8,457%)

as FEMA and NWS. In general, the 148,940 comments (1,1 11%)
Emergency Operations Center and the Joint 299,455 shares (2,235%)

Field Office for each incident have external *average per page

affairs personnel with social media

responsibilities. USACE does not use Source: Data provided by the United States Army
incident-specific web pages or respond to Corps of Engineers, October 19. 2015.

individual requests.

At the start of FY2015, the U.S. Army Corps of Engineers began collecting Facebook usage data.
The text box at right provides composite data and results for FY2015. It is not specific to disaster
or emergency related posts.

National Weather Service

The NWS is a component of the National Oceanic and Atmospheric Administration within the
Department of Commerce. The NWS provides weather, water, and climate data, along with
forecasts and warnings for the protection of life and property.*

The social media platforms used by the NWS mainly consist of Twitter and Facebook.®* Each of
the Weather Service’s 122 weather forecast offices, along with other specialized field offices,
national centers (e.g., National Hurricane Center), and regional and national headquarters utilize
social media. This approach allows the NWS to serve both local and national communities. Local

57 For more information on the U.S. Army Corps of Engineers Civil Works Program see CRS Report RS20866, The
Civil Works Program of the Army Corps of Engineers: A Primer, by Nicole T. Carter and Betsy A. Cody.

%8 For a description of U.S. Army Corps of Engineers deployable assets see CRS Report R43560, Deployable Federal
Assets Supporting Domestic Disaster Response Operations: Summary and Considerations for Congress, coordinated
by Jared T. Brown.

%9 Links to different USACE social media accounts are available at http://www.usace.army.mil/Media.aspx.

60 Information about National Weather Service’s Mission, Vision, and Organization can be found at
http://www.weather.gov/about.

61 Links to different NWS social media accounts are available at http://www.weather.gov/socialmedia.
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users can follow a field office for more specific information to their local area or the headquarter
account for national or general information. The NWS does not have incident specific pages, but
does use social media outlets to address specific threats. For an example, the NWS may utilize
social media to let users know a hurricane is approaching a particular area and that people should
prepare for dangerously high wind and flooding. Following the event, they may assist the
emergency response community by providing critical post-event information that aids in
emergency response efforts. The NWS mainly uses social media as a tool to provide information
about weather events to users, including important safety information on a variety of hazards. In
some instances the field offices utilize social media information in conjunction with traditional
spotter reports to identify and confirm weather events.

Following significant meteorological or hydrological events, NWS conducts Service Assessments
to evaluate NWS products and services before, during, and after events.®? Experts from both
within and outside the NWS conduct these assessments. Every NWS Service Assessment since
2011 has included sections on the NWS’s social media use. For an example, an assessment
following Hurricane/Post-Tropical Cyclone Sandy praised the NWS’s use of social media as an
important tool in increasing awareness of Sandy’s threats. It also included a section on improving
NOAA’s web presence and use of social media.®®

While not necessarily social media, the NWS also sends out Wireless Emergency Alerts (WEA)
to mobile phone users within a close proximity of a critical weather event. These alerts are 90
characters in length and may include information on the weather event and suggestions like “take
shelter” or “avoid flood areas.”®*

Additional Perspectives and Potential Policy
Considerations

Requests for Individual Assistance

As previously mentioned, surveys indicate that many citizens expect help within three hours of
posting a request on social media. Some jurisdictions may not yet have the capacity or resources
to meet this expectation. Others might argue that this expectation is unrealistic, particularly
during large-scale disasters, due to the potential volume of incoming messages and posts. They
may further argue that some jurisdictions do not have the capabilities to effectively monitor social
media for incoming requests for assistance. For example, according to the West Virginia State
Police, citizens should not use social media to request immediate help because the organization
does not have the manpower and resources to monitor its social media around the clock.®®

The use of social media as a tool to request assistance (similar to a call to 911) may be of
potential interest to Congress. If so, Congress could explore the feasibility of using social media
to make requests and investigate potential polices to help state, local, and federal jurisdictions
develop their capacity to receive and effectively respond to the requests. Congress could also

62 The NWS Service Assessment website is available at http://www.nws.noaa.gov/om/assessments/index.shtml.

63 Department of Commerce, Hurricane/Post-Tropical Cyclone Sandy, October 22-29, 2012, Service Assessment, May
2013, p. 34, at http://www.nws.noaa.gov/os/assessments/pdfs/Sandy13.pdf.

64 A Frequently Asked Questions page about WEA is available at http://www.nws.noaa.gov/com/weatherreadynation/
wea.html#.VhVMNJcbO7E.

8 “Police Say Don't Use Social Media to Request Help,” West Virginia Public Broadcasting, July 13, 2015, at
http://wvpublic.org/post/police-say-dont-use-social-media-request-help.
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investigate the use of a pilot program that would allow people to request assistance through social
media. The program could then be evaluated to determine its effectiveness.

Public-Private Partnerships

A key issue of interest with respect to social media and emergencies and disasters is the diffusion
of technology developed in the private sector to the public sector. One potential method that could
be used to accelerate diffusion is through public-private partnerships (PPPs). There is no single,
accepted definition of PPPs. For the purposes of this report, a PPP is a contractual arrangement
whereby the private sector would assume more responsibility than is traditional for the
development and design of new technologies. Once developed, the new technology would be
shared with the public sector. In the case of social media for emergencies and disasters, Congress
could consider providing grants to the private sector or investigate other methods that would help
foster partnerships between the private and public sectors. For example, FEMA provides a
number of tools and models to help organizations start emergency management PPPs.%® These
tools and models could be expanded to include social media PPPs.

Proponents of PPPs would likely argue they would inject additional resources in to the
development of social media as a tool for emergency management, increase private sector
involvement, potentially reduce costs and project delivery times, and reduce public sector risk.
Some argue that government agencies can potentially achieve more objectives more efficiently
through PPPs than they could on their own.®” Detractors, on the other hand, might argue that PPPs
are complicated arrangements and require too much oversight. They may also be concerned about
potential fraud and abuse of technology grants.

Accurate Information and Information Overload

Instances of inaccurate and false information may be an inherent problem given the nature of
social media platforms and the number of people disseminating information. There have been
studies that found that outdated, inaccurate, or false information had been disseminated via social
media forums during disasters.®® Information that is false, inaccurate, or outdated could
complicate situational awareness of an incident and consequently hinder or slow response efforts.
Inaccurate information could also jeopardize the safety of first responders and the community.

The extent to which inaccurate information poses a problem to the emergency management
community is not clear and claims of inaccuracy are debatable. Some studies have concluded that
social media information is generally accurate; suggesting that reports about the spread of
misinformation during incidents may have been exaggerated.

In addition to inaccurate information, too much information can also pose a problem. As a
disaster or crisis unfolds, the amount of information generated by users can be enormous. Sifting

8 Federal Emergency Management Agency, Public-Private Partnerships, December 22, 2015, at
https://www.fema.gov/public-private-partnerships.

67 Nathan E. Bush and Austen D. Givens, “Achieving Resilience in Disaster Management: The Role of Public-Private
Partnerships,” Journal of Strategic Security, vol. 6, no. 2 (Summer 2013), p. 5.

% For example, see Tim Tinker and Elaine Vaughan, Risk and Crisis Communications: Best Practices for Government
Agencies and Non-Profit Organizations, Booz Allen Hamilton, 2010, p. 30, available at http://www.boozallen.com/
media/file/Risk-and-Crisis-Communications-Guide.pdf.

% For example, see Leysia Palen, Sarah Vieweg, and Jeannette Sutton, et al., “Crisis Informatics: Studying Crisis in a
Networked World,” connectivIT Lab & the Natural Hazards Center: University of Colorado, Boulder, p. 2.
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through the data for may be a challenge to emergency managers. The volume and speed with
which available information is disseminated, combined with an inability to identify, verify,
coordinate, aggregate, and contextualize it can leave this information unused and ultimately,
unactionable.”

Against this backdrop, it is noteworthy that unofficial sources are often trusted and used as
information sources by the general public. Some reports have indicated that information from
unofficial sources can be just as, and even more desirable than information from official social
media websites. This is because citizens may think official sources are too slow, general, or
inaccurate to be useful.” In a June 4, 2013, hearing, Jorge Cardenas, vice president of asset
management and centralized services for Public Service Electric and Gas Company (New Jersey)
stated that the number of people using Twitter and Facebook spike during disasters because they
are searching immediate information they cannot find on traditional broadcast channels.

Given the importance of accurate and timely information in crises situations, Congress could
investigate the accuracy of emergency and disaster information and examine strategies and best
practices that could increase organizational capacity to handle a large influx of information.
Similarly, Congress could examine methods that could help prevent or reduce the spread of
misinformation.

Malicious Use of Social Media During Disasters

There is some concern that individuals or organizations might intentionally provide inaccurate
information to confuse, disrupt, or otherwise thwart response efforts. Malicious use of social
media during an incident could range from mischievous pranks to acts of terrorism. One tactic
that has been used by terrorists involves the use of a secondary attack after an initial attack to kill
and injure first responders. Social media could be used as a tool for such purposes by issuing calls
for assistance to an area, or notifying officials of a false hazard or threat that requires a response.
When using social media for situational awareness and response efforts, officials and first
responders should be aware it could be used for malicious purposes and develop measures to
mitigate those possibilities.

Technological Limitations

In some incidents residents may be without power for 48 hours or longer.”® Yet many smartphones
and tablets have battery lives lasting twelve hours or less depending on their use. In some cases

0°U.S. Department of Homeland Security, Using Social Media for Enhanced Situational Awareness and Decision
Support: Virtual Social Media Working Group and DHS First Responders Group, June 2014. Available at
htts://www.hsdl.org/?view&did=755891. This report discusses examples of how agencies currently leverage social
media to enhance situational awareness and support operational decision-making, as well as challenges and potential
applications.

" For example, during the 2007 Southern California Wildfires, citizens sought information through social media
because they believed traditional media sources were inaccurate. See Leysia Palen, “Online Social Media in Crisis
Events,” Educause Quarterly, vol. 31, no. 3 (July-September 2008).

72U.S. Congress, House Committee on Homeland Security, Subcommittee on Emergency Preparedness, Response and
Communications, Emergency MGMT 2.0: How #Socialmedia & New Tech are Transforming Preparedness, Response,
& Recovery #Disasters, 113" Cong., 1t sess., July 4, and July 9, 2013, Serial No. 113-20.

3 For example, some residents experienced power outages of five and six days for hurricanes Irene and Sandy
respectively. See U.S. Department of Energy, Comparing the Impacts of Northeast Hurricanes on Energy
Infrastructure, April 2013, p. 11, available at http://www.oe.netl.doe.gov/docs/
Northeast%20Storm%20Comparison_FINAL_041513c.pdf.
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disaster survivors will not have the means to recharge their devices. In other cases, the device
may have adequate power, but cellular towers in the area do not, significantly limiting their use in
crisis situations. In a June 4, 2013, hearing, Jason Payne of Palantir Technologies testified that

internet and cloud technology, such as social media, are extremely valuable as long as
people have power and connectivity. Without both, it’s useless. We encourage the
subcommittee to explore innovative solutions to provide deployable 3/4G mobile
networks, as well as mobile device charging stations, to the public during large-scale
emergencies.”

Congress could require FEMA to develop and deploy 3G and 4G mobile networks in
presidentially declared disasters. Congress could also consider other methods that would help
residents recharge their devices during power outages.

Still, while social media may improve some aspects of emergency and disaster response, some
may be concerned that overreliance on the technology could be problematic under prolonged
power outages. Thus, some may argue that traditional forms of communications still need to be
used in conjunction with social media. They may further argue that emergency managers and
officials consider alternative or backup options during extended power outages, or other
occurrences that could prevent the use of social media.

Another concern is the potential of overwhelming Internet traffic during crisis situations. For
example, Internet traffic in Belgium after the terrorist attacks in Brussels slowed parts of the
country’s networks.” In response, Belgian officials requested that users reduce their Internet
consumption. Congress could examine whether parts of the United States might experience
similar problems with Internet traffic and then, if needed, help develop methods to address the
issue.

Administrative Cost Considerations

It is unclear how much the federal government is paying for its various social media efforts with
respect to emergencies and disasters. The number of personnel required to monitor multiple social
media sources, verify the accuracy of incoming information, and respond to and redirect
incoming messages is also uncertain. In addition, federal entities may experience a large volume
of incoming messages from the public during a disaster. As mentioned previously, responding to
each message in a timely manner could be difficult and may require an increase in the number of
employees responding to incoming messages.

Knowledge concerning federal expenditures on social media use during disasters can help
Congress determine how the money has been spent and what resources have been provided to the
nation. The financial information is also useful for congressional oversight of the entities that
have received the funds and to evaluate the overall effectiveness of the expenditures. Financial
information can also potentially help Congress identify cost saving opportunities.

74 U.S. Congress, House Committee on Homeland Security, Subcommittee on Emergency Preparedness, Response and
Communications, Emergency Mgmt 2.0: How #Socialmedia & New Tech ae Transforming Preparedness, Response, &
Recovery #Disasters, 113" Cong., 1t sess., June 4, Serial No. 113-20.

75 “Belgians, Others Flocked to Social Media in Wake of Brussels Terrorist Attacks,” Wall Street Journal, March 22,
2016, at http://www.wsj.com/articles/belgians-others-flocked-to-social-media-in-wake-of-brussels-terrorist-attacks-
1458672770.

Congressional Research Service R41987 - VERSION 6 - UPDATED 17



Social Media for Emergencies and Disasters: Overview and Policy Considerations

Privacy Issues’

Privacy concerns exist about the potential for the collection, retention, and data mining of
personal information by the federal government with respect to its use of social media for disaster
recovery purposes. Specifically, the use of status alerts and the creation of personal pages to
establish situational awareness may raise privacy concerns.’’ Others are concerned how the
information might be used. For example, would the federal government compile records after a
terrorist attack to help investigate certain individuals?

The E-Government Act of 2002’® mandates that federal agencies conduct an assessment of the
privacy impact of any substantially revised or new Information Technology System. The
document that results from these mandated assessments is called a Privacy Impact Assessment
(PIA). Section 208 of the E-Government Act requires federal agencies to complete PIAs prior to:
(1) developing or procuring information technologies that collect, maintain, or disseminate
personally identifiable information (PII); or (2) initiating, consistent with the Paperwork
Reduction Act, a new collection of PII from ten or more individuals in the public.”® The PIA uses
the Fair Information Privacy Principles (FIPPs)® to assess and mitigate any impact on an
individual’s privacy.

In March 2011, the Department of Homeland Security (DHS) issued a Privacy Impact
Assessment for the Use of Unidirectional Social Media Applications Communications and
Outreach.®! The DHS PIA on the Use of Unidirectional Social Media Applications does not cover
users sending content to the Department, but describes the personally identifiable information
(PII) and the limited circumstances under which DHS will have access to PII, how it will use the
PII, what PII is retained and shared, and how individuals can gain access to their PII. In 2010,
DHS published a PIA on the Use of Social Networking Interactions and Applications
(Communications/Outreach/Public Dialogue). Neither PIA covers other social media activity such
as monitoring initiatives, law enforcement and intelligence activities, and other similar
operations.

Some have argued that privacy laws can hamper the use of information obtained from social
media during disasters because such laws restrict how the government can collect, maintain, and

6 This section was authored by Gina Stevens, Legislative Attorney, American Law Division.

7 Keim ME, Noji E., “Emergent Use of Social Media: A New Age of Opportunity for Disaster Resilience,” American
Journal of Disaster Medicine, Jan.-Feb. 2011; pp. 47-54.

844 U.S.C. 36.

79 Section 208 (b)(1)(A)(ii) of the E-Government Act requires a privacy impact assessment for the collection of PlI
from ten or more individuals other than agencies, instrumentalities, or employees of the United States. Federal agencies
must obtain OMB approval and publish a notice in the Federal Register to conduct such a collection. In addition, under
Section (e)(3) of the Privacy Act, when an individual is asked to supply information, notice is required on the form or
on a separate form that can be retained by the individual. Privacy Act of 1974, 5 U.S.C. 8552a(e)(3). The Privacy Act
of 1974 (5 U.S.C. §552) imposes certain requirements on federal agencies with respect to personal information
maintained within a system of records, and requires the federal government to publish notice of the systems of records
creation in the Federal Register.

8 The Fair Information Privacy Principles governing the use of personally identifiable information (PII) are:
Transparency, Individual Participation, Purpose Specification, Data Minimization, Use Limitation, Data Quality and
Integrity, Security, and Accountability and Auditing. Available at http://www.dhs.gov/xlibrary/assets/privacy/
privacy_policyguide_2008-01.pdf.

81 U.S. Department of Homeland Security, Privacy Impact Assessment for the Use of Unidirectional Social Media
Applications Communications and Outreach, March 8, 2011. Available at https://www.dhs.gov/xlibrary/assets/privacy/
privacy_pia_dhswide_unidirectionalsocialmedia.pdf.
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use PII. Consequently, efforts are being made to develop software that could remove personal
information from social media messages without loss of vital disaster information.® Congress
could consider amending existing laws to make the use of PII less restrictive during disasters, or
investigate methods that could help the federal government develop software that removes PII
while retaining valuable disaster information.

Concluding Observations

Social media has made tremendous inroads into emergency management for a variety of reasons.
For one, social media can provide accurate, reliable, and timely information. This information is
vital for public safety before, during, and after an incident. In addition, disaster response efforts—
particularly during large scale disasters—have been plagued by communication challenges.

Social media has proven to be a useful method for communicating when traditional forms of
communication are ineffective or inoperable.

In addition, there are strong indications that the use of social media for emergencies and disasters
will increase as people continue to embrace new technologies. This increase will lead to a greater
expectation that government will meet their information needs during crisis situations through
social media. Accordingly, many emergency managers and agencies have already adopted the use
of social media to meet this expectation.

Emergency management organizations have also started using social media because they
recognize its usefulness beyond providing public safety information. As mentioned at the outset
of this report, social media applications in emergency management can be conceptualized in two
broad categories of usage: output and input. By and large, the federal government uses social
media as an output to disseminate information. While useful, the emphasis on outputs could
prevent the federal government from fully realizing social media’s potential as an effective
emergency management tool. A different approach would be to reorient the focus with an
emphasis on inputs.

The reorientation, however, could be a complicated matter. Some might argue that the federal role
in social media efforts should be limited because the decentralized nature of social media makes
the medium too unwieldy for large, centralized organizations to control in a manner similar to
smaller organizations or emergent groups. They may further argue that federal involvement might
lead to standardization and rigid usage guidelines which might hinder the nimbleness of social
media to be applied in new and novel ways. They may therefore conclude that state and locals
should take the lead with social media with the support of the federal government. Some starting
points would include pilot programs and public private partnerships. Congress could also require
FEMA to develop and deploy 3G and 4G mobile networks in presidentially declared disasters,
and provide grants to state and local governments to help them develop their social media
capabilities.

Congress could also investigate the use of social media at the federal level to help inform
decisionmaking and policymaking. This could include determining hardware and software costs,
personnel costs, surge capacity during large-scale disasters, and the federal government’s ability
to keep pace with advances in and the social media and changing patterns of public usage.
Congress could also explore ways to address and overcome some of the other challenges

82 Patrick Tucker, “The Military Wants a Privacy Firewall for Disaster Response,” Defense One, April 19, 2016.
Available at http://www.defenseone.com/technology/2016/04/military-wants-privacy-firewall-disaster-response/
127628/?oref=defenseone_today nl.
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described in this report including using social media to request assistance, inaccurate or malicious
crisis information, information overload, and technical limitations.
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Appendix.

Selected Examples of Federal Social Media
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CDC

The CDC uses Facebook to disseminate public health and preparedness
information through posts and response to questions from the public.

CDC Chief: Zika is coming. To fully protect Americans
we must have the funds we need | Fox News

To protect Americans, all levels of government need to implement a
comprehensive Zika response.

= Share

and 487 Top Comments ~

others like this.

341 shares

_My sister in law got Zika and its worse than said! Anyhow
she anxiously wanted to get pregnant should she now wait two years as said
in local news?

“ View 11 more replies

coc O currenty. there is no evidence to suggest

that past Zika virus infection poses a risk of birth defects for future
pregnancies. Zika virus usually remains in the blood of an infected
person for about a week. There is no evidence thatt... See More

— For Pregnant Women | Zika virus |
+ Wi CDC
02

. I /<< coes one gettested for the Zika Virus?

CDC @ See your doctor or healthcare provider if you develop
symptoms (fever, rash, joint pain, or red eyes) and tell him or her
where you have traveled. Your doctor or healthcare provider may order
blood tests to look for Zika virus infection or other similar diseases
like dengue and chikungunya viruses. Learn more
1.usa.gov/1Wytb9g

> View more replies
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HHS
HHS used Twitter to share information about the Zika virus.
_/( HHS.gov HHSGoy 21
kS A1: Most important right now is educating
people about the #ZikaVirus. hhs.gov
/blog/2016/04/0 ... #NPHWchat
CDC ZIKA FACTS
The best way to protect yourself
from Zika is to prevent .
mosquito bites. i
www.cdc.gov/zika
SBA
SBA used YouTube to share information about disaster loans.
You sba disaster asssitance

SBA Disaster Assistance Program

U.S. Small Business Administration &2
e 15846
- addto A Share  wes More & 2 P2

Published on Jan 29, 2014
In the wake of a disaster, SBA provides low-interest disaster loans to homeowners, renters, businesses of
all sizes and private, nonprofit organizations. Watch this short video to learn more about SBASs Disaster

Assistance Program.
Category News & Politics
License Standard YouTube License

SHOW LESS
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FEMA
FEMA used Facebook to advertise an alert app in Spanish.

@ FEMA Federal Emergency Management Agency

2

FEMA April 13at12:17pm- @

Llegb la primavera y con ella el tiempo severo. A continuacion te damos 3
consejos para mantenerte seguro.

1. Con la posibilidad de lluvias y tornados en areas de del pais siga las
instrucciones de las autoridades y manténgase al tanto con medios de
comunicacioén locales.

2. Descarga o actualiza la aplicacion de FEMA con alertas meteoroldgicas
de @NWS en hasta 5 lugares de EE.UU. (Disponible en el Apple Store
http://apple.co/1ynB61F o Google Play http://bit.ly/10WAVYY.)

3. Revisa las rutas de evacuacion y tu plan familiar en caso de
emergencia.

¥ FEMA

'‘BE ALERTAS

IASTA CINCO
SCACIONES

DEALGUN LUGAR
EN LOS EEUV

~» Share
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Selected Examples of Federal Social Media Use for
Hurricane Sandy
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FEMA

FEMA used Twitter with a Sandy-specific Twitter handle to keep people up to date with
storm developments.

Tweets >
Following
Followers
Favorites . . . e
‘ ] FEMA Sandy @

Lists @FEMASandy

This channe! provides nrelated t

For emergencies
Follow FEMA Sandy R
229 "7 895 W Follow
Sign up Tweets 41 No replies

@ FEMA Sandy
FEMA speaks your language fema gov/sandy Is avall in
FEMA Chinese. Hebrew, Korean, Russian, Spanish, Tagalog, Vietnamese, &
Yiodish

o U.S.EPA
{ 9. § We continue 10 assist @FEMA in the Hurricane #Sandy Response
\;; # Read updates of our efforts here go usa gov/YIXY

& FEMA Sandy
A GFEMA Disaster Recovery Center is open in Union County at
FEMA  Cnisholm School Comm Center, 100 S Springfield Ave, #Springfieid
N

R femaregion1
Sandy affected individuais in eligible #CT & #RI counties: apply
for assistance @ disasterassistance gov or call 1-800-621-3362

& FEMA Sandy
*NEW* Disaster Recovery Center now open at Cedar Creek Park
FEMA  Merrick Road East. Seaford, #NY #Sandy
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National Guard
National Guard used Facebook share photos and developments related to the storm.

n National Guard

We send our thanks to the nearly 2,000 National Guard Soldiers in
Delaware, Massachusetts, Maryland, North Carolina, New Jersey, New
York, Pennsylvania and Virginia that have been put to the task of
safeguarding our communities as Hurricane Sandy intensifies across the
East Coast. (For additional updates, check out: hitp//www.armytimes.com
/.../ap-national-guard-activates-750.../)

-

»~» Share

NWS

NWS used Facebook to share the latest developments related to storm surge and tidal waves.

i@, U.S. National Weather Service (NWS)

g er28,2012- &

shy,
2h (4

Get the latest storm surge and tidal levels for areas affected by Sandy
from NOAA's National Ocean Service:

hitp:/ftidesandcurrents.noaa.gov/quickiook/data/SANDY.htmi

Chesapeake Bay Brdge Tunnel, VA

L ] 2012_Active_Stations .

D Extent TS Force Winds

»» Share

1,357 shares

View 43 more comments
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USACE

USACE, Headquarters used Facebook to share priorities and photos of some of their response.

'm U.S. Anny Corps of Engineers, Headquarters added 7
hotos to the album: Hurricane Sandy Response

In any disaster, USACE's three top priorities are:

-Support immediate emergency response priorities;

-Sustain lives with critical commodities, temporary emergency power and
other needs;

«Initiate recovery efforts by assessing and restoring critical infrastructure.
- Lt. Gen. Thomas P. Bostick, USACE Commander

Ak
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Google

Crisis Map for Hurricane Sandy
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