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Cryptocurrencies are digital money in electronic payment systems that generally do not require Analyst in Macroeconomic
government backing or the involvement of an intermediary, such as a bank. Instead, users of the Policy

system validate payments using certain protocols. Since the 2008 invention of the first -redacted-@crs.loc.gov
cryptocurrency, Bitcoin, cryptocurrencies have proliferated. In recent years, they experienced a

rapid increase and subsequent decrease in value. One estimate found that, as of August 2018, For a copy of the full report,
there were nearly 1,900 different cryptocurrencies worth about $220 billion. Given this rapid please call 7-.... or visit
growth and volatility, cryptocurrencies have drawn the attention of the public and policymakers. WWW.CTS.gov.

A particularly notable feature of cryptocurrencies is their potential to act as an alternative form of money. Historically,
money has either had intrinsic value or derived value from government decree. Using money electronically generally has
involved using the private ledgers and systems of at least one trusted intermediary. Cryptocurrencies, by contrast, generally
employ user agreement, a network of users, and cryptographic protocols to achieve valid transfers of value. Cryptocurrency
users typically use a pseudonymous address to identify each other and a passcode or private key to make changes to a public
ledger in order to transfer value between accounts. Other computers in the network validate these transfers. Through this use
of blockchain technology, cryptocurrency systems protect their public ledgers of accounts against manipulation, so that users
can only send cryptocurrency to which they have access, thus allowing users to make valid transfers without a centralized,
trusted intermediary.

Money serves three interrelated economic functions: it is a medium of exchange, a unit of account, and a store of value. How
well cryptocurrencies can serve those functions relative to existing money and payment systems likely will play a large part
in determining cryptocurrencies’ future value and importance. Proponents of the technology argue cryptocurrency can
effectively serve those functions and will be widely adopted. They contend that a decentralized system using cryptocurrencies
ultimately will be more efficient and secure than existing monetary and payment systems. Skeptics doubt that
cryptocurrencies can effectively act as money and achieve widespread use. They note various obstacles to extensive adoption
of cryptocurrencies, including economic (e.g., existing trust in traditional systems and volatile cryptocurrency value),
technological (e.g., scalability), and usability obstacles (e.g., access to equipment necessary to participate). In addition,
skeptics assert that cryptocurrencies are currently overvalued and under-regulated.

The invention and proliferation of cryptocurrencies present numerous risks and related policy issues. Cryptocurrencies,
because they are pseudonymous and decentralized, could facilitate money laundering and other crimes, raising the issue of
whether existing regulations appropriately guard against this possibility. Many consumers may lack familiarity with
cryptocurrencies and how they work and derive value. In addition, although cryptocurrency ledgers appear safe from
manipulation, individuals and exchanges have been hacked or targeted in scams involving cryptocurrencies. Accordingly,
critics of cryptocurrencies have raised concerns that existing laws and regulations do not adequately protect consumers
dealing in cryptocurrencies. At the same time, proponents of cryptocurrencies warn against over-regulating what they argue
is a technology that will yield large benefits. Finally, if cryptocurrency becomes a widely used form of money, it could affect
the ability of the Federal Reserve and other central banks to implement and transmit monetary policy, leading some observers
to argue that central banks should develop their own digital currencies (as opposed to a cryptocurrency); others oppose this
idea.

The 115" Congress has shown significant interest in these and other issues relating to cryptocurrencies. For example, the
House passed several bills (H.R. 2433, H.R. 5036, and H.R. 6069, and H.R. 6411) aimed at better understanding or regulating
cryptocurrencies. The 116" Congress—and beyond—may continue to consider the numerous policy issues raised by the
increasing use of cryptocurrencies.
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Introduction

In 2008, an unknown computer programmer or group of programmers using the pseudonym
Satoshi Nakamoto created a computer platform that would allow users to make valid transfers of
digital representations of value.! The system, called Bitcoin, is the first known cryptocurrency. A
cryptocurrency is digital money in an electronic payment system in which payments are validated
by a decentralized network of system users and cryptographic protocols instead of by a
centralized intermediary (such as a bank).?

Since 2009, cryptocurrencies have gone from little-known, niche technological curiosities to
rapidly proliferating financial instruments that are the subject of intense public interest.® Recently,
they have been incorporated into a variety of other financial transactions and products. For
example, cryptocurrencies have been sold to investors to raise funding through initial coin
offerings (ICOs),* and the terms of certain derivatives are now based on cryptocurrencies.® Some
government central banks have examined the possibility of issuing cryptocurrencies or other
digital currency.® Media coverage of cryptocurrencies has been widespread, and various observers
have characterized cryptocurrencies as either the future of monetary and payment systems that
will displace government-backed currencies or a fad with little real value.’

When analyzing the public policy implications posed by cryptocurrencies, it is important to keep
in mind what these currencies are expressly designed and intended to be—alternative electronic
payment systems. The purpose of this report is to assess how and how well cryptocurrencies
perform this function, and in so doing to identify possible benefits, challenges, risks, and policy
issues surrounding cryptocurrencies.® The report begins by reviewing the most basic
characteristics and economic functions of money, the traditional systems for creating money, and
traditional systems for transferring money electronically. It then describes the features and

! Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, January 2009, p. 1, at https://bitcoin.org/
bitcoin.pdf.

2 This report will use the term cryptocurrencies to refer to a specific type of digital or virtual currencies—currencies
that only exist electronically—for which transfers of real value are validated using cryptographic protocols that do not
require a trusted, centralized authority. The report will use the more general terms digital currencies and virtual
currencies where appropriate to refer to these broader classes of currencies that are digital representations of value but
do not necessarily use cryptographic protocols.

3 William J. Luther, “Bitcoin and the Future of Digital Payments,” The Independent Review, vol. 20, no. 3 (winter
2016), p. 397.

4U.S. Securities and Exchange Commission, “Investor Bulletin: Initial Coin Offerings,” press release, July 25, 2017, at
https://www.investor.gov/additional-resources/news-alerts/alerts-bulletins/investor-bulletin-initial-coin-offerings.

5 U.S. Commodity Futures Trading Commission (CFTC), “CFTC Staff Issues Advisory for Virtual Currency Products,”
press release, May 21, 2018, at https://www.cftc.gov/PressRoom/PressReleases/7731-18.

6 Bank of International Settlements, Committee on Payments and Market Infrastructures, Markets Committee, Central
Bank Digital Currencies, March 2018, pp. 1-3, at https://www.bis.org/cpmi/publ/d174.pdf.

7 Julie Verhage and Lily Katz, “Jack Dorsey Is All In on Bitcoin as the Currency of the Future,” Bloomberg, May 16,
2018, at https://www.bloomberg.com/news/articles/2018-05-16/square-s-dorsey-is-all-in-on-bitcoin-as-currency-of-the-
future; Chris Newlands, “Stiglitz, Roubini and Rogoff Lead Joint Attack on Bitcoin,” Financial News, July 10, 2018, at
https://www.fnlondon.com/articles/stiglitz-roubini-and-rogoff-lead-joint-attack-on-bitcoin-20180709.

8 Detailed examination of the blockchain technology underlying most cryptocurrencies; their secondary uses in
investment products, such as in securities offerings and as the underlying assets in derivatives contracts; and certain
international implications, such as their potential use to evade financial sanctions, are beyond the scope of this report.
Instead, where questions related to these issues may arise, this report will provide references to other CRS products. In
addition, a general list of CRS products related to cryptocurrencies is included at the end of the report (see Table 1).
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characteristics of cryptocurrencies and examines the potential benefits they offer and the
challenges they face regarding their use as money. The report also examines certain risks posed
by cryptocurrencies when they are used as money and related policy issues, focusing in particular
on two issues: cryptocurrencies’ potential role in facilitating criminal activity and concerns about
protections for consumers who use these currencies. Finally, the report analyzes cryptocurrencies’
impact on monetary policy.

The Functions of Money

Money exists because it serves a useful economic purpose: it facilitates the exchange of goods
and services. Without it, people would have to engage in a barter economy, wherein people trade
goods and services for other goods and services. In a barter system, every exchange requires a
double coincidence of wants—each party must possess the exact good or be offering the exact
service that the other party wants.® Anytime a potato farmer wanted to buy meat or clothes or
have a toothache treated, the farmer would have to find a particular rancher, tailor, or dentist who
wanted potatoes at that particular time and negotiate how many potatoes a side of beef, a shirt,
and a tooth removal were worth. In turn, the rancher, tailor, and dentist would have to make the
same search and negotiation with each other to satisfy their wants. Wants are satisfied more
efficiently if all members of a society agree they will accept money—a mutually recognized
representation of value—for payment, be that ounces of gold, a government-endorsed slip of
paper called a dollar, or a digital entry in an electronic ledger.

How well something serves as money depends on how well it serves as (1) a medium of
exchange, (2) a unit of account, and (3) a store of value. To function as a medium of exchange, the
thing must be tradable and agreed to have value. To function as unit of account, the thing must act
as a good measurement system. To function as a store of value, the thing must be able to purchase
approximately the same value of goods and services at some future date as it can purchase now.*°

Returning to the example above, could society decide potatoes are money? Conceivably, yes. A
potato has intrinsic value (this report will examine value in more detail in the following section,
“Traditional Money”), as it provides nourishment. However, a potato’s tradability is limited:
many people would find it impractical to carry around sacks of potatoes for daily transactions or
to buy a car for many thousands of pounds of potatoes. A measurement system based on potatoes
is also problematic. Each potato has a different size and degree of freshness, so to say something
is worth “one potato” is imprecise and variable. In addition, a potato cannot be divided without
changing its value. Two halves of a potato are worth less than a whole potato—the exposed flesh
will soon turn brown and rot—so people would be unlikely to agree to prices in fractions of
potato. The issue of freshness also limits potatoes’ ability to be a store of value; a potato
eventually sprouts eyes and spoils, and so must be spent quickly or it will lose value.

In contrast, an ounce of gold and a dollar bill can be carried easily in a pocket and thus are
tradeable. Each unit is identical and can be divided into fractions of an ounce or cents,
respectively, making both gold and dollars effective units of account. Gold is an inert metal and a
dollar bill, when well cared for, will not degrade substantively for years, meaning can both
function as a store of value. Likewise, with the use of digital technology, electronic messages to
change entries in a ledger can be sent easily by swiping a card or pushing a button and can be

9 Scott A. Wolla, “Money and Inflation: A Functional Relationship,” Federal Reserve Bank of St. Louis, Page One
Economic Newsletter (March 2013), pp. 1 - 2, at https://research.stlouisfed.org/pageone-economics/uploads/newsletter/
2013/PageOneCLassroomEdition0313_Money_Trade_Barter_Inflation.pdf.

10 Governor of the Riskbank Stefan Ingves, “Do We Need an E-Krona?” Speech to Swedish House of Finance,
Stockholm, Sweden, August 12, 2017, pp. 3-4, at https://www.bis.org/review/r180123c.pdf.
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denominated in identical and divisible units. Those units could have a stable value, as their
number stays unchanging in an account on a ledger. The question becomes how does a lump of
metal, a thing called a dollar, and the numbers on a ledger come to be deemed valuable by
society, as has been accomplished in traditional monetary systems.

Traditional Money

Money has been in existence throughout history. However, how that money came to have value,
how it was exchanged, and what roles government and intermediaries such as banks have played
have changed over time. This section examines three different monetary systems with varying
degrees of government and bank involvement.

No or Limited Role for a Central Authority: Intrinsic Value

Early forms of money were often things that had intrinsic value, such as precious metals (e.g.,
copper, silver, gold). Part of their value was derived from the fact that they could be worked into
aesthetically pleasing objects. More importantly, other physical characteristics of these metals
made them well suited to perform the three functions of money and so created the economic
efficiency societies needed: these metals are elemental and thus an amount of the pure material
is identical to a different sample of the same amount; they are malleable and thus easy divisible;
and they are chemically inert and thus do not degrade. In addition, they are scarce and difficult to
extract from the earth, which is vital to them having and maintaining value. Sand also could
perform the functions of money and can be worked into aesthetically pleasing glass. However, if
sand were money, then people would quickly gather vast quantities of it and soon even low-cost
goods would be priced at huge amounts of sand.

Even when forms of money had intrinsic value, governments played a role in assigning value to
money. For example, government mints would make coins of precious metals with a government
symbol, which validated that these particular samples were of some verified amount and purity.'?
Fiat money takes the government role a step further, as discussed below.

Government Authority: Fiat Money

In contrast to money with intrinsic value, fiat money has no intrinsic value but instead derives its
value by government decree. If a government is sufficiently powerful and credible, it can declare
that some thing—a dollar, a euro, a yen, for example—shall be money. In practice, these decrees
can take a number of forms, but generally they involve a mandate that the money be used for
some economic activity, such as paying taxes or settling debts. Thus, if members of society want
to participate in the relevant economic activities, it behooves them to accept the money as
payment in their dealings.!®

In addition to such decrees, the government generally controls the supply of the money to ensure
it is sufficiently scarce to retain value yet in ample-enough supply to facilitate economic

' R. W. Clower, Money and Markets, ed. D. A. Walker, 4™ ed. (Cambridge: Cambridge University Press, 1984), pp.
81-89.

12 Stephine Bell, “The Role of the State and the Hierarchy of Money,” Cambridge Journal of Economics, vol. 25, no. 2
(March 2001), pp. 152-153.

13 Dror Goldberg, “Famous Myths of ‘Fiat Money,”” Journal of Money, Credit, and Banking, vol. 37, no. 5 (October
2005), pp. 957-967.
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activity.* Relatedly, the government generally attempts to minimize the incidence of
counterfeiting by making the physical money in circulation difficult to replicate and creating a
deterrence through criminal punishment.*®

Modern monies are generally fiat money, including the U.S. dollar. The dollar is legal tender in
the United States, meaning parties are obligated to accept the dollar to settle debts, and U.S. taxes
can (and generally must) be paid in dollars.'® This status instills dollars with value, because
anyone who wants to undertake these basic economic activities in the largest economy and
financial system in the world must have and use this type of money.

In the United States, the Board of Governors of the Federal Reserve System maintains the value
of the dollar by setting monetary policy. Congress mandated that the Federal Reserve would
conduct monetary policy in the Federal Reserve Reform Act of 1977 (P.L. 95-188), directing it to
“maintain long run growth of the monetary and credit aggregates commensurate with the
economy’s long run potential to increase production, so as to promote effectively the goals of
maximum employment, stable prices, and moderate long-term interest rates.”*’ Under this system,
a money stock currently exceeding $14 trillion circulates in support of an economy that generates
over $20 trillion worth of new production a year,'® and average annual inflation has not exceeded
a rate of 3% since 1993.1°

In addition, the Federal Reserve operates key electronic payment systems, including those
involving interbank transfers.?’ In this way, the Federal Reserve acts as the intermediary when
banks transfer money between each other.

Banks: Transferring Value Through Intermediaries

Banks have played a role in another evolution of money: providing an alternative to the physical
exchange of tangible currency between two parties. Verifying the valid exchange of physical
currency is relatively easy. The payer shows the payee he or she is in fact in possession of the
money, and the transfer is valid the moment the money passes into the payee’s possession. This
system is not without problems, though. Physically possessing money subjects it to theft,
misplacement, or destruction through accident.?! A physical exchange of money typically requires

14 Throughout history, governments in various countries have failed at times to keep money sufficiently scarce. This
failure generally results in high or volatile inflation wherein the country’s money experiences large losses in value,
leading to disruptions in economic activity.

15 Cyril Monnet, Counterfeiting and Inflation, European Central Bank, Working Paper Series No. 512, August 2005, p.
1, at https://www.ecbh.europa.eu/pub/pdf/scpwps/ecbwp512.pdf?23040cc45f22e8ddebc3af75d4d9d526.

1631 U.S.C. 5103.

1712 U.S.C. 225a. For more information, see CRS Report RL30354, Monetary Policy and the Federal Reserve:
Current Policy and Conditions, by (name redacted)

18 Board of Governors of the Federal Reserve System, “M2 Money Stock as of August 2018,” at
https://www.federalreserve.gov/releases/h6/current/default.htm, accessed on October 5, 2018; and U.S. Bureau of
Economic Analysis, “Seasonally Adjusted, Annualized Current-Dollar GDP,” second quarter 2018, at
https://apps.bea.gov/iTable/iTable.cfm?isuri=1&reqid=19&step=2&0=survey, accessed on October 5, 2018.

19U.S. Bureau of Labor Statistics, “Annual Average of 12-Month Percent Change of the CP1-U, Not Seasonally
Adjusted,” at https://www.bls.gov/data/, accessed on October 5, 2018.

20 Federal Reserve Bank of San Francisco, “What Is the Fed: Payment Services,” at https://www.frbsf.org/education/
teacher-resources/what-is-the-fed/payment-services/.

21 Libby Kane, “Keeping Cash Under Your Mattress Is a Terrible Idea. Why Are So Many Americans Doing It?” Slate
Business Insider Blog, February 11, 2015, at http://wwuw.slate.com/blogs/business_insider/2015/02/11/
keeping_cash_at_home_way_too_many_americans_do_it.html.
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the payer and payee be physically near each other (because both parties would have to have a
high degree of trust in each other to believe any assurance that the money will be brought or sent
later).

From early in history, banks have offered services to accomplish valid transfers of value between
parties who are not in physical proximity and do not necessarily trust each other. Customers give
banks their money for, among other reasons, secure safekeeping and the ability to send payment
to a payee located somewhere else (originally using paper checks or bills of exchange).
Historically and today, maintaining accurate ledgers of accounts is a vital tool for providing these
services. It allows people to hold money as numerical data stored in a ledger instead of as a
physical thing that can be lost or stolen. In the simplest form, a payment system works by a bank
recording how much money an individual has access to and, upon instruction, making appropriate
additions and reductions to that amount.??

The mechanics of the modern payment system, in which instructions are sent and records are
stored electronically, are covered in more detail in the following section, “The Electronic
Exchange of Money.” What can be noted here in this basic description is that participants must
trust the banks and that ledgers must be accurate and must be changed only for valid transfers.
Otherwise, an individual’s money could be lost or stolen if a bank records the payer’s account as
having an inaccurately low amount or transfers value without permission.

A number of mechanisms can create trust in banks. For example, a bank has a market incentive to
be accurate, because a bank that does not have a good reputation for protecting customers’ money
and processing transactions accurately will lose customers. In addition, governments typically
subject banks to laws and regulations designed in part to ensure that banks are run well and that
people’s money is safe in them.?® As such, banks take substantial measures to ensure security and
accuracy.

The Electronic Exchange of Money

Today, money is widely exchanged electronically, but electronic payments systems can be subject
to certain difficulties related to lack of scarcity (a digital file can be copied many times over,
retaining the exact information as its predecessor) and lack of trust between parties. Electronic
transfers of money are subject to what observers refer to as the double spending problem. In an
electronic transfer of money, a payer may wish to send a digital file directly to a payee in the
hopes that the file will act as a transfer of value. However, if the payee cannot confirm that the
payer has not sent the same file to multiple other payees, the transfer is problematic. Because
money in such a system could be double (or any number of times) spent, the money would not
retain its value.?

As described in the preceding section, this problem traditionally has been resolved by involving
at least one centralized, trusted intermediary—such as a private bank, government central bank,
or other financial institution—in electronic transfers of money. The trusted intermediaries
maintain private ledgers of accounts recording how much money each participant holds. To make

2 Aleksander Berentsen and Fabian Schar, “The Case for Central Bank Electronic Money and the Non-case for Central
Bank Cryptocurrencies,” Federal Reserve Bank of St. Louis Review, vol. 100, no. 2 (second quarter 2018), p. 97106.

23 For more information on the regulation of banks in the United States, see CRS Report R44918, Who Regulates
Whom? An Overview of the U.S. Financial Regulatory Framework, by (name redacted)

24 Gerald P. Dwyer, “The Economics of Bitcoin and Similar Private Digital Currencies,” Journal of Financial Stability,
vol. 17 (April 2015), pp. 81-91.
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a payment, an electronic message (or messages) is sent to an intermediary or to and between
various intermediaries, instructing each to make the necessary changes to its ledgers. The
intermediary or intermediaries validate the transaction, ensure the payer has sufficient funds for
the payment, deduct the appropriate amount from the payer’s account, and add that amount to the
payee’s account.?® For example, in the United States, a retail consumer may initiate an electronic
payment through a debit card transaction, at which time an electronic message is sent over a
network instructing the purchaser’s bank to send payment to the seller’s bank. Those banks then
make the appropriate changes to their account ledgers (possibly using the Federal Reserve’s
payment system) reflecting that value has been transferred from the purchaser’s account to the
seller’s account.?

Significant costs and physical infrastructure underlie systems for electronic money transfers to
ensure the systems’ integrity, performance, and availability. For example, payment system
providers operate and maintain vast electronic networks to connect retail locations with banks,
and the Federal Reserve operates and maintains networks to connect banks to itself and each
other.?” These intermediaries store and protect huge amounts of data. In general, these
intermediaries are highly regulated to ensure safety, profitability, consumer protection, and
financial stability. Intermediaries recoup the costs associated with these systems and earn profits
by charging fees directly when the system is used (such as the fees a merchant pays to have a card
reading machine and on each transaction) or by charging fees for related services (such as
checking account fees).

In addition, intermediaries generally are required to provide certain protections to consumers
involved in electronic transactions. For example, the Electronic Fund Transfer Act (P.L. 95-630)
limits consumers’ liability for unauthorized transfers made using their accounts.?® Similarly, the
Fair Credit Billing Act (P.L. 93-495) requires credit card companies to take certain steps to
correct billing errors, including when the goods or services a consumer purchased are not
delivered as agreed.?® Both acts also require financial institutions to make certain disclosures to
consumers related to the costs and terms of using an institution’s services.*

Notably, certain individuals may lack access to electronic payment systems. To use an electronic
payment system, a consumer or merchant generally must have access to a bank account or some
retail payment service, which some may find cost prohibitive or geographically inconvenient,
resulting in underbanked or unbanked populations (i.e., people who have limited interaction with
the traditional banking system).®! In addition, the consumer or merchant typically must provide
the bank or other intermediary with personal information. The use of electronic payment services
generates a huge amount of data about an individual’s financial transactions. This information

% Richard J. Sullivan, “The Federal Reserve’s Reduced Role in Retail Payments: Implications for Efficiency and
Risk,” Federal Reserve Bank of Kansas City Economic Review (third quarter 2012), pp. 80-87. Hereinafter Sullivan,
“Federal Reserve’s Reduced Role.”

26 Qullivan, “Federal Reserve’s Reduced Role.”

27 Qullivan, “Federal Reserve’s Reduced Role.”

2815 U.S.C. 1693g.

2915 U.S.C. 1666.

%015 U.S.C. 1693c and 15 U.S.C. 1632.

31 Susan Burhouse et al., 2015 FDIC National Survey of Unbanked and Underbanked Households, Federal Deposit
Insurance Corporation (FDIC), October 20, 2016, p. 3, at https://www.fdic.gov/householdsurvey/2015/2015report.pdf.
In its report, the FDIC defines unbanked as meaning “no one in the household had a checking or savings account,” and

it defines underbanked as meaning “the household had an account at an insured institution but also obtained financial
services and products outside of the banking system.”
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could be accessed by the bank, law enforcement (provided proper procedures are followed),* or
nefarious actors (provided they are capable of circumventing the intermediaries’ security
measures).®

Cryptocurrencies—such as Bitcoin, Ether, and Litecoin—provide an alternative to this traditional
electronic payment system.

Cryptocurrency: A New Money?

Description

As noted above, cryptocurrency acts as money in an electronic payment system in which a
network of computers, rather than a single third-party intermediary, validates transactions.

In general, these electronic payment systems use public ledgers that allow individuals to establish
an account with a pseudonymous name known to the entire network—or an address
corresponding to a public key—and a passcode or private key that is paired to the public key and
known only to the account holder.® A transaction occurs when two parties agree to transfer
cryptocurrency (perhaps in payment for a good or service) from one account to another. The
buying party will unlock the cryptocurrency they will use as payment with their private key,
allowing the selling party to lock it with their private key.*® In general, to access the
cryptocurrency system, users will create a “wallet” with a third-party cryptocurrency exchange or
service provider.*® From the perspective of the individuals using the system, the mechanics are
similar to authorizing payment on any website that requires an individual to enter a username and
password. In addition, certain companies offer applications or interfaces that users can download
onto a device to make transacting in cryptocurrencies more user-friendly.

Cryptocurrency platforms often use blockchain technology to validate changes to the ledgers.*’
Blockchain technology uses cryptographic protocols to prevent invalid alteration or manipulation
of the public ledger. Specifically, before any transaction is entered into the ledger and the ledger
is irreversibly changed, some member of the network must validate the transaction. In certain
cryptocurrency platforms, validation requires the member to solve an extremely difficult
computational decryption. Once the transaction is validated, it is entered into the ledger.®®

These protocols secure each transaction by using digital signatures to validate the identity of the
two parties involved and to validate that the entire ledger is secure so that any changes in the
ledger are visible to all parties. In this system, parties that otherwise do not know each other can

32 For example, see 12 U.S.C. Chapter 35.

33 Aaron Schwartz et al., Top Financial Services Issues of 2018, PricewaterhouseCoopers, December 2017, pp. 19-20,
at https://www.pwc.com/us/en/financial-services/research-institute/assets/pwc-fsi-top-issues-2018.pdf.

34 In general, a key in cryptography is a large numerical value used to encrypt data.

3% David Mills et al., Distributed Ledger Technology in Payments, Clearing, and Settlement, Board of Governors of the
Federal Reserve System, Financial and Economics Discussion Series 2016-095, Washington, DC, 2016, pp. 10-14, at
https://www.federalreserve.gov/econresdata/feds/2016/files/2016095pap.pdf.

36 The term wallet is also sometimes used to mean a user’s public key or public and private key combination.

37 For more information on blockchain technology, see CRS Report R45116, Blockchain: Background and Policy
Issues, by (name redacted)

3 Dylan Yaga et al., Blockchain Technology Overview, National Institute of Standards and Technology (NIST), NIST
Interagency Report 8202, January 2018, pp. 12-25, at https://nvlpubs.nist.gov/nistpubs/ir/2018/NIST.IR.8202.pdf.
Hereinafter Yaga, Blockchain.
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exchange something of value (i.e., a digital currency) not because they trust each other but
because they trust the platform and its cryptographic protocols to prevent double spending and
invalid changes to the ledger.

Cryptocurrency platforms often incentivize users to perform the functions necessary for
validation by awarding them newly created units of the currency for successful computations
(often the first person to solve the problem is given the new units), although in some cases the
payer or payee also is charged a fee that goes to the validating member. In general, the rate at
which new units are created—and therefore the total amount of currency in the system—is
limited by the platform protocols designed by the creators of the cryptocurrency.® These limits
create scarcity with the intention of ensuring the cryptocurrency retains value. Because users of
the cryptocurrency platform must perform work to extract the scarce unit of value from the
platform, much as people do with precious metals, it is said that these users mine the
cryptocurrencies. Alternatively, people can acquire cryptocurrency on certain exchanges that
allow individuals to purchase cryptocurrency using official government-backed currencies or
other cryptocurrencies.

Cryptographers and computer scientists generally agree that cryptocurrency ledgers that use
blockchain technology are mathematically secure and that it would be exceedingly difficult—
approaching impossible—to manipulate them. However, hackers have exploited vulnerabilities in
certain exchanges and individuals’ devices to steal cryptocurrency from the exchange or
individual.*°

The Price and Usage of Cryptocurrency

Analyzing data about certain characteristics and the use of cryptocurrency would be helpful in
measuring how well cryptocurrency functions as an alternative source of payment and thus its
future prospects for functioning as money. However, conducting such an analysis currently
presents challenges. The decentralized nature of cryptocurrencies makes identifying authoritative
sources of industry data difficult. In addition, the recent proliferation of cryptocurrency adds
additional challenges to performing industry-wide analysis. For example, as of August 27, 2018,
one industry group purported to track 1,890 cryptocurrencies trading at prices that suggest an
aggregate value in circulation of almost $220 billion.*

Because of these challenges, an exhaustive quantitative analysis of the entire cryptocurrency
industry is beyond the scope of this report. Instead, the report uses Bitcoin—the first and most
well-known cryptocurrency, the total value of which accounts for more than half of the industry
as a whole**—as an illustrative example. Examining recent trends in Bitcoin prices, value in
circulation, and number of transactions may shed some light on how well cryptocurrencies in
general have been performing as an alternative payment system.

The rapid appreciation in cryptocurrencies’ value in 2017 likely contributed to the recent increase
in public interest in these currencies. At the beginning of 2017, the price of a Bitcoin on an

3 Yaga, Blockchain, pp. 40-43.

40 For example, see Robert McMillian, “The Inside Story of Mt. Gox, Bitcoin’s $460 Million Disaster,” Wired, March
3, 2014, at https://www.wired.com/2014/03/bitcoin-exchange/, and Securities and Exchange Commission, Report of
Investigation Pursuant to Section 21(a) of the Securities Exchange Act of 1934: The DAO, Release No. 81207, July 25,
2017, at https://www.sec.gov/litigation/investreport/34-81207.pdf.

41 CoinMarketCap data, accessed at https://coinmarketcap.com/ on August 27, 2018.

42 CoinMarketCap data, accessed at https://coinmarketcap.com/ on August 27, 2018; CRS calculation.
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exchange was about $993.* The price surged during the year, peaking at about $19,650 in
December 2017 (see Figure 1), an almost 1,880% increase from prices in January 2017.
However, the price then dramatically declined by 65% to $6,905 in less than two months. From
February through August 2018, the price of a Bitcoin remained volatile. Other major
cryptocurrencies such as Ether and Litecoin have had similar price movements.

Figure |. Cryptocurrency Values
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Source: Coinbase, accessed through the Federal Reserve Bank of St. Louis Economic Data website on August
27,2018.

As of October 7, 2018, the price of one Bitcoin was $6,570 and approximately 17.3 million
Bitcoins were in circulation,* making the value of all Bitcoins in existence about $113.6 billion.*®

43 Note on terminology: When discussing the exchange of one type of money for another, the term exchange rate is
arguably more appropriate than the term price. However, in this instance, this report will follow popular convention
and use the term price, as the notion that a Bitcoin or any other currency is purchased by dollars during an exchange is
essentially correct.

Data retrieved from Federal Reserve Bank of St. Louis Economic Data, at https:/fred.stlouisfed.org/series/
CBBTCUSD on August 27, 2018.

44 Data retrieved from blockchain.com, at https://www.blockchain.com/charts/total-bitcoins, accessed on October 9,
2018.

45 Note on terminology: Sometimes media or even cryptocurrency industry groups and participants will refer to this
value as market capitalization. This is a potentially confusing and misleading use of a term that refers specifically to
the value of a private company. In this instance, the report uses the term value in circulation, but the reader should be
aware that other sources may use market capitalization to refer to this concept.
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Although these statistics drive interest in and are central to the analysis of cryptocurrencies as
investments, they reveal little about the prevalence of cryptocurrencies’ use as money. Recent
volatility in the price of cryptocurrencies suggests they function poorly as a unit of account and a
store of value (two of the three functions of money discussed in “The Functions of Money,”
above), an issue covered in the “Potential Challenges to Widespread Adoption” section of this
report. Nevertheless, the price or the exchange rate of a currency in dollars at any point in time
(rather than over time) does not have a substantive influence on how well the currency serves the
functions of money.

The number of Bitcoin transactions, by contrast, can serve as an indicator—though a flawed
one*®*—of the prevalence of the use of Bitcoin as money. This number indicates how many times
a day Bitcoins are transferred between accounts. Two industry data sources indicate that the
number of Bitcoin transactions averaged about 208,000 per day globally in 2018 through
August.*” In comparison, the Automated Clearing House—an electronic payments network
operated by the Federal Reserve Bank and the private company Electronic Payments Network—
processed almost 59 million transactions per day on average in 2017.%® Visa’s payments systems
processed on average more than 300 million transactions per day globally in 2017.%°

Potential Benefits of Cryptocurrencies

The previous section illustrates that the use of cryptocurrencies as money in a payment system is
still quite limited compared with traditional systems. However, the invention and growth in
awareness of cryptocurrencies occurred only recently. Some observers assert that
cryptocurrencies’ potential benefits will be realized in the coming years or decades, which will
lead to their widespread adoption.®® Skeptics, however, emphasize the obstacles facing the
widespread adoption of cryptocurrencies and doubt that cryptocurrencies can overcome these
challenges.>! This section of the report describes some of the potential benefits cryptocurrencies
may provide to the public and the economic system as a whole. Later sections—"“Potential
Challenges to Widespread Adoption” and “Potential Risks Posed by Cryptocurrencies”—discuss
certain potential challenges to widespread adoption of cryptocurrencies and some potential risks
cryptocurrencies pose.

46 The problem with this measure it that it is a count of how many times two parties have exchanged Bitcoin, not a
count of how many times Bitcoin has been used to buy something. Some portion of those exchanges, possibly a
significantly large portion, is driven by investors giving fiat currency to an exchange to buy and hold the Bitcoin as an
investment. In those transfers, Bitcoin is not acting as money (i.e., not being exchanged for a good or service).

47 Data retrieved from bitcoin.com, at https://charts.bitcoin.com/btc/chart/daily-transactions,
https://www.blockchain.com/charts/n-transactions?daysAverageString=7, on August 27, 2018.

48 National Automated Clearing House Association, “ACH Network Volume and Value Hit New Highs in 2017,” press
release, April 9, 2017, at https://www.nacha.org/news/ach-network-volume-and-value-hit-new-highs-2017.

49 Visa, Annual Report 2017, p. 4, at https://s1.q4cdn.com/050606653/files/doc_financials/annual/2017/Visa-2017-
Annual-Report.pdf.

50 Paul Schrodt, “Cryptocurrency Will Replace National Currencies By 2030 According to This Futurist,” Time.com,
March 1, 2018, at http://time.com/money/5178814/the-future-of-cryptocurrency/. Hereinafter Schrodt, “Cryptocurrency
Will Replace National Currencies.”

51 Chris Newlands, “Stiglitz, Roubini and Rogoff Lead Joint Attack on Bitcoin,” Financial News, July 10, 2018, at
https://www.fnlondon.com/articles/stiglitz-roubini-and-rogoff-lead-joint-attack-on-bitcoin-20180709.
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Potential Economic Efficiency

As discussed in the “The Electronic Exchange of Money” section, traditional monetary and
electronic payment systems involve a number of intermediaries, such as government central
banks and private financial institutions. To carry out transactions, these institutions operate and
maintain extensive electronic networks and other infrastructure, employ workers, and require
time to finalize transactions. To meet costs and earn profits, these institutions charge various fees
to users of their systems. Advocates of cryptocurrencies hope that a decentralized payment system
operated through the internet will be less costly than the traditional payment systems and existing
infrastructures.>?

Cryptocurrency proponents assert that cryptocurrency may provide an especially pronounced cost
advantage over traditional payment systems for international money transfers and payments.
Sending money internationally generally involves further intermediation than domestic transfers,
typically requiring transfers between banks and other money transmitters in different countries
and possibly exchanges of one national currency for another. Proponents assert that
cryptocurrencies could avoid these particular costs because cryptocurrency transactions take place
over the internet—which is already global—and are not backed by government-fiat currencies.>

Nevertheless, it is difficult to quantify how much traditional payment systems cost and what
portion of those costs is passed on to consumers. Performing such a quantitative analysis is
beyond the scope of this report.>* What bears mentioning here is that certain costs of traditional
payment systems—and, in particular, the fees intermediaries in those systems have charged
consumers—have at times been high enough to raise policymakers’ concern and elicit policy
responses. For example, in response to retailers’ assertions that Visa and MasterCard had
exercised market power in setting debit card swipe fees at unfairly high levels, Congress included
Section 1075 in the Dodd-Frank Consumer Protection and Wall Street Reform Act (Dodd-Frank
Act; P.L. 111-203)—sometimes called the “Durbin Amendment.”® Section 1075 directs the
Federal Reserve to limit debit card swipe fees charged by banks with assets of more than $10
billion.%® In addition, studies on unbanked and underbanked populations cite the fees associated
with traditional bank accounts, a portion of which may be the result of providing payment
services, as a possible cause for those populations’ limited interaction with the traditional banking
system.®” Proponents of cryptocurrencies argue that an increase in the use of cryptocurrencies as

52 Schrodt, “Cryptocurrency Will Replace National Currencies.” The “Potential Challenges to Widespread Adoption”
section examines the costs of cryptocurrency systems in more detail.

53 Ben Schiller, “The Fight for the $400 Billion Business of Immigrants Sending Money Home,” Fast Company, April
28, 2017, at https://www.fastcompany.com/3067778/the-blockchain-is-going-to-save-immigrants-millions-in-
remittance-fees.

54 Specifically, financial institutions offer an array of services, and the fees they charge are not always expressly linked
to individual transactions. In addition, payment systems themselves differ in terms of services provided and costs
incurred. Furthermore, analyzing the costs of this system in a way that is comparable to the cost structures of the
cryptocurrency industry creates additional challenges. For example, see Fumiko Hayashi and William R. Keeton,
“Measuring the Costs of Retail Payment Methods,” Federal Reserve Bank of Kansas City Economic Review (second
quarter 2012), pp. 37-42.

% For more information on debit card fees, see CRS Report R41913, Regulation of Debit Interchange Fees, by (name r
edacted) .

% 15 U.S.C. 16930-2.

57 Susan Burhouse et al., 2015 FDIC National Survey of Unbanked and Underbanked Households, FDIC, October 20,
2016, p. 3, at https://www.fdic.gov/householdsurvey/2015/2015report.pdf.
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an alternative payment system would reduce these costs through competition or would eliminate
the need to pay them altogether.

An Alternative to Existing Intermediaries and Systems

As discussed in the “Traditional Money” section, traditional payment systems require that
government and financial institutions be credible and have people’s trust. Even if general trust in
those institutions is sufficient to make them credible in a society, certain individuals may
nevertheless mistrust them. For people who do not find various institutions sufficiently
trustworthy, cryptocurrencies could provide a desirable alternative.>®

In countries with advanced economies, such as the United States, mistrust may not be as
prevalent (although not wholly absent) as in other countries. Typically, developed economies are
relatively stable and have relatively low inflation; often, they also have carefully regulated
financial institutions and strong government institutions. Not all economies share these features.
Thus, cryptocurrencies may experience more widespread adoption in countries with a higher
degree of mistrust of existing systems than in countries where there is generally a high degree of
trust in existing systems.*

A person may mistrust traditional private financial institutions for a number of reasons. An
individual may be concerned that an institution will go bankrupt or otherwise lose his or her
money without adequately apprising him or her of such a risk (or while actively misleading him
or her about it).®° In addition, opening a bank account or otherwise using traditional electronic
payment systems generally requires an individual to divulge to a financial institution certain basic
personal information, such as name, social security number, and birthdate. Financial institutions
store this information and information about the transactions linked to this identity. Under certain
circumstances, they may analyze or share this information, such as with a credit-reporting agency.
In some instances hackers have stolen personal information from financial institutions, causing
concerns over how well these institutions can protect sensitive data.®! Individuals seeking a
higher degree of privacy or control over their personal data than that afforded by traditional
systems may choose to use cryptocurrency.

Certain individuals also may mistrust a government’s willingness or ability to maintain a stable
value of a fiat currency. Because fiat currency does not have intrinsic value and, historically,
incidents of hyperinflation in certain countries have seen government-backed currencies lose
most or nearly all of their value, some individuals may judge the probability of their fiat money
losing a significant portion of its value to be undesirably high in some circumstances. These
individuals may place greater trust in a decentralized network using cryptographic protocols that
limit the creation of new money than in government institutions.®?

%8 Leonid Bershidsky, “Bitcoin and the Value of Financial Freedom,” Bloomberg, December 20, 2017, at
https://www.bloomberg.com/view/articles/2017-12-20/bitcoin-and-the-value-of-financial-freedom.

%9 For example, see Rene Chun, “Big in Venezuela: Bitcoin Mining,” Atlantic, September 2017, at
https://www.theatlantic.com/magazine/archive/2017/09/big-in-venezuela/534177/.

80 In the United States, banks and nonbank financial institutions are subject to robust regulatory frameworks that
mitigate but may not wholly eliminate these risks.

61 For more information, see CRS Report R43496, The Target and Other Financial Data Breaches: Frequently Asked
Questions, by (name redacted) and (name redacted)

62 John O. McGinnis and Kyle W. Roche, “Why Bitcoin Is Booming,” Wall Street Journal, July 9, 2017, at
https://www.wsj.com/articles/why-bitcoin-is-booming-1499638932.
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Potential Challenges to Widespread Adoption

The appropriate policy approach to cryptocurrencies likely depends, in part, on how prevalent
these currencies become. For cryptocurrencies to deliver the potential benefits mentioned above,
people must use them as money to some substantive degree. After all, as money, cryptocurrencies
would do little good if few people and businesses accept them as payment. For this reason,
currencies are subject to network effects, wherein their value and usefulness depends in part on
how many people are willing to use them.®® Currently, cryptocurrencies face certain challenges to
widespread adoption, some of which are discussed below.

Challenges to Effectively Performing the Functions of Money

Recall that how well cryptocurrency serves as money depends on how well it serves as (1) a
medium of exchange, (2) a unit of account, and (3) a store of value. Several characteristics of
cryptocurrency undermine its ability to serve these three interrelated functions in the United
States and elsewhere. Currently, a relatively small number of businesses or individuals use or
accept cryptocurrency for payment. As discussed in the “The Price and Usage of Cryptocurrency”
section, there were 208,000 transactions involving Bitcoin per day globally (out of the billions of
transactions that take place) in 2018 through August, and a portion of those transactions involved
people buying Bitcoins for the purposes of holding them as an investment rather than as payment
for goods and services.® Cryptocurrency may be used as a medium of exchange less frequently
than traditional money for several reasons. Unlike the dollar and most other government-backed
currencies, cryptocurrencies are not legal tender, meaning creditors are not legally required to
accept them to settle debts.®® Consumers and businesses also may be hesitant to place their trust in
a decentralized computer network of pseudonymous participants that they may not completely
understand.®® Relatedly, consumers and businesses may have sufficient trust in and be generally
satisfied with existing payment systems.

As previously mentioned, the recent high volatility in the price of many cryptocurrencies
undermines their ability to serve as a unit of account and a store of value. Cryptocurrencies can
have significant value fluctuations within short periods of time; as a result, pricing goods and
services in units of cryptocurrency would require frequent repricing and likely would cause
confusion among buyers and sellers.®” In regard to serving as a store of value, Bitcoin lost almost
53% of its value in the first half of 2018, which equates to a 346% annualized rate of inflation. In
comparison, the annualized inflation of prices in the U.S. dollar was 2.1% over the same period.%®

83 Willliam J. Luther, Cryptocurrencies, Network Effects, and Switching Costs, Mercatus Center Working Paper No.
13-17, July 17, 2013, pp. 2-4, at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2295134.

64 Data retrieved from bitcoin.com, at https://charts.bitcoin.com/btc/chart/daily-transactions;
https://www.blockchain.com/charts/n-transactions?daysAverageString=7, on August 27, 2018.

% Internal Revenue Service (IRS), “IRS Virtual Currency Guidance: Virtual Currency Is Treated as Property for U.S.
Federal Tax Purposes; General Rules for Property Transactions Apply,” Notice 2014-21, March 25, 2014, p. 1,
https://www.irs.gov/pub/irs-drop/n-14-21.pdf. Hereinafter IRS, “Virtual Currency Guidance.”

86 Office of the Director of National Intelligence, Risks and Vulnerabilities of Virtual Currency: Cryptocurrency as a
Payment Method, 2017 Public-Private Analytic Exchange Program, 2017, pp. 11-17, at https://www.dni.gov/files/PE/
Documents/9—2017-AEP_Risks-and-Vulnerabilities-of-Virtual-Currency.pdf.

67 David Yemack, Is Bitcoin a Real Currency? An Economic Appraisal, National Bureau of Economic Research,
Working Paper 19747, December 2013, pp. 2-3, at https://www.nber.org/papers/w19747.

8 Bureau of Labor Statistics, “Databases, Tables & Calculators by Subject,” at https://data.bls.gov/timeseries/
CUURO0000SAOL1E?output_view=pct_12mths.

Congressional Research Service R45427 - VERSION 2 - UPDATED 13



Cryptocurrency: The Economics of Money and Selected Policy Issues

Technological Challenges: Scaling, Transaction Validation Speed,
and Energy Consumption

Whether cryptocurrency systems are scalable—meaning their capacity can be increased in a cost-
effective way without loss of functionality—is uncertain.® At present, the technologies and
systems underlying cryptocurrencies do not appear capable of processing the number of
transactions that would be required of a widely adopted, global payment system. As discussed in
the “The Price and Usage of Cryptocurrency” section, the platform of the largest (by a wide
margin) cryptocurrency, Bitcoin, processes a small fraction of the overall financial transactions
parties engage in per day. The overwhelming majority of such transactions are processed through
established payment systems. As well, Bitcoin’s processing speed is still comparatively slow
relative to the nearly instant transaction speed many electronic payment methods, such as credit
and debit cards, achieve. For example, blocks of transactions are published to the Bitcoin ledger
every 10 minutes, but because a limited number of transactions can be added in a block, it may
take over an hour before an individual transaction is posted.

Part of the reason for the relatively slow processing speed of certain cryptocurrency transactions
is the large computational resources involved with mining—or validating—transactions. When
prices for cryptocurrencies were increasing rapidly, many miners were incentivized to participate
in validating transactions, seeking to win the rights to publish the next block and collect any
reward or fees attached to that block. This incentive led to an increasing number of miners and to
additional investment in faster computers by new and existing miners. The combination of more
miners and more energy required to power their computers led to ballooning electricity
requirements. However, as the prices of cryptocurrencies have deflated, validating cryptocurrency
transactions has become a less rewarding investment for miners; consequently, fewer individuals
participate in mining operations.”

The energy consumption required to run and cool the computers involved in cryptocurrency
mining is substantial. Some estimates indicate the daily energy needs of the Bitcoin network are
comparable to the needs of a small country, such as Ireland.” In addition to raising questions
about whether cryptocurrencies ultimately will be more efficient than existing payment systems,
such high energy consumption could result in high negative externalities—wherein the price of a
market transaction, such as purchasing electricity, may not fully reflect all societal costs, such as
pollution from electricity production.

Possible Need for New Intermediaries

In general, when a buyer of a good or a service provided remotely sends a cryptocurrency to
another account, that transaction is irreversible and made to a pseudonymous identity. Although a
cryptocurrency platform validates that the currency has been transferred, the platform generally
does not validate that a good or service has been delivered. Unless a transfer is done face-to-face,

69 Kyle Croman et al., On Scaling Decentralized Blockchains: A Position Paper, International Conference on Financial
Cryptography and Data Security, Christ Church, Barbados, February 26, 20186, at https:/link.springer.com/content/pdf/
10.1007%2F978-3-662-53357-4_8.pdf.

0 See discussion in CRS Video WVB00200, Understanding Blockchain Technology and Its Policy Implications, by
(nameredacted)

"L Karl J. O’Dwyer and David Malone, “Bitcoin Mining and Its Energy Footprint,”” Paper delivered at the 25" IET
Irish Signals and Systems Conference, June 2014, pp. 280-285, at http://eprints.maynoothuniversity.ie/6009/1/DM-
Bitcoin.pdf.
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it will involve some degree of trust between one party and the other or a trusted intermediary.”
For example, imagine a buyer agrees to purchase a collectible item from a seller located across
the country for one Bitcoin. If the buyer transfers the Bitcoin before she has received the item,
she takes on the risk that the seller will never ship the item to her; if that happened, the buyer
would have little, if any, recourse. Conversely, if the seller ships the item before the buyer has
transferred the Bitcoin, he assumes the risk that the buyer never will transfer the Bitcoin. These
risks could act as a disincentive to parties considering using cryptocurrencies in certain
transactions and thus could hinder cryptocurrencies’ ability to act as a medium of exchange. As
mentioned in the “Banks: Transferring Value Through Intermediaries” section, sending cash to
someone in another location presents a similar problem, which historically has been solved by
using a trusted intermediary.

In response to this problem, several companies offer cryptocurrency escrow services. Typically,
the escrow company holds the buyer’s cryptocurrency until delivery is confirmed. Only then will
the escrow company pass the cryptocurrency onto the seller. Although an escrow service may
enable parties who otherwise do not trust each other to exchange cryptocurrency for goods and
services, the use of such services reintroduces the need for a trusted third-party intermediary in
cryptocurrency transactions. As with the use of intermediaries in traditional electronic
transactions discussed above, both a buyer and a seller in a cryptocurrency transaction would
have to trust that the escrow company will not abscond with their cryptocurrency and is
adequately protected against hacking.”

For cryptocurrencies to gain widespread acceptance as payment systems and displace existing
traditional intermediaries, new procedures and intermediaries such as those described in this
section may first need to achieve a sufficient level of trustworthiness and efficiency among the
public. If cryptocurrencies ultimately require their own system of intermediaries to function as
money, questions may arise about whether this requirement defeats their original purpose.

Potential Risks Posed by Cryptocurrencies

Policymakers developed most financial laws and regulations before the invention and subsequent
growth of cryptocurrencies, which raises questions about whether existing laws and regulations
appropriately and efficiently address the risks posed by cryptocurrency. Some of the more
commonly cited risks include the potential that cryptocurrencies will be used to facilitate criminal
activity and the lack of consumer protections applicable to parties buying or using
cryptocurrency. Each of these risks is discussed below.

Criminality

Money Laundering

Criminals and terrorists are more likely to conduct business in cash and to hold cash as an asset
than to use financial intermediaries such as banks, in part because cash is anonymous and allows
them to avoid establishing relationships with and records at financial institutions that may be

72 Steven Goldfeder et al., “Escrow Protocols for Cryptocurrencies: How to Buy Physical Goods Using Bitcoin,” Paper
for 21% International Conference on Financial Cryptography and Data Security, Sliema, Malta, April 3, 2017, pp. 321-
322, at https://link.springer.com/content/pdf/10.1007%2F978-3-319-70972-7_18.pdf. Hereinafter Goldfeder et al.,
“Escrow Protocols.”

73 Goldfeder et al., “Escrow Protocols.”
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subject to anti-money laundering reporting and compliance requirements.’”* Some observers are
concerned that the pseudonymous and decentralized nature of cryptocurrency transactions may
similarly provide a means for criminals to hide their financial dealings from authorities.” For
example, Bitcoin was the currency used on the internet-based, illegal drug marketplace called
Silk Road. This marketplace and Bitcoin escrow service facilitated more than 100,000 illegal
drug sales from approximately January 2011 to October 2013, at which time the government shut
down the website and arrested the individuals running the site.”

Criminal use of cryptocurrency does not necessarily mean the technology is a net negative for
society, because the benefits it provides could exceed the societal costs of the additional crime
facilitated by cryptocurrency. In addition, law enforcement has existing authorities and abilities to
mitigate the use of cryptocurrencies for the purposes of evading law enforcement.

Recall that cryptocurrency platforms generally function as an immutable, public ledger of
accounts and transactions. Thus, every transaction ever made by a member of the network is
relatively easy to observe, and this characteristic can be helpful to law enforcement in tracking
criminal finances. Although the accounts may be identified with a pseudonym on the
cryptocurrency platform, law enforcement can exercise methods involving analysis of transaction
patterns to link those pseudonyms to real-life identities. For example, it may be possible to link a
cryptocurrency public key with a cryptocurrency exchange customer.”” Certain cryptocurrencies
may provide users with greater anonymity than others, but use of these technologies currently is
comparatively rare.

In addition to law enforcement’s abilities to investigate crime, the government has authorities to
subject cryptocurrency exchanges to regulation related to reporting suspicious activity. The
Department of the Treasury’s Financial Crimes Enforcement Network (FinCEN) has issued
guidance explaining how its regulations apply to the use of virtual currencies—a term that refers
to a broader class of electronic money that includes cryptocurrencies. FinCEN has indicated that
an exchanger (“a person engaged as a business in the exchange of virtual currency for real
currency, funds, or other virtual currency”) and an administrator (“a person engaged as a business
in issuing [putting into circulation] a virtual currency, and who has the authority to redeem [to
withdraw from circulation] such virtual currency”) generally qualify as money services businesses
(MSBs) subject to federal regulation.’® Among other things, MSBs generally must register with
and report suspicious transactions to FinCEN, and they must maintain anti-money laundering
compliance programs.’ State law and regulation generally impose a variety of registration anti-

74 Richard Wright et al., Less Cash, Less Crime: Evidence from the Electronic Benefit Transfer Program, National
Bureau of Economic Research, Working Paper 19996, March 2014, pp. 1-5, at http://www.nber.org/papers/
w19996.pdf.

> Dominik Stroukal and Barbora Nedvedova, “Bitcoin and Other Currency as an Instrument of Crime in Cyberspace,”
Fourth Business and Management Conference, International Institute of Social and Economic Sciences, Istanbul,
October 12, 2016, pp. 219-225.

76 The U.S. Attorney’s Office Southern District of New York, “Ross Ulbricht, the Creator and Owner of the “Silk
Road’ Website, Found Guilty in Manhattan Federal Court on All Counts,” press release, February 5, 2015, at
https://www.justice.gov/usao-sdny/pr/ross-ulbricht-creator-and-owner-silk-road-website-found-guilty-manhattan-
federal-court.

7 Shira Stein, “Law Enforcement Adapts to Using Cryptocurrency to Catch Criminals,” Bloomberg BNA, June 22,
2017, at https://www.bna.com/law-enforcement-adapts-n73014460761/.

8 Department of the Treasury Financial Crimes Enforcement Network (FinCEN), “Application of FinCEN’s
Regulations to Persons Administering, Exchanging, or Using Virtual Currencies,” FIN-2013-G001, March 18, 2013, at
https://www.fincen.gov/sites/default/files/shared/FIN-2013-G001.pdf.

7931 C.F.R. Part 1022, Subpart C.
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money laundering requirements on money services businesses. The specific requirements
generally vary across different states;® a state-by-state analysis is beyond the scope of this report.

Legislation in the 115" Congress

Bills focused on investigating the criminal use of cryptocurrencies and improving government
agencies’ ability to address the problem have seen action in the 115" Congress. These bills
include the following:

e H.R. 2433 passed the House on September 12, 2017, and would direct the
Department of Homeland Security, in coordination with appropriate federal
agencies, to develop an assessment of the threat of individuals using
cryptocurrencies to carry out acts of terrorism.

e H.R. 5036 passed the House on September 28, 2018, and would (1) establish the
Independent Financial Technology Task Force to research and develop proposals
regarding the use of digital currencies in terrorism and illicit activity, (2) direct
the Treasury to pay a reward to anyone who provides information that leads to a
conviction of an individual involved with terrorist use of digital currencies, and
(3) establish the FinTech Leadership in Innovation Program to fund the
development of tools and programs to detect terrorist and illicit use of digital
currencies.

e H.R. 6069 passed the House on June 25, 2018, and would direct the Government
Accountability Office to produce a study on the use of virtual currencies and
online marketplaces to facilitate sex and drug trafficking.

e H.R. 6411 passed the House on September 12, 2018, and would amend
FinCEN’s duties and powers to explicitly include “emerging technologies or
value that substitutes for currency” as an area in which FinCEN can coordinate
with foreign financial intelligence in anti-money laundering efforts.

Tax Evasion

The Internal Revenue Service (IRS) has issued guidance stating that it will treat virtual currencies
as property (as opposed to currency), meaning users owe taxes on any realized gains whenever
they dispose of virtual currency, including when they use it to purchase goods and services.®! In a
court filing seeking to obtain information on customers of Coinbase—the largest U.S.
cryptocurrency exchange—the IRS identified approximately 800 to 900 returns per year from
2013 to 2015 that included capital gains that likely came from cryptocurrencies.® In addition,
recent anecdotal reporting—based in part on individuals’ tax return filings from one filing
service—suggests that few 2017 tax filings included reported capital gains from

8 Jennifer Moffit, “The Fifty U.S. States and Cryptocurrency Regulations,” Coin ATM Radar, July 27, 2018, at
https://coinatmradar.com/blog/the-fifty-u-s-states-and-cryptocurrency-regulations/. Hereinafter Moffit, “The Fifty U.S.
States.”

81IRS, “Virtual Currency Guidance.”

Note: The guidance further indicates that when an employee is paid in virtual currency, the payment will be taxed as
wages. CRS was unable to find evidence that any substantive number of workers are being paid wages in
cryptocurrencies; thus, this report focuses on the capital gains tax obligations.

82 United States v Coinbase, Inc., et al., Case No. 17-cv-01431-JSC, United States District Court, North District of
California, filed on November 28, 2017.
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cryptocurrencies.® Nevertheless, considering the level of activity in the cryptocurrency markets,
one analysis estimated the U.S. tax liability on cryptocurrency gains was $25 billion in 2017.84

The lack of clarity surrounding whether and to what degree people are appropriately declaring
gains from cryptocurrency on their tax returns has raised concerns that the technology could
facilitate tax evasion. As with money laundering, individuals could use the opportunity to hide
and move money in a pseudonymous, decentralized platform (and thus avoid generating records
at traditional financial institutions) as a mechanism for hiding income from tax authorities.? Data
that would aid in analyzing whether this is occurring are scarce at this time, because the IRS has
only recently begun actively collecting customer information from cryptocurrency exchanges.%

Financial Sanction Evasion

Although it is outside the scope of this report, another potential reason a person or entity may
want to move money or assets while avoiding engagement with traditional financial institutions
could be to evade financial sanctions. For example, the Venezuelan government has launched a
digital currency with the stated intention of using it to evade U.S. sanctions.®” The governments
of Iran and Russia have expressed interest in doing so, as well.28 For more information on the
potential use of cryptocurrencies to evade financial sanctions, see CRS In Focus IF10825, Digital
Currencies: Sanctions Evasion Risks, by (name redacted)  and (name redacted).

Consumer Protections

Although there is no overarching regulation or regulatory framework specifically aimed at
providing consumer protections in cryptocurrencies markets, numerous consumer protection laws
and regulatory authorities at both the federal and state levels are applicable to cryptocurrencies.
Whether these regulations adequately protect consumers and whether existing regulation is
unnecessarily burdensome are topics subject to debate. This section will examine some of these
consumer protections and present arguments related to these debated issues.

A related concern has to do with whether investors in certain cryptocurrency instruments such as
initial coin offerings—wherein companies developing an application or platform issue
cryptocurrencies or other digital or virtual currency that are or will be used on the application or

8 Kevin Rose, “Think Cryptocurrency Is Confusing? Try Paying Taxes on It,” New York Times, March 21, 2018, at
https://www.nytimes.com/2018/03/21/technology/think-cryptocurrency-is-confusing-try-paying-taxes-on-it.html.

84 Gertrude Chavez-Dreyfuss, “U.S. Tax Liabilities for Cryptocurrencies in 2017 Seen at $25 Billion, to Pressure
Bitcoin: Fundstrat,” Reuters, April 5, 2018, at https://www.reuters.com/article/us-crypto-currencies-taxes/u-s-tax-
liabilities-for-crypto-currencies-in-2017-seen-at-25-billion-to-pressure-bitcoin-fundstrat-idUSKCN1HC29Y.

8 David Voreacos, “IRS Cops Are Scouring Crypto Accounts to Build Tax Evasion Cases,” Bloomberg, February 8,
2018, at https://www.bloomberg.com/news/articles/2018-02-08/irs-cops-scouring-crypto-accounts-to-build-tax-
evasion-cases.

8 Russell Brandom, “Coinbase Ordered to Report 14,355 Users to the IRS,” The Verge, November 29, 2017, at
https://www.theverge.com/2017/11/29/16717416/us-coinbase-irs-records.

87 Rachelle Krygier, “Venezuela Launches the ‘Petro,” Its Cryptocurrency,” Washington Post, February 20, 2018, at
https://www.washingtonpost.com/news/worldviews/wp/2018/02/20/venezuela-launches-the-petro-its-cryptocurrency/?
noredirect=on&utm_term=.484ce5cc65ch.

8 Anthony Cuthbertson, “Iran Plans National Cryptocurrency to Evade U.S. Sanctions,” The Independent, August 29,
2018, at https://www.independent.co.uk/life-style/gadgets-and-tech/news/iran-national-cryptocurrency-us-sanctions-
bitcoin-trump-a8512596.html; and Max Seddon and Martin Arnold, “Putin Considers ‘Cryptorouble’ as Moscow Seeks
to Evade Sanctions,” Financial Times, January 1, 2018, at https://www.ft.com/content/54d026d8-e4cc-11e7-97e2-
916d4fbac0da?segmentld=6132a895-e068-7ddc-4cec-alabfa5¢c8378.
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platform—or cryptocurrency derivatives contracts are adequately informed of risk and protected
from scams. However, this secondary use of cryptocurrency as investment vehicles is different
from the use of cryptocurrencies as money, and it is beyond the scope of this report. For
examinations of these issues, see CRS Report R45221, Capital Markets, Securities Offerings, and
Related Policy Issues, by (name seatadt€®S Report R45301, Securities Regulation and Initial
Coin Offerings: A Legal Primer, by (name redacted)

Applicable Regulation

No federal consumer protection law specifically targets cryptocurrencies. However, the way
cryptocurrencies are sold, exchanged, or marketed can subject cryptocurrency exchanges or other
cryptocurrency-related businesses to generally applicable consumer protection laws.® For
example, Section 5(a) of the Federal Trade Commission Act (P.L. 63-203) declares “unfair or
deceptive acts or practices in or affecting commerce” unlawful and empowers the Federal Trade
Commission (FTC) to prevent people and most companies from engaging in such acts and
practices. In recent years, the FTC has brought a number of enforcement actions against
cryptocurrency promoters and mining operations due to potential violations of Section 5(a).*

In addition, Title X of the Dodd-Frank Act grants the Consumer Financial Protection Bureau
(CFPB) certain rulemaking, supervisory, and enforcement authorities to implement and enforce
certain federal consumer financial laws that protect consumers from “unfair, deceptive, or abusive
acts and practices.”® These authorities apply to a broad range of financial industries and products,
and they arguably could apply to cryptocurrency exchanges as well. Although the CFPB has not
actively exercised regulatory authorities in regard to the cryptocurrency industry to date, the
agency is accepting cryptocurrency-related complaints and previously has indicated it would
enforce consumer financial laws in appropriate cases.%

Both the FTC and the CFPB have made available informational material, such as consumer
advisories, to educate consumers about potential risks associated with transacting in
cryptocurrencies.®

In addition, all states have laws against deceptive acts and practices, and state regulators have
enforcement authorities that could be exercised against cryptocurrency-related businesses.*

8 This report will focus on consumer protection laws. Potentially applicable federal or state civil and criminal fraud
statutes are beyond the scope of this report.

9 See Federal Trade Commission (FTC), “FTC Shuts Down Promoters of Deceptive Cryptocurrency Schemes,” press
release, March 16, 2018, at https://www.ftc.gov/news-events/press-releases/2018/03/ftc-shuts-down-promoters-
deceptive-cryptocurrency-schemes; “Operators of Bitcoin Mining Operation Butterfly Labs Agree to Settle FTC
Charges They Deceived Consumers,” press release, February 18, 2016; and “App Developer Settles FTC and New
Jersey Charges It Hijacked Consumers’ Phones to Mine Cryptocurrency,” press release, June 29, 2015, at
https://www.ftc.gov/news-events/press-releases/2015/06/app-developer-settles-ftc-new-jersey-charges-it-hijacked.

9115 U.S.C. 5511

92Consumer Financial Protection Bureau (CFPB), “CFPB Warns Consumers About Bitcoin: CFPB Now Accepting
Complaints on Virtual Currency Products and Services,” press release, August 11, 2014, at
https://www.consumerfinance.gov/about-us/newsroom/cfpb-warns-consumers-about-bitcoin/.

9 See CFPB Consumer Advisory, “Risks To Consumers Posed by Virtual Currencies,” August 2014, at
https://files.consumerfinance.gov/f/201408_cfpb_consumer-advisory_virtual-currencies.pdf; and Elizabeth Kwok,
“Know the Risks Before Investing in Cryptocurrencies,” in Business Blog, a blog of the Federal Trade Commission,
February 16, 2018, at https://www.ftc.gov/news-events/blogs/business-blog/2018/02/know-risks-investing-
cryptocurrencies.

% Nicholas Gess and Andrew Ray, “State Attorneys General to Fintech Companies: Eyes on Cryptocurrencies,” in All
Things FinReg, a blog of Lexology, July 31, 2018, at https://www.lexology.com/library/detail.aspx?g=baaab9f9-af12-
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Additional consumer protections generally are applied to cryptocurrency exchanges at the state
level through money transmission laws and licensing requirements.”® Money transmitters,
including cryptocurrency exchanges, must obtain applicable state licenses and are subject to state
regulatory regimes applicable to the money transmitter industry in each state in which they
operate. For example, money transmitters generally must maintain some amount of low-risk
investments and surety bonds—which are akin to an insurance policy that pays customers who do
not receive their money—as safeguards for customers in the event they do not receive money that
was to be sent to them.*

Arguments That Current Protections Are Inadequate

Certain observers assert that consumers may be especially susceptible to being deceived or
misinformed when dealing in cryptocurrencies.®” Cryptocurrency is a relatively new type of asset,
and consumers may not be familiar with how cryptocurrencies work and how they derive their
value.® This unfamiliarity may mean a consumer could be unknowingly charged excessive fees
when using or exchanging cryptocurrencies; deceived about cryptocurrencies’ true value; or
unaware of the possibility or likelihood of loss of value, electronic theft, or loss of access to
cryptocurrency due to losing or forgetting associated public or private keys.*® In addition, a
feature of cryptocurrency transfers is irreversibility, which could leave consumers without
recourse in certain cryptocurrency transactions.

Although certain federal laws and regulations intended to protect consumers (such as those
described in “Applicable Regulation,” above) do apply to certain cryptocurrency transactions,
others may not. Some of those laws and regulations that do not currently apply are specifically
designed to protect consumers engaged in the electronic transfer of money, require certain
disclosures about the terms of financial transactions, and require transfers to be reversed under
certain circumstances. For example, the Electronic Fund Transfer Act of 1978 (EFTA; P.L. 95-
630) requires traditional financial institutions engaging in electronic fund transfers to make
certain disclosures about fees, correct errors when identified by the consumer, and limit consumer
liability in the event of unauthorized transfers.!® In general, EFTA protections appear not to apply
to cryptocurrency transactions, because these transactions do not involve a financial institution as
defined in the EFTA.'%

49e6-99d5-b063b0e61533.

% Matthew E. Kohen and Justin S. Wales, “State Regulations on Virtual Currency and Blockchain Technology,”
Carlton Fields Insights, June 28, 2018, at https://www.carltonfields.com/insights/publications/2018/state-regulations-
on-virtual-currency-and-blockcha.

9 Conference of State Bank Supervisors and Money Transmitter Regulators Association, The State of State Money
Services Businesses Regulation and Supervision, May 2016, pp. 6-10, at https://cca.hawaii.gov/dfi/files/2016/06/CSBS-
MSB-Regulation-and-Supervision.pdf.

97 For example, see Office of the New York State Attorney General, Virtual Markets Integrity Initiative Report,
September 18, 2018, pp. 5-6, at https://ag.ny.gov/sites/default/files/vmii_report.pdf.

9% Andrew Gomes, “Hawaii Considers Cryptocurrency Consumer Protection Bill,” Government Technology, March 22,
2018, at http://www.govtech.com/policy/Hawaii-Considers-Cryptocurrency-Consumer-Protection-Bill.html.

9 CFPB, “Risks to Consumers Posed by Virtual Currencies,” August 2014, at https:/files.consumerfinance.gov/f/
201408_cfpb_consumer-advisory_virtual-currencies.pdf.

100 15 U.S.C §1693c, §1693f, §1693g.

101 See CRS Report R43339, Bitcoin: Questions, Answers, and Analysis of Legal Issues, by (name redacted) and (na
me redacted) . The Electronic Fund Transfer Act of 1978 (P.L. 95-630) defines the term “financial institution” to
mean “a State or National bank, a State or Federal savings and loan association, a mutual savings bank, a State or
Federal credit union, or any other person who, directly or indirectly, holds an account belonging to a consumer.” 15
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The application of state laws and consumer protections to cryptocurrency transactions is not
uniform, and the stringency of regulation can vary across states.’?? This variation could create a
situation in which consumers in states with relatively lax regulation are inadequately protected.

If Congress decides current consumer protections are inadequate, policy options could include
extending the application of certain electronic fund transfer protections to consumers using
cryptocurrency exchanges and service providers and granting federal agencies additional
authorities to regulate those businesses.

Arguments That Current Regulation Is Unnecessarily Burdensome

Proponents of cryptocurrencies have asserted that the application of a state-by-state consumer
protection regulatory regime to cryptocurrency exchanges is unnecessarily onerous. They note
that certain state regulations applicable to these exchanges are designed to address risks presented
by traditional money transmission transactions (i.e., allowing fiat money to be submitted at one
location and picked up at another location). For example, the previously mentioned requirements
to maintain low-risk investments and surety bonds are intended to ensure customers will receive
transmitted money. % Cryptocurrency proponents argue that the services provided and the risks
presented by cryptocurrency exchanges are substantively different from those of traditional
money transmitters and that the requirements placed on those businesses—particularly
requirements to hold minimum amounts of assets to back cryptocurrencies they hold on behalf of
customers—are ill-suited to the cryptocurrency exchange industry.t%

Supporters of cryptocurrencies further argue that if the United States does not reduce the
regulatory burdens involved in cryptocurrency exchanges, the country will be at a disadvantage
relative to others in regard to the development of cryptocurrency systems and platforms.*%

If Congress decides the current regulatory framework is unnecessarily burdensome, some argue
that one policy option would be to enact federal law applicable to cryptocurrency exchanges (or
virtual currency exchanges more broadly) that preempts state-level requirements.'%

Monetary Policy Considerations

As discussed in the “Government Authority: Fiat Money” section, in the United States, the
Federal Reserve has the authority to conduct monetary policy with the goals of achieving price
stability and low unemployment. The central banks of other countries generally have similar
authorities and goals. Some central bankers and other experts and observers have speculated that
the widespread adoption of cryptocurrencies could affect the ability of the Federal Reserve and
other central banks to implement and transmit monetary policy, and some have suggested that
these institutions should issue their own digital, fiat currencies.

U.S.C §16938(9).
102 Moffit, “The Fifty U.S. States.”

103 Conference of State Bank Supervisors and Money Transmitter Regulators Association, The State of Money Services
Businesses Regulation and Supervision, May 2016, pp. 3-16, at https://www.csbs.org/sites/default/files/2017-11/
State%200f%20State%20MSB%20Regulation%20and%20Supervision%202.pdf.

104 Felix Shipkevich, “Coinbase Wyoming Money Transmitter License Renewed After 3 Years,” Money Transmitter
Law, August 8, 2018, at https://moneytransmitterlaw.com/2018/08/08/coinbase-wyoming-money-transmitter-license/.
105 Laura Shin, “Crypto Industry Frustrated by Haphazard Regulation,” New York Times Dealbook blog, June 27, 2018,
at https://www.nytimes.com/2018/06/27/business/dealbook/crypto-industry-regulation.html.

106 peter Van Valkenburgh, “Cryptocurrencies Are Far from Unregulated,” American Banker, February 5, 2018, at
https://www.americanbanker.com/opinion/cryptocurrencies-are-far-from-unregulated.
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Possible Effects of Widespread Adoption of Private
Cryptocurrencies

The mechanisms through which central banks implement monetary policy can be technical, but at
the most fundamental level these banks conduct monetary policy by regulating how much money
is in circulation in an economy. Currently, the vast majority of money circulating in most
economies is government-issued fiat money, and so governments (particularly credible
governments in countries with relatively strong, stable economies) have effective control over
how much is in circulation.

However, if one or more additional currencies that the government did not control (such as
cryptocurrencies) were also prevalent and viable payment options, their prevalence could have a
number of implications. The widespread adoption of such payment options would limit central
banks’ ability to control inflation, as they do now, because actors in the economy would be
buying, selling, lending, and settling in cryptocurrency. Central banks would have to make larger
adjustments to the fiat currency to have the same effect as previous adjustments, or they would
have to start buying and selling the cryptocurrencies themselves in an effort to affect the
availability of these currencies in the economy.%’

Because cryptocurrency circulates on a global network, the actions of one country that buys and
sells cryptocurrency to control its availability could have a destabilizing effect on other
economies that also widely use that cryptocurrency; in this way, one country’s approach to
cryptocurrency could undermine price stability or exacerbate recessions or overheating in another
country. For example, as economic conditions in one country changed, that country would
respond by attempting to alter its monetary conditions, including the amount of cryptocurrency in
circulation. However, the prescribed change for that economy would not necessarily be
appropriate in a country that was experiencing different economic conditions. The supply of
cryptocurrency in this second country nevertheless could be affected by the first country’s
actions.'%

Another challenge in an economy with multiple currencies—as would be the case in an economy
with a fiat currency and cryptocurrencies—is that the existence of multiple currencies adds
difficulty to buyers and sellers making exchanges; all buyers and sellers must be aware of and
continually monitor the value of different currencies relative to each other. As an example, such a
system existed in the United States for periods before the Civil War when banks issued their own
private currencies. The inefficiency and costs of tracking the exchange rates and multiple prices
in multiple currencies eventually led to calls for and the establishment of a uniform currency.'®

7 Dong He, “Monetary Policy in the Digital Age,” International Monetary Fund: Finance and Development, vol. 55,
no. 2 (June 2018), p. 15, at https://www.imf.org/external/pubs/ft/fandd/2018/06/central-bank-monetary-policy-and-
cryptocurrencies/he.pdf.

108 Tony Yates, Bank of England economist, “The Consequences of Allowing a Cryptocurrency Takeover, or Trying to
Head One Off,” Alphaville, a blog in the Financial Times, June 7, 2017, at https://ftalphaville.ft.com/2017/06/07/
2189849/guest-post-the-consequences-of-allowing-a-cryptocurrency-takeover-or-trying-to-head-one-off/.

109 Federal Reserve Bank of St. Louis, “St. Louis Fed’s Bullard Discusses ‘Non-uniform Currencies and Exchange Rate
Chaos,”” press release, May 14, 2018, at https://www.stlouisfed.org/news-releases/2018/05/14/bullard-non-uniform-
currencies.
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Central Bank Digital Currencies

To date, governments (Venezuela excepted) generally have not been directly involved in the
creation of cryptocurrencies; one of the central goals in developing the technology was to
eliminate the need for government involvement in money creation and payment systems.
However, cryptocurrency’s decentralized nature is at the root of certain risks and challenges
related to its lack of widespread adoption by the public and its use by criminals. These risks and
challenges have led some observers to suggest that perhaps central banks could use the
technologies underlying cryptocurrencies to issue their own central bank digital currencies
(CBDCs) to realize certain hoped-for efficiencies in the payment system in a way that would be
“safe, robust, and convenient.”**0

Much of the discussion related to CBDCs is speculative at this point. The extent to which a
central bank could or would want to create a blockchain-enabled payment system likely would be
weighed against the consideration that these government institutions already have trusted digital
payment systems in place. Because of such considerations, the exact form that CBDCs would
take is not clear; such currencies could vary across a number of features and characteristics.!!! For
example, it is not clear that cryptography would be necessary to validate transactions when a
trusted intermediary such as a central bank could reliably validate them.!!2

Nevertheless, some central banks are examining the idea of CBDCs and the possible benefits and
issues they may present.*® The possibility of CBDCs’ introduction raises a number of questions
about their potential benefits, challenges, and impacts on the effectiveness of monetary policy.

Potential Benefits of Central Bank Digital Currencies

Numerous observers assert that CBDCs could provide certain benefits. For example, some
proponents extend the arguments related to cryptocurrencies providing efficiency gains over
traditional legacy systems to CBCDs; they contend that central banks could use the technologies
underlying cryptocurrencies to deploy a faster, less costly government-supported payment
system. 114

Observers have speculated that a CBDC could take the form of a central bank allowing
individuals to hold accounts directly at the central bank. Advocates argue that a CBDC created in
this way could increase systemic stability by imposing additional discipline on commercial banks.
Because consumers would have the alternative of safe deposits made directly with the central
bank, commercial banks would likely have to offer interest rates and security at a level necessary
to attract deposits above any deposit insurance limit.**

110 Bank for International Settlements, Committee on Payments and Market Infrastructures, Central Bank Digital
Currencies, March 12, 2018, pp. 1-2, at https://www.bis.org/cpmi/publ/d174.htm. Hereinafter Bank for International
Settlements, Central Bank Digital Currencies.

11 Bank for International Settlements, Central Bank Digital Currencies.
112 Hence the more general nomenclature of central bank digital currencies, as opposed to cryptocurrencies.
113 For example, see Bank for International Settlements, Central Bank Digital Currencies.

114 Eswar Prasad, Central Banking in a Digital Age: Stock-Taking and Preliminary Thoughts, Hutchins Center on
Fiscal and Monetary Policy at Brookings, April 2018, p. 14, at https://www.brookings.edu/wp-content/uploads/2018/
04/es_20180416_digitalcurrencies.pdf. Hereinafter Prasad, Central Banking.

115 Aleksander Berensten and Fabian Schar, “The Case for Central Bank Electronic Money and the Non-case for
Central Bank Cryptocurrencies,” Federal Reserve Bank of St. Louis Review, vol. 100, no. 2 (second quarter 2018), at
https://research.stlouisfed.org/publications/review/2018/02/13/the-case-for-central-bank-electronic-money-and-the-
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Potential Challenges of Central Bank Digital Currencies

One of the main arguments against CBDCs made by critics, including various central bank
officials, is that there is no “compelling demonstrated need” for such a currency, as central banks
and private banks already operate trusted electronic payment systems that generally offer fast,
easy, and inexpensive transfers of value.!® These opponents argue that a CBDC in the form of
individual direct accounts at the central bank would reduce bank lending or inappropriately
expand central banks’ role in lending. A portion of consumers likely would shift their deposits
away from private banks toward central bank digital money, which would be a safe, government-
backed liquid asset. Deprived of this funding, private banks likely would have to reduce their
lending, leaving central banks to decide whether or how they should support lending markets to
avoid a reduction in credit availability.**’

In addition, skeptics of CBDCs object to the assertion that these currencies would increase
systemic stability, arguing that CBDCs would create a less stable system because they would
facilitate runs on private banks. These critics argue that at the first signs of distress at an
individual institution or the bank industry, depositors would transfer their funds to this alternative
liquid, government-backed asset.*®

Potential Effects of Central Bank Digital Currencies on Monetary Policy

Observers also disagree over whether CBDCs would have a desirable effect on central banks’
ability to carry out monetary policy. Proponents argue that, if individuals held a CBDC on which
the central bank set interest rates, the central bank could directly transmit a policy rate to the
macroeconomy, rather than achieving transmission through the rates the central bank charged
banks and the indirect influence of rates in particular markets.!® In addition, if holding cash
(which in effect has a 0% interest rate) were not an option for consumers, central banks
potentially would be less constrained by the zero lower bound.**® The zero lower bound is the
idea that the ability of individuals and businesses to hold cash and thus avoid negative interest
rates limits central banks’ ability to transmit negative interest rates to the economy.

Critics argue that taking on such a direct and influential role in private financial markets is an
inappropriately expansive role for a central bank. They assert that if CBDCs were to displace cash
and private bank deposits, central banks would have to increase asset holdings, support lending
markets, and otherwise provide a number of credit intermediation activities that private
institutions currently perform in response to market conditions.*?!

non-case-for-central-bank-cryptocurrencies/.

116]_ael Brainard, Cryptocurrencies, Digital Currencies, and Distributed Ledger Technologies: What Are We
Learning?, Board of Governors of the Federal Reserve System, May 15, 2018, at https://www.federalreserve.gov/
newsevents/speech/files/brainard20180515a.pdf.

17 Bank for International Settlements, Central Bank Digital Currencies, March 2018, p. 9, https://www.bis.org/cpmi/
publ/d174.pdf. Hereinafter Bank for International Settlements, Central Bank Digital Currencies.

118 Bank for International Settlements, Central Bank Digital Currencies, p. 16.

119 Bank for International Settlements, Central Bank Digital Currencies, pp. 11-12.
120 prasad, Central Banking, pp. 19-20.

121 Bank for International Settlements, Central Bank Digital Currencies, p. 14.
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Prospectus

The future role and value of cryptocurrencies remain highly uncertain, due mainly to unanswered
questions about these currencies’ ability to effectively and efficiently serve the functions of
money and displace existing money and payment systems. Proponents of the technology assert
cryptocurrencies will become a widely used payment method and provide increased economic
efficiency, privacy, and independence from centralized institutions and authorities. Skeptics—
citing technological challenges and obstacles to widespread adoption—assert cryptocurrencies do
not effectively perform the functions of money and will not be a valuable, widely used form of
money in the future. As technological advancements and economic conditions play out,
policymakers likely will be faced with various issues related to cryptocurrency, including
concerns about its alleged facilitation of crime, the adequacy of consumer protections for those
engaged in cryptocurrency transactions, the level of appropriate regulation of the industry, and
cryptocurrency’s potential effect on monetary policy.

CRS Resources

Table |.Selected CRS Products Covering Cryptocurrency Related Issues
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Brief Overview of Cryptocurrencies CRS In Focus IF10824, Introduction to Financial Services:
“Cryptocurrencies”, by -name redacted-
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Crypto-assets and ICOs: Policy Issues CRS In Focus IF1 1004, Financial Innovation: Digital Assets and Initial Coin

Offerings, by -name redacted-
CRS Report R45221, Capital Markets, Securities Offerings, and Related
Policy Issues, by -name redacted-
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