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Since the first mobile phones were made available in the 1980s, telecommunication providers Analyst in
have been investing in mobile networks to expand coverage, improve services, and attract more Telecommunications
users. First-generation networks supported mobile voice calls but were limited in coverage and Policy

capacity. To address those limitations, providers developed and deployed second-generation (2G)  -redacted-@crs.loc.gov
mobile networks, then third-generation (3G), and fourth-generation (4G) networks. Each

. . . . Michael E. DeVine
generation offered improved speeds, greater capacity, and new features and services.

Analyst in Intelligence and

. . . . . National Security
In 2018, telecommunication providers began deploying fifth-generation (5G) networks to meet -redacted-@crs.loc.gov

growing demands for data from consumer and industrial users. 5G networks are expected to

enable providers to expand consumer services (e.g., video streaming, virtual reality applications),  For a copy of the full report,
support the growing number of connected devices (e.g., medical devices, smart homes, Internet please call 7-.... or visit

of Things), support new industrial uses (e.g., industrial sensors, industrial monitoring systems), WWW.CFS.goV.

perform advanced data analytics, and enable the use of advanced technologies (e.g., smart city

applications, autonomous vehicles).

5G is expected to yield significant economic benefits. Market analysts estimate that in the United States, 5G could create up
to 3 million new jobs and add $500 billion to the nation’s gross domestic product (GDP). Globally, analysts estimate that 5G
technologies could generate $12.3 trillion in sales activity across multiple industries and support 22 million jobs by 2035.
Experience has shown that companies first to market with new products can capture the bulk of the revenues, yielding long-
term benefits for those companies and significant economic gains for the countries where those companies are located.
Hence, technology companies around the world are racing to develop 5G products, and some countries (i.e., central
governments) are acting in support of 5G deployment. This competition to develop 5G products and capture the global 5G
market is often called the “race to 5G.”

In the race to 5G, the United States is one of the leaders, along with China and South Korea. Each country has adopted a
different strategy to lead in 5G technology development and deployment. China’s central government is supporting the
deployment of 5G infrastructure in China. China has a national plan to deploy 5G domestically, capture the revenues from its
domestic market, improve its industrial systems, and become a leading supplier of telecommunications equipment to the
world. In South Korea, the central government is working with telecommunications providers to deploy 5G. South Korea
plans to be the first country to deploy 5G nationwide, and to use the technology to improve its industrial systems. In the
United States, private industry is leading 5G deployment. U.S. providers, competing against each other, have conducted 5G
trials in several cities and were the first in the world to offer 5G services commercially. The U.S. government has supported
5G deployment, making spectrum available for 5G use and streamlining processes related to the siting of 5G equipment (e.g.,
small cells).

While each country has taken a different approach to capturing the 5G market, there are factors that drive the timeline for all
deployments, including international decisions on standards and spectrum. In the United States, 5G deployment may also be
affected by the lengthy spectrum allocation process, resistance from local governments to federal small cell siting rules, and
limitations on trade that may affect availability of equipment.

The 116" Congress may monitor the progress of 5G deployment in the United States and the U.S. position in the race to 5G.
Congress may consider policies that may affect 5G deployment, including policies related to spectrum allocation, trade
restrictions, and local concerns with 5G deployment. Policies that support 5G deployment while also protecting national and
local interests could provide significant consumer benefits, help to modernize industries, give U.S. companies an advantage
in the global economy, and yield long-term economic gains for the United States. In developing policies, Members may
consider the economic and consumer benefits of 5G technologies, as well as other interests, such as the need to preserve
spectrum for other users and uses, the protection of national security and intellectual property when trading, the privacy and
security of 5G devices and systems, and the respect of local authorities and concerns during 5G deployment.
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Fifth-Generation (5G) Telecommunications Technologies: Issues for Congress

Introduction

Telecommunication providers and technology companies around the world have been working
together to research and develop new technology solutions to meet growing demands for mobile
data from consumers and industrial users. Fifth-generation (5G) mobile technologies represent the
next iteration of mobile communications technologies that were designed to improve current
(e.g., 3G, 4G) mobile networks. 5G networks are expected to provide faster speeds, greater
capacity, and the potential to support new features and services.

5G technologies were developed to accommodate the increasing demands for mobile data (i.e.,
more people using more data on more devices). 5G technologies are expected to serve current
consumer demands and future applications (e.g., industrial Internet of Things, autonomous
vehicles). 5G technologies are expected to yield significant consumer benefits (e.g., assisting the
disabled, enabling telemedicine), industrial benefits (e.g., automated processes, increased
operational efficiencies, data analytics), and economic benefits (e.g., new revenues, new jobs).

Past experience has shown that companies first to market with new technologies capture the bulk
of the revenues. Hence, companies around the world are racing to develop and deploy 5G
technologies, and many countries (e.g., central governments), seeing potential for economic gain,
are taking action to support 5G deployment. This competition between companies and countries
to lead 5G technologies and capture the bulk of the revenues is often called the “race to 5G.”

In the United States, Congress has monitored the progress of 5G deployment, and the U.S.
position in the race to 5G. Congress has made spectrum available for 5G use,! and directed the
federal government to identify additional spectrum for future 5G use.? Congress has also
streamlined processes for deploying 5G equipment (also known as small cells) on federal land;?
additionally, in 2018, legislation was introduced in the Senate which would have streamlined
processes for deploying 5G small cells.* To protect national security interests and to ensure the
security of 5G networks, Congress restricted federal agencies from purchasing certain foreign-
made telecommunications equipment.®

This report provides a background on mobile technologies, and addresses the race to 5G, focusing
on three leading countries—the United States, China, and South Korea. This report discusses
factors affecting 5G deployment, and U.S. actions to support 5G deployment, such as actions
related to small cells and national security. Finally, this report discusses near-term policy
considerations for Congress related to the deployment of 5G networks, and future policy
considerations, including the privacy and security of 5G networks and devices.®

1 Spectrum refers to the radio frequencies used to communicate over the airwaves. Segments of the spectrum are
allocated to different uses (e.g., mobile communications, broadcasting). Users are either assigned the rights to use
certain frequencies (e.g., public safety) or purchase the rights to transmit over specific frequency bands. Companies
deploy infrastructure (e.g., towers, equipment) that enable communications on their assigned frequencies. The Federal
Communications Commission (FCC) is the federal agency assigned to manage spectrum allocation for nonfederal
users; the National Telecommunications and Information Administration (NTIA) manages spectrum for federal users.

2Pp.L. 115-141, Division P, Title VI.
3 P.L. 115-141, Division P, Title VI.

4 3. 3157 (115" Congress).

5 Section 889 of the John. S. McCain National Defense Authorization Act (NDAA) for Fiscal Year (FY) 2019 (P.L.
115-232).

6 This report does not discuss privacy policies under consideration by Congress, as 5G technologies are emerging, and
privacy policies may vary across industries.
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Background on Mobile Technologies

The first mobile phones appeared in the 1980s. Since then, mobile phone use has increased
exponentially. The number of smartphone users in the United States has grown from nearly

63 million in 2010 to an estimated 238 million in 2018.” Worldwide, there are an estimated

4.5 billion mobile phone users, 2.5 billion of which are smartphone users.® More people are using
more data on more mobile devices; as a result, demand for mobile data is rapidly increasing.

Telecommunication companies continually invest in their networks to provide faster, more
reliable service, expand the capacity of networks to meet growing demands for data, and support
new technology uses. Approximately every 10 years, a new technology solution emerges from
industry studies and research that offers vastly improved speeds, supports new features and
functions, and creates new markets and new revenue for providers. These technologies offer such
significant improvements to networks and devices that they change the way people use mobile
communications, and thus represent the next generation of mobile technology.

In mobile communications, there have been five generations of technology. Figure 1 provides an
overview of the technologies. First-generation (1G) technologies brought consumers the first
mobile phone. The phone and the service were expensive, and the basic analog networks offered
voice-only services, and limited coverage and capacity.? Second-generation (2G) technologies
used digital networks, which supported voice and texting. Networks were expanded and phones
were made more affordable, increasing adoption. Third-generation (3G) technologies supported
voice, data, and mobile access to the internet (e.g., email, videos). Smartphones were introduced,
and people began using mobile phones as computers for business and entertainment, greatly
increasing demand for data. Fourth-generation (4G) technologies offered increased speeds, and
true mobile broadband that could support music and video streaming, mobile applications, and
online gaming. Providers offered unlimited data plans and mobile devices that could be used as
hotspots to connect other devices to the network, further increasing demand for mobile data.

Each generation was built to achieve certain levels of performance (e.g., certain levels of speed,
higher capacity, added features). To be called a “3G network™ implied a specific network
architecture and specific technologies were used, certain levels of speeds were offered, and new
features were supported. In earlier generations, companies and countries adopted different
technical standards to achieve performance requirements. In 3G and 4G, companies and countries
began building networks to the same standards. This enabled equipment to be used in many
countries, enabled manufacturers to achieve economies of scale, and enabled carriers to speed
deployment. For example, for 4G, companies and countries adopted Long-Term Evolution (LTE)
standards, which redefined the network architecture to offer greater speeds and capacity.

Fifth-generation (5G) networks utilize 5G standards, which use new technologies and deployment
methods to provide faster speeds, greater capacity, and enhanced services. 5G networks are
expected to meet the increasing demand for data from consumers, and to support new services.
5G was also designed to meet growing demands for data from industrial users, and to support the
growing use of mobile communications technologies across multiple industries (e.g., crop
management systems, public safety applications, new medical technologies).

7 Statista DMO, “Number of Smartphone Users in the United States from 2010 to 2022 (in Millions),” at
https://www.statista.com/statistics/201182/forecast-of-smartphone-users-in-the-us/.

8 eMarketer, “Number of Mobile Phone Users Worldwide from 2015 to 2020 (in Billions),” at
https://www.statista.com/statistics/274774/forecast-of-mobile-phone-users-worldwide/.

% In general, capacity means the ability of the network to carry information or calls.
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Table |. Generations of Mobile Communication Technologies

1G 2G 3G 4G 5G
DEPLOYED 1980s 1990s 2000s 2010 - 2018 -
DEVICES
FUNCTIONS o First mobile Voice and e Voice, data Voice, data, Smaﬁ/Allfonomous
phone some text and access to high-speed Ve"g*es —
; Remote Controlled N
e Basic voice Digital the ||‘1terne‘t access to the [L;::/(i)c:s ((;:c::e:) oo Everywhere
services standards (ema|.I, audio internet on : «‘A}D
o Limited offered higher and video) smartphones, L'ﬁ 5
coverage quality voice e First mobile tablets, IaPtOPS ,{, s
- More broadband True mobile g ™ -
* Expensive . broadband; v/
coverage e iPhone was limited ,I Faster Phones / g Smart Homes
introduced unlimited plans;
Mf;)rz o IP OI ub ) devices used as o po
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attordable u:izp eh .egln hOtSPOtS Increased capacity
8 their S i Connected K 8 and reliability in
hones as treaming, new . Ba S A
P . . wearable devices R stadiums
computers applications, #® ZNTERNETor @ ¥
online gaming i-THINGS & =
,sf:; Q . BA:;.‘@@
oy § '
Interconnected devices, sensors, and systems
for consumers, governments, and industries
SPEED 0.002 Mbps 0.064 Mbps 2-10 Mbps 10-100 Mbps 1000-1400 Mbps
TIMETO N/A N/A 10-26 hours 6 minutes 3-4 seconds
DOWNLOAD
2-HR MOVIE

Source: Created by CRS, adapted from multiple sources, including Frank K. Baneseka and Stephen Dotse, “New Developments and Research Challenges for 5G,”
International Journal of Current Research, vol. 9, no. 2 (February 2017), p. 46627; Stephen Shankland, “How 5G will push a supercharged network to your phone, home,
car,” CNET, March 2, 2015, at https://www.cnet.com/news/how-5g-will-push-a-supercharged-network-to-your-phone-home-and-car/.
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Notes: Graphic shows the evolution of mobile technologies, with increasing speed and functions over time, and devices supported by each generation. Speeds are
approximate and can vary based on provider’s signal quality, network capacity, and consumers’ devices. See FCC’s Communications Market Report, p. 23, at
https://docs.fcc.gov/public/attachments/DOC-355217A1 .pdf). In terms of cost, |G phones were about $4,000 and calls were charged by the minute (50 cents or more).
2G phones were more affordable ($1,000), which still presented barriers for consumers; providers offered reduced prices on the phones for people who signed up for a
cell phone plan. 3G brought the blackberry ($400) and the iPhone ($600-$700); providers offered various voice/data plans that included the phone. 4G phones range
from about $500-$1,000; the cost is often incorporated into cell phone plans. Mbps=megabits per second. Mbps refers to the speed in which information is downloaded
from or uploaded to the internet. For basic use (e.g., browsing emails), users need a minimum download speed of I Mbps. For advanced uses (e.g., streaming videos),
users need a minimum speed of 5-25 Mbps. See FCC’s Broadband Speed Guide at https://www.fcc.gov/reports-research/guides/broadband-speed-guide.
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Factors Driving the Need for Improved Wireless Networks

Three factors are driving the need for improved wireless networks. First, there are more people
using more data on more devices. Since 2016, more people worldwide have been using more data
on mobile devices such as smartphones than on desktops. Globally, mobile data traffic is expected
to increase sevenfold from 2016 to 2021, and mobile video is driving that increase.'® The
spectrum used for mobile communications is becoming crowded and congested.* Current
networks (e.g., 3G, 4G) cannot always meet consumer demands for data, especially during
periods of heavy use (e.g., emergencies). During periods of heavy use, consumers may experience
slow speeds, unstable connections, delays, or loss of service.*

Second, the total number of internet-connected devices, both consumer devices (e.g., smart
watches, smart meters) and industrial devices (e.g., sensors that assist with predictive
maintenance), has increased. Market research indicates that in 2018 there were 17.8 billion
connected devices globally; 7 billion of which were not smartphones, tablets, or laptops, but other
connected devices (e.g., sensors, smart locks) that allow users to monitor and manage activities
through a mobile device, such as a smartphone, further increasing demand on networks.*?

Third, industries are relying on internet-connected devices in everyday business operations.
Companies use devices to track assets, collect performance data, and inform business decisions.
These devices, when connected, form the Internet of Things (IoT)—the collection of physical
objects (e.g., health monitors, industrial sensors) that interconnect to form networks of devices
and systems that can collect and compute data from many sources.'* More advanced IoT devices
(e.g., autonomous cars, emergency medical systems) need networks that can provide persistent
(“always-on”) connections, low latency services (i.e., minimal lag time on commands), greater
capacity (e.g., bandwidth) to access and share more data, and the ability to quickly compile and
compute data.’® These are features that current mobile networks cannot consistently support.*®

The Emergence of 5G Technologies

Since 2012, telecommunications standards development organizations (SDO), with the help of
their industry partners, have been researching ways to improve mobile communication networks;
link people, devices, and data through a smart network; and enable a “seamlessly connected
society.”*” Companies are developing new technologies that are expected to improve networks,

10 Cisco, “Cisco Visual Networking Index: Global Mobile Data Traffic Forecast Update, 2016-2021 White Paper,”
March 28, 2017, https://www.cisco.com/c/en/us/solutions/collateral/service-provider/visual-networking-index-vni/
mobile-white-paper-c11-520862.pdf.

' In general, spectrum represents the range of frequencies (e.g., airwaves) used to transmit information wirelessly.

12 Dr. P. Vetrivelan et al., “Vertical Handover and Video Streaming over Cloud in 4G Heterogeneous Overlay Wireless
Networks,” Journal of Engineering and Technology, vol. 7, no. 5 (Oct-Nov 2015).

13 10T Analytics, “State of the IoT 2018: Number of IoT Devices Now at 7B—Market Accelerating,” at https://iot-
analytics.com/state-of-the-iot-update-q1-gq2-2018-number-of-iot-devices-now-7b/.

14 Jeffrey Voas, “Network of Things (Demystifying IoT),” presentation at Named Data Networking (NDN) workshop
at National Institute of Standards and Technology (NIST) headquarters, Gaithersburg, MD, May 31, 20186, at
https://iot.ieee.org/images/files/pdf/networks-of-things_jeff-voas_5-31-2016.pdf.

15 See CRS Report R44227, The Internet of Things: Frequently Asked Questions, by Eric A. Fischer.

16 Jay Stanley, “The State of 5G: When It’s Coming, How Fast It Will Be, and the Sci-Fi Future,” TechSpot, February
25, 2018, at https://www.techspot.com/article/1582-state-of-5g-wireless/.

17 International Telecommunication Union (ITU), ITU Towards “IMT for 2020 and Beyond, " at https://www.itu.int/en/
ITU-R/study-groups/rsg5/rwp5d/imt-2020/Pages/default.aspx.
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meet the growing demand for data, support IoT applications, and enable a seamlessly connected
society.

Telecommunication and technology companies experimented with new, higher-band spectrum
(i.e., millimeter waves) that could provide greater bandwidth and speed. However, these waves
cannot travel long distances or penetrate obstacles (e.g., trees, buildings); companies worked
together to develop technologies that capitalize on the strengths of this spectrum (e.g., bandwidth
and speed) and address its shortfalls through innovative technology solutions (e.g., placing
smaller cell sites close together to relay signals around obstacles and over longer distances).

The research identified several solutions that offer vastly improved speeds (from 10 times to 100
times faster than 4G networks), greater bandwidth, and ultra-low latency service (i.e., 1-2
milliseconds (ms) of lag time as opposed to 50 ms for 4G).® These solutions address many of the
perceived shortcomings of existing networks and offer new features that could support and
expand the use of more advanced technologies for consumers and businesses.

Uses of 5G Technologies

5G networks offer the increased bandwidth, constant connectivity, and low latency services which
can enhance and expand the use of mobile technologies for consumers and businesses.
Consumers are to be able to download a full-length, high-definition movie on their mobile device
in seconds; engage in video streaming without interruption; and participate in online gaming
anywhere.'® 5G technologies are expected to create new revenue streams for technology
companies and telecommunications providers.

5G technologies are also expected to support interconnected devices (e.g., smart homes, medical
devices), and advanced IoT systems, such as autonomous vehicles, precision agriculture systems,
industrial machinery, and advanced robotics. loT technologies are expected to be integrated into
industrial systems to automate processes and to optimize operational efficiencies.?® 5G networks
are expected to support the growing loT industry, enabling device makers to develop and deploy
new loT devices and systems across multiple industries, and sell IoT products globally, yielding
significant economic gains for technology companies and for the countries where those
companies are located.?

Figure 1 shows an interconnected tractor system, and the progression of a single product to a
connected product to an [oT system that can process data from many sources to inform decisions.

18 |n general, latency is the time it takes for a device to act on a command.
19 David Talbot, “5G Wireless Is Coming, and It’s Going to Blow You Away,” MIT Technology Review, July 27, 2016.

20 Yaniv Vardi, “How Manufacturers Use IoT for Operational Efficiencies,” Industry Week, October 21, 2015, at
https://www.industryweek.com/operational-efficiencies.

21 Estimates of economic gain vary widely across industry reports. For a summary of revenue predictions, see
https://www.forbes.com/sites/louiscolumbus/2017/12/10/2017-roundup-of-internet-of-things-forecasts/#4485c56¢1480.
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Figure |. Internet of Things (IoT): Smart Tractor Example
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Source: Recreated by CRS, based on a model by M. Porter and ] Heppelmann, “How Small, Connected Products are Transforming Competition,” Harvard Business
Review, November 2014, p. 5,

Note: The graphic depicts the evolution of a single product into a smart product (i.e., a product that can send performance data to a computer) to a product that
enables access to data from a mobile device (e.g., smart, connected product), to a product that is part of a larger system of interconnected products. To support the loT,
and the expansion of loT systems for industrial use, a more powerful network such as 5G would be needed.
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Race to 5G

During the deployment of 4G networks, U.S. companies took the lead in developing new
technologies. U.S. companies drove industry standards, brought products to market, gained first-
mover advantage, and achieved significant economic gains for themselves and the United States.
Analysts conclude that “U.S. leadership on 4G added nearly $100 billion to [the U.S.] economy
and brought significant economic and consumer benefits.”?

Industry analysts predict 5G will generate new revenue for technology companies and for the
countries where those companies are located. For example, in a study commissioned by the
Cellular Telecommunications and Internet Association (CTIA), IHS Markit estimated that 5G
could produce up to $12.3 trillion in global sales across multiple industries by 2035.% In another
analysis, Accenture reports that U.S. telecommunication providers are expected to invest
approximately $275 billion in 5G infrastructure, which could create up to 3 million new jobs in
the United States and add up to $500 billion to the nation’s GDP.*

Past experience has shown that companies that are first to market capture the bulk of the
economic benefits from new technologies.?® Hence, companies around the world are racing to
bring 5G products to markets. Technology companies (e.g., network equipment manufacturers,
chip makers, smartphone manufacturers, and software companies) are producing 5G equipment
and devices for providers. Telecommunications providers are deploying 5G infrastructure and
marketing new 5G products to gain domestic market share and increase revenues. Countries
around the world (i.e., central governments) are supporting 5G efforts to ensure their companies
are first to deploy 5G products and services, and positioned to capture the bulk of the economic
benefits from the new technology—to “win the race to 5G.”

5G Leaders

There have been several industry reports on countries leading in 5G. In a 2018 report, Deloitte
notes that “The United States, Japan, and South Korea have all made significant strides toward
5G readiness, but none to the same extent as China.”?® A 2017 study by IHS Markit, a data
analytics and information services firm, examined the economic activity for seven countries: the
United States, China, South Korea, Japan, Germany, United Kingdom, and France.?’ The 2017
IHS Markit study concluded, that based on projected research and development (R&D) and

22 Cellular Telecommunications and Internet Association (formerly CTIA, now called CTIA-The Wireless
Association), “The Race to 5G,” at https://www.ctia.org/the-wireless-industry/the-race-to-5g.

23 Karen Campbell et al., “The 5G Economy: How 5G Technology Will Contribute to the Global Economy,” IHS
Markit, January 2017, at https://cdn.ihs.com/www/pdf/IHS-Technology-5G-Economic-Impact-Study.pdf.

24 Accenture Strategy, Smart Cities: How 5G can help municipalities become vibrant smart cities, January 12, 2017,
https://newsroom.accenture.com/content/1101/files/Accenture_5G-Municipalities-Become-Smart-Cities.pdf.

%5 Ovum, “A Look at the Companies and Organizations Working to Make 5G a Commercial Success,” Presentation at
IEEE, June 2017, at https://5g.ieee.org/images/files/pdf/Webinars/ieee-5G-june-2017-v2.pdf.

2 Dan Littmann, Phil Wilson, and Craig Wigginton et al., 5G: The Chance to Lead for a Decade, Deloitte, August
2018, at https://wwwz2.deloitte.com/content/dam/Deloitte/us/Documents/technology-media-telecommunications/us-tmt-
5g-deployment-imperative.pdf.

27 Karen Campbell, Jim Diffley, and Bob Flanagan et al., The 5G Economy: How 5G Technology Will Contribute to the
Global Economy, IHS Markit, January 2017, at https://cdn.ihs.com/www/pdf/IHS-Technology-5G-Economic-Impact-
Study.pdf.
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capital expenditure (Capex) investments in 5G from 2020 to 2035, the United States and China
are expected to drive and dominate 5G technologies over the next 16 years.

More recent reports paint a different picture of 5G leadership. An April 2018 report by Analysys
Mason, commissioned by CTIA, concluded that with the first 5G standards approved in
December 2017, there was a shift in readiness between nations.?® In the report, the United States
ranked third in readiness behind China and South Korea. According to the report, China is
showing greater signs of readiness due to government planning and coordination with industry.
The government’s “Made in China 2025 initiative (released in 2015) and its more recent five-
year economic plan (China’s 13" Five-Year Plan for Economic and Social Development Plan for
the People’s Republic of China, 2016)® established a path to gain leadership of 5G.

China financed R&D projects, supported Chinese industry efforts to participate in standards
development, and collaborated with international partners to test new equipment and technology
solutions. China also provided $400 billion in 5G investments, coordinated with companies
manufacturing 5G technologies, and worked with Chinese providers to deploy 5G infrastructure
to achieve its goal to launch 5G by 2020.% Analysts report that China’s technology companies
and telecommunications providers are committed to the national plan and 2020 timeline.*!

Industry analysts have pointed to other actions by China that indicate China is positioning itself to
dominate in 5G technologies. Analysts note that China has set targets to increase the use of
Chinese equipment and components in its 5G networks. China wants locally-made chips to be
used in 40% of smartphones sold domestically by 2025, and domestic firms to have 60% of the
market in industrial sensors.*> China plans to deploy domestically; capture the revenues from its
massive domestic market (e.g., consumers and industrial users);** upgrade industrial systems to
increase the efficiency, productivity, and competitiveness of Chinese technology companies; build
its capacity to develop technology equipment and components; and become a leading supplier of
5G technologies to the world (e.g., network equipment and IoT devices).>*

In the Analysys Mason report, South Korea was positioned ahead of the United States “based on a
strong push for early 5G launch combined with government commitment to achieving 5G
success.”®® South Korea advanced in 5G readiness due to early investments in R&D and trial

28 Analysys Mason, Global Race to 5G—Spectrum and Infrastructure Plans and Priorities, April 2018, at
https://api.ctia.org/wp-content/uploads/2018/04/Analysys-Mason-Global-Race-To-5G_2018.pdf.

29 GSMA Intelligence and the China Academy of Information and Communications Technology (CAICT), 5G in
China: Outlook and Regional Comparisons, 2017, at https://www.gsmaintelligence.com/research/?file=
67a750f6114580b86045a6a0f9587ea0&download.

30 People’s Republic of China, The 13" Five-Year Plan for Economic and Social Development of China (2016-2020),

Translated by the Central Compilation & Translation Press, 2016, at http://en.ndrc.gov.cn/newsrelease/201612/
P020161207645765233498.pdf.

31 GSMA Intelligence, 5G in China: Outlook and Regional Comparisons, 2017, https://www.gsmaintelligence.com/
research/?file=67a750f6114580b86045a6a0f9587ea0&download.

32 Adam Jourdan, “Factbox: Made in China 2025: Beijing’s Big Ambitions from Robots to Chips,” Reuters, April 20,
2018, at https://www.reuters.com/article/us-usa-trade-china-policy-factbox/factbox-made-in-china-2025-beijings-big-
ambitions-from-robots-to-chips-idUSKBN1HR1DK.

33 GSMA predicts that by 2025, 1.2 billion people worldwide will have access to 5G, one-third of them in China.
https://www.scmp.com/tech/enterprises/article/2134498/chinas-huawei-set-lead-global-roll-out-5g-mobile-networks

34 Bien Perez and Li Tao, “Made in China 2025: How 5G Could Put China in Charge of the Wireless Backbone and
Ahead of the Pack,” South China Morning Post, October 15, 2018.

% Analysys Mason, Global Race to 5G—Spectrum and Infrastructure Plans and Priorities, April 2018, at
https://api.ctia.org/wp-content/uploads/2018/04/Analysys-Mason-Global-Race-To-5G_2018.pdf, p.2.
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deployments at the 2018 Olympics. The early investment in 5G allowed South Korea to claim
credit for the first large-scale pilot of 5G technologies.*®

Some analysts rank China above the United States in 5G readiness, while other analysts assert
that the competitive market in the United States spurs innovation, which could give the United
States an edge in the global 5G market. Still others note that given the focus on 5G deployment
by several Asian nations (e.g., China, South Korea, and Japan);* the large Asian market; and the
rapid rate of migration to new technologies in Asia, Asia may emerge as a 5G leader.*®

Current 5G Deployment Status

The Chinese government has advanced on its plan: investing in R&D, participating and leading in
5G standards development to benefit Chinese firms, engaging in international 5G projects to build
knowledge, building capacity to provide 5G equipment, and reserving spectrum for 5G use.*

A 2018 study found that since 2015, China has outspent the United States by $24 billion in 5G
infrastructure, having built 350,000 new cell sites, while U.S. companies have built 30,000 in the
same timeframe.“® Recent reports indicate that after first 5G technical specifications were released
in December 2017, Chinese providers began deploying 5G cell sites at a rapid pace,* and
announced plans to launch 5G in 2019, ahead of the 2020 timeline. Industry observers called this
the “China Surge,”*? and concluded that China was positioning to win the race to 5G.*

South Korea is also moving forward on spectrum. In June 2018, South Korea auctioned both mid-
band and high-band spectrum for 5G use.** And in July 2018, government officials announced its
telecommunications providers would work together to build out a nationwide 5G network.*®
Officials argued that a coordinated approach would reduce duplication, save costs, speed
deployment, and enable South Korea to be the first to launch a nationwide 5G network.
Telecommunication providers committed to the plan and to launching 5G on the same day—a day
the government is calling “Korea 5G Day.”*® According to articles from December 2018, South

3 E. Ramirez, “In The Race for 5G, Korea Shows Off Its Prowess at the Winter Olympics,” Forbes, February 23, 2018.

37 In the Analysys Mason report, China, South Korea, the United States, and Japan were noted as “top tier” 5G leaders
based on their “readiness” to deploy 5G.

38 GSMA, The Mobile Economy 2018, April 2018, https://www.gsma.com/mobileeconomy/wp-content/uploads/2018/
05/The-Mobile-Economy-2018.pdf.

3 Testimony of Doug Brake, Technology and Innovation Foundation, before the U.S.-China Economic and Security
and Review Commission, Hearing on “China, the United States, and Next Generation Connectivity,” March 8, 2018, at
https://www.uscc.gov/sites/default/files/Doug%20Brake_Written%20Testimony.pdf.

40 Dan Littmann, Phil Wilson, and Craig Wigginton et al., 5G: The Chance to Lead for a Decade, Deloitte, August
2018, at https://www?2.deloitte.com/content/dam/Deloitte/us/Documents/technology-media-telecommunications/us-tmt-
5g-deployment-imperative.pdf.

41 Mike Dano, “Editor’s Corner—China Will Almost Certainly Win the Race to 5G,” Fierce Wireless, August 7, 2018.
42 «“Analysts Predict 5G Tidal Wave in China and Global Ripple Effects,” PR Newswire, August 1, 2018.

43 For example, see Deloitte report on “5G: The Chance to Lead for Decades,” August 2018, at
https://www?2.deloitte.com/content/dam/Deloitte/us/Documents/technology-media-telecommunications/us-tmt-5g-
deployment-imperative.pdf; and GSMA Report on “5G in China: The Enterprise Story,” June 2018, at
https://www.gsmaintelligence.com/research/?file=077db5d3e96e47d392f6f48c808be526&download.

44 Juan Pedro Tomas, “South Korea Complete 5G Spectrum Auction,” RCR Wireless, June 20, 2018.

4 Kim Han-joo, “Mobile Carriers to Share Burden in Building 5G Network Infrastructure,” Yonhap News Agency,
April 10, 2018 at http://english.yonhapnews.co.kr/news/2018/04/10/0200000000AEN20180410009600320.html.

46 Joseph Waring, “Korea Operators Plan Joint 5G Launch,” Mobile World Live, July 18, 2018.
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Korea’s providers launched fixed 5G to business users on December 1, 2018,*” and announced
plans to launch mobile 5G for consumers in March 2019 when 5G phones become available.*®

In the United States, private telecommunication providers are driving deployment. For example,
Verizon launched fixed 5G services in four cities on October 1, 2018.*° AT&T launched mobile
5G services in 12 cities on December 21, 2018, with at least 19 more cities targeted in 201950 T-
Mobile is building out 5G networks in 30 cities and plans to launch 5G services after 5G cell
phones are released in 2019.>! Sprint is moving ahead with its plans to deploy 5G in 9 cities in the
first half of 2019.2 Analysts assert that the United States ranks near the top in readiness due to
industry investment in 5G trial deployments and aggressive timelines for commercial
deployment.®® In the United States, Congress has supported 5G deployment by identifying
spectrum for 5G use and easing regulations related to the placement of 5G equipment. The FCC
has developed a comprehensive strategy to free spectrum for 5G use and accelerate deployment.

In the race to 5G, countries are leading in different ways and in different aspects. China assumed
a top-down approach, and is leading on infrastructure deployment; however, China faces the same
challenges as other countries in terms of spectrum (e.g., managing incumbent users, avoiding
interference)—activities that take time.>** South Korea has auctioned 5G spectrum and is
committed to being the first to deploy 5G nationwide; however, its cooperative approach to
deployment may thwart competition and innovation needed to develop new 5G products and
compete in the global 5G market. In the United States, industry is leading 5G efforts. The
government has supported private deployment efforts by identifying and allocating spectrum for
5G use and reducing regulatory barriers for siting of 5G equipment.®® However, the lengthy
spectrum allocation process, competing demands for spectrum, and local resistance to 5G cell
siting regulations may slow 5G deployment in the United States; further, a purely market-based
approach to deployment may not ensure that all areas and all industries will have access to 5G.

Some industry analysts contend that the race to 5G has just started and is more of a marathon than
a sprint, noting “Europe was quicker to roll out 2G, and Japan was the first with 3G, but that
hardly deterred Apple and Google from dominating the smartphone market.”® 5G technologies
have many areas of growth, and opportunities to achieve revenues from both the sale of the
technology at initial deployment and the sale of products and services after deployment (e.g.,

47 In “Fixed 5G,” telecommunication providers install a small fixed antenna or router-like equipment in a building or
house; there are no wires attached. The device provides high-speed wireless internet service in a home or business.

48 Wei Shi, “Korea Switches on 5G,” December 3, 2018, at http://telecoms.com/493911/korea-switches-on-5g/.

4% For more information, see Verizon, “5G Is Here,” press release, September 11, 2018, https://www.verizon.com/
about/news/5g-here.The four cities are Indianapolis (IN), Houston (TX), Los Angeles (CA), and Sacramento (CA).

50 AT&T, “AT&T Names 99 New 5G Evolution Markets,” press release, October 4, 2018, https://about.att.com/
newsroom/2018/5g_evolution_market_update.html.

51 GSMA Intelligence, The 5G Era in the U.S., 2018, at https://www.gsmaintelligence.com/research/?file=
4cbbdb475f24b3c5f5a93a2796a4aa28&download

52 The cities are Atlanta, Chicago, Dallas, Houston, Kansas City, Los Angeles, New York City, Phoenix, and
Washington, DC. See http://investors.sprint.com/news-and-events/press-releases/press-release-details/2018/Sprint-and-
HTC-Announce-Innovative-5G-Mobile-Smart-Hub-Coming-in-First-Half-of-2019/default.aspx

53 Analysys Mason, Global Race to 5G—Spectrum and Infrastructure Plans and Priorities, April 2018, at
https://api.ctia.org/wp-content/uploads/2018/04/Analysys-Mason-Global-Race-To-5G_2018.pdf.

54 Telegraphy, “China Issues 5G Trial Spectrum Permits,” December 10, 2018, https://www.telegeography.com/
products/commsupdate/articles/2018/12/10/china-issues-5g-trial-spectrum-permits/.

%5 FCC, “Scoring a Victory for 5G,” blog, at https://www.fcc.gov/news-events/blog/2018/06/20/scoring-victory-5g.
% Klint Finley, “Does It Matter If China Beats the U.S. to Build a 5G Network?” Wired, June 6, 2018.
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innovative applications, subscription services, [oT devices). Industry analysts note that in the race
to dominate the global 5G market, months may not matter; but if the United States falls years
behind in deploying 5G networks and developing new 5G technologies, devices, and services,
that may affect its ability to compete in the global technology market for many years to come.>’

There are factors affecting 5G deployment in all countries, including international decisions on
standards and spectrum, and factors affecting deployment in the United States such as resistance
to the placement of 5G infrastructure and trade restrictions.

Factors Affecting 5G Deployment

There are several factors affecting all 5G deployments, including international decisions on
standards and spectrum; the management of spectrum (e.g., auctioning spectrum, reconfiguring
users to accommodate 5G, establishing agreements to share spectrum); the availability of 5G
equipment and devices; and the installation of small cells needed to provide 5G services.

Standards

In earlier cellular networks, countries and companies built networks, equipment, and devices to
different standards; as a result, not all equipment worked on all networks or in all countries.
Technology companies and telecommunication providers saw value in developing standards, to
enable technology companies to build to one standard, bring products to market faster, sell
equipment globally, achieve economies of scale, and reduce the cost of equipment.

Two organizations central to this effort for 5G are the 3™ Generation Partnership Project (3GPP)
and the United Nations International Telecommunications Union (ITU).%® 3GPP is a collaboration
of seven telecommunication SDOs from Japan, China, Europe, India, Korea, and the United
States. 3GPP has more than 370 members from leading companies from many nations. Members
include leading telecommunication providers (e.g., AT&T, China Mobile, SK Telecom),
technology companies (e.g., Intel, Qualcomm, Samsung, Ericsson, Huawei, ZTE), and
government agencies. 3GPP is one of many organizations working to build consensus on
technical specifications for mobile communications (3G, 4G, and 5G).*

3GPP members have worked together to develop, test, and build specifications for 5G
technologies. In 2018, 3GPP approved two 5G technical specifications:®

e In December 2017, 3GPP approved the “Non-Standalone version of the New
Radio standard,” which supports enhanced mobile broadband (eMBB). These
specifications allow carriers to supplement existing 4G networks with 5G
technologies to improve speed and reduce latency.®*

57 1bid.

%8 Paul Nikolich et al., “Standards for 5G and Beyond: Their Use Cases and Applications,” IEEE 5G Tech Focus, vol.
1, no. 2 (June 2017), at https://5g.ieee.org/tech-focus/june-2017/standards-for-5g-and-beyond.

%9 See “About 3GPP,” at http://www.3gpp.org/about-3gpp.
8 For more information on the 5G specifications, see http://www.3gpp.org/release-15.

61 Sacha Kavanagh, “What Is Enhanced Mobile Broadband (eMBB),” at https://5g.co.uk/guides/what-is-enhanced-
mobile-broadband-embb/.
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e In June 2018, 3GPP completed the “Stand-Alone version of the New Radio
standard.” This specification supports the independent deployment of 5G, using
core networks that are designed to support advanced IoT devices and functions.®?

These specifications are important because they define how 5G networks will be designed and
deployed, because they set technical specifications for 5G equipment, and because they have
support from a wide array of stakeholders. 3GPP plans to submit these 5G specifications to the
ITU in June 2019 as part of the global standards development process.®® If the ITU ratifies the
specifications, those specifications would be recognized as the global standard for the technology.
Other SDOs submit specifications to ITU as well; however, 3GPP is recognized as the major
standards contributor.®* Thus, many companies and countries are moving forward on 5G plans
based on approved 3GPP specifications.®

3GPP is now focused on technical specifications and performance requirements for advanced
functions (e.g., 5G for vehicle-to-vehicle communication, industrial IoT). These specifications are
expected to be finalized by 3GPP in 2019; thus, networks, equipment, and devices that can
support advanced 5G functions are not expected to arrive until 2020 or later.

Why Standards Are Important in the “Race to 5G”

During the development of 3G technologies, China adopted its own standard to avoid dependence
on western technology. While equipment built to those standards was successful in China, the
standards were not accepted globally, and equipment could not be successfully exported.®® Other
countries participated in international projects, contributed to international standards, and
implemented standards-based networks.

By participating in SDOs, a company can shape standards, and ensure that the final standards and
requirements for equipment align to its preferred specifications for the product. Companies that
are able to gain acceptance of their preferred standards through the standards development
process have a head start in bringing products to market and gaining first-mover advantage. This
approach is “much more economical than trying to retrofit a product (and its manufacturing
process) after a standard is approved.”®” Many countries support industry efforts to participate in
standards development. FCC Commissioner O’Rielly noted, “If standards properly reflect and

62 Monica Alleven, “3GPP Puts Finishing Touch on Standalone Version of 5G Standard,” Fierce Wireless, June 14,
2018.

83 ITU serves as a coordinator of technology standards, gathering input from organizations around the world to develop
global technology standards. ITU is scheduled to accept proposals for global standards through 2019, evaluate
outcomes, and set standards by 2020. ITU called this process IMT-2020, as the effort focused on completing standards
for International Mobile Telecommunication systems, by 2020. IMT-2020 encompasses 5G technologies. For more
information see https://www.itu.int/en/ITU-R/study-groups/rsg5/rwp5d/imt-2020/Pages/default.aspx.

64 Nicole Blanchard, “How ITU, 5GPP, NGMN and Others Will Create the Standard for 5G,” Fierce Wireless, at
https://www.fiercewireless.com/special-report/how-itu-5gppp-ngmn-and-others-will-create-standard-for-5g.

65 Alan Weissberger, “Singtel, Ericsson to Launch *5G’ Pilot Network in Singapore This Year,” July 24, 2018, at
http://techblog.comsoc.org/tag/ericsson/.

% G. van de Kaa and M.J. Greeven, “Mobile Telecommunication Standardization in Japan, China, the United States,
and Europe: A Comparison of Regulatory and Industrial Regimes,” CrossMark, August 31, 2016, p. 186, at
https://link.springer.com/content/pdf/10.1007%2Fs11235-016-0214-y.pdf.

67 Dr. Richard R. Lindeke, “Engineering Standards: What They Are and Why They Are Used,”
Presentation.http://www.d.umn.edu/~rlindekl/ME_IE%20Sen%20Des/Engineering%20Standards_Sp10.pptx.
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include our industries’ amazing efforts, they promote U.S. technologies and companies abroad,
bringing investment, revenues, and jobs to this country.”®

For 5@G, China played a more cooperative role in standards development, participating in SDOs,
leading technical committees, conducting 5G R&D, contributing to 5G specifications, and
participating in international projects.%® Some experts assert that through its participation in
SDOs, China is advancing its preferred standards and positioning itself to dominate the global 5G
market.”” As an example, analysts note that many network operators are adopting the 5G Non-
Stand Alone standard to leverage their legacy 4G networks as a first step to building out 5G.
China is supporting the 5G Stand-Alone standard which would require operators to rebuild core
networks and buy new base stations and equipment, and move all countries toward more
advanced IoT devices (which China is focused on providing).”* However, in the development of
standards for 5G, SDO members supported both Non-Stand-Alone and Stand-Alone
specifications, which enabled them to leverage 4G networks, improve 4G services with 5G
technologies, and provide better services as companies plan out 5G deployments.

Even before specifications were finalized, some companies and countries advanced 5G plans and
launched 5G services. For example, China began deploying 5G infrastructure before 5G
specifications were approved, and Verizon launched fixed 5G services using proprietary
standards. While these efforts provide some advantages in future deployments, in that companies
can prepare for and learn from these deployments, there are also risks. For example, last-minute
revisions to the specifications may require China to upgrade those pre-standard 5G sites.

To offer mobile 5G technologies, companies need 5G phones, which were under development. So
while companies began deploying 5G networks once specifications were approved, they would
have to wait for 5G phones to offer mobile 5G services. Since 5G phones were slated for release
around the same time (spring 2019), most major carriers in the leading countries announced
launch dates that were within months of each other. South Korea is expected to launch mobile 5G
services in March 2019.”? T-Mobile announced it would launch mobile 5G services in early
2019, as did Verizon.”* AT&T announced plans to offer a 5G smartphone in the first half of

6 Remarks of FCC Commissioner Michael O’Rielly before 5G Americas’ “Technology Briefing,” October 5, 2017, at
https://transition.fcc.gov/Daily_Releases/Daily_Business/2017/db1005/DOC-347083A1.pdf.

69 Testimony of Doug Brake, Technology and Innovation Foundation, before the U.S.-China Economic and Security
and Review Commission, Hearing on “China, the United States, and Next Generation Connectivity,” March 8, 2018, at
https://www.uscc.gov/sites/default/files/Doug%20Brake_Written%20Testimony.pdf.

0 Brien Perez and Li Tao, ““Made in China 2025’: How 5G Could Put China in Charge of the Wireless Backbone and
Ahead of the Pack,” Sun China Morning Post, October 18, 2018.

" 1bid.

2 Mobile World Live, “South Korea on Brink of 5G Launch,” press release, November 29, 2018,
https://www.mobileworldlive.com/featured-content/home-banner/south-korea-on-brink-of-5g-launch/.

3 T-Mobile, “T-Mobile Building Out 5G in 30 Cities This Year ... and That’s Just the Start,” press release, February
26, 2018, https://www.t-mobile.com/news/mwc-2018-5¢.

7 While Verizon had offered fixed 5G in October 2018, it announced the launch of mobile 5G for first half of 2019.
Verizon, “Verizon and Samsung to Release 5G Smartphone in the U.S. in First Half of 2019,” press release, December
3, 2018, https://www.verizon.com/about/news/verizon-and-samsung-release-5g-smartphone-us-first-half-2019.
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2019.7 Sprint is expected to launch nationwide 5G in the first half of 2019.” China Mobile
announced plans to introduce 5G service by the end of 2019—ahead of its 2020 target date.”’

Approval of technical specifications is an important milestone in the race to 5G. With approved
specifications, technology companies can begin to manufacture equipment and devices. Once
equipment become available, telecommunication companies can begin to build out networks and
plan their launch of 5G services.

Spectrum Allocation

Another factor driving 5G deployment is spectrum. All wireless technologies use the
electromagnetic spectrum to communicate. Spectrum refers to the radio frequencies used to
communicate over the airwaves.

Most countries have spectrum management agencies. In the United States, the FCC manages
spectrum allocation for nonfederal users while the National Telecommunications and Information
Administration (NTIA) manages spectrum for federal users. Agencies may assign the rights to use
specific frequencies to certain users (e.g., public safety users), or sell the rights to use specific
frequencies (e.g., telecommunication companies, broadcasters). Companies deploy infrastructure
(e.g., towers, equipment) that will enable communications on their assigned frequencies. Error! R
eference source not found. provides an overview of U.S. spectrum allocations in 2008 as an
example of how the U.S. spectrum is allocated for various communications (e.g., mobile
communications) and for other wireless uses (e.g., garage door openers, satellite radio, GPS).

Most mobile devices (e.g., cell phones) use frequencies under 6 gigahertz (GHz) because the
frequencies in this segment of the spectrum are conducive to wireless communications. For
example, frequencies in this segment of the spectrum can travel long distances enabling coverage
across wider areas, and can penetrate buildings and walls easily. However, as more people are
using more mobile devices for more purposes, this segment of the spectrum (below 6 GHz) is
becoming crowded, which can result in slower speeds, slower connections, and dropped calls.

5 AT&T launched a mobile 5G service using a mobile device (“puck”) in December 2018. The puck serves as a
portable 5G hotspot that can connect devices to AT&T’s 5G network. When manufacturers announced that 5G phones
would be ready in 2019, AT&T announced it would offer a 5G phone in spring 2019. AT&T, “AT&T Working with
Samsung to Offer a 5G Smartphone,” press release, December 4, 2018, https://about.att.com/story/2018/5gdevice.html.

76 Sprint, “Sprint 5G Overview,” press release, December 3, 2018, https://newsroom.sprint.com/sprint-5g-
overview.htm.

7 Qualcomm, “China Mobile and Chinese OEMs Showcase 5G Mobile Devices Powered by the Qualcomm
Snapdragon 855 Mobile Platform,” press release, November 5, 2018.
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Figure 2. U.S. Spectrum Use (2008)
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Source: New America Foundation, MCT, Howstuffworks.com
Graphic: Nathaniel Levine, Sacramento Bee © 2008 MCT

Source: Philip Branch, “Wireless Spectrum Is for Sale ... but What Is It?”” The Conversation, February 26, 2013, at
https://theconversation.com/wireless-spectrum-is-for-sale-but-what-is-it- 1 1 794.

Notes: The graphic shows the propagation characteristics of various bands of spectrum (e.g., ““signals in this
zone can only be sent short unobstructed distances”) and the users operating in the various frequency bands
(e.g., cell phones, satellites, GPS). The graphic is dated 2008; however, many of the users remain the same. In
terms of 5G, the United States is targeting low-band spectrum (e.g., 600 MHz), mid-band spectrum (e.g,, 2.5
GHz, 3.5 GHz,3.7-4.2 GHz), and high-band spectrum (e.g., 28 GHz, 24 GHz, 37 GHz, 39 GHz, 47 GHz). The
graphic shows some of the users operating in the bands targeted for 5G, and the spectrum reserved for military,
federal, and other industry use (in white), where there may be competing spectrum needs.

In 2015, companies began looking at new spectrum bands that could support mobile
communications. Industry researchers identified waves between 30 GHz and 300 GHz (also
known as millimeter waves or MMW) that offered greater bandwidth (e.g., higher capacity to
handle more traffic) and increased speeds. Telecommunication providers had not considered
MMW for mobile communications because the waves are shorter, cannot travel far, cannot travel
well through buildings, and tend to be absorbed by trees and rain. Researchers proposed the use
of small cells, placed close together, to relay shorter waves across longer distances, and to
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interconnect them to provide a high-speed network to specific areas, such as a city or a stadium.”®
Typically, telecommunications equipment is designed to function on certain frequencies.
Equipment and device manufacturers consider the characteristics of the assigned frequency bands
and engineer equipment to take advantage of frequency strengths and mitigate weaknesses.

5G relies on multiple spectrum bands. 5G leverages low-band spectrum (below 1 GHz), mid-band
spectrum (1 GHz-6 GHz), and high-band (MMW) spectrum. 5G calls for deployment of 5G
technologies in high band spectrum (MMW) spectrum to offer ultra-fast services to high-density
areas. 5G technologies deployed in mid-band spectrum offer improved capacity and coverage,
faster service, and new features to existing customers. 5G technologies deployed in low-band
spectrum can provide the widespread coverage needed for many IoT applications.

Studies have shown that delays in spectrum allocation can delay deployments, and put countries
at a disadvantage in technology markets.”® Hence, countries are working to identify spectrum in
all three bands for 5G. They are also working together, and with industry, to harmonize spectrum
(i.e., ensure all countries are using similar frequency bands) to create economies of scale, reduce
costs for manufacturers and providers, and promote compatibility (e.g., roaming) across systems.

Global Harmonization of Spectrum

Companies around the world are interested in identifying common spectrum for 5G deployment.
This would help ensure all companies deploy in the same bands, so that equipment works in all
regions. According to one expert, “‘Harmonized global spectrum is important because with a
commonality of spectrum the 5G ecosystem can optimize resources to achieve economies of
scale, [reduce the cost of equipment and devices, and] spur rapid proliferation and adoption.”®
Exact harmonization is not necessary; similar ranges of frequencies can support global
harmonization. This provides countries (i.e., government agencies responsible for allocating
spectrum) with flexibility to accommodate existing users who may be operating in certain bands,
and cannot be easily relocated (e.g., military agencies).

The ITU works with countries and industries to set standards and harmonize regulations and
spectrum use worldwide. In 2019, the ITU is expected to discuss 5G spectrum at its World
Radiocommunication Conference (WRC-19).8! Stakeholders involved in the development of 5G
technologies agree that 5G needs spectrum in three key frequency ranges to operate effectively:

e sub-1 GHz to support widespread coverage across urban, suburban, and rural
areas, provide in-building coverage, and support [oT devices and services;

e 1-6 GHz to provide additional capacity and coverage, including the 3.3-3.8 band,
which is expected to form the basis of many initial 5G services; and

e above 6 GHz, including MMW, to provide ultra-high broadband speeds.

8 Amy Nordrum, Kristen Clark, and IEEE Staff, “Everything You Need to Know About 5G,” IEEE Spectrum, January
27, 2017, at https://spectrum.ieee.org/video/telecom/wireless/everything-you-need-to-know-about-5g.

7 Gerard Pogorel, “Spectrum 5.0: Re Thinking Spectrum Awards for Optimal 5G Deployment,” October 5, 2018.

80 James Kimery, “The Global Spectrum Challenge for 5G,” Microwave Journal, February 20, 2018, at
http://mww.microwavejournal.com/ blogs/23-5g-and-beyond-national-instruments/post/29829-the-global-spectrum-
challenge-for-5g.

8L NTIA, “WRC-19,” at https://www.ntia.doc.gov/category/wrc-19.

82 GSMA Spectrum, 5G Spectrum: Public Policy Position, November 2016, at https://www.gsma.com/spectrum/wp-
content/uploads/2016/06/GSMA-5G-Spectrum-PPP.pdf. The GSM Association (GSMA) is an international industry
trade body representing mobile network operators.
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Figure 3 shows 5G spectrum targets worldwide, and commonalities in spectrum that may help to
inform global harmonization of spectrum for 5G.
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Figure 3.Worldwide 5G Spectrum Allocations and Targets

Spectrum bands targeted or allocated for 5G in various countries
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Notes: This chart shows the frequency bands that have been targeted for 5G deployment in different countries (as of February 2018). Many countries have identified
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regarding global harmonization of spectrum.
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U.S. Actions on Spectrum

The FCC has auctioned spectrum previously; hence telecommunication providers have substantial
spectrum holdings in different bands, including frequency bands targeted for 5G. For example, T-
Mobile is deploying 5G using its 600 MHz spectrum, and Verizon was able to launch 5G services
using its 28 GHz spectrum.®

In 2018, Congress took action to identify additional spectrum for 5G use. In the Consolidated
Appropriations Act, 2018, signed into law on March 23, 2018, Congress enacted two provisions
related to spectrum. The Repack Airwaves Yielding Better Access for Users of Modern Services
Act of 2018 (RAY BAUM’S Act of 2018), encourages the repurposing of federal spectrum to
support 5G.84 The Making Opportunities for Broadband Investment and Limiting Excessive and
Needless Obstacles to Wireless (MOBILE NOW) Act, directs the NTIA to study the impact of
deploying in MMW band on federal users.®

The FCC initiated an auction of the 28 GHz band on November 14, 2018.2¢ The auction of the 24
GHz band is to follow. The FCC is preparing additional high-band spectrum for auction.®” With
these auctions, the FCC will have released almost 5 GHz of high-band spectrum for 5G.% The
FCC stated it has “assigned more high-band spectrum for 5G than any country in the world,”
noting the United States is 4 GHz ahead of China in high-band spectrum for 5G.°

The FCC has also initiated proceedings to identify mid-band spectrum (e.g., 2.5 GHz, 3.5 GHz,
and 3.7-4.2 GHz) for 5G use.*® The FCC has identified under-utilized mid-band spectrum that
could support 5G, and is examining ways in which mid-band spectrum can be shared between
users (e.g., educational, satellite, federal). The FCC is working with the NTIA to identify federal
mid-band spectrum that can be repurposed for or shared to support commercial 5G use.

The FCC has also granted applications to deploy in the low band (600 MHz), and has targeted
changes for the 800 MHz and 900 MHz bands to support 5G use. Further, the FCC has identified
additional spectrum for unlicensed (e.g., Wi-Fi) use that will be needed to support 5G networks.

Although the FCC is striving to free up spectrum for 5G use, the United States has a complex
spectrum allocation process that requires a lengthy rulemaking process, auction process, and
relocation process, which takes time. Industry advocates have urged policymakers to plan,
collaborate, and set timelines to expedite the availability of spectrum, and coordinate spectrum
auctions so providers can plan spectrum acquisitions and deployments.*

85 Adam Levy, “Where Each Wireless Carrier Stands in the 5G Race,” The Motley Fool, September 21, 2018.
84 p L. 115-141, Division P.
85 P L. 115-141, Division P, Title VI.

8 FCC, “Auctions of Upper Microwave Flexible Use License for Next Generation Wireless Services; Notice and Filing
Requirements, Minimum Opening Bids, Upfront Payments, and Other Procedures for Auctions 101 (28 GHz) and 102
(24 GHz),” Public Notice, FCC-18-109, August 3, 2018, at https://docs.fcc.gov/public/attachments/FCC-18-109A1.pdf.

87 FCC, “FCC Proposes Steps Towards Auction of 37 GHz, 39 GHz, and 47 GHz Bands,” News Release, August 3,
2018, at https://docs.fcc.gov/public/attachments/DOC-353229A1.pdf.

8 FCC, The FCC’s 5G FAST Plan, September 2018, https://docs.fcc.gov/public/attachments/DOC-354326A1.pdf.

89 Wolters Kluwer, “Industry, Policymakers Cite 5G Spectrum, Infrastructure Needs,” blog, at
https://Irus.wolterskluwer.com/news/tr-daily/industry-policymakers-cite-5g-spectrum-infrastructure-needs/50528/.

9% FCC, “Leading the World Toward a 5G Future,” at https://www.fcc.gov/5G.

% Nicol Turner-Lee, “Will the U.S. Be 5G Ready?” Brookings Institution, July 13, 2018, at https://www.brookings.edu/
blog/techtank/2018/07/13/will-the-us-be-5g-ready/.
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The Trump Administration has focused on 5G planning. On September 28, 2018, the White
House held a “5G Summit” with industry and government officials to discuss policies that would
help ensure faster deployment of 5G technologies.” On October 25, 2018, President Trump
signed a Presidential Memorandum calling for a National Spectrum Strategy to assess current and
future spectrum needs and support the deployment of 5G through incentives and reduced
regulations.”

Even as the FCC is moving forward on multiple proceedings, U.S. telecommunications
executives are arguing that more mid-band spectrum is needed to support 5G deployment.®* Some
policymakers have called for additional spectrum and reduced regulations to spur 5G
deployment.®® Others have stressed the need to ensure 5G benefits are available to all people.®

Other Countries’ Progress on Spectrum

In comparison, South Korea simultaneously completed auctions of high-band (28 GHz) and mid-
band (3.5 GHz) spectrum in June 2018. South Korea’s Ministry of Science and Information and
Communications Technology (ICT) allowed operators to start using the 5G frequencies in
December 2018, in preparation of the country’s launch of mobile 5G planned for March 2019.

China reserved spectrum for 5G use in 2017, and sought public comment on the planned use of
the mid-band spectrum (3.4-3.6 GHz), and millimeter wave spectrum (24.75-27.5 GHz and 37-
42.5 GHz) for 5G. During its public comment process, China noted the potential for disruption to
existing users, which is a common issue in spectrum allocation. Experts assert that China has an
advantage over the United States in freeing spectrum for 5G, in that it can “exert much stronger
control over existing spectrum users.”®” Industry experts have noted that China has eliminated
“regulatory red tape to expedite deployment and make it easier for industry to access large blocks
of higher frequency spectrum bands.”* In December 2018, China reportedly allocated large
swathes of mid-band spectrum to its three state-owned mobile operators, “preparing the way for
large-scale networks testing in 2019, and the launch of commercial 5G services by 2020.”%

92 Margeurite Reardon, “Trump Officials on 5G: Bring It on Private Sector,” September 28, 2018.

9 Presidential Memorandum on Developing a Sustainable Spectrum Strategy for America’s Future, October 24, 2018,
at https://www.whitehouse.gov/presidential-actions/presidential-memorandum-developing-susatinable-spectrum-
strategy-americas-future/.

9 See August 3, 2017, statement from industry officials regarding mid-band spectrum, at
https://www.businesswire.com/news/home/20170803005751/en/Broad-Based-Coalition-Applauds-FCC-New-Mid-
Band-Spectrum.

9% Statement from Senator Thune, September 28, 2018, at https://www.thune.senate.gov/public/index.cfm/press-
releases?ID=6F89E2E2-BA42-4FA1-AD68-EB16D6678F50.

% Tom Wheeler, “The real 5G ‘Race’ Is to Serve All Americans,” Brookings (Blog), September 25, 2018.

97 Testimony of Doug Brake, Technology and Innovation Foundation, before U.S.-China Economic and Security and
Review Commission, on “China, the United States, and Next Generation Connectivity,” March 8, 2018, at
https://www.uscc.gov/sites/default/files/Doug%20Brake_Written%20Testimony.pdf.

9 Nicol Turner-Lee, “Will the U.S. Be 5G ready?” Brookings Institution, July 13, 2018, at https://www.brookings.edu/
blog/techtank/2018/07/13/will-the-us-be-5g-ready/.

9 Joseph Waring, “China Releases 5G Spectrum to State-Run Operators,” Mobile World Live, December 10, 2018.
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Equipment and Devices

Just as telecommunications providers are racing to deploy 5G, technology companies and device
makers are racing to be the first to deploy 5G equipment and phones, to achieve the economic
benefits expected from 5G technologies.

U.S. equipment manufacturers are developing 5G equipment and devices. In a July 2018 Senate
hearing, Qualcomm announced that it is “on track to deliver chips that support 5G in both sub-6
GHz and millimeter wave spectrum in time to enable 5G data-only devices to launch before the
end of 2018 and for the first 5G smartphones ... to launch in the first half of 2019.71%

U.S. equipment manufacturers are benefitting from the race to 5G, supplying other countries with
5G technologies, including China. For example, the American chip-maker, Intel, is working with
Chinese telecommunications providers.'®* Similarly, technology suppliers from other countries
are supporting U.S. deployments. For example, T-Mobile signed a $3.5 billion agreement with the
Swedish telecommunications equipment maker Ericsson to support T-Mobile’s 5G plans.'%

Most device makers have announced that 5G phones will be available in 2019. While both
Verizon and AT&T launched 5G networks in select areas and offered some 5G services, neither
offered access to 5G on a smartphone because 5SG smartphones were not yet available. With the
adoption of 5G specifications, 5G devices are in production and expected to be available in 2019.

As a result, most providers have announced plans to launch 5G services in 2019, after devices are
released. For example, both Verizon and AT&T have announced a launch of new Samsung 5G
devices in the first half of 2019. South Korean device-maker LG announced that its 5G
smartphone is expected to be available in the first half of 2019, as a Sprint exclusive.'®

Technology experts have cautioned that since providers are using different spectrum bands to
deploy 5G, the first 5G phones may be carrier exclusive (i.e., may only contain one carrier’s
frequencies). Experts note that “nobody has figured out how to cram the 28 GHz [spectrum] that
Verizon and T-Mobile are using, and AT&T’s 39 GHz into one box yet. And while T-Mobile and
Verizon are using similar 28 GHz bands, T-Mobile is also putting 5G on the 600 MHz band,
which Verizon is not.”'%®

The telecommunications industry is global and co-dependent. Providers partner with technology
companies and device makers from around the world to move forward on 5G deployment. The
availability of 5G devices will drive adoption and revenues for all telecommunications providers.
Hence, the availability of equipment and devices is an important factor in the race to 5G.

100 Testimony of Qualcomm Incorporated Senior Vice President of Spectrum Strategy and Technology Policy Dean
Brenner, in U.S. Congress, Senate Committee on Commerce, Science, and Transportation, The Race to 5G: Exploring
Spectrum Needs to Maintain U.S. Global Leadership, hearings, 115" Congress, 2" sess., July 25, 2018.

101 Intel, “Intel and Industry Partners Accelerate 5G in China,” press release, September 24, 2018,
https://newsroom.intel.com/news/intel-industry-partners-accelerate-5g-china/.

102 T-Mobile, “T-Mobile and Ericsson Sign Major $3.5 Billion 5G Agreement,” press release, September 11, 2018,
https://www.t-mobile.com/news/ericsson-5g-agreement.

108 AT&T, “AT&T to Add Second Samsung Smartphone to Mobile 5G portfolio in 2019,” press release, December 5,
2018, at https://about.att.com/story/2018/5g_second_samsung_smartphone.html; Samsung, “Verizon and Samsung to
release 5G smartphone in the U.S. in first half of 2019,” press release, December 3, 2018, at https://news.samsung.com/
us/samsung-verizon-release-first-5g-flagship-smartphone-2019/.

104 Sprint, “Sprint and LG Working Together to Bring First 5G Smartphone to U.S. First Half 2019,” press release,
August 14, 2018, http://investors.sprint.com/news-and-events/press-releases/press-release-details/2018/Sprint-and-LG-
Working-Together-to-Bring-First-5G-Smartphone-to-US-in-First-Half-2019/default.aspx.

105 Sascha Segen, “First 5G Phones Will be Carrier Exclusives, AT&T Explains,” PC Magazine, September 13, 2018.
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Small Cell Siting

As stated, deployment of 5G systems will rely on a range of technologies and different bands of
spectrum. 5G systems using low- to mid-band spectrum can install new 5G equipment on existing
cell sites (4G cell sites). This will increase the speed and functionality of existing 4G networks,
but will likely not achieve the ultra-fast speeds provided by millimeter wave bands.

For deployments that leverage higher bands, particularly above 6 GHz, a much higher density of
cell sites is needed as the signals cannot travel as far or through obstacles. To overcome these
challenges, providers will place many smaller cell sites (also called small cells) close together to
relay signals further distances and around obstacles.

Small cells are low-powered radio access nodes with ranges of between 10 meters to two
kilometers (in comparison, macro cell towers can cover up to 20 miles or around 32 kilometers).
The lower end of small cell nodes is similar to today’s Wi-Fi access points. Often compared in
size to a pizza box or backpack, small cells can be installed on existing structures, such as
buildings, poles, or streetlights. When attaching small cells to existing infrastructure, installation
and operation requires connection to a power source, backhaul (e.g., fiber optic cable connection
or wireless connection to a core network), and a permit for use of the space. Installations on
existing structures can expand to include multiple small cells for use by different wireless
carriers, wires, and adjacent boxes housing batteries or cooling fans. Small cells can also be
placed in locations without such existing infrastructure, in which case construction of a pole with
a power source and backhaul (i.e., wired connections) is required.

Figure 4. Small Cell Examples

Source: Daniel Bean, “5G Will Mean More Cell Towers in Your Neighborhood. Here’s What They’ll Look Like
and How They’ll Work,” Circa, June 8, 2018, at https://www.circa.com/story/2018/06/08/business/5g-will-mean-
more-cell-towers-in-your-neighborhood-heres-what-theyll-look-like-and-how-theyll-work.

Notes: This figure shows two examples of 5G small cell deployments, attached to street lights; one cell site sits
on the side of the pole and one sits on the top of the pole. 5G requires installment of many (potentially
thousands) of small cells in targeted areas (e.g., stadiums, cities, industrial sites) to achieve ultra-fast 5G speeds.

In the United States, constructing new wireless towers or attaching equipment to pre-existing
structures generally requires providers to obtain approval from federal, state, or local
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governmental bodies, depending on the location and current owner of the land or structure. The
FCC has promulgated rules to ensure all people have access to communications services and to
guide approval processes. Past FCC rules

e require localities to act on cell siting applications in a reasonable period of

time; %

e grant the FCC authority to regulate terms and rates of pole attachments unless
states elect to regulate poles themselves;™”’

e restrict state or local entities from prohibiting telecommunications services;'®®

e grant state and local entities authorities to manage rights-of-way and charge
reasonable fees for access to rights-of-way;'% and

e require state and local entities to approve eligible facilities requests.'*

5G small cell installation have sparked debate over the balance between streamlining siting
regulations to facilitate 5G deployment nationwide and maintaining local authorities to review
placement of cell sites in communities. U.S. industry executives claim that current regulations
and local approvals required for placement of telecommunications equipment adds time and cost
to deployment, which puts U.S. carriers at a disadvantage in 5G deployment.'*! Local
governments and residents have cited concerns about management of rights-of-way, fees charged
to providers for access, and the impact of small cells on property values and health and safety.'?

At the September 26, 2018, Commission meeting, the FCC approved new rules aimed at
facilitating the deployment of wireless infrastructure for 5G networks.*® In its ruling, the FCC

e clarified when a state or local regulation of wireless infrastructure deployment
effectively prohibits service; the FCC declared that a state or local government
that restricts the entry of a new provider into a service area or inhibits a new
service (e.g., 5G) materially inhibits service (which is not permitted under FCC
rules);

e concluded that state and local governments should be able to charge fees that are
no greater than a reasonable approximation of objectively reasonable costs for

106 See 47 U.S.C. 8332(c)(7)(B)(i-v). Note: The STREAMLINE Small Cell Deployment Act (S. 3157, 115" Congress)
would have amended this process to more clearly dictate the timeframes for review of requests to site small cells.

107 In the Matter of Accelerating Wireline Broadband Deployment by Removing Barriers to Infrastructure Investment,
FCC 18-111, para. 5 (August 3, 2018) (hereinafter 2018 Infrastructure Order).

108 47 U.S.C. §253(c).
109 pid.
110 See 47 U.S.C. §1455.

11 Wolters Kluwer, “Industry, Policymakers Cite 5G Spectrum, Infrastructure Needs,” blog, at
https://Irus.wolterskluwer.com/news/tr-daily/industry-policymakers-cite-5g-spectrum-infrastructure-needs/50528/.

112 See, for example, Kevin McCallum, “Santa Rosa puts Verizon wireless network upgrade on hold amid blowback
from residents,” The Press Democrat, March 6, 2018, at https://www.pressdemocrat.com/news/8080858-181/santa-
rosa-puts-verizon-wireless; and Joseph Popiolkowski, “Cuomo would let state, not localities, decide siting of wireless
antennas,” The Buffalo News, March 11, 2018, at https://buffalonews.com/2018/03/11/where-should-wireless-antennas-
go-state-wants-to-decide/.

13 FCC, “Accelerating Wireless Broadband Deployment by Removing Barriers to Infrastructure Investment,”

Declaratory Ruling and Third Report and Order, FCC 18-133, September 26, 2018, at https://docs.fcc.gov/public/
attachments/FCC-18-133A1.pdf.
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processing applications and for managing deployments in the rights-of-way for
5G deployments;

e identified acceptable fee levels for small wireless facility deployments; and

e provided guidance defining criteria for determining whether certain state and
local non-fee requirements—such as aesthetic and undergrounding
requirements—constitute an effective prohibition of service (which is not
permitted under FCC rules).™

Further, the FCC

e cstablished two new shot clocks for small wireless facilities which require
localities to make decisions on cell siting applications within 60 days for
collocation of equipment on preexisting structures and 90 days for new builds;

e codified the existing 90- and 150-day shot clocks for wireless facility
deployments that do not qualify as small cells that were established in 2009;

o stated that all state and local government authorizations necessary for the
deployment of personal wireless service infrastructure are subject to those shot
clocks; and

e adopted a new remedy for missed shot clocks by finding that a failure to act
within the new small wireless facility shot clock constitutes a prohibition on the
provision of telecommunication services to an area, which is not allowed under
FCC rules.

The FCC noted that easing cell siting regulations will help to speed 5G deployment, encourage
private sector investment in 5G networks, and give the United States an advantage in the global
race to dominate the 5G market.*®

Viewpoints on the Rules on Small Cells

Prior to the FCC vote on the small cell siting rules in September 2018, nine Members of Congress
wrote a letter to the FCC urging the FCC to remove the item from its September meeting agenda.
The letter urged the FCC to “hit pause” on the issue to consider the perspectives of cities and
municipalities, and to seek a solution that balances the interests of localities and industry.™®

FCC Commissioner Carr, who led the effort to streamline the small cell placement process,
invoked the race to 5G in his support of the rules, noting, “We’re not the only country that wants
to be first to 5G. One of our biggest competitors is China. They view 5G as a chance to flip the
script. They want to lead the tech sector for the next decade. And they are moving aggressively to
deploy the infrastructure needed for 5G.”*’

Industry officials praised the FCC’s rules on the day of the vote, noting, “The FCC’s action today
addresses key obstacles to deploying 5G across the country by reducing unnecessary government

4 FCC, “FCC Facilitates Deployment of Wireless Infrastructure for 5G Connectivity,” press release, September 26,
2018, https://docs.fcc.gov/public/attachments/DOC-354283A1.pdf.

1S ECC, The FCC’s 5G FAST Plan, September 2018, https://docs.fcc.gov/public/attachments/DOC-354326A1.pdf.

116 ) etter from Rep. Jerry McNerney et al., U.S. Congress, to Chairman of the FCC, September 25, 2018, at
https://mcnerney.house.gov/media-center/press-releases/rep-mcnerney-leads-letter-urging-fcc-to-delay-vote-
undermining.

117 Statement of Commissioner Brendan Carr, FCC, at https://docs.fcc.gov/public/attachments/FCC-18-133A4.pdf.

Congressional Research Service R45485 - VERSION 3 - UPDATED 25



Fifth-Generation (5G) Telecommunications Technologies: Issues for Congress

red tape.”'*® Industry representatives noted that high fee rates and long approval processes cost
providers money, delayed the deployment of telecommunications infrastructure, and resulted in
fewer sites proposed, and less investment in and services to communities.**°

FCC Commissioner Rosenworcel, who dissented in part, asserted the rules amounted to federal
overreach and an override of state and local authorities and worried that “litigation that follows
will only slow our 5G future.”**® According to Rosenworcel, the FCC’s decision “irresponsibly
interferes with existing agreements and ongoing deployments across the country.” She cited a
recently approved partnership in San Jose, CA, that led to 4,000 small cells on city-owned light
poles and $500 million of private investment to support broadband deployment.

Many local governments opposed the ruling, saying the rules exceed the FCC’s authorities, and
preempt local authorities to manage public property, protect public health and safety, and manage
small cell installments.*?! Several localities have stated they would experience a loss in revenue
due to the FCC’s rules.'?? The National Association of Counties and the National League of
Cities, in a joint statement, noted, “The FCC’s impractical actions will significantly impede local
governments’ ability to serve as trustees of public property, safety and well-being. The decision
will transfer significant local public resources to private companies, without securing any
guarantee of public benefit in return.”?

On January 14, 2019, the FCC rules related to small cells went into effect.’** Various parties are
challenging the rules in federal court.1?°

Small cell siting is a key issue in U.S. 5G deployment. FCC rules designed to advance national
interests (e.g., accelerate 5G deployment, achieve the full benefits from 5G technologies) are
conflicting with authorities and regulations designed to protect other interests (e.g., public safety,
health, ensuring equal access to advanced technologies). Policies that enable U.S. companies to
deploy 5G infrastructure and allow state and local entities to manage the placement of 5G small
cells in communities could speed deployment of 5G technologies in the United States and enable
the United States to achieve the broader consumer and economic benefits from 5G.

118 See CTIA statement at https://www.ctia.org/news/fcc-siting-reform-will-bring-economic-societal-and-global-
benefits.

119 Gee, e.g., Letter from Thomas J. Navin, Counsel to Corning, Inc. to Marlene Dortch, Secretary, FCC, WT Docket
No. 17-79 (filed Jan 25, 2018), Attach. at 6-7 (comparing different effects on deployment between a base case and a
high fee case; estimates show that high fees would result in 28.2 million fewer sites deployed, or 31% of the 5G base
case results, and an associated $37.9 billion in forgone network deployment).

120 Statement of Commissioner Jessica Rosenworcel, Approving in Part, Dissenting in Part on FCC-18-133, at
https://docs.fcc.gov/public/attachments/FCC-18-133A5.docx.

121 etter from Damon Connolly, President, Marin County Board of Supervisors, to FCC, September 17, 2018,
https://ecfsapi.fcc.gov/file/109170053526020/FCC%200rders%20Comments_Marin%202018.pdf.

122 Hiawatha Bray, “Towns Upset over New FCC Limits on Telecom Fees,” Boston Globe, October 2, 2018.

123 National Association of Counties, “Counties, Cities Voice Concern over FCC’s Small Cell Ruling,” press release,
September 26, 2018, at https://www.naco.org/resources/counties-cities-voice-concern-over-fcc-small-cell-ruling.

124 FCC, “Order Denying Motion for Stay,” December 10, 2018, https://docs.fcc.gov/public/attachments/DA-18-
1240A1.pdf.

125 For questions on the court cases, please contact the American Law Division at the Congressional Research Service.

Congressional Research Service R45485 - VERSION 3 - UPDATED 26



Fifth-Generation (5G) Telecommunications Technologies: Issues for Congress

National Security and Counterintelligence Concerns

On December 18, 2017, the Trump Administration released its first National Security Strategy
(NSS).* In the context of the NSS’s broader discussion of “rejuvenating” domestic economic
competitiveness as one pillar of U.S. national security, the Administration identified the
enhancement of American infrastructure as a priority action, to include “[improving] America’s
digital infrastructure by deploying a secure 5G capability nationwide.”*?’

Security Concerns with 5G Deployments

Concern over the rollout of 5G technology from a U.S. national security and intelligence
standpoint has been directed at (1) a perceived lack of market diversity that some have argued
would result in increased risk to the global telecommunications supply chain; and (2) concern
over the potential vulnerability of 5G networks to targeting by foreign intelligence services.'? In
a February 13, 2018, statement for the record prepared for a Senate Select Committee on
Intelligence (SSCI) open hearing, Director of National Intelligence Daniel Coats stated

The global shift to advanced information and communications technologies (ICT) will
increasingly test U.S. competitiveness because aspiring suppliers around the world will
play a larger role in developing new technologies and products. These technologies include
next-generation, or 5G, wireless technology; the internet of things; new financial
technologies; and enabling [artificial intelligence] and big data for predictive analysis.
Differences in regulatory and policy approaches to ICT-related issues could impede growth
and innovation globally and for U.S. companies.'?°

Some analysts and experts have highlighted the substantial investment in 5G technologies made
by Chinese companies such as ZTE Corporation and Huawei Technologies Co., Ltd.—and the
ties of such companies to the government of China—in raising concerns regarding China’s
relative position vis-a-vis the U.S. in 5G network development.’*® Those who share this view
believe China’s ambition is 5G dominance using several methods, including continued
investment in networks, products, and standards that support critical infrastructure and services
that will rely on 5G technology; shaping industry standards, regulations, and policies; and

126 See also CRS Insight IN10842, The 2017 National Security Strategy: Issues for Congress, by Kathleen J. McInnis.

127 National Security Strategy of the United States of America, December 2017, p. 19, at https://www.whitehouse.gov/
wp-content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf. January 2018 news reports highlighted a proposal
briefly circulated within the Trump Administration that advocated for the establishment of a nationalized U.S. 5G
network. See Josh Rogin, “National Security Council Official Behind 5G Memo Leaves White House,” Washington
Post, February 2, 2018, available at https://www.washingtonpost.com/news/josh-rogin/wp/2018/02/02/national-
security-council-official-behind-5g-memo-leaves-white-house/?utm_term=.0656d2bfcff3 and Jonathan Swan et al,
“Scoop: Trump team considers nationalizing 5G network,” Axios, January 28, 2018, available at
https://www.axios.com/trump-team-debates-nationalizing-5g-network-f1e92a49-60f2-4e3e-acd4-f3eb03d910ff.html.

128 See for example testimony delivered before the U.S.-China Economic and Security Review Commission during a
March 8, 2018 hearing on “China, the United States, and Next Generation Connectivity,” available online at
https://www.uscc.gov/Hearings/china-united-states-and-next-generation-connectivity.

129 Daniel R. Coats, Director of National Intelligence, “Statement for the Record: Worldwide Threat Assessment of the
U.S. Intelligence Community,” February 13, 2018, at https://www.dni.gov/files/documents/Newsroom/Testimonies/
2018-ATA—Unclassified-SSCI.pdf.

130 See for example U.S.-China Economic and Security Review Commission, hearing on “China, the United States, and
Next Generation Connectivity,” March 8, 2018, available online at https://www.uscc.gov/Hearings/china-united-states-
and-next-generation-connectivity. See also House Permanent Select Committee on Intelligence, “China’s Threat to
American Government and Private Sector Research and Innovation Leadership,” hearing held July 19, 2018.

Congressional Research Service R45485 - VERSION 3 - UPDATED 27



Fifth-Generation (5G) Telecommunications Technologies: Issues for Congress

“extracting concessions from large multinationals in exchange for market access.”**! FBI Director
Christopher Wray has also highlighted the potential threat associated with any increase in the
integration of Chinese-made or designed devices and 5G cellular network equipment into the
United States telecommunications network, stating that

We’re deeply concerned about the risks of allowing any company or entity that is beholden
to foreign governments that don’t share our values to gain positions of power inside our
telecommunications networks. That provides the capacity to exert pressure or control over
our telecommunications infrastructure. It provides the capacity to maliciously modify or
steal information. And it provides the capacity to conduct undetected espionage.*

Others have pointed to the legal leverage the Chinese intelligence services have over companies
like Huawei and ZTE to underscore concern over the potential threat Chinese firms could bring to
5G networks:

If Huawei or ZTE were to win a contract to supply 5G equipment under market terms, the
political and legal environment in China would prevent either company from refusing a
subsequent entreaty from either the Chinese intelligence services or military for access to
the technology or services.... The [Chinese] government treats Chinese companies
operating abroad as subject to [Chinese] law, and multiple new Chinese laws dictate that
telecoms operators must provide the Chinese intelligence services with unfettered access
to networks for intercept, which raises concerns about Huawei or ZTE 5G support facilities
being used for intelligence operations.t%

Security Concerns with Specific Chinese Firms

During the 112" Congress, the House Permanent Select Committee on Intelligence (HPSCI)
conducted an investigation into the U.S. national security issues posed by Huawei and ZTE, with
the committee’s report on the results of the investigation highlighting “the potential security
threat posed by Chinese telecommunications companies with potential ties to the Chinese
government or military.”*** It found, “in particular, to the extent these companies are influenced
by the state, or provide Chinese intelligence services access to telecommunication networks, the
opportunity exists for further economic and foreign espionage by a foreign nation-state already
known to be a major perpetrator of cyber espionage” and other forms of state-sponsored and
corporate espionage.*®* The HPSCI report concludes with a number of recommendations. Among

181 Written testimony of Jennifer Bisceglie, hearing of the U.S.-China Economic and Security Review Commission on
“China, the United States, and Next Generation Connectivity,” March 8, 2018, available online at
https://www.uscc.gov/sites/default/files/Jennifer%20Bisceglie_Written%20Testimony.pdf. Bisceglie is President and
CEO of Interos Solutions, Inc. Interos Solutions prepared the April 2018 report on “Supply Chain Vulnerabilities from
China in U.S. Federal Information and Communications Technology” for the U.S.-China Economic and Security
Review Commission.

182 Testimony of Christopher Wray, Director of the Federal Bureau of Investigation, before the Senate Select
Committee on Intelligence, “Worldwide Threat Assessment of the U.S. Intelligence Community,” February 13, 2018.

133 Written testimony of James Mulvenon, hearing of the U.S.-China Economic and Security Review Commission on
“China, the United States, and Next Generation Connectivity,” March 8, 2018, available online at
https://www.uscc.gov/sites/default/files/James%20Mulvenon_Written%20Testimony.pdf. Mulvenon is a widely cited
expert on the Chinese military and Chinese cyber issues, and is currently the Vice-President, Intelligence Division,
Defense Group, Inc. (DGI) and the Director of DGI’s Center for Intelligence Research and Analysis.

134 Mike Rogers and C. A. Dutch Ruppersberger, House Permanent Select Committee on Intelligence, “Investigative
Report on the U.S. National Security Issues Posed by Chinese Telecommunications Companies Huawei and ZTE,”
112™ Congress, October 8, 2012, at https://intelligence.house.gov/sites/intelligence.house.govi/files/documents/huawei-
zte%20investigative%20report%20(final).pdf.

135 1hid.
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them: (1) The intelligence community should remain focused on the threat of penetration of the
U.S. telecommunications market by Chinese companies; and (2) the Committee on Foreign
Investment in the United States (CFIUS) should block acquisitions, takeovers, and mergers that
involve Chinese companies Huawei and ZTE.®

In March 2018, CFIUS blocked the takeover of Qualcomm Inc. of the United States—a leader in
5G research and development funding—by Broadcom of Singapore. A U.S. Treasury Department
letter of March 5 explaining this decision noted that a takeover of Qualcomm by Broadcom
“could pose a risk to the national security of the United States.”™*” Although details of the national
security concerns are classified, they relate to

Broadcom’s relationships with third party foreign entities and the national security effects
of Broadcom’s business intentions with respect to Qualcomm. [Because of] well-known
U.S. national security concerns about Huawei and other Chinese telecommunications
companies, a shift to Chinese dominance in 5G would have substantial negative national
security consequences for the United States.

Additionally, Section 889 of the John S. McCain National Defense Authorization Act (NDAA)
for Fiscal Year (FY) 2019 (P.L. 115-232) prohibits the heads of federal agencies from procuring
telecommunications equipment or services from Huawei, ZTE Corporation, and other
telecommunications companies linked to the government of China that could pose a
counterintelligence and national security threat to the United States.*®

On January 28, 2019, the U.S. Department of Justice announced criminal charges against Huawei,
its Chief Financial Officer, and two affiliates.**®

Security Concerns with 5G Networks

Many observers are concerned about the vulnerabilities of 5G networks to exploitation by foreign
intelligence services. An individual’s ability to use 5G-enabled networks and systems for positive
purposes also suggests this same technology can be exploited by foreign intelligence to
manipulate perceptions and behavior.

That manipulation is likely to take various forms, including efforts to deceive and confuse
people in various ways about what is happening and what the truth is ... overloading
people’s senses with useless or irrelevant information so that we cannot accurately discern

136 Mike Rogers and C. A. Dutch Ruppersberger, House Permanent Select Committee on Intelligence “Investigative
Report on the U.S. National Security Issues Posed by Chinese Telecommunications Companies Huawei and ZTE,”
112™ Congress, October 8, 2012, at https://intelligence.house.gov/sites/intelligence.house.govi/files/documents/huawei-
zte%20investigative%20report%20(final).pdf.

137 |_etter from Aimen Mir, Deputy Assistant Secretary for Investment Security, to Mark Plotkin, Covington & Burling
LLP, and Theodore Kassinger, O’Melveny & Myers, LLP, March 5, 2018, at https://www.sec.gov/Archives/edgar/data/
804328/000110465918015036/a18-7296_7ex99d1.htm.

138 In October 2018, a Chinese intelligence official was arrested in Belgium and extradited to the United States on
charges of attempted economic espionage. Two months earlier, the Chinese government announced a Made in China
2025 strategy that provides an outline for ultimately surpassing Western leadership in technology development some
believe will encourage practices such as government subsidies, the theft of intellectual property, and forced technology
transfers, posing a threat to U.S. national security. See James McBride, “Is ‘Made in China 2025’ a Threat to Global
Trade?” Council on Foreign Relations, August 2, 2018, at https://www.cfr.org/backgrounder/made-china-2025-threat-
global-trade.

139 Ellen Nakashima and Devlin Barrett, “Justice Dept. Charges Huawei with Fraud, Ratcheting Up U.S.-China
Tensions,” Washington Post, January 29, 2019, https://www.washingtonpost.com/world/national-security/justice-dept-
charges-huawei-with-fraud-ratcheting-up-us-china-tensions/2019/01/28/70a7f550-2320-11e9-81fd-
b7b05d5bed90_story.html.
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what adversaries are doing or what is important; and putting misinformation before us to
erroneously confirm pre-existing biases and cause us to misperceive reality and to choose
the wrong courses of action. They will also try to stoke long-standing animosities and fears
so that Americans fight with each other and look foolish to the world we are supposed to
be leading.14°

The amount of personal information available for exploitation will expand exponentially with 5G
technology, along with doubts as to the security of the networks. This raises concerns among
privacy advocates and national security professionals. National security professionals foresee
significant challenges for the U.S. intelligence, military, and diplomatic communities in terms of
their ability to interact freely and discreetly with foreign nationals who may be deterred by the
threat of an aggressive counterintelligence posture.'*

Trade Restriction Concerns

Some analysts argue that policies directed at discouraging Chinese investment in the United
States not only contradict longstanding U.S. policy of encouraging China to participate in
international standards processes, but also may be counterproductive. They suggest that to regard
China’s influence in 5G technology and standards development as a potential threat to national
security may effectively encourage China to create national standards that may act as technical
barriers to trade that, in and of themselves, threaten U.S. national security. 142 Technological
innovation in the private sector, to include 5G, relies on cooperation between the United States
and China, they maintain.'*® These critics also note that the Trump Administration’s trade policy,
which includes tariffs on Chinese telecommunications equipment, threatens to significantly
increase the costs and slow the deployment of 5G infrastructure.

Fencing off the U.S. technology sector from one-sixth of the world’s population, they suggest,
will only cede ground to Chinese competitors, drive up costs for U.S. consumers, and reduce the
competitiveness of leading U.S. technology companies, all while isolating the United States from
the places where innovation is happening.'**

Policy Considerations for Congress

Congress and other U.S. policymakers are faced with deciding how to address both interest in
promoting U.S. competitiveness in the global race to 5G, and an efficient domestic 5G
deployment. Congress may consider the role of the federal government in industrial policy and
promotion, and the role of the federal government in domestic deployment of 5G technologies.

In the rollout of previous technologies, U.S. telecommunications companies invested in research
and development, participated in international projects to test the technologies, contributed to

standards, and planned business strategies. This market-based approach sparked competition and
innovation that gave the United States an edge in previous technologies. For 5G, other countries

140 Jim Baker, “Counterintelligence Implications of Artificial Intelligence—Part I11,” Lawfare, October 10, 2018, at
https://www.lawfareblog.com/counterintelligence-implications-artificial-intelligence-part-iii.

141 Ibid.
142 See Eli Greenbaum, “5G, Standard-Setting, and National Security,” Harvard Law School National Security Journal,
July 3, 2018, at http://harvardnsj.org/2018/07/5g-standard-setting-and-national-security/

143 |_orand Laskai and Samm Sacks, “The Right Way to Protect America’s Innovation Advantage: Getting Smart About
the Chinese Threat,” Foreign Affairs, October 23, 2018, at https://www.foreignaffairs.com/articles/2018-10-23/right-
way-protect-americas-innovation-advantage.

144 1bid.
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(i.e., central governments) have engaged in centralized planning and coordination with industry to
gain a lead in the race to 5G. Congress may monitor U.S. progress on 5G deployment and
technologies, consider whether there is a need for more planning and coordination with industry,
and assess whether additional government involvement would help or hinder the efforts of U.S.
companies in the global race to 5G.

In terms of domestic deployment, Congress may be asked to consider the benefits and risks of 5G
deployment. Nationally, 5G technologies are expected to create new revenues and new jobs. 5G
technologies have also raised national security concerns, individual privacy concerns, and
questions about how to assess the security of foreign-made equipment.

Congress may consider policies that protect U.S. telecommunications networks, including
policies that impose trade restrictions or economic sanctions on foreign technology providers, or
policies limiting foreign participation in 5G build-outs. Congress may weigh how various policy
approaches address threats to national security (e.g., threats to telecommunications networks,
industrial systems, critical infrastructure, and government networks; cybersecurity threats; threats
to privacy). Congress may also consider how trade policies may alter the ability of U.S.
companies to deploy networks domestically, and to purchase and sell equipment abroad.

5G technologies are also expected to offer new services for consumers (e.g., telehealth to rural
areas, new services for the disabled). However, localities have raised concerns regarding the
siting of 5G small cells (e.g., authorities to make decisions about public rights-of-way, fees,
ensuring rural access, health and safety). While some stakeholders are seeking U.S. government
support to speed 5G deployment, others are calling on the U.S. government to assess 5G risks and
concerns before deploying. Congress may consider how to weigh these competing interests and
concerns.

Congress may consider policies to allocate additional spectrum for future 5G use. Congress may
weigh the spectrum needs of 5G and the spectrum needs of other users (e.g., other commercial,
federal, and educational users) to ensure essential users will have adequate access to the nation’s
spectrum. Congress may also consider future spectrum needs—spectrum needed for advanced 5G
technologies, and industrial [oT systems—when developing spectrum policies.

Congress may consider policies related to the future use of 5G and IoT devices. As 5G and loT
technologies are integrated into various industries and applied to everyday life, Congress may
consider new policies related to the privacy and security of data being transmitted across millions
of [oT devices and through 5G networks. Congress may consider policies implementing security
measurements (i.e., best practices) in devices, systems, and networks to ensure security of data.

To retain U.S. leadership in telecommunications technologies, Congress may consider supporting
or encouraging investment in research and development of new telecommunications technologies
(e.g., IoT applications, 6G technologies). The challenge with new technologies is that while the
free and open exchange of information (e.g., in the international standards process) promotes
innovation, it also presents risks (e.g., sharing intellectual capital). As global standards emerge,
and equipment is built to a common standard, companies around the world may use equipment
and component parts from other countries. Policies and processes that assess and address security
risks with 5G supply chains may enhance the security of U.S. telecommunications networks.

Conclusion

The deployment of 5G technologies is just beginning. Countries around the world are striving to
be first to market with 5G technologies and services to capture the bulk of the economic benefits
from this new technology.
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In the United States, private industry is leading deployment efforts. The U.S. government is
supporting 5G deployment by identifying and allocating spectrum for 5G use and streamlining
rules related to siting of 5G small cell. However, there are factors that may hinder 5G deployment
in the United States, including the complex spectrum allocation process, local resistance to small
cell rules, and limitations on trade that may affect the availability of 5G equipment and devices.

Development and deployment of 5G technologies are expected to extend through 2035. The 116"
Congress may be asked to consider both issues related to the immediate deployment of 5G
networks, and issues related to future use of 5G devices (including IoT devices). Policy decisions
made now, at the start of the deployment, could affect the U.S. position in the race to 5G and the
future use of 5G in the United States.
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Appendix. Congressional Actions Related to 5G

The 115™ Congress considered several policies related to 5G technologies. Congress enacted two
pieces of legislation related to 5G spectrum:

e The Repack Airwaves Yielding Better Access for Users of Modern Services Act
0of 2018 (RAY BAUM’S Act of 2018) (P.L. 115-141, Division P), was
incorporated into the Consolidated Appropriations Act, 2018, which was enacted
on March 23, 2018. This act includes provisions that improve and accelerate the
spectrum auction process.

e The Making Opportunities for Broadband Investment and Limiting Excessive
and Needless Obstacles to Wireless (MOBILE NOW) Act (P.L. 115-141,
Division P, Title VI), which was also incorporated into the Consolidated
Appropriations Act, 2018 (enacted on March 23, 2018), requires federal agencies
to make decisions on applications and permit requests for placing wireless
infrastructure on federal property in a timely and reasonable manner; this act also
directs the federal government to conduct assessments of spectrum in the 3 GHz
band and in the millimeter wave frequencies to determine whether authorizing
licensed or unlicensed wireless broadband services in those bands is feasible,
and, if so, which frequencies are best suited for such operations.

The 115™ Congress considered legislation to allocate additional spectrum for mobile
communications, and to expand wireless services in rural areas:

e The Advancing Innovation and Reinvigorating Widespread Access to Viable
Electromagnetic Spectrum (AIRWAVES) Act (S. 1682) was introduced in the
Senate on August 1, 2017, and would have created a national pipeline of
spectrum for commercial use, to incentivize industry to expand wireless services.
If passed, the bill would have required the federal government to identify
additional spectrum for commercial licensed and unlicensed use (including 5G),
and to allocate 10% of the proceeds from the designated spectrums to expand
wireless infrastructure in rural areas. The bill was referred to the Committee on
Commerce, Science, and Transportation, where there was no further action on the
bill. A related bill (H.R. 4953) was introduced in the House on February 6, 2018,
and referred to the Committee on Energy and Commerce, Subcommittee on
Communications and Technology, where there was no further action on the bill.

Some Members introduced resolutions in support of 5G technologies and services:

e S.Res. 242 and H.Res. 521 introduced in August and September 2017,
respectively. The resolutions would have expressed the sense that the United
States should commit to modernizing infrastructure policies to meet demand for
wireless broadband services, to increase access, quality, and affordability of
broadband services, and to promote economic development and digital
innovation throughout the United States. If passed, the resolutions would have
shown congressional support for the deployment of 5G technologies in the
United States.

Legislation was introduced to address the challenges of small site deployment:

e The Streamlining the Rapid Evolution and Modernization of Leading-edge
Infrastructure Necessary to Enhance (STREAMLINE) Small Cell Deployment
Act (S. 3157), introduced on June 28, 2018, would have set criteria for state and

Congressional Research Service R45485 - VERSION 3 - UPDATED 33


http://www.congress.gov/cgi-lis/bdquery/R?d115:FLD002:@1(115+141)
http://www.congress.gov/cgi-lis/bdquery/R?d115:FLD002:@1(115+141)
http://www.congress.gov/cgi-lis/bdquery/z?d115:S.1682:
http://www.congress.gov/cgi-lis/bdquery/z?d115:H.R.4953:
http://www.congress.gov/cgi-lis/bdquery/z?d115:S.Res.242:
http://www.congress.gov/cgi-lis/bdquery/z?d115:H.Res.521:
http://www.congress.gov/cgi-lis/bdquery/z?d115:S.3157:

Fifth-Generation (5G) Telecommunications Technologies: Issues for Congress

local review of cell siting applications, deadlines for approvals of applications,
and restrictions on fees that state and local governments may charge. The bill was
referred to the Committee on Commerce, Science, and Transportation, where
there was no further action on the bill.

Four bills were introduced that addressed cybersecurity issues:

The Securing the Internet of Things Act of 2017 or Securing IoT Act of 2017
(H.R. 1324), introduced on March 2, 2017, would have required equipment using
certain frequencies to meet new cybersecurity standards defined by the FCC and
the National Institute of Standards and Technology.

The State of Modern Application, Research, and Trends of [oT Act or SMART
IoT Act (H.R. 6032) was introduced on June 7, 2018. The bill would have
directed the Department of Commerce to conduct a study on Internet-connected
devices industry in the United States. This bill passed in the House on November
28, 2018; the bill was received in the Senate on November 29, 2018, where it was
referred to the Committee on Commerce, Science, and Transportation; there was
no further action on the bill.

The Interagency Cybersecurity Cooperation Act (H.R. 1340) introduced on
March 2, 2017, would have required the FCC to create a new interagency
committee to examine security reports related to telecommunications and
produce recommendations for preventing and mitigating against attacks. It would
have also defined communications networks as “critical infrastructure,” subject
to national security requirements. The bill was referred to the Committee on
Energy and Commerce, Subcommittee on Communications and Technology and
the Committee on Oversight and Government Reform where there was no further
action on this bill.

The Cyber Security Responsibility Act (H.R. 1335) would have required the FCC
to issue rules for securing communications networks and define communications
networks as “critical infrastructure.” The bill was referred to the Committee on
Energy and Commerce, Subcommittee on Communications and Technology;
there was no further action on this bill.

Congress also addressed national security concerns related to telecommunications:

The John S. McCain National Defense Authorization Act (NDAA) for Fiscal
Year (FY) 2019 (P.L. 115-232), enacted on August 13, 2018, prohibited the heads
of federal agencies from procuring telecommunications equipment or services
from Huawei, ZTE Corporation, and other companies linked to the government
of China that could pose a counterintelligence and national security threat to the
United States.

Hearings held during the 115" Congress that have discussed 5G and related topics have included

“Race to 5G: Exploring Spectrum Needs to Maintain U.S. Global Leadership,”
Senate Committee on Commerce, Science, and Transportation, July 25, 2018.

“Realizing the Benefits of Rural Broadband: Challenges and Solutions,” House
Committee on Energy and Commerce, Subcommittee on Communications and
Technology, July 17, 2018.
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e “Oversight of the Federal Communications Commission,” House Committee on
Energy and Commerce, Subcommittee on Communications and Technology, July
18, 2018.

e “Race to 5G and Its Potential to Revolutionize American Competitiveness,”
House Committee on Energy and Commerce, Subcommittee on Communications
and Technology, November 16, 2017.

e “Cybersecurity of the Internet of Things,” House Committee on Oversight and
Government Reform, Subcommittee on Information Technology, October 3,
2017.
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