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Blockchain Technology and Agriculture

Some stakeholders in the technology, agriculture, and food
sector have advocated for the use of blockchain technology
to trace agricultural products as they move throughthe
supply chain and to verify theirauthenticity. Many expect
use ofblockchain technology to increase in this sector.
Congress may consider federal investments in blockchain
technology research, technical assistance, and infrastructure
to supportemerging applications of this technology .
Congress alsomay face questions regarding theregulation
of particularuses of blockchain technology.

What Is Blockchain Technology?
Blockchain is adistributed ledger technology for securely
recording and authenticating information about sequential
eventsortransactions. It is commonly associated with the
financial services sectordueto its use in cryptocurrencies,
butitalso has potential applications in agriculture.

Unlike traditional data systems, blockchain technology does
notrely on a centralauthority to maintain records or verify
transactions onbehalf of users. Instead, members of a
blockchain platformeach have access to automatically
updated copies of alltransactions. Every transaction is
recorded in anewblock in the chain. Each block has several
pieces of information: the data itself; a hash value, or
alphanumeric string, cryptographically determined by the
data; and the hashofthe previous block in the chain.

Selected Blockchain Qualities

Tamper-Evident. The data in each block in a blockchain has
a cryptographically determined hash (an alphanumeric string).
Each block contains the hash for the current and prior
transactions. Altering data inherently alters its hash. Thus,
data tampering is evident when a block’s hash and the next
block’s record of the prior block’s hash do not match.

Tamper-Resistant. Blockchain community members each
have access to automatically updated copies of the blockchain.
If the data in one copy is tampered with, it would not match
the other copies, and the community would not accept that
chain as the consensus chain of events.

Transparent. Although each member of a blockchain
community may not have permission to read the datain each
block, each member has access to a current copy of the
ledger and can view changes and additions to the chain.

Decentralized. Blockchain does notrely on a central

authority to maintain data. Consensus among the community
serves this role.

Designers of a blockchain can customize its rules
dependingon thelevel of trust among community members
and other variables. Forexample, the blockchain
community can be public or private, with varying levels of

trust granted and information accessible to different
members.

Potential Applications in Agriculture
Recent outbreaks of foodborne illnessand investigations of
fraud in the organic food sector have illuminated
weaknesses in information aboutagricultural supply chains.
Proponents view blockchain technology as a potential
solutionto certainexisting concerns, such as the following:

e reducing thetime it takes to identify the source of
foodborneillness;

e targeting food forremovalas opposed to the loss of
entire stocks; and

e ensuringclaims made about food (e.g., authenticity of
being organic).

Potential Challenges for Agriculture
While blockchain technology is a potential solution to some
issues in agriculture and food supply chains, certain general
and sector-specific challenges may impede its utility and
adoption. Another consideration is that in many instances,
solutionsthatare simplerand less resource-intensive than
blockchain technology may adequately address specific
needs. Prospective users may consider whether the potential
benefits of blockchain technology outweigh any limitations
or costs particularto their situations.

Infrastructure: Internet Access

Blockchain requires an internet connection toupload new
datato the blockchain andto maintain updated copies of the
ledger held by community members. Lack of internet
access, orinconsistent access, in locations where
agricultural products originate and are processed and
packaged may impede successful use ofthis technology.

Standards and Interoperability

As with many newand emerging technology applications,
there are not yet consistentstandards and digital platforms
to facilitate the shared use of blockchain technology by
multiple users across theagriculture and food sector. All
members ofa single supply chain mustadoptthe same
standards and platformto participatein a shared
blockchain. Lack of adoption, oradoption of different
standards and platforms, could exclude some suppliers or
providers of otherservices (e.g., packaging, transportation)
from certain supply chains. Sunk costs of initial technology
investments could tie participants to a particular supply
chain and impede their flexibility to work with other
elements ofthe food system.
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Technology: Bridging the Digital-Physical Divide

In the example case of cryptocurrency, there is a direct
relationship betweenthe digital dataon theblockchain (i.e.,
the currencytransactions) andthe product (i.e., the
currency’s value). In agricultural applications, digital data
in a blockchainrepresents events associated with a physical
product. Theseevents must be recorded, by manually
recording data or through manual or automated scanning of
digital markers on the product or its packaging (e.g., RFID
tags, QR codes). Internet of things (10 T) devices—which
wirelessly connect to the internetand cantransmit data
from sensorsand other technologies—may be used to
automatically upload relevant data to the blockchain.
Designers of blockchain systems foragricultural products
may consider these and other options. Manual dataentry
could introduceerrors thatwould be immutably recorded in
the blockchain, and protocols to address such errors may be
required. Various types of digital markers may require
different physical infrastructure or handling methods.

Example Use Cases

Participants in agricultural supply chains have predicted,
piloted, oradoptedthe useof blockchain technology to
achieve goals, which include improving food safety,
authenticating high-value products, and verifying
compliance with the terms of certification programs.
Selected examples are discussed below.

Food Safety: Walmart Leafy Greens

Walmart is the leading grocery retailer (by grocery sales)
and the largest purchaser of locally sourced produce in the
United States. In 2016, Walmart piloted the use of
blockchain to tracefreshmangoand pork through its supply
chain. The mango pilot project demonstrated that, with
blockchain, Walmart could tracethe sourceof mangosin a
store in 2.2 seconds, versus seven days with traditional
methods. In 2018, Walmart launched the Walmart Food
Traceability Initiative, which requires its suppliers of leafy
greens to participate in a blockchain network. The initiative
aims to enable tracing the source of contaminated products
within seconds andto increase theefficiency and precision
of food recalls. Forexample, the blockchain could assist in
rapidly identifying the source of lettuce contaminated with
the bacteria Escherichiacoli. Since September 2019, all
suppliers of leafy greensto Walmart have participated in its
blockchain network.

Premium Sourcing: Beefchain

Consumers oftenpay a premiumfor beef from free-range
and grass-fed cattle, compared with beef fromcattle raised
conventionally. Ranchers who employ these premium
practices may notrecoupthe full price premium without
trustedrecordkeeping. Beefchain is a private company that
has partnered with Wyoming ranchersto enhance the
traceability of theirmanagement practices throughoutthe
supply chain, usinga combination of blockchain technology
and monitoring with 10T devices. Beefchain aims to allow
ranchers to benefit frompremium pricing and assure
consumers of the authenticity of the beefthey purchase.
Beefchain is the first blockchain solution approved by the
U.S. Department of Agriculture (USDA) under its Process
Verified Program (PVP).
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Certification: USDA National Organic Program
Misrepresented sourcing of agricultural products is a
concern forsuppliers, retailers, and consumers of organic
agricultural products. Organic fraud occurs when a product
is presented as being certified but was produced with
prohibited practices. USDA ’s A gricultural Marketing
Service (AMS) administers the National Organic Program
(NOP) and has implemented policies in recentyearsto
better investigate and enforce against fraud. Some have
proposed using blockchain technology to verify adherence
to NOP standards throughoutorganic supply chains. In a
2020 proposedrule on Strengthening Organic Enforcement,
AMS anticipatedthat blockchain technology, referred to as
“digital ledgertechnology,”will play arole in supply chain
traceability and encouragedthe developmentand use of this
and otherelectronic tracking systems for certified organic
products.

“AMS expects electronic tracking systems, including
digital ledger technology (DLT), will play an essential
role in supply chain traceability” related to USDA’s
enforcement of its certified organic standards. (85
Federal Register 47536)

Congressional Interest

Congress has expressed interest in diverse applications of
blockchain technology, including agricultural applications.
In 2018, two subcommittees of the House Committee on
Science, Space, and Technology held the hearing Beyond
Bitcoin: Emerging Applications for Blockchain Technology
(H.Hrg. 115-47). This hearing included testimony from
Walmart’s vice president for food safety, among other
witnesses. Various public and private interests may callon
Congressto consider regulating the use of blockchain
technology in the agriculture and food sector. The
Congressional Blockchain Caucus, launched during the
114" Congress, seeks to study and understand the
implications of blockchaintechnology and advocates fora
limited regulatory approach.

Congressalsomay consider whether to appropriate funds to
further develop this technology for use in agriculture and
food supply chains. Areas of opportunity may include
investments in rural broadband; research and development
of technologies and infrastructureto recordand share
blockchain data (e.g., loT devices, digital markers,
software, blockchain design); economic and social science
research on potential blockchain applications; and federal
agency staffing and coordination, if federal programs come
to require newand specialized knowledge. The House
reports accompanying appropriations bills for FY2020
(H.Rept. 116-107) and FY2021 (H.Rept. 116-446)
encourage USDA’s National Institute of Foodand
Agriculture to “coordinate research to reduce therisk of
foodborneillness through the use of blockchain
technology.”

Formore information on blockchain technology, see CRS
Report R45116, Blockchain: Background and Policy Issues,
by Chris Jaikaran.

Genevieve K. Croft, Analystin Agricultural Policy
IF11829

https://crsreports.congress.gov



Blockchain Technology and Agriculture

Disclaimer

This document was prepared by the Congressional Research Service (CRS). CRS serves as nonpartisan shared staff to
congressional committees and Members of Congress. It operates solely at thebehest of and under thedirection of Congress.
Information ina CRS Report should not be relied uponfor purposes other than public understanding of information that has
been provided by CRS to Members of Congress in connection with CRS’s institutional role. CRS Reports, as a work ofthe
United States Government, are notsubject to copyright protection in the United States. Any CRS Report may be
reproducedand distributed in its entirety without permission fromCRS. However, as a CRS Report may include
copyrighted images or material froma third party, you may needto obtain the permission of the copyright holder if you
wish to copy or otherwise use copyrighted material.
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