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SUMMARY 

 

Consumer Finance and Financial Technology 
(Fintech) 
Fintech (short for financial technology) refers to advances in technology incorporated into 

financial products and services. Many companies—both traditional financial firms and new 

technology-focused entrants to the market—are developing fintech products, making it a subject 

of increased interest for the public and policymakers. Fintech has the potential to continue to 

change consumer finance products and services, including in consumer payments and lending 

markets. These market changes could lead to both benefits and risks for consumers. 

Internet access, mobile technology, electronic payment improvements, alternative data, and 

artificial intelligence (AI) have been used to create new fintech products for consumers. Some 

recent consumer fintech products include peer-to-peer (P2P) payments, digital wallets, consumer 

data aggregation services, marketplace lending, and “buy now, pay later” (BNPL) financing.  

New technology could improve consumer experiences, lower the cost of providing financial 

products, and expand access to underserved consumers. For example, internet-based or mobile 

financial products may help consumers manage their finances better and provide more affordable 

access to financial services. New electronic payment methods, such as P2P payments, can make payments between 

individuals easier, faster, and less expensive. In addition, these new technologies may enhance consumer loan underwriting—

when a lender evaluates the likelihood that a loan applicant will make timely repayment. For example, alternative data (i.e., 

information not traditionally used for underwriting) and AI may enhance the pricing of default risk for lenders, possibly 

expanding credit access or making credit less expensive for some consumers. 

Fintech products could also pose new risks for consumers that raise new policy issues. Policymakers designed many of the 

existing financial laws and regulations before the most recent technological changes. This raises questions concerning 

whether the existing legal and regulatory frameworks, when applied to fintech, effectively mitigate risks without unduly 

hindering the development of beneficial technologies. Policymakers debate how consumer protection laws and regulations 

should apply to new fintech products. For example, fintech products often access sensitive consumer financial data, which 

may introduce privacy and cybersecurity concerns, raising questions over what consumer information is appropriate to collect 

and use. Fintech innovations may also have impacts on market competition. Moreover, consumer loan underwriting models 

using alternative data and AI could introduce fair lending risks due to biases in data or model development. Changes in 

technology may also make it easier to commit fraud or scams against consumers. 

The Consumer Financial Protection Bureau (CFPB) is the primary consumer protection regulator for consumer financial 

products and services. One of the CFPB’s statutory objectives is to ensure that “markets for consumer financial products and 

services operate transparently and efficiently to facilitate access and innovation.” In the CFPB’s more than a decade-long 

history, the agency has approached innovation, financial technology, and regulatory uncertainty in different ways, depending 

on its leadership. Currently, the CFPB is working on a new regulation to implement Section 1033 of the Dodd-Frank Wall 

Street Reform and Consumer Protection Act (P.L. 111-203) and clarify standards around consumer-authorized access to 

financial data. Data access could facilitate competition and fintech innovation in consumer financial services, depending on 

how data sharing practices develop and how the regulatory framework is structured. 
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Consumer finance refers to the saving, borrowing, and investment choices that households make 

over time.1 These financial decisions can be complex and can affect households’ financial well-

being both now and in the future. Safe and affordable financial services are important tools for 

most American households as they avoid financial hardship, build assets, and work to achieve 

financial security over the course of their lives.  

Fintech (short for financial technology) refers to advances in technology incorporated into 

financial products and services.2 Fintech has the potential to continue to change the consumer 

finance landscape. For example, fintech products could improve consumer experiences and 

reduce costs for financial products and services. These benefits could help some consumers 

manage their finances better and access more affordable products. In addition, these new 

technologies may enhance consumer loan underwriting—when a lender evaluates the likelihood 

that a loan applicant will make timely repayment. These technological developments could 

facilitate more access to credit for some consumers. However, new technologies could also pose 

risks that could lead to unanticipated financial losses or other harmful outcomes.  

Many companies—both traditional financial firms and new technology-focused entrants to the 

market—are developing fintech products, making it a subject of great interest for Congress and 

the public. Policymakers designed many financial laws and regulations before the most recent 

technological changes. This raises questions concerning whether the existing legal and regulatory 

frameworks, when applied to fintech, effectively mitigate risks without unduly hindering 

beneficial technology development. For example, some fintech products may be regulated 

differently depending on whether the company offering the product holds a bank charter. In 

addition, new technologies may introduce new consumer risks, such as increased privacy, 

security, or fraud risks. Recent Congresses have debated whether current consumer protection 

laws and regulations sufficiently protect consumers from these new risks while promoting 

innovation. 

The 2010 Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank Act; P.L. 

111-203) established the Consumer Financial Protection Bureau (CFPB) to implement and 

enforce federal consumer financial law while promoting fair, transparent, and competitive 

markets for consumer financial services and products.3 One of the CFPB’s statutory objectives is 

to ensure that “markets for consumer financial products and services operate transparently and 

efficiently to facilitate access and innovation.”4 The CFPB may issue and enforce rules that affect 

both bank and nonbank financial institutions. However, the CFPB’s supervisory authority varies 

based on charter, activities, and size of institutions.  

This report focuses on U.S. consumer fintech products related to consumer accounts, electronic 

payments, and lending. The first section of the report discusses consumer electronic payments 

and accounts, and the second section discusses consumer lending. Both of these sections include 

descriptions of selected new technologies, discussion of selected fintech financial products, and 

relevant laws in these consumer markets. The last section discusses selected policy issues relating 

to fintech and consumer finance.  

                                                 
1 For an introduction to consumer finance, see CRS In Focus IF11682, Introduction to Financial Services: Consumer 

Finance, by Cheryl R. Cooper. 

2 For more background on financial services and fintech, see CRS Report R46332, Fintech: Overview of Innovative 

Financial Technology and Selected Policy Issues, coordinated by David W. Perkins. 

3 For more information on the CFPB, see CRS In Focus IF10031, Introduction to Financial Services: The Consumer 

Financial Protection Bureau (CFPB), by Cheryl R. Cooper and David H. Carpenter. 

4 P.L. 111-203, §1021. 
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Consumer Electronic Payments and Accounts 
Electronic retail payment services allow consumers to pay merchants for goods and services 

without cash, frequently referred to as payment transactions or services. Payment services can be 

offered through many consumer financial products, including through consumer accounts. 

Consumer accounts, such as checking or savings accounts, allow consumers to deposit money 

and make payments.5 Consumers can use these services to pay bills, facilitate payments or 

transfers, or withdraw cash.  

Over the past few decades, U.S. consumers have increasingly made payments using card-based 

devices such as debit and credit cards. Given the rise of internet shopping and the shift away from 

cash, electronic retail payment services account for a growing share of daily purchases. Retail 

payments tend to generate a large number of transactions that have a relatively small value per 

transaction. The U.S. financial system processes millions of transactions each day to facilitate 

purchases and payments. The most common methods of noncash payment are debit cards 

(including direct bank account payments such as automatic bill payments) and credit cards.6 

In recent years, new fintech products in the payments, accounts, and personal finance 

management space have gained popularity among consumers. This section discusses new 

technologies that support these products, including internet access, mobile technology, and 

electronic payment technology. It then discusses selected fintech products—peer to peer (P2P) 

payments, digital wallets, and financial data aggregation services. Lastly, the section reviews 

related consumer protection and data security laws and regulations. 

Significant Technologies and New Products 

Internet access and electronic payment technology have impacted consumer account and payment 

services, facilitating the evolution of new products, such as P2P payments, digital wallets, and 

data aggregation services. 

Internet Access and Mobile Technology 

Online banking refers to “using a computer or tablet” to access bank services through the internet; 

mobile banking refers to “using an app, text messaging, or internet browser on a mobile phone” to 

access bank services.7 Internet-based and mobile financial products may be able to provide more 

affordable or convenient access to financial services for many consumers, creating opportunities 

for fintech products to attract consumers to their offerings. In recent years, the consumer financial 

services market has increasingly incorporated internet access and mobile technology to provide 

products and services to consumers. For example, a 2021 government survey found that mobile 

banking was the most common way consumers accessed their bank accounts, and online banking 

was another popular option—43.5% of consumers reported mobile banking and 22% reported 

online banking as their primary method to access their bank accounts.8 Moreover, as account 

                                                 
5 Banks or credit unions traditionally provide checking and savings accounts, and consumers’ deposits are government 

insured (up to a certain amount) against the institutions’ failure. 

6 Kevin Foster, Claire Greene, and Joanna Stavins, The 2021 Survey and Diary of Consumer Payment Choice: 

Summary Results, Federal Reserve Bank of Atlanta, September 17, 2022, https://www.atlantafed.org/banking-and-

payments/consumer-payments/survey-and-diary-of-consumer-payment-choice/2021-survey-and-diary.aspx. 

7 Federal Deposit Insurance Corporation (FDIC), 2021 FDIC National Survey of Unbanked and Underbanked 

Households, October 2022, p. 4, https://www.fdic.gov/analysis/household-survey/2021report.pdf. 

8 FDIC, 2021 FDIC National Survey of Unbanked and Underbanked Households, p. 4. 
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information has increasingly become electronic, these technologies have been used to develop 

new fintech products—for example, to help consumers manage their money. However, internet 

and mobile technologies may also increase data security and fraud risks to consumers. 

Electronic Payment Technology Changes 

Electronic payments are a long-standing part of the financial system. For 60 years, Americans 

have been using payment cards (such as debit and credit cards) that send messages electronically 

to financial institutions to transfer funds from the purchaser to the seller. Today, noncash 

electronic payments predominate the marketplace.  

In recent years, new payment technologies have broadened the universe of retail payment 

providers and facilitators. Technological advances in digitization and data processing and storage 

have significantly increased the availability and convenience of electronic payments. New 

products and services offer faster, more convenient payment for individuals and businesses, and 

the numerous options on offer foster competition and innovation among service providers. 

Currently, many new payment services are layered on top of existing electronic payment systems, 

which may limit their speed.9 

Today, consumers have several options to make electronic, noncash transactions. One of the 

byproducts of the COVID-19 pandemic is an increase in internet shopping that has encouraged 

demand for electronic payments. Perhaps not coincidentally, the universe of electronic payment 

options has increased substantially, with new payment technologies emerging for consumers, 

further facilitating electronic payments. For instance, consumers can make purchases by swiping, 

inserting, or tapping their cards to payment terminals; they can store their preferred payment 

information in digital wallets; or they can use apps to scan barcodes on their mobile phones that 

link to payments of their choice. Further, merchants also enjoy electronic payment innovations 

that allow them to accept a range of payment types while limiting the need to manage cash.10 

However, new electronic payment technologies may also introduce consumer protection risks, 

such as the risk of unauthorized transfers or data security risks. 

Peer to Peer (P2P) Payments 

P2P payments allow a consumer to send funds directly to another consumer from a consumer 

account. For example, PayPal, Venmo, Cash App, and other technological platforms allow 

consumers to store payment information for credit and debit cards, hold balances in digital 

wallets, and even access credit products for certain purchases. Payment platforms that facilitate 

P2P payments have increased in popularity in the past few years. In 2021, almost half of all 

households reported using nonbank online payment services, such as PayPal, Venmo, and Cash 

App.11 Another form of P2P payment that has grown in popularity is cross-border remittances. 

(See text box.)  

                                                 
9 Most payments flow through both retail and wholesale payment systems before they are completed. Consumers 

access retail payment systems to purchase goods and services, pay bills, obtain cash through withdrawals and advances, 

and make person-to-person transfers. Consumers’ financial institutions access wholesale systems to complete the 

payments. In the United States, systems accessed by consumers are operated by the private sector, whereas systems 

accessed by banks to complete those transactions are operated by the Federal Reserve (Fed) or the private sector. For 

more information, see CRS Report R45927, U.S. Payment System Policy Issues: Faster Payments and Innovation, by 

Cheryl R. Cooper, Marc Labonte, and David W. Perkins. 

10 For more information on the retail electronic payment system, see CRS In Focus IF11893, Merchant Discount, 

Interchange, and Other Transaction Fees in the Retail Electronic Payment System, by Andrew P. Scott. 

11 FDIC, 2021 FDIC National Survey of Unbanked and Underbanked Households, p. 4. 
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Remittance Transfers 

Remittances are a prominent type of cross-border financial transfer, often made by migrant families. The financial 

institutions involved in the $540 billion remittances12 market can be banks or credit unions, but they are often 

money transmitters officially licensed to operate money-transfer businesses, such as MoneyGram, Western Union, 

or other nonbank financial institutions (including post offices). A remittance transaction typically involves a sender, 

a recipient, intermediaries in both countries, and a payment system used by the intermediaries. As migrants have 

become more integrated into the global economy, their involvement in the economic activities of their home 

countries has also increased. Remittances have increased steadily over the past three decades and are the largest 

source of external finance for low- and middle-income countries. 

In recent years, increased use of technology in developing countries has facilitated the use of mobile phone-based 

and other electronic payment methods (such as PayPal). Some fintech companies are investing in these new 

payment technologies in order to try to make remittance transfers faster and less costly to consumers. 

Digital Wallets 

A digital wallet is a software application that stores payment or account details to facilitate 

traditional payments that use bank and credit card details and/or cryptocurrency transactions.13 

Wallets are not themselves accounts or payments but are a vehicle for accessing traditional 

accounts or P2P fintechs for the purposes of making payments or transfers. Digital wallets are 

generally used for (1) payments to merchants through the use of near-field communication or QR 

codes for in-person purchases; (2) P2P transfer of funds through an app, text message, or QR 

code; (3) storing value from a linked bank account or debit card on an app-based account; or (4) 

storing, providing access to, and transacting in cryptocurrency.14 While consumers may use 

digital wallets for purposes similar to a bank account, digital wallet providers are generally not 

chartered banks. Digital wallets generally require internet-connected hardware, such as a 

smartphone. Some, including Apple Pay and Google Pay, may work only with certain devices and 

associated operating systems. Others, such as PayPal and Cash App, can be downloaded and 

accessed from a range of devices irrespective of operating system.  

Financial Data Aggregation Services 

The proliferation of electronic consumer data—for example, from digital account and payment 

information—have affected financial services. Financial products and services that rely on new 

sources of consumer data can provide improved and innovative offerings to consumers.15 Some 

companies provide data aggregation services, wherein consumers give the aggregator permission 

to access information across their financial accounts and put it into a standardized summarized 

form to help consumers manage their money. In addition, some companies enable other 

application services to connect to consumers’ financial accounts in order to provide new services, 

such as P2P transfers and other payment services. New financial products that take advantage of 

                                                 
12 World Bank, “Defying Predictions, Remittance Flows Remain Strong During COVID-19 Crisis,” press release, May 

12, 2021, https://www.worldbank.org/en/news/press-release/2021/05/12/defying-predictions-remittance-flows-remain-

strong-during-covid-19-crisis.  

13 For more background on digital wallets and policy issues, see CRS In Focus IF12079, Digital Wallets and Selected 

Policy Issues, by Paul Tierno and Andrew P. Scott. 

14 For background on cryptocurrency, see CRS Report R45427, Cryptocurrency: The Economics of Money and 

Selected Policy Issues, by David W. Perkins. 

15 For more information, see U.S. Department of the Treasury, A Financial System That Creates Economic 

Opportunities: Nonbank Financials, Fintech, and Innovation, July 2018, pp. 22-44, https://home.treasury.gov/sites/

default/files/2018-08/A-Financial-System-that-Creates-Economic-Opportunities—Nonbank-Financials-Fintech-and-

Innovation.pdf. 
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data aggregation could enable consumers to better manage their personal finances, automate or 

set goals for saving, receive personalized product recommendations, apply for loans, and perform 

other tasks. Some companies that provide personal finance and money software include Intuit 

(Mint and Credit Karma) and Envestnet (Yodlee).16 Market reports suggest that these types of 

products have benefited from an increased use of mobile and online banking.17 Younger adults 

tend to be more likely to use these products, and market reports forecast that the industry may 

grow as younger people enter the workplace and adopt these products.18  

Selected Relevant Laws and Regulations 

This section highlights laws and regulations relating to consumer accounts and payments. It 

includes consumer protections for unauthorized transfers, data security protections, and deposit 

insurance. As discussed in the policy issues section of this report, questions exist about whether 

and how these types of consumer protections should apply to various fintech products. 

Unauthorized Transfers and Related Payments Consumer Protections 

Sometimes, transactions do not get accounted for properly. For example, a consumer may 

experience a fraudster or someone else using his or her card without permission. A consumer 

using a debit, credit, or prepaid card is protected by the Electronic Funds Transfers Act (EFTA; 

P.L. 95-630) and the Truth in Lending Act (TILA; P.L. 90-321), implemented through CFPB 

Regulations E and Z, respectively. Among other things, these regulations establish procedures for 

resolving errors and limiting consumer liability for unauthorized transactions. Generally, in cases 

where there is an unauthorized transaction, the consumer’s liability is limited to $50, provided the 

consumer promptly notifies the financial institution.19 Consumer liability limits under Regulation 

E are shown in the Appendix. 

Some fintech payment services, such as P2P payments, may not be subject to these laws or 

similar consumer protections. The consumer protections covering unauthorized transactions apply 

to the payment device (e.g., a debit, credit, or prepaid card), not the place where account 

information is stored. So while a consumer may use a digital wallet to store a variety of payment 

instruments—such as card account numbers, cash balances from P2P services (e.g., PayPal or 

Venmo), or crypto accounts—Regulations E and Z would apply only to transactions using 

covered payment devices (in this case, debit, credit, or prepaid cards). In other words, transfers of 

funds using a wallet may not be protected if the consumer does not fund the transaction with 

money from a covered account.  

                                                 
16 Campbell Lang, Personal Finance and Money Management Software Developers in the US, IBISWorld, September 

2022, p. 7, https://my.ibisworld.com/us/en/industry-specialized/od4756/about. 

17 Lang, Personal Finance and Money Management Software Developers, p. 8. 

18 Lang, Personal Finance and Money Management Software Developers, pp. 8, 18. 

19 Under Regulation E, an unauthorized electronic fund transfer (EFT) is any EFT from an account initiated by 

someone without authority to initiate the transfer. Under Regulation Z, a billing error includes a transaction that is not 

made by the account holder or by someone with authority to use the credit. 
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Data Privacy and Data Protections20 

As many fintech products track and use financial data, an especially pertinent law related to data 

security and financial data is the Gramm-Leach-Bliley Act (GLBA; P.L. 106-102).21 Enacted in 

1999, GLBA provides a framework for regulating the privacy practices of a number of financial 

institutions.22 This framework is built upon two pillars: limiting when a financial institution may 

disclose a consumer’s information and establishing standards for safeguarding records and 

information. The two major rules for implementing this framework are known as the Privacy 

Rule (Regulation P)23 and the Safeguards Rule.24 These rules are promulgated, supervised, and 

enforced by different government agencies, leading to different implementation by entity.25 

GLBA applies to individuals who obtain financial products for personal, family, or household use 

from a financial institution.26  

Other data security laws and regulations may also apply to consumer fintech products. The 

Federal Trade Commission Act (FTCA; 15 U.S.C. §45(a)) and the Consumer Financial Protection 

Act (Dodd-Frank Act, Title X; 12 U.S.C. §5531(a)) created broad authorities that may be applied 

to consumer data in financial services. The FTCA is broad and covers various individuals and 

entities, generally prohibiting “unfair or deceptive acts or practices” (UDAP) in or affecting 

commerce. The Federal Trade Commission (FTC) has brought UDAP cases against companies 

that fail to live up to their stated privacy policies or fail to safeguard consumer data. In addition, 

the FTC recently issued an advance notice of proposed rulemaking relating to “harmful 

commercial surveillance and lax data security.”27 Similarly, the Dodd-Frank Act provided the 

CFPB with authorities to police “unfair, deceptive, and abusive acts or practices” (UDAAP) in 

consumer financial products and services. Recently, the CFPB published guidance asserting that 

insufficient data protection or information security of sensitive consumer data could be 

considered an unfair act or practice under the Consumer Financial Protection Act.28  

                                                 
20 For more information on privacy and security regulation in financial services, see CRS Insight IN11199, Big Data in 

Financial Services: Privacy and Security Regulation, by Andrew P. Scott. 

21 Other relevant laws relating to types of financial data exist, such as the Fair Credit Reporting Act, the Federal Trade 

Commission Act, the Consumer Financial Protection Act, and federal securities law. For more information on this 

topic, see CRS Report R45631, Data Protection Law: An Overview, by Stephen P. Mulligan and Chris D. Linebaugh. 

22 15 U.S.C. §6801. 

23 For more information on Regulation P, see CFPB, “12 CFR Part 1016—Privacy of Consumer Financial Information 

(Regulation P),” https://www.consumerfinance.gov/policy-compliance/rulemaking/regulations/1016/. 

24 For more information on the Safeguards Rule, see Federal Trade Commission (FTC), “Safeguards Rule,” 

https://www.ftc.gov/enforcement/rules/rulemaking-regulatory-reform-proceedings/safeguards-rule. 

25 For more information on the different regulations relating to cybersecurity for the financial services industry, see 

CRS Report R44429, Financial Services and Cybersecurity: The Federal Role, by M. Maureen Murphy and Andrew P. 

Scott. 

26 GLBA defines financial institution broadly as an institution that engages in financial activities. GLBA relies on the 

Bank Holding Company Act of 1956 (12 U.S.C. §1843(k)) to define financial activities. The Privacy Rule and the 

Safeguards Rule define financial institution as one that is significantly engaged in those financial activities. For 

example, this definition includes companies such as mortgage brokers and tax preparers. It also includes companies 

they contract with (such as credit reporting agencies and ATM operators) that may receive customer information. And 

of course, it covers banks, which issue debit and credit cards. 

27 FTC, “FTC Explores Rules Cracking Down on Commercial Surveillance and Lax Data Security Practices: Agency 

Seeks Public Comment on Harms from Business of Collecting, Analyzing, and Monetizing Information About People,” 

press release, August 11, 2022, https://www.ftc.gov/news-events/news/press-releases/2022/08/ftc-explores-rules-

cracking-down-commercial-surveillance-lax-data-security-practices. 

28 CFPB, Consumer Financial Protection Circular 2022-04: Insufficient Data Protection or Security for Sensitive 

Consumer Information, August 11, 2022, https://www.consumerfinance.gov/compliance/circulars/circular-2022-04-
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Deposit Insurance and Bankruptcy Protections 

Some companies offering fintech products are chartered as banks, and others are not. When 

fintech companies are not chartered as banks, they may not be subject to the range of consumer 

protection laws that bank customers enjoy. For example, funds stored on a digital wallet are not 

deposits and are generally not eligible for deposit insurance.29 However, some wallets and certain 

registered pre-paid cards provide “pass-through insurance” if a consumer transfers money from a 

direct deposit to a wallet account. In this scenario, the wallet provider would act as a custodial 

agent and deposit the money into an insured bank account. Where insurance is not offered, 

policymakers may consider whether wallet users are under the false impression that their wallet 

balances are insured.  

Consumer Lending 
Households borrow money for a variety of reasons: for example, to finance investments—such as 

a home or education—and to build future wealth and for consumption smoothing (e,g., paying 

later to consume things now) and emergency expenses. Most households rely on credit to finance 

some of these expenses, because they do not have enough money saved to pay for them in full.30 

Consumer loan underwriting—when a lender evaluates whether to extend credit to a loan 

applicant and under what terms—can potentially be enhanced by these new technologies. In the 

past few decades, consumer loan underwriting has become more automated, as credit scores have 

increasingly become a part of the process for many types of consumer credit.31 In recent years, 

new technological changes in consumer lending have been used to update automated credit 

underwriting processes beyond traditional numeric credit scores, including in some cases, the use 

of the internet to accept applications, alternative data, and artificial intelligence (AI). These new 

technologies are used more frequently in fintech products than more traditional consumer lending 

products, particularly alternative data and AI. 

This section of the report discusses these new technologies, highlights two new fintech consumer 

lending products (marketplace lending and buy now, pay later), and reviews related consumer 

lending laws and regulations. 

Significant Technologies and New Products 

New technologies may continue to change the consumer lending market. A new data environment 

and new technologies enable underwriting to be performed online using a greater variety of more 

current data sources, potentially allowing for greater speed, accuracy, and confidence in loan 

decisions.32 This section highlights two important technology changes in consumer loan 

underwriting—alternative data and machine learning (ML). 

                                                 
insufficient-data-protection-or-security-for-sensitive-consumer-information/. 

29 A debit card stored on a digital wallet would be covered by deposit insurance, as the funds are pulled from a bank 

account. 

30 For an overview of major consumer finance markets, see CRS Report R45813, An Overview of Consumer Finance 

and Policy Issues, by Cheryl R. Cooper. 

31 For background on credit scores and the credit reporting system, see CRS Report R44125, Consumer Credit 

Reporting, Credit Bureaus, Credit Scoring, and Related Policy Issues, by Cheryl R. Cooper and Darryl E. Getter. 

32 U.S. Government Accountability Office (GAO), Data and Analytics Innovation: Emerging Opportunities and 

Challenges, GAO-16-659SP, September 2016, https://www.gao.gov/assets/680/679903.pdf. 
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Alternative Data33 

Alternative data generally refers to information used to determine a consumer’s creditworthiness 

that the national consumer reporting agencies—Equifax, Experian, and TransUnion—do not 

traditionally use to calculate a credit score.34 New technology makes it possible for financial 

institutions to gather other information, including financial and nonfinancial data, from a variety 

of sources. In a 2017 Request for Information, the CFPB included examples of alternative data, 

such as payments on telecommunications; rent or utilities; checking account transaction 

information; educational or occupational attainment; how consumers shop, browse, or use 

devices; and social media information.35 

These data could be used either in credit reports or by lenders directly to underwrite a loan. 

Alternative data could increase access to—and lower the cost of—credit for consumers without 

extensive credit histories, as lenders using alternative data are able to find new creditworthy 

consumers.36 At the same time, in cases where the alternative data includes negative or derogatory 

information, it could harm some consumers’ existing credit scores. 

Recent findings suggest that some types of alternative data—such as education, employment, and 

cash-flow information—might expand access to credit or make credit cheaper for some 

consumers.37 For example, results from the Upstart Network’s credit model, which uses 

alternative data to make credit and pricing decisions, showed that the model expanded the number 

of consumers approved for credit; lowered the rate consumers pay for credit on average; and did 

not increase disparities based on race, ethnicity, gender, or age.38 Another study suggests that 

cash-flow data may more accurately predict creditworthiness and that its use would expand credit 

access to more borrowers while meeting fair lending rules.39  

The collection and use of alternative data raise policy concerns related to data security and 

consumer protection.40 For example, some alternative data may be considered unfair to use to 

                                                 
33 For more information on alternative data in financial services, see CRS In Focus IF11630, Alternative Data in 

Financial Services, by Cheryl R. Cooper. 

34 These reporting agencies generally create consumer reports containing historical information about repayment on 

credit products such as mortgages, student loans, credit cards, and auto loans. Credit applications, bankruptcies, and 

debts in collection are also regularly included. In contrast, alternative data include additional consumer financial data 

not regularly contained in traditional credit files. For more information on the credit reporting system, see CRS Report 

R44125, Consumer Credit Reporting, Credit Bureaus, Credit Scoring, and Related Policy Issues, by Cheryl R. Cooper 

and Darryl E. Getter. 

35 CFPB, “Request for Information Regarding Use of Alternative Data and Modeling Techniques in the Credit 

Process,” 82 Federal Register 11185, February 21, 2017. 

36 According to the CFPB, credit scores cannot be generated for approximately 20% of the U.S. population due to their 

limited credit histories. Alternative data could be used to calculate scores for some consumers with limited credit 

histories, which would allow lenders to better determine their creditworthiness. For more information, see CRS In 

Focus IF11630, Alternative Data in Financial Services, by Cheryl R. Cooper. 

37 See Julapa Jagtiani and Catharine Lemieux, The Roles of Alternative Data and Machine Learning in Fintech 

Lending: Evidence from the LendingClub Consumer Platform, Federal Reserve Bank of Philadelphia, 

https://www.philadelphiafed.org/consumer-finance/the-roles-of-alternative-data-and-machine-learning-in-fintech-

lending.  

38 Patrice Ficklin and Paul Watkins, An Update on Credit Access and the Bureau’s First No-Action Letter, CFPB, 

August 6, 2019, https://www.consumerfinance.gov/about-us/blog/update-credit-access-and-no-action-letter/; and 

Marco Di Maggio, Dimuthu Ratnadiwakara, and Don Carmichael, Invisible Primes: Fintech Lending with Alternative 

Data, National Bureau of Economic Research, Working Paper no. 29840, March 2020.  

39 FinRegLab, The Use of Cash-Flow Data in Underwriting Credit: Empirical Research Findings, July 2019, 

https://finreglab.org/wp-content/uploads/2019/07/FRL_Research-Report_Final.pdf. 

40 For a longer discussion on the benefits and risks of alternative data to consumers, see CFPB, “Request for 
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make a lending decision, even if the data is predictive of future credit performance, particularly if 

it is not related to a consumer’s financial situation.41 Potential policy issues related to alternative 

data are discussed more in the policy issues section of the report. 

Automated Decisionmaking and Artificial Intelligence 

Financial firms have used algorithms—precoded sets of instructions and calculations executed 

automatically—to enable computers to make decisions for years, notably in loan underwriting. 

Faster computing power, cheaper data storage, and internet-based products have increased the 

prevalence of algorithms.42 Such automation may produce benefits if algorithmic analysis is 

better able to assess risks and predict outcomes than traditional human assessments are. The use 

of algorithms also raises concerns, particularly if automated programs do not perform as intended, 

possibly resulting in higher loan losses in new market environments or discrimination against 

protected groups.  

AI technologies—which are generally considered computerized systems that work and react in 

ways commonly thought to require intelligence, such as solving complex problems in real-world 

situations—have advanced rapidly in recent decades. ML is often referred to as a subfield of AI in 

which algorithms automatically improve their performance through experience with little or no 

human input.43 In particular, financial institutions may use ML models and other AI technologies 

to (1) flag unusual transactions for fraud detection and financial crime monitoring, (2) personalize 

consumer services, (3) make credit decisions, (4) inform risk management forecasting and 

auditing, and (5) identify potential cybersecurity threats.44 

ML models could improve efficiency and performance and reduce costs for financial institutions, 

potentially reducing prices and increasing access to financial services.45 AI technologies could 

make consumer lending models more accurate by identifying new patterns, such as changing 

credit conditions, and by automatically updating the models to make more accurate underwriting 

assessments.  

ML models can also introduce risks. In particular, AI may cause risks due to a lack of 

explainability, which is when it is difficult to explain why programs make particular decisions, 

and due to dynamic updating, which is when models evolve over time without oversight.46 

                                                 
Information Regarding Use of Alternative Data and Modeling Techniques in the Credit Process,” 82 Federal Register 

11185-11188.  

41 Carol Evans and Karen Pence, How Can Regulation Facilitate Financial Inclusion in Fintech?, Federal Reserve 

Bank of San Francisco, August 19, 2021, https://www.frbsf.org/community-development/publications/community-

development-investment-review/2021/august/how-can-regulation-facilitate-financial-inclusion-in-fintech/. 

42 Financial Stability Board, Artificial Intelligence and Machine Learning in Financial Services, November 1, 2017, p. 

8, https://www.fsb.org/wp-content/uploads/P011117.pdf.  

43 For background on artificial intelligence, see CRS Report R46795, Artificial Intelligence: Background, Selected 

Issues, and Policy Considerations, by Laurie A. Harris.  

44 U.S. Department of the Treasury, Federal Reserve, FDIC, CFPB, and National Credit Union Administration 

(NCUA), “Request for Information and Comment on Financial Institutions’ Use of Artificial Intelligence, Including 

Machine Learning,” 86 Federal Register 16837-16842, March 31, 2021. 

45 Ajay Agrawal, “The Economics of Artificial Intelligence,” McKinsey Quarterly, April 2018, 

https://www.mckinsey.com/business-functions/mckinsey-analytics/our-insights/the-economics-of-artificial-

intelligence. 

46 Treasury, Federal Reserve, FDIC, CFPB, NCUA, “Request for Information and Comment on Financial Institutions’ 

Use of Artificial Intelligence, Including Machine Learning.” 
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Potential policy issues with ML models are discussed more in the “Policy Issues” section of the 

report. 

Marketplace Lending 

Marketplace lending refers to certain online lending that relies on fintech.47 The industry is 

rapidly growing and evolving, and companies are continually developing new variants of existing 

business models.48 In addition, incumbent lenders—including banks and nonbanks—are 

increasingly adopting some of the technologies and practices of marketplace lending to varying 

degrees. Not all lending neatly divides into either marketplace or not marketplace. In this report, 

marketplace lending will refer to lending with the following characteristics: 

 Loans are made to individuals;  

 Marketplace lenders operate almost entirely online, with no physical customer 

retail space; 

 Underwriting is almost entirely automated and algorithmic; 

 Marketplace lenders are funded by issuing equity or selling loans to investors;  

 Loan origination involves the marketplace lender, funding providers, and 

sometimes banks; and 

 Some of these lenders may use alternative data to underwrite loans. 

Marketplace lending is small relative to total personal credit outstanding in the United States. 

Alternative finance including P2P and marketplace lending in the United States reached nearly 

$74 billion in 2020, up by 43% from $51.5 billion in 2019.49 However, this figure accounted for 

little more than 1% of the total consumer and small business loan market.50 One report noted that 

there are 46 domestic marketplace lending firms in the United States.51 Many of these 

marketplace lenders are still small, but a few prominent companies originate billions of dollars of 

                                                 
47 The term peer-to-peer lending was widely used during the early development of the industry. Marketplace lending 

includes P2P lending but also refers to a wider range of lending activity. P2P lending involves selling loans to 

individual people and used to be a very prevalent business model in the industry. However, large institutional investors 

and hedge funds play an increasingly prominent role in funding marketplace loans. For more information on 

marketplace lending, see CRS Report R44614, Marketplace Lending: Fintech in Consumer and Small-Business 

Lending, by David W. Perkins. 

48 Freddie Mac, Office of the Chief Economist, Marketplace Lending: The Final Frontier?, December 22, 2015, 

https://www.freddiemac.com/fmac-resources/research/pdf/dec_2015_public_outlook.pdf. 

49 Tania Ziegler et al., The 2nd Global Alternative Finance Market Benchmarking Report, Cambridge Centre for 

Alternative Finance, June 2021, p. 122, https://www.jbs.cam.ac.uk/wp-content/uploads/2021/06/ccaf-2021-06-report-

2nd-global-alternative-finance-benchmarking-study-report.pdf. 

50 Total consumer credit outstanding was more than $4.5 trillion in 2022 Q2. Nonfinancial, noncorporate business loans 

outstanding—a category that includes many small business loans—totaled about $1.5 trillion in 2022 Q2. See Federal 

Reserve, “Financial Accounts of the United States”, Second Quarter 2022, Debt of Nonfinancial Sectors. For 

noncorporate, see https://www.federalreserve.gov/releases/z1/dataviz/z1/nonfinancial_debt/table/; and for consumers, 

see https://www.federalreserve.gov/releases/z1/dataviz/z1/balance_sheet/table/. 

51 Ziegler et al., The 2nd Global Alternative Finance Market Benchmarking Report, p. 122. Another report noted 111 

companies in 2017. See CRS Report R44614, Marketplace Lending: Fintech in Consumer and Small-Business 

Lending, by David W. Perkins. The discrepancy could likely represent consolidation in the market, inaccurate figures 

of a highly fragmented industry, or both.  
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loans. For example, in the personal loan market, Lending Club originated more than $10 billion in 

loans52 and Upstart originated nearly $11.7 billion in loans in 2021.53  

“Buy Now, Pay Later” (BNPL)54 

BNPL is a form of point-of-sales financing in which a consumer can purchase an item now and 

pay for it later on an agreed-upon payment schedule. BNPL financing is often offered online and 

has generally been developed by nonbank fintech companies. BNPL financing allows consumers 

to pay for purchases in payments over time, generally without accruing interest. For example, 

some BNPL financing services may require four installment payments (“Pay in 4”) in two-week 

intervals. Other services may have regular payments over a shorter six-week period. The 

companies also charge affiliate fees to retailers that advertise on their websites or apps.55 

BNPL financing has been growing rapidly in recent years. Reports suggest that BNPL financing 

may have nearly tripled in 2021 compared to the previous year, rising from $8.3 billion in 2020 to 

$24.2 billion 2021.56 Moreover, according to the CFPB, the quarterly usage rate, which logs 

repeated use of BNPL services by discrete consumers, has also increased steadily from an average 

of nearly two purchases per BNPL user in the first quarter of 2019 to nearly three purchases at the 

end of 2021.57 More recently, BNPL companies’ business models have been tested with the 

shifting economic climate and the potential for increasing consumer defaults, and these factors 

may impact consumers’ ability to access BNPL financing in the future.58 Companies operating in 

the BNPL space include Klarna, Afterpay, Affirm, Splitit, and Sezzle.  

BNPL financing aims to help consumers with their personal cash flow. Compared to other 

traditional financial products, BNPL financing is often lower cost and more flexible. BNPL 

financing may be attractive to younger consumers who may be more fluent with technology and 

not have robust credit histories.59 A consumer may use BNPL financing through a merchant that 

embeds it as a payment option in the checkout process or directly on BNPL companies’ platforms. 

                                                 
52 Lending Club, 2022 annual 10-K filing, February 11, 2022, p. 51, https://d18rn0p25nwr6d.cloudfront.net/CIK-

0001409970/38cf0252-4350-40bf-9086-a3b958497978.html.  

53 Upstart, 2022 annual 10-K filing, February 18, 2022, p. 87, https://ir.upstart.com/static-files/d1cc24b2-2ad6-4236-

896e-df50359dfa5e. 

54 For more information on “buy now, pay later” financing, see CRS Insight IN11784, Rapidly Growing “Buy Now, 

Pay Later” (BNPL) Financing: Market Developments and Policy Issues, by Cheryl R. Cooper and Paul Tierno.  

55 CFPB, The Convergence of Payments and Commerce: Implications for Consumers, August 2022, pp. 3, 13-14, 

https://files.consumerfinance.gov/f/documents/cfpb_convergence-payments-commerce-implications-

consumers_report_2022-08.pdf. 

56 CFPB, Buy Now, Pay Later: Market Trends and Consumer Impacts, September 2022, 

https://files.consumerfinance.gov/f/documents/cfpb_buy-now-pay-later-market-trends-consumer-impacts_report_2022-

09.pdf. 

57 CFPB, Buy Now, Pay Later. According to the CFPB, “a usage rate of 2.5 means that the average BNPL borrower 

used the product 2.5 times in a quarter at a given lender.” 

58 AnnaMaria Andriotis and John Stensholt, “Missed Payments, Rising Interest Rates Put ‘Buy Now, Pay Later’ to the 

Test,” Wall Street Journal, June 1, 2022. 

59 Puneet Dikshit et al., Buy Now, Pay Later: Five Business Models to Compete, McKinsey and Company, July 29, 

2021; Pymnts, “BNPL Expands ‘Next Gen’ Label; Aims Across Demographics,” April 9, 2021, 

https://www.pymnts.com/buy-now-pay-later/2021/bnpl-expands-next-gen-label-aims-across-demographics/; and Tom 

Akana, Buy Now, Pay Later: Survey Evidence of Consumer Adoption and Attitudes, Federal Reserve Bank of 

Philadelphia, June 2022, pp. 6-8, https://www.philadelphiafed.org/-/media/frbp/assets/consumer-finance/discussion-

papers/dp22-02.pdf. 
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BNPL companies determine consumer terms through a soft credit check and a consumer’s past 

performance on the platform.60  

While BNPL companies generally do not charge interest or fees at the time of purchase, they 

charge a late fee if a customer does not make payment on time. BNPL financing services earn 

most of their revenue by charging merchants, who are willing to pay to attract new consumers to 

their merchandise. While some BNPL companies operate independently, others work with banks. 

In these instances, a company may buy the loans back from a bank or sell them to third parties.  

In December 2021, the CFPB announced that it had issued a market monitoring inquiry to collect 

information on BNPL loans from five companies: Affirm, Afterpay, Klarna, PayPal, and Zip.61 In 

January 2022, it published a notice and request for comments from the public about the BNPL 

market.62 In 2021 and 2022, the CFPB also published financial education materials advising 

consumers about the potential risks of BNPL loans63 and published research reports monitoring 

the BNPL market.64 

Selected Relevant Laws and Regulations 

This section of the report highlights selected relevant laws and regulations related to consumer 

lending, including consumer protections related to fair lending, credit reporting, and consumer 

disclosures. It also discusses the CFPB’s nonbank authorities in consumer lending markets. As 

discussed in the “Policy Issues” section of this report, questions exist about whether and how 

these types of consumer protections should apply to various fintech products. 

Fair Lending 

The Equal Credit Opportunity Act (ECOA; 15 U.S.C. §§1691-1691f) generally prohibits 

discrimination in credit transactions based upon certain protected classes, including sex, race, 

color, national origin, religion, marital status, age, and “because all or part of the applicant’s 

                                                 
60 For more information on the credit reporting system, see CRS Report R44125, Consumer Credit Reporting, Credit 

Bureaus, Credit Scoring, and Related Policy Issues, by Cheryl R. Cooper and Darryl E. Getter. 

61 CFPB, “Consumer Financial Protection Bureau Opens Inquiry into ‘Buy Now, Pay Later’ Credit: Buy Now, Pay 

Later Expected to Set New Records for Lending this Holiday Season,” press release, December 16, 2021, 

https://www.consumerfinance.gov/about-us/newsroom/consumer-financial-protection-bureau-opens-inquiry-into-buy-

now-pay-later-credit/. 

62 CFPB, “Notice and Request for Comment Regarding the CFPB’s Inquiry into Buy-Now-Pay-Later (BNPL) 

Providers,” 87 Federal Register 3511-3512, January 24, 2022. For more information, see Ashwin Vasan, Our Public 

Inquiry on Buy Now, Pay Later, CFPB, January 12, 2022, https://www.consumerfinance.gov/about-us/blog/our-public-

inquiry-buy-now-pay-later/. 

63 Nelson Akeredolu et al., “Should You Buy Now and Pay Later?,” CFPB, July 6, 2021, 

https://www.consumerfinance.gov/about-us/blog/should-you-buy-now-and-pay-later/; Andrew Braden, “Know Before 

You Buy (Now, Pay Later) This Holiday Season,” CFPB, December 16, 2021, https://www.consumerfinance.gov/

about-us/blog/know-before-you-buy-now-pay-later-this-holiday-season/; and CFPB, “What Is a Buy Now, Pay Later 

(BNPL) Loan?,” December 2, 2021, https://www.consumerfinance.gov/ask-cfpb/what-is-a-buy-now-pay-later-bnpl-

loan-en-2119/. 

64 CFPB, The Consumer Credit Card Market, September 2021, p. 163, https://files.consumerfinance.gov/f/documents/

cfpb_consumer-credit-card-market-report_2021.pdf; Martin Kleinbard and Amy Zirkle, “New Risks Emerge as Line 

between Payments and Commerce Blurs,” CFPB, August 4, 2022, https://www.consumerfinance.gov/about-us/blog/

new-risks-emerge-as-line-between-payments-and-commerce-blurs/; CFPB, The Convergence of Payments and 

Commerce, p. 12; and Cortnie Shupe, Greta Li, and Scott Fulford, Consumer Use of Buy Now, Pay Later, CFPB, 

March 2023, https://files.consumerfinance.gov/f/documents/cfpb_consumer-use-of-buy-now-pay-later_2023-03.pdf. 
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income derives from any public assistance program.”65 New technologies, such as alternative data 

and ML, raise questions about how lenders comply with ECOA and other fair lending laws. For 

example, alternative data may pose fair lending risks if they are correlated with ECOA-protected 

characteristics, such as race or ethnicity. In addition, ML models may contain training or 

historical data biases, potentially creating models that discriminate against protected classes. 

Questions exist about how to comply with fair lending laws when using these new technologies 

for consumer loan underwriting. 

Credit Reporting 

The Fair Credit Reporting Act (FCRA; 15 U.S.C. §1681) is the main statute regulating the credit 

reporting industry. The FCRA establishes consumers’ rights in relation to their credit reports as 

well as permissible uses of credit reports. Under the FCRA, a consumer must be told when 

information from a credit bureau has been used after an adverse action (generally a denial of 

credit) has occurred, and disclosure of that information must be made free of charge. Consumers 

also have the right to dispute inaccurate or incomplete information in their credit reports. The 

FCRA also imposes certain responsibilities on those who collect, furnish, and use the information 

contained in consumers’ credit reports. The FCRA may have implications for firms using 

alternative data for credit reporting or underwriting consumer loans. 

Disclosure Regulation 

Enacted in 1968, TILA is intended to ensure that consumers are provided with meaningful 

disclosure of credit terms, among other things.66 The CFPB implements TILA through Regulation 

Z.67 When TILA was originally enacted, the Federal Reserve Board had rulemaking authority 

over TILA, but the Dodd-Frank Act transferred this authority to the CFPB in 2011. Nine agencies 

have TILA enforcement authority, including the CFPB, the FTC, and the banking regulators.68 In 

general, TILA disclosure requirements apply to consumer credit that is subject to a finance charge 

or payable in more than four installments.69 For some fintech lending products, such as some 

BNPL financing services, TILA disclosure requirements may not apply, depending on how the 

financial product is structured. 

Nonbank Authorities 

Nonbank financial companies and traditional banking institutions provide fintech lending 

products. While nonbank financial companies are generally not regulated as banks for safety and 

                                                 
65 ECOA has historically been interpreted to prohibit both intentional discrimination and disparate impact 

discrimination, in which a facially neutral business decision has a discriminatory effect on a protected class. However, 

the Supreme Court’s reasoning in a June 2015 decision involving the Fair Housing Act, another federal 

antidiscrimination law, has sparked debate about whether disparate impact claims are covered under ECOA. For 

background on disparate impact claims, see CRS Report R44203, Disparate Impact Claims Under the Fair Housing 

Act, by David H. Carpenter. 

66 CFPB, Annual Report on the Truth in Lending Act, the Electronic Fund Transfer Act, and the Credit Card 

Accountability Responsibility and Disclosure Act, December 18, 2019, p. 5, https://files.consumerfinance.gov/f/

documents/cfpb_tila-efta-card-act-annual-report_2019.pdf. 

67 12 C.F.R. §1026. For more information on Regulation Z, see CFPB, “12 CFR Part 1026—Truth in Lending 

(Regulation Z),” https://www.consumerfinance.gov/policy-compliance/rulemaking/regulations/1026/.  

68 CFPB, Annual Report on the Truth in Lending Act, pp. 5-6. 

69 See CFPB, “Comment for 1026.2—Definitions and Rules of Construction,” Comment 2(a)(10), 

https://www.consumerfinance.gov/rules-policy/regulations/1026/interp-2/#2-a-10-Interp.  
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soundness, they generally need to comply with federal consumer protection and data security 

laws. Some consumer finance companies or debt agreements must also comply with relevant state 

laws, depending on their business models and where they operate. 

At the federal level, the CFPB has the authority in nonbank consumer financial markets to write 

regulations, enforce the law, and supervise companies in certain cases. The Consumer Financial 

Protection Act created the CFPB and provided it with authorities to police UDAAP in consumer 

financial product or service, as described earlier in this report.70 Dodd-Frank gives the CFPB 

authority to enact rules related to UDAAP. Generally, these authorities would apply to fintech 

consumer lending products, including when nonbank financial companies offer these products.71 

The CFPB’s supervisory authority varies based on charter, activities, and size of institutions. For 

example, Dodd-Frank expressly authorizes the CFPB to supervise nonbank institutions that the 

CFPB determines are “larger participants” in consumer financial markets or “has reasonable 

cause to determine … is engaging, or has engaged in, conduct that poses risks to consumers,” 

subject to exemptions.72 Although the CFPB has this authority, it is discretionary and applies only 

to larger market players, and therefore some nonbank fintech companies might currently have 

fewer or no supervisory exams compared to traditional banks. 

Policy Issues 
Questions exist about how fintech products affect consumers in consumer electronic payments, 

accounts, and lending markets. While fintech products may provide benefits for consumers, such 

as cheaper or more accessible financial products, they could also pose new risks and raise new 

policy issues. Fintech products or new technology-focused entrants to the market may face 

uncertainty about how existing legal and regulatory frameworks apply, and depending on the 

product or company, consumers may not enjoy some of the same consumer protections as with 

traditional consumer financial products. In addition, new technologies may introduce new 

consumer risks, such as increased privacy, security, fraud, or fair lending risks. 

This section of the report discusses selected consumer protection policy issues relating to fintech 

and consumer finance: (1) the appropriate regulatory treatment of new fintech products, (2) 

consumer data security, (3) the impact of fintech innovations on market competition, (4) fintech’s 

impact on underserved consumers and access to financial products, (5) algorithmic bias and 

explainability, and (6) payment scams and fraud.  

Appropriate Regulatory Treatment and Regulatory Uncertainty 

A general issue underlying many of the policy questions involving fintech in lending is whether 

the current regulatory framework appropriately fosters these technologies’ potential benefits 

                                                 
70 12 U.S.C. §5531. 

71 In April 2022, the CFPB updated its procedures to examine nonbank financial companies that are “larger 

participants” in consumer financial product and services markets. See CFPB, “CFPB Invokes Dormant Authority to 

Examine Nonbank Companies Posing Risks to Consumers,” April 25, 2022, https://www.consumerfinance.gov/about-

us/newsroom/cfpb-invokes-dormant-authority-to-examine-nonbank-companies-posing-risks-to-consumers/. Some 

argue that consumer lending fintech products highlighted in this report—marketplace loans and BNPL financing—as 

well as other personal or installment loan products should be subject to a “larger participant” rulemaking for the CFPB 

to regularly supervise. See Consumer Bankers Association, “Bank and Consumer Groups Petition CFPB for Oversight 

of Fintech Lenders,” September 15, 2022, https://www.consumerbankers.com/cba-media-center/media-releases/bank-

and-consumer-groups-petition-cfpb-oversight-fintech-lenders.  

72 For more background on the CFPB’s authorities, see CRS In Focus IF10031, Introduction to Financial Services: The 

Consumer Financial Protection Bureau (CFPB), by Cheryl R. Cooper and David H. Carpenter. 
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while mitigating the risks they may present. Most of the federal financial regulatory framework 

was created prior to the development of new fintech products. For this reason, fintech products or 

new technology-focused entrants often face uncertainty over how—or whether—existing federal 

laws and regulations may apply. In some cases, fintech products may be designed to try to avoid 

legal or regulatory jurisdiction. In cases where there is uncertainty or evasion of financial 

regulation, consumers may be exposed to increased risks. Some examples include: 

 Some nonbank fintech products may not have the same consumer protections as 

traditional bank products. For example, nonbank fintech payment services such 

as P2P transfers may not be subject to EFTA (15 U.S.C. §§1693 et seq.), which, 

among other things, establishes procedures for resolving errors with unauthorized 

transactions. In addition, some nonbank account services may not be eligible for 

deposit insurance (for example, digital wallets, unless “pass-through insurance” 

is provided, as discussed earlier in the report), unlike bank accounts. 

 For products with unclear disclosure regimes, there is a risk that consumers may 

not understand the terms of these products before they use them. TILA disclosure 

requirements may not apply for some products (e.g., BNPL), depending on how 

the financial product is structured.73 In addition, some of these products might 

not have consumer protections similar to more traditional financial products. For 

example, if merchandise is faulty or a scam, a BNPL consumer may still be 

responsible for paying the merchandise cost, unlike what may be the case with 

credit card dispute protections.74 

 Fintech lenders’ use of alternative data or other new technologies to make credit 

decisions could result in consumer protection violations or discriminatory 

impacts.75 For example, some prospective borrowers may be unaware that 

alternative data has been used in credit decisions, raising privacy and consumer 

protection concerns. Questions exist about how to comply with existing fair 

lending and other consumer protection regulations. In December 2019, the CFPB 

and federal banking regulators released a policy statement on the appropriate use 

                                                 
73 For example, TILA disclosure requirements apply only to consumer credit that is subject to a finance charge or 

payable in more than four installments (12 C.F.R. §1026. Comment 2(a)(10)). Therefore, these requirements may not 

apply to many BNPL financing services. See CFPB, The Consumer Credit Card Market, p. 165. In addition, in 

November 2020, the CFPB gave PayActiv, an earned wage access product, a safe harbor from liability relating to 

compliance with TILA, concluding that the product is not considered “credit” under TILA. See CFPB, “Consumer 

Financial Protection Bureau Issues an Approval Order to Facilitate Employee Access to Earned but Unpaid Wages,” 

press release, December 30, 2020, https://www.consumerfinance.gov/about-us/newsroom/consumer-financial-

protection-bureau-issues-an-approval-order-to-facilitate-employee-access-to-earned-but-unpaid-wages/; and CFPB, 

“Truth in Lending (Regulation Z); Earned Wage Access Programs,” 85 Federal Register 79404-79408, December 10, 

2020. This conclusion was controversial, and in June 2022, the special regulatory treatment was rescinded. See CFPB, 

“CFPB Rescinds Special Regulatory Treatment for Payactiv: Termination Follows Request by Company in Order to 

Change its Product,” press release, June 30, 2022, https://www.consumerfinance.gov/about-us/newsroom/cfpb-

rescinds-special-regulatory-treatment-for-payactiv/. 

74 Nelson Akeredolu et al., “Should You Buy Now and Pay Later?,” CFPB, July 6, 2021, 

https://www.consumerfinance.gov/about-us/blog/should-you-buy-now-and-pay-later/. 

75 For example, a Charles River Associates report suggests that “geographic location, use of banking services, 

educational attainment, college or university attended and use of nonprime credit tend to be correlated with race and 

ethnicity.” Bank regulatory agencies have not made it clear whether using this information is a legitimate business 

justification. (Using credit bureau information is generally a legitimate business justification.) For more information, 

see Marsha J. Courchane and David M. Skanderson, Fair Lending in the Brave New World of Big Data, Charles River 

Associates, May 2017, p. 5, https://www.crai.com/sites/default/files/publications/FE-Fair-Lending-whitepaper-

050317.pdf. 
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of alternative data in the underwriting process in order to provide guidance to 

lenders on these questions.76 

 Some nonbank fintech companies may be monitored less by financial regulators 

than traditional banks are. While the CFPB has the authority in consumer 

financial markets to write regulations and enforce the law, the CFPB’s 

supervisory authority varies based on charter, activities, and size of institutions. 

New technology-focused entrants that are nonbanks might have fewer or no 

supervisory exams compared to traditional banks that are examined regularly, 

even if both types of financial companies are providing similar fintech products 

to consumers. 

Relevant laws and regulations may need to be reconsidered or updated in response to these 

technological developments. Policymakers, therefore, debate whether existing regulations can 

accommodate financial innovation or whether a new regulatory framework is needed to reduce 

regulatory uncertainty and integrate new fintech products. This often involves balancing efforts to 

encourage innovation while protecting consumers.  

Likewise, some companies might choose not to offer certain fintech products if they are 

concerned about regulatory uncertainty and compliance risks, even if consumers may be 

interested in those fintech products. Therefore, in order to promote innovation, some federal 

financial regulators have implemented or proposed programs to address fintech regulatory 

uncertainty, sometimes called a “sandbox,” “greenhouse,” or “single point of entry.” These 

programs may include increased regulator outreach, regulator information gathering and study, 

tailored regulation, limiting enforcement actions, and/or specific fintech regimes.77 The CFPB’s 

history with these types of innovation programs can be found in the textbox below. 

                                                 
76 Federal Reserve, CFPB, FDIC, NCUA, and OCC, Interagency Statement on the Use of Alternative Data in Credit 

Underwriting, December 3, 2019, https://files.consumerfinance.gov/f/documents/cfpb_interagency-

statement_alternative-data.pdf. 

77 For more information on federal financial regulators and reducing fintech regulatory uncertainty, see CRS In Focus 

IF11195, Financial Innovation: Reducing Fintech Regulatory Uncertainty, by David W. Perkins, Cheryl R. Cooper, 

and Eva Su. 
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CFPB Organizational Developments 

One of the CFPB’s statutory objectives is to ensure that “markets for consumer financial products and services 

operate transparently and efficiently to facilitate access and innovation.”78 In the CFPB’s more-than-a-decade-long 

history, the agency has approached innovation, financial technology, and regulatory uncertainty in different ways, 

depending on its leadership. 

In November 2012, the CFPB launched “Project Catalyst” to “encouraging marketplace innovation so that new 

and emerging products can be developed that are safe and beneficial for consumers.”79 Its activities included (1) 

outreach to fintech companies and other related stakeholders, (2) research collaborations with fintech firms to 

improve understanding of new products and technologies, and (3) policies to reduce regulatory uncertainty and 

limit enforcement actions to support innovation.80 In particular, this office’s activities included issuing a new policy 

in 2016 on no-action letters, official communications stating a regulator does not expect to take enforcement 

actions—in this case, in situations involving innovative financial products or services when there is uncertainty 

about regulations in the CFPB’s jurisdiction.81 The CFPB issued one no-action letter between 2016 and 2018.82 

In 2018, under new leadership, Project Catalyst’s office was revamped and renamed the Office of Innovation. 

While many activities of the office continued to be similar to Project Catalyst, a key difference was the issuance of 

two new 2019 policy statements. One statement revised the 2016 no-action letter policy to encourage more no-

action letters to make it easier to apply and accept applications for this program.83 Another statement created a 

new Compliance Assistance Sandbox policy to reduce regulatory uncertainty by clarifying that a product or 

service’s features are compliant with a law or regulation under the CFPB’s jurisdiction.84 After these policy 

updates, more companies applied to participate in these programs. 

In 2022, under new leadership, the office was renamed the Office of Competition and Innovation85 and given a 

new mission to research market innovation, competition, and impacts on consumers while coordinating with 

other regulators on competition and innovation topics.86 In addition, in September 2022, the new office rescinded 

the no-action letter and Compliance Assistance policies, stating that the policies “do not advance their stated 

objective of facilitating consumer-beneficial innovation”87 and that “some firms participating in these programs 

made public statements indicating that the Bureau had conferred benefits upon them that the Bureau expressly did 

not.”88 

Data Security 

The financial industry is increasingly collecting data digitally. Both traditional and fintech 

products often collect sensitive consumer financial data such as income or checking account 

information. Alternative data, which may include information on consumer shopping behavior or 

                                                 
78 P.L. 111-203, §1021. 

79 CFPB, Project Catalyst Report: Promoting Consumer-Friendly Innovation, October 2016, p. 6, 

https://files.consumerfinance.gov/f/documents/102016_cfpb_Project_Catalyst_Report.pdf. 

80 CFPB, Project Catalyst Report, p. 6. For more information on regulatory uncertainty, see CRS In Focus IF11195, 

Financial Innovation: Reducing Fintech Regulatory Uncertainty, by David W. Perkins, Cheryl R. Cooper, and Eva Su. 

81 CFPB, “Policy on No-Action Letters; Information Collection,” 81 Federal Register 8686-8695, February 22, 2016. 

82 CFPB, “Policy on No-Action Letters,” 84 Federal Register 48229-48230, September 13, 2019. 

83 CFPB, “Policy on No-Action Letters and the BCFP Product Sandbox,” 83 Federal Register 64036-64045, December 

13, 2018; and CFPB, “Policy on No-Action Letters,” 84 Federal Register 48229-48246, September 13, 2019. 

84 CFPB, “Policy on No-Action Letters and the BCFP Product Sandbox;” and CFPB, “Policy on the Compliance 

Assistance Sandbox,” 84 Federal Register 48246-48260, September 13, 2019. 

85 For more information on this office, see CFPB, “Competition and Innovation at CFPB,” 

https://www.consumerfinance.gov/rules-policy/competition-innovation/.  

86 CFPB, “Competition and Innovation at CFPB.” 

87 CFPB, “Statement on Competition and Innovation,” 87 Federal Register 58439, September 27, 2022. 

88 CFPB, “CFPB Launches New Effort to Promote Competition and Innovation in Consumer Finance: New Office Will 

Identify Obstacles for New Market Entrants,” May 24, 2022, https://www.consumerfinance.gov/about-us/newsroom/

cfpb-lauches-new-effort-to-promote-competition-and-innovation-in-consumer-finance/. 
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employee payroll information, may be arguably even more personal. The increase in digital data 

collection raises greater privacy and cybersecurity concerns.89 Consumer financial data collected 

from fintech products can be valuable to companies that want to understand consumer behavior 

and market new products and services to consumers. Companies may use this data to make 

money beyond the original fintech product purpose, such as for future marketing to the 

consumers.  

The GLBA data protections cover only nonpublic personal information held by financial 

institutions significantly engaged in financial activities. As data use has grown, some have 

debated whether the law covers all sensitive individual financial information or whether the scope 

of these laws should be expanded.90 For example, data brokers compile both public and private 

data from different sources. Combining the data might reveal sensitive information about a 

consumer. However, much of this data may not be subject to GLBA’s protections.  

Questions about how other laws and regulations should apply to data in financial services is an 

area of active policy debate as well. For example, a debated issue is whether the CFPB should 

supervise larger participants in the data aggregator market.91 In addition, some consumers may 

not understand how alternative data is being used for credit decisions or for other purposes.92 

These consumers may have a limited ability to control or correct it, which can make it difficult to 

protect their privacy, obtain redress for data breaches, or avoid other negative consequences from 

a company’s use of their data.93 These concerns raise the question of whether the FCRA and other 

consumer protections should be applied to a wider range of data in consumer financial markets.  

Competition and New Technologies 

Reports suggest that in recent years fintech firms are increasingly competing with traditional 

lenders in consumer financial markets.94 This competition may manifest in different ways and at 

different times. For example, the accepted narrative of the relationship between banks and 

nonbank fintech firms in the early years after their entry into consumer finance was one of direct 

competition.95 More recently, banks and fintechs have identified areas where they complement 

each other, which has led to partnerships among traditional banks and newer firms.96 This 

                                                 
89 For more information on privacy and security regulation in financial services, see CRS Insight IN11199, Big Data in 

Financial Services: Privacy and Security Regulation, by Andrew P. Scott. 

90 GAO, Information Resellers: Consumer Privacy Framework Needs to Reflect Changes in Technology and the 

Marketplace, GAO-13-663, September 2013, p. 19, https://www.gao.gov/assets/660/658151.pdf. For more information 

on data privacy and data protection law, see CRS Report R45631, Data Protection Law: An Overview, by Stephen P. 

Mulligan, Wilson C. Freeman, and Chris D. Linebaugh. 

91 Letter from American Bankers Association, Consumer Bankers Association, Credit Union National Association, et 

al. to Rohit Chopra, CFPB Director, August 2, 2022, https://www.aba.com/advocacy/policy-analysis/defining-larger-

participants-aggregation-services#. 

92 In an effort to address such concerns, many consumer reporting agencies and firms use alternative data only when 

consumers choose to participate (i.e., opt in).  

93 For more information on financial cybersecurity, see CRS In Focus IF11717, Introduction to Financial Services: 

Financial Cybersecurity, by Andrew P. Scott and Paul Tierno. 

94 U.S. Department of the Treasury, Assessing the Impact of New Entrant Non-Bank Firms on Competition in 

Consumer Financial Markets, November 2022, pp. 3-4, https://home.treasury.gov/system/files/136/Assessing-the-

Impact-of-New-Entrant-Nonbank-Firms.pdf. 

95 See, for example, Mary Ann Azevedo, “Fintech Roundup: Fintechs and Banks are Getting Cozier,” TechCrunch, 

March 2022, https://techcrunch.com/2022/03/06/fintech-roundup-banks-and-fintechs-are-increasingly-becoming-

friendly-foes/. 

96 U.S. Department of the Treasury, Assessing the Impact of New Entrant Non-Bank Firms, p. 21. 
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dynamic could lead to market power concerns if valuable consumer data or other technological 

advantages are concentrated among only a few firms. In contrast, these technological changes 

could benefit consumers through increased competition and new and affordable financial 

products and services, especially if these technological developments lead to more consumer data 

sharing. 

This section discusses the potential impacts of new technologies and fintech products on 

consumer financial market competition. First, it discusses potential concerns about systemic risk 

and market power. Then, it discusses open banking technologies and the CFPB’s 1033 

rulemaking. 

Big Tech and Market Power 

New payment networks and fintech products, with valuable data on consumers, may quickly gain 

scale and market power.97 Big Tech companies (i.e., large technology companies such as Amazon, 

Apple, Google, and Facebook) have demonstrated interest and possess the scale and financial 

capacity to increase their range of offerings of consumer financial products and quickly capture 

market share.98 While Big Tech may participate in different consumer financial markets to 

varying degrees, participation among Big Tech in payments is common. Other offerings include 

credit cards, lines of credit, and mobile wallets. These companies possess traditional economic 

advantages such as economies of scale and network effects as well as unique advantages of the 

Big Tech business model, which relies on access to large amounts of consumer data and insight 

into consumers’ behavioral preferences. Combined, these factors may allow them to offer 

competitive rates and gain market share.99 

Questions exist about how these market developments might impact consumers in the future. In 

October 2021, the CFPB ordered Amazon, Apple, Facebook, Google (a subsidiary of Alphabet), 

PayPal, and Square to submit information about their payment products to monitor risks to the 

public and determine whether the operators will “engage in invasive financial surveillance and 

combine the data they collect on consumers with their geolocation and browsing data” and “use 

this data to deepen behavioral advertising, engage in price discrimination, or sell to third 

parties.”100  

Open Banking and the CFPB’s Section 1033 Rulemaking101 

Open banking refers to the practice of giving financial services firms access to customer banking 

and other financial data to facilitate the development of new types of products and services for 

consumers. While new innovations, such as data sharing, can benefit consumers through 

                                                 
97 CFPB, “The Convergence of Payments and Commerce: Implications for Consumers,” August 2022, 

https://www.consumerfinance.gov/data-research/research-reports/the-convergence-of-payments-and-commerce-
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98 For more background on “Big Tech” in financial services, see CRS Report R47104, Big Tech in Financial Services, 

by Paul Tierno. 

99 Agustín Carstens et al., Regulating Big Techs in Finance, Bank for International Settlements, August 2, 2021, p. 5, 

https://www.bis.org/publ/bisbull45.pdf; and U.S. Department of the Treasury, Assessing the Impact of New Entrant 

Non-Bank Firms, pp. 98-99. 

100 Rohit Chopra, “Statement Regarding the CFPB’s Inquiry into Big Tech Payment Platforms,” CFPB, October 21, 

2021, https://www.consumerfinance.gov/about-us/newsroom/statement-regarding-the-cfpbs-inquiry-into-big-tech-

payment-platforms/. 

101 For more background on open banking and the CFPB’s 1033 rulemaking, see CRS Insight IN11745, Open Banking, 

Data Sharing, and the CFPB’s 1033 Rulemaking, by Cheryl R. Cooper. 
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increased competition and new and affordable financial products and services, increasing access 

to consumer data can also pose data security and privacy risks to consumers.  

One technology commonly used to collect account data is web scraping, a technique that scans 

websites and extracts data from them and in general can be performed without a direct 

relationship with the website or financial firm maintaining the data.102 As an alternative to web 

scraping, the financial institution managing the account may provide customer account 

information through a structured data feed or application program interface (API).103 Open 

banking can also include using API banking standards to facilitate data sharing among financial 

firms.  

An ongoing CFPB rulemaking may impact the development of fintech products that use 

consumer data. Section 1033 of the Dodd-Frank Act (P.L. 111-203) provides consumers with a 

right of access to their financial information. This could include, for example, information 

relating to consumer transactions or account usage.104 To implement this section of the law, the 

CFPB is currently working on a new regulation to clarify standards around consumer-authorized 

access to financial data.105 In November 2020, the CFPB published an advanced notice of 

proposed rulemaking to solicit information from the public to inform this rulemaking.106 In 

October 2022, the CFPB published an outline of proposals and alternatives under consideration 

for a small business advisory review (SBREFA) panel, which is part of the process to move 

forward with the rulemaking.107 

Data access could facilitate competition and innovation in consumer financial services, depending 

on how data sharing practices develop and how the regulatory framework is structured. In July 

2021, the Biden Administration put out an executive order on promoting competition in the 

American economy.108 Among its provisions, the order encouraged the CFPB director to consider 

“commencing or continuing a rulemaking under section 1033 of the Dodd-Frank Act to facilitate 

                                                 
102 Web scraping is used in many industries. See Timothy B. Lee, “Web Scraping Doesn’t Violate Anti-Hacking Law, 

Appeals Court Rules,” Ars Technica, September 9, 2019, https://arstechnica.com/tech-policy/2019/09/web-scraping-

doesnt-violate-anti-hacking-law-appeals-court-rules/.  

103 In 2018, the Department of the Treasury released a report about regulatory recommendations, with a chapter on 

consumer financial data that included discussions about data sharing, aggregation, and other technology issues. For 

more information on web scraping vs. APIs, see U.S. Department of the Treasury, A Financial System That Creates 

Economic Opportunities: Nonbank Financials, Fintech, and Innovation, July 2018, pp. 25-39, 

https://home.treasury.gov/sites/default/files/2018-07/A-Financial-System-that-Creates-Economic-Opportunities—

Nonbank-Financi.... pdf. 
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Under this law, confidential commercial information, such as proprietary algorithms, are not included in this consumer 

right of access, and businesses are not required to maintain information on a consumer beyond what they currently do 

for business purposes. 

105 The rulemaking is informed by the CFPB’s market monitoring of consumer financial data developments in recent 

years. Information from a 2016 request for information on consumer access to financial records led the CFPB to outline 

principles for consumer-authorized financial data sharing and aggregation in October 2017. The CFPB’s nine principles 

include, among other things, consumer access and usability, consumer control and informed consent, and data security 

and accuracy. See CFPB, Consumer Protection Principles: Consumer-Authorized Financial Data Sharing and 

Aggregation, October 18, 2017, https://files.consumerfinance.gov/f/documents/cfpb_consumer-protection-

principles_data-aggregation.pdf. 

106 CFPB, “Consumer Access to Financial Records,” 85 Federal Register 71003-71011, November 11, 2020.  

107 CFPB, “CFPB Kicks Off Personal Financial Data Rights Rulemaking,” press release, October 27, 2022, 

https://www.consumerfinance.gov/about-us/newsroom/cfpb-kicks-off-personal-financial-data-rights-rulemaking/. 

108 Executive Order 14036, “Promoting Competition in the American Economy,” 86 Federal Register 36987-36999, 

July 9, 2021. 
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the portability of consumer financial transaction data so consumers can more easily switch 

financial institutions and use new, innovative financial products.” CFPB Director Rohit Chopra 

has emphasized how the 1033 rulemaking can promote competition in consumer financial 

markets.109  

Questions exist about the extent to which the CFPB should be determining standards to facilitate 

data sharing among financial firms. These types of standards might affect market competition in 

different ways. For example, standardized file formats and processes for consumer-accessed data 

could make it easier to create new products and services for consumers. While this could benefit 

consumers, developing and maintaining an online portal to export financial institutions’ data, as 

well as potentially meeting other accuracy or timeliness requirements, could burden industry.  

The development of consumer-authorized data systems raises a number of consumer protection 

concerns, including the security of consumer data, unauthorized access issues, and how to ensure 

that consumers are informed of their access rights and how their data is used when shared. 

Questions exist about the extent to which the CFPB should be facilitating certain authentication 

or cybersecurity standards to protect consumers from fraud or illegal conduct. In addition, some 

have concerns that consumers may authorize the use of their data for purposes beyond what is 

understood by the consumer, such as for marketing purposes. 

Underserved Consumers and Access to Financial Products110 

Financial inclusion refers to the idea that individuals “have access to useful and affordable 

financial products and services that meet their needs—transactions, payments, savings, credit, and 

insurance—delivered in a responsible and sustainable way.”111 Access to financial products 

allows households to better manage their financial lives, such as storing funds safely, making 

payments in exchange for goods and services, and coping with unforeseen financial emergencies, 

such as medical expenses or car or home repairs. In the United States, robust consumer credit 

markets allow most consumers to access financial services and credit products to meet their needs 

in traditional financial markets. However, some consumers—who tend to be younger adults, low- 

and moderate-income consumers, or those who possess imperfect credit repayment histories—can 

find gaining access to these products and services difficult. These consumers may find managing 

their financial lives expensive and difficult.  

New technology could lower the cost of providing financial products and expand access to 

underserved consumers. For example, internet-based or mobile financial products may be able to 

provide more affordable or convenient access to financial services for some underserved 

consumers with access to the internet or mobile phones.112 In addition, alternative data may be 

able to better price default risk for lenders, which could expand credit access or make credit less 

expensive for some consumers. A recent government report suggests that households without 
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bank accounts may be using nonbank online payment services such as PayPal, Venmo, and Cash 

App to substitute for bank products.113 In addition, some households may be using fintech credit 

products to substitute for nonbank “alternative” credit products, such as payday loans.114 A few 

recent studies suggest that fintech lenders are more likely to provide credit to some nonprime 

consumers at lower interest rates than banks do.115 In particular, fintech products have the 

potential to increase financial inclusion for younger consumers, who may have less access to 

credit and be more interested in adopting new technologies in financial services.116 However, 

these new fintech products may not reach all underserved consumers, particularly those without 

internet access or fluency with technology. 

Credit Reporting and Fintech Products 

The credit reporting industry significantly affects consumer access to financial products, because 

lenders and other financial firms use consumer data or a credit score when deciding whether to 

provide credit or other products to an individual and under what terms.117 Consumers who find it 

challenging to enter the traditional credit reporting system face challenges accessing many 

consumer credit products, such as mortgages or credit cards, because creditors are unable to 

assess their creditworthiness. Limited credit history is correlated with age, income, race, and 

ethnicity, and many of these consumers are young. During young adulthood, most consumers 

enter the credit reporting system and begin to establish credit histories. Most young adults 

transition into the credit reporting system in their early 20s. Eighty percent of consumers 

transition into the credit reporting system before age 25, and 90% do so before age 30.118  

Unlike traditional credit products that may be routinely reported, some fintech lending products 

may not report information regularly to consumer credit bureaus. While some consumers may 

prefer to exclude these products from their credit reports, others might miss out on the 

opportunity to build their credit histories, particularly those who pay their fintech loans on time 

and have limited credit histories. By contrast, consumers are likely to damage their credit scores 

if they become delinquent on fintech lending products, because debts in collection can be 

reported to consumer credit bureaus. For example, one study finds that almost three-quarters of 

consumers who have missed BNPL payments report credit score declines due to their late 

payments.119 Recently, the three nationwide consumer credit bureaus have announced plans to 
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accept BNPL payment data, allowing positive payment information to help build these 

consumers’ credit records, although the CFPB has expressed concerns about inconsistent 

reporting of this information.120 

Algorithmic Bias and Explainability121 

The use of ML algorithms by the financial sector has raised a number of policy issues of interest 

for financial regulators and Congress. One issue is that ML models can introduce fair lending and 

consumer protection risks. ML models may have training data biases, which is when a model has 

biases due to the limited or flawed dataset it was developed on.122 In addition, historical data can 

reflect historical biases, potentially creating models that discriminate against protected classes, 

such as race or sex or proxies of these variables.123 The use of ML models on alternative data, 

discussed above, may also introduce ML inputs that may be proxies for race or other protected 

categories that might also bias ML decisions.  

The ability of regulators or other outside parties to understand what an ML program did, and why, 

may be limited or nonexistent. This poses a significant challenge for companies using AI 

programs to ensure that they will produce outcomes that comply with applicable laws and 

regulations and for regulators to effectively carry out their oversight duties.124 Generally, when a 

lender denies a loan application, the lender must send an adverse action notice to the applicant 

explaining the reason for the denial.125 Some question how well lenders will understand and be 

able to explain the reasons for adverse actions resulting from decisions made by ML algorithms. 

In order to address this problem, some observers assert that regulators should set standards for 

how AI programs are developed, tested, and monitored, although debate exists about what these 

standards should include.126 Concerns exist about AI model fairness; the ability to provide more 

algorithm transparency; and developing processes to assess AI models, for example, for fairness, 
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reliability, privacy, and security.127 Until regulatory standards are set, some financial institutions, 

particularly banks or other highly regulated parts of the financial system, may choose not to use 

ML programs, even if they are more accurate or efficient, due to regulatory risks.128 

Federal financial regulators have been monitoring ML developments in lending. In March 2021, 

the bank and credit union federal regulators, along with the CFPB, requested information on 

financial institutions’ use of AI, including ML.129 In May 2022, the CFPB issued guidance 

clarifying that lenders using “complex algorithms” still need to comply with adverse action notice 

requirements.130 In August 2022, the CFPB released an interpretive rule stating that digital 

marketers materially involved in marketing financial services, including those using ML models, 

must comply with consumer protection regulations.131 In addition, the CFPB is currently working 

on a rulemaking around algorithms in home valuations.132 

Payment Scams and Fraud 

In recent years, government agencies have documented increasing reports of payment scams and 

fraud.133 According to FTC consumer reports, consumer fraud losses in 2021 were 70% greater 

than the previous year.134 This included over 2.8 million consumers who reported fraud to the 

FTC in 2021.135 The most common fraudulent payment methods reported were credit cards, 

payment apps or services, debit cards, and gift cards. However, the methods with the largest 

consumer losses were bank transfers or payments, cryptocurrencies, and wire transfers.136 Many 

of these payment methods are “traditional,” although fintech products, such as payment apps and 

cryptocurrencies, are included as common fraudulent payment methods as well. While the EFTA 

and the TILA provide some protection for unauthorized transactions for financial products such 

as bank transfers, debit cards, and credit cards, it is unclear whether these types of protections 

                                                 
127 FinRegLab, The Use of Machine Learning for Credit Underwriting: Market and Data Science Context, September 

2021, https://finreglab.org/wp-content/uploads/2021/09/Market-and-Data-Science-Context-Overview_09-16-2021.pdf; 

Blattner et al., Machine Learning Explainability and Fairness; and Larry D. Wall, Machines Learning Finance: Notes 

from the Vault, Federal Reserve Bank of Atlanta, May 2018, https://www.atlantafed.org/cenfis/publications/

notesfromthevault/05-machines-learning-finance-2018-05-31. 

128 See CRS In Focus IF11195, Financial Innovation: Reducing Fintech Regulatory Uncertainty, by David W. Perkins, 

Cheryl R. Cooper, and Eva Su. 

129 Treasury, Federal Reserve, FDIC, CFPB, NCUA, “Request for Information and Comment on Financial Institutions’ 

Use of Artificial Intelligence, Including Machine Learning.” 

130 CFPB, “Adverse Action Notification Requirements in Connection with Credit Decisions Based on Complex 

Algorithms,” May 26, 2022, https://www.consumerfinance.gov/compliance/circulars/circular-2022-03-adverse-action-

notification-requirements-in-connection-with-credit-decisions-based-on-complex-algorithms/. 

131 CFPB, “CFPB Warns that Digital Marketing Providers Must Comply with Federal Consumer Finance Protections,” 

press release, August 10, 2022, https://www.consumerfinance.gov/about-us/newsroom/cfpb-warns-that-digital-

marketing-providers-must-comply-with-federal-consumer-finance-protections/. 

132 CFPB, “Consumer Financial Protection Bureau Outlines Options to Prevent Algorithmic Bias in Home Valuations,” 

press release, February 23, 2022, https://www.consumerfinance.gov/about-us/newsroom/cfpb-outlines-options-to-

prevent-algorithmic-bias-in-home-valuations/. 

133 For more information on common types of scams, see CFPB, “What Are Some Common Types of Scams?,” 

October 17, 2022, https://www.consumerfinance.gov/ask-cfpb/what-are-some-common-types-of-scams-en-2092/. 

134 FTC, “New Data Shows FTC Received 2.8 Million Fraud Reports from Consumers in 2021,” press release, 

February 22, 2022, https://www.ftc.gov/news-events/news/press-releases/2022/02/new-data-shows-ftc-received-28-

million-fraud-reports-consumers-2021-0. 

135 FTC, “New Data Shows FTC Received 2.8 Million Fraud Reports.” 

136 FTC, Consumer Sentinel Network: Data Book 2021, February 2022, p. 11, https://www.ftc.gov/system/files/ftc_gov/

pdf/CSN%20Annual%20Data%20Book%202021%20Final%20PDF.pdf. 
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apply for different fintech products. In addition, questions exist about who should be liable for 

fraudulent payments authorized by consumers. 

In addition to potential regulatory gaps, changes in technology may make it easier to commit 

fraud. For example, CFPB Director Chopra stated that “if you look across the developed world, 

when real-time payments becomes ubiquitous, you do see a dramatic increase in scams and 

fraud.”137 Faster payment systems may make it harder or give consumers less time to correct or 

stop transactions. In particular, fintech payment products—such as P2P payment and 

cryptocurrency platforms—may be vulnerable to scam and fraud issues for these reasons. 

Questions exist about how to reduce fraudulent payments on these types of platforms. 

The CFPB reports that it has received consumer complaints about fintech companies not giving 

consumers responses or support when there is fraudulent activity or other customer service 

issues.138 In particular, consumer complaints about mobile or digital wallets in 2021 more than 

doubled from the previous year, and fraudulent activity was a common complaint.139 Likewise, 

consumer complaints to the CFPB about crypto-assets have also increased in the past few years, 

and the most common issue is fraud and scams.140  

                                                 
137 Kate Berry, “Q&A with CFPB Director Rohit Chopra,” American Banker, July 27, 2022, 

https://www.americanbanker.com/news/q-a-with-cfpb-director-rohit-chopra. 

138 CFPB, Consumer Response Annual Report: January 1–December 31, 2021, March 2022, pp. 3-4, 

https://files.consumerfinance.gov/f/documents/cfpb_2021-consumer-response-annual-report_2022-03.pdf; and CFPB, 

Complaint Bulletin: An Analysis of Consumer Complaints Related to Crypto-Assets, November 2022, 

https://files.consumerfinance.gov/f/documents/cfpb_complaint-bulletin_crypto-assets_2022-11.pdf. 

139 CFPB, Consumer Response Annual Report: January 1–December 31, 2021, pp. 44-47. 

140 CFPB, Complaint Bulletin: An Analysis of Consumer Complaints Related to Crypto-Assets, p. 2. 
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Appendix. Consumer Liability Limits Under 

Regulation E 

Table A-1. Consumer Liability Limits Under Regulation E 

Event 
Timing of Consumer Notice to 

Financial Institution Maximum Liability 

Loss or theft of access devicea Within two business days after 

learning of loss or theft 

Lesser of $50 or total amount of 

unauthorized transfers. 

Loss or theft of access device More than two business days after 

learning of loss or theft up to 60 

calendar days after transmittal of 

statement showing first 

unauthorized transfer made with 

access device 

Lesser of $500 or the sum of:  

(a) $50 or the total amount of 

unauthorized transfers occurring in 

the first two business days, 

whichever is less, and  

(b) The amount of unauthorized 

transfers occurring after two 

business days and before notice to 

the financial institution.b 

Loss or theft of access device More than 60 calendar days after 

transmittal of statement showing 

first unauthorized transfer made 

with access device 

For transfers occurring within the 

60-day period, the lesser of $500 or 

the sum of  

(a) Lesser of $50 or the amount of 

unauthorized transfers in first two 

business days, and  

(b) The amount of unauthorized 

transfers occurring after two 

business days.  

For transfers occurring after the 

60-day period, unlimited liability 

(until the financial institution is 

notified).c 

Unauthorized transfer(s) not 

involving loss or theft of an access 

device 

Within 60 calendar days after 

transmittal of the periodic 

statement on which the 

unauthorized transfer first appears 

No liability. 

Unauthorized transfer(s) not 

involving loss or theft of an access 

device 

More than 60 calendar days after 

transmittal of the periodic 

statement on which the 

unauthorized transfer first appears 

Unlimited liability for unauthorized 

transfers occurring 60 calendar days 

after the periodic statement and 

before notice to the financial 

institution. 

Source: Federal Reserve, Regulation E: Electronic Fund Transfer Act, https://www.federalreserve.gov/boarddocs/

supmanual/cch/efta.pdf. 

Notes:  

a. Includes a personal identification number if used without a card in a telephone transaction, for example. 

b. Provided the financial institution demonstrates that these transfers would not have occurred had notice 

been given within the two-business-day period.  

c. Provided the financial institution demonstrates that these transfers would not have occurred had notice 

been given within the 60-day period.  
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