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Summary

Electricity is vital to the commerce and daily functioning of United States. The modernization of the grid to accommodate today's uses is leading to the incorporation of information processing capabilities for power system controls and operations monitoring. The "Smart Grid" is the name given to the evolving electric power network as new information technology systems and capabilities are incorporated. While these new components may add to the ability to control power flows and enhance the efficiency of grid operations, they also potentially increase the susceptibility of the grid to cyber (i.e., computer-related) attack since they are built around microprocessor devices whose basic functions are controlled by software programming. The potential for a major disruption or widespread damage to the nation's power system from a large scale cyberattack has increased focus on the cybersecurity of the Smart Grid.

Federal efforts to enhance the cybersecurity of the electrical grid were emphasized with the recognition of cybersecurity as a critical issue for electric utilities in developing the Smart Grid. The Federal Energy Regulatory Commission (FERC) received primary responsibility for the reliability of the bulk power system from the Energy Policy Act of 2005. FERC subsequently designated the North American Electric Reliability Corporation (NERC) as the "Electric Reliability Organization" (ERO) with the responsibility of establishing and enforcing reliability standards. Compliance with reliability standards for electric utilities thus changed from a voluntary, peer-driven undertaking to a mandatory function. The Energy Independence and Security Act of 2007 (EISA) later added requirements for "a reliable and secure electricity infrastructure" with regard to Smart Grid development. NERC is also responsible for standards for critical infrastructure protection (CIP) which focus on planning and procedures for the physical security of the grid. Self-determination is a key part of the CIP reliability process. Utilities are allowed to self-identify what they see as "critical assets" under NERC regulations. Only "critical cyber assets" (i.e., as essential to the reliable operation of critical assets) are subject to CIP standards. FERC has directed NERC to revise the standards so that some oversight of the identification process for critical cyber assets was provided, but any revision is again subject to stakeholder approval. While reliability standards are mandatory, the ERO process for developing regulations is somewhat unusual in that the regulations are essentially being established by the entities who are being regulated. This may potentially be a conflict of interest, especially when cost of compliance is a concern, and acceptable standards may conceivably result from the option with the lowest costs. Since utility systems are interconnected in many ways, the system with the least protected network potentially provides the weakest point of access.

Cybersecurity threats represent a constantly moving and increasing target for mitigation activities and mitigation efforts could likewise spiral upward in costs. Recovery of costs may present a major challenge especially to distribution utilities and state commissions charged with overseeing utility costs. EISA only requires states to consider recovery of costs related to Smart Grid systems. FERC has jurisdiction over the bulk power grid, and cannot compel entities involved in distribution to comply with its regulations. Recoverability from a cyber attack on the scale of something which could take down a significant portion of the grid will likely be very difficult, but maintaining a ready inventory of critical spare parts in close proximity to key installations could quicken recovery efforts from some types of attack. The electricity grid is connected to (and largely dependent on) the natural gas pipeline, water supply, and telecommunications systems. Technologies being developed for use by the Smart Grid could also be used by these industries. Consideration could be given to applying similar control system device and system safeguards to these other critical utility systems.
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Introduction

Electricity is vital to the commerce and daily functioning of United States. The electrical grid of the United States consists of all the power plants generating electricity, together with the transmission and distribution lines and their associated transformers and substations which bring power to end-use customers. Electric power generation in the United States is currently dominated by the use of combustible fuels, such as coal and natural gas, or from biomass. These fuels are burned to produce steam in boilers which is used to turn turbine-generators which produce electricity. Nuclear power uses heat from the decay of radioactive elements to produce steam. However, electricity can also be generated directly by wind turbines, solar power, geothermal energy, and hydropower. Figure 1 illustrates the phases of the electric power production process. Electricity from large central station power plants is routed to a step-up transformer which raises the voltage so the power can be sent over high-voltage transmission lines to step-down transformers in substations which then transfer this energy at lower voltages via distribution lines to industrial, commercial, and residential users.









	Figure 1. Elements of the Electric Power System

Simplified Schematic




	



	Source: CRS, based on graphic found at https://reports.energy.gov/BlackoutFinal-Web.pdf (p. 5).








Generally, electricity must be used as soon as it is produced because large amounts of electricity cannot be easily stored.

Originally, the individual company systems were not linked, but with greater electricity demand came the necessity of sharing generation resources. This sharing of generation resources required an interconnection of separate company systems to enable power sales and transfers. These aggregated power systems form three major "interconnections"—the Eastern and Western interconnections, and the Electric Reliability Council of Texas which includes most of the state of Texas. Within these interconnections are reliability regions, and a number of balancing authorities1 which "integrate resource plans ahead of time, maintain load-interchange generation balance" within a balancing authority area, and "support interconnection frequency in real-time."2 The grid also connects the many publicly and privately owned electric utility and power companies in different states and regions of the United States3 (and in Canada and Mexico).

Congress passed the Public Utility Regulatory Policies Act of 1978 (P.L. 95-617) which allowed non-utility power producers into wholesale power markets (e.g., for the sale of electricity to entities other than the end-user of power). The passage of the Energy Policy Act of 1992 (P.L. 102-486) served to further promote greater competition in the bulk power markets.4 As a result, in many parts of the United States, the electric power industry began to transition from highly regulated, local monopoly companies which generated, transmitted, and distributed electricity to end-use customers, to a business in which power generation is competitive while the industry's transmission and distribution functions are still highly regulated. While the federal government regulates the electric power transmission function and wholesale power markets, regulation of the distribution function of the electric power business is still largely carried out by state government agencies.

Much of the infrastructure which serves the U.S. power grid is aging. The average age of power plants is now over 30 years; most of these facilities were originally designed to last 40 years.5 Electric transmission and distribution system components are similarly aging, with power transformers averaging over 40 years of age,6 and 70% of transmission lines being 25 years or older.7 As components of the system are retired, they are replaced with newer components often linked to communications or automated systems.

With changes in federal law,8 regulatory changes, and the aging of the electric power infrastructure as drivers, the grid is changing from a largely patchwork system built to serve the needs of individual electric utility companies to essentially a national interconnected system capable of accommodating massive transfers of electrical energy between regions of the United States. The modernization of the grid to accommodate today's power flows, serve reliability needs, and meet future projected uses is leading to the incorporation of information processing capabilities for power system controls and operations monitoring. The "Smart Grid" is the name given to the evolving electric power network as new information technology systems and capabilities are incorporated. While these new components may add to the ability to control power flows and enhance the efficiency of grid operations, they also potentially increase the susceptibility of the grid to cyber (i.e., computer-related) attack since they are built around microprocessor devices whose basic functions are controlled by software programming and subject to manipulation over a network.

The information processing attributes which make the smarter grid attractive are the very same attributes which can increase the vulnerability of the electric power system and its critical infrastructure to a potentially devastating cyber attack. The potential of the Smart Grid to revolutionize the ways power is generated and used is great, but so too are the potential risks if not sufficiently addressed.

The Energy Independence and Security Act of 20079 (EISA) (P.L. 110-140) defined the attributes of a Smart Grid and plans for its development. The potential for a major disruption or widespread damage to the nation's power system from a large scale cyberattack has increased focus on the cybersecurity of the Smart Grid. While a nation-state might have the resources and capability to create widescale disruption of the U.S. grid (to create economic disorder or as part of a physical attack), terrorists or hackers are less likely to have the sophistication or resources necessary to inflict damage on a national scale. But the possibility of collaboration between terrorists and hackers could increase the capability of these groups to launch network-based cyberattacks against critical U.S. infrastructure.10

Among the issues for Congress is whether the existing requirements of current law adequately assure the cybersecurity and reliable operation of the U.S. electricity grid today (and the Smart Grid of tomorrow). This report will look at issues key to these determinations, discussing the scope and point of application of regulations, and where the overall responsibility rests for the cybersecurity of the grid.

Attributes of a Smart Grid

The U.S. Department of Energy (DOE) summarized its view of the potential of the Smart Grid by the year 2030 as:

… a fully automated power delivery network that monitors and controls every customer and node, ensuring a two-way flow of electricity and information between the power plant and the appliance, and all points in between. Its distributed intelligence, coupled with broadband communications and automated control systems, enables real-time market transactions and seamless interfaces among people, buildings, industrial plants, generation facilities, and the electric network.11

A "smarter" grid is gradually being introduced as upgrades to the systems and components of the power generation, transmission, and distribution infrastructure. Substation and distribution substations are being automated with superior switching capabilities to enhance current flows and control of the grid. Devices called "phasor measurement units" are also being added to substations to make time and location-specific measurements of transmission line voltage, current, and frequency (i.e., synchrophasor measurements made 30 times per second instead of data measured once every two to four seconds by current industrial control systems) providing better tools to improve power system reliability.12 DOE's strategic plan targets the deployment of 1,000 phasor measurement units by 2013.13









	Figure 2. One Conceptualization of the Smart Grid




	



	Source: Consumer Energy Report. See http://www.consumerenergyreport.com/wp-content/uploads/2010/04/smartgrid.jpg.








Advanced meters are being introduced in some utility markets which can offer customers the ability to leverage demand response14 regimes and technologies, and potentially benefit from the interactive features of the Smart Grid by shifting their energy use to off-peak hours.

Expectations vary of what a Smart Grid could accomplish, and the estimated costs of a system rise with the increased scope and attributes of a system. Some see the Smart Grid as only an enhancement of today's existing transmission and distribution systems focused on improving the reliability and efficiency of the grid. Others see the Smart Grid of the future as an integrated system spanning the nation from coast to coast, able to seamlessly combine distributed resources and central power stations across the three major interconnections15 of the U.S. grid. Under such a vision, distributed and renewable energy resources could be efficiently integrated into the grid, with power from (for example) intermittent wind generation channeled by sensors and intelligent electronics from multiple widely dispersed sites to where power is needed anywhere on the grid. Figure 2 shows a possible configuration of a Smart Grid system illustrating components of an interconnected, two-way intelligent network, and distributed and central station sources of power. The efficiency and economy of all grid operations could conceivably be optimized by similarly harnessing all power generation to take advantage of a wide range of generation and storage resources across the United States.

Defining Cybersecurity for the Smart Grid

A prolonged disruption of energy from the grid was described in a report for the Presidential Commission on Critical Infrastructure16 as an event which would seriously affect every infrastructure, with the possibility of a cyberattack causing such damage considered as a possibility.

The widespread and increasing use of Supervisory Control and Data Acquisition17 (SCADA) systems for control of energy systems provides increasing ability to cause serious damage and disruption by cyber means. The exponential growth of information system networks that interconnect the business, administrative, and operational systems contributes to system vulnerability.18

EISA gave the National Institute of Standards and Technology (NIST) the role of coordinating the development of a framework to enable the development of the Smart Grid in a safe and secure manner, and NIST issued its first guidelines for cybersecurity of the Smart Grid in 2010. Because cybersecurity threats were perceived as "diverse and evolving," NIST advocated a defense-in-depth strategy with multiple levels of security because no single security measure could counter all types of threats.19 The key to NIST's suggested approach is the determination of risk (i.e., the potential for an unwanted outcome resulting from internal or external factors, as determined from the likelihood of occurrence and the associated consequences) as quantified by the threat (e.g., event, actor or action with potential to do harm), the vulnerability (e.g., weakness in the system), and the consequences (e.g., physical impacts) to the system.20

Cybersecurity Vulnerabilities of the Smart Grid

A smarter grid is largely the result of the modernization of the grid. Most sectors of business and industry have gone from the analog age of knobs and dials to the digital age of sensors and electronic displays in the recent past, and that process is now reaching into the nation's electric power infrastructure. Part of the delay has been due to the long-lived nature of the capital assets which make up the industry. The power plants and other expensive components of the grid can function for many productive years if maintenance of the systems is kept up. However, much of the delay in modernization has been due to cost concerns, as many electric utilities seek to manage expenses by delaying replacement of aging systems as long as possible. Several of the better-known vulnerabilities of a smarter grid are discussed in the following paragraphs.

Control Systems

Industrial control (IC) systems are particularly vulnerable to cyberattack because of their intelligence and communications capabilities. IC systems perform a number of functions in the electrical grid, ranging from microprocessor-based control systems which control the actuation and operation of one or more devices, to more sophisticated industrial IC systems which can manage entire industrial processes or automated systems. SCADA systems are a well-known application of remote IC used to monitor and control electric transmission system components.

While cyber-intrusions into the U.S. grid have been reported in recent years,21 no impairment or other damage has been publicly reported as a result of the attacks. By exploiting loopholes in cybersecurity, cyberattackers could breach the privacy of customers power usage data and access large numbers of meters, perhaps sending deliberately misleading information to the grid. This could potentially overload systems or cause grid operators to respond to false readings. However, concerns exist as to the potential damage that could result in the future from malware left behind by such intrusions or doorways created in systems which could be exploited.22 The revelation of the complexities of the Stuxnet worm23 and the alleged targeting of the control systems of a nuclear power plant in Iran24 have raised additional concerns about the vulnerability of electric power systems worldwide.

The Stuxnet worm reportedly affected the logical decision making functions of the control systems of one particular type of manufacturing facility. Theoretically, Stuxnet-like malware could be adapted to impair other types of process or control systems in malicious or unpredictable ways. Malware modified in such ways could overload and damage targeted equipment and systems in critical infrastructure.25 The Department of Homeland Security (DHS) conducted a simulated cyberattack on an electric generator control room and partially destroyed a large diesel-electric generator secured for the test as a demonstration of existing power system vulnerabilities.26

Connections Through Other Systems

Utilities have routinely accessed control systems either wirelessly or by telephone lines for many years. In fact, telephone lines often used to access corporate systems may even provide access to utility control systems. A recent GAO report highlighted vulnerabilities at the Tennessee Valley Authority, a large federal utility in the United States.

… the interconnections between TVA's control system networks and its corporate network increased the risk that security weaknesses, on the corporate network could affect control systems networks and we determined that the control systems were at increased risk of unauthorized modification or disruption by both internal and external threats.27

Communications and Internet Access

Grid devices capable of two-way communications are considered to be potential points of unauthorized system access, and can represent a potential cybersecurity vulnerability. While security protocols may exist to prevent unauthorized entry, wireless networks can be monitored and potentially hacked by cybercriminals. Smart meters are another example of new applications in which the security of data has been mentioned as a concern. At the heart of smart meters are semiconductor chips which allow data about energy use to be sent wirelessly to the electric distribution company, and which potentially allows the meter to control the flow of power to customers. The security of the encrypted information in the communications protocol used by many of these devices has been questioned in the past, and questions have been raised about the effectiveness of efforts to patch identified flaws. The primary consideration in the choice of wireless protocol by semiconductor providers seems to be cost of the system, a criteria which is not always compatible with cybersecurity goals for secure communications.28 While the developing Smart Grid is likely to use today's internet and wireless communications systems for many years to come, security concerns and data usage requirements may move the system to dedicated communications and information channels serving uniquely Smart Grid uses.

Potential access to SCADA systems via the Internet has often been cited as a key vulnerability for electric power systems. Hackers have used the Internet to launch denial of service,29 phishing,30 and various other forms of cyberattack. The effective recording, processing, and exchanging of data is becoming increasingly critical to the reliability of the power system,31 and deliberately introduced misinformation can be damaging. Internet-linked communications systems may be important to today's interconnected grid, but the Internet also provides a ready path to cyberattack from any corner of the world wide web.

Combined Cyber- and Physical Attacks

The vulnerability of key components of the grid to a physical attack has been long known, but a coordinated and sustained physical and/or cyberattack32 could be problematic. After a cyberattack, restored systems may be repaired and protected against known vulnerabilities, but a coordinated cyberattack over a short time period targeting different Smart Grid systems could slow recovery. The same would hold true for repeated physical attacks, or combined cyber- and physical attacks on key grid components. Under such circumstances, the resources of emergency programs in place to replace important grid systems and components (such as the Edison Electric Institute's "Spare Transformer Equipment Program"33) may not be adequate to provide enough replacement parts to fully restore reliable grid operations in a timely manner.

Supply Chain

The components of smarter grid devices present another potential vulnerability concern. Most of the smart meter, sensor, and other equipment makers are international companies who obtain their components from international sources. Taiwan, Singapore, China, and South Korea are among the largest overseas manufacturers of semiconductors and microprocessors for smart devices. The reliable operation of semiconductor and microprocessor-based devices is based on the low-level firmware34 controlling the device's basic functions. Firmware in the form of fixed machine-language binary code is found in almost all the electronic devices making up smarter grid products such as programmable controllers and programmable logic arrays. If a hacker or cybercriminal gained access to such devices (especially during the manufacturing process), a section of code could be covertly inserted in the device and activated in such a way as to impair its functioning in a reliable manner. Some might suggest random or statistically based testing of the firmware in smarter grid devices. But the impairment would not need to be placed in all such devices coming off an assembly line. If a large enough sample was impaired, the effect might be enough to cast doubt on the reliability of a whole class of such devices.

Geomagnetic Impairment

An electromagnetic pulse (EMP) is a large burst of electromagnetic radiation resulting from the detonation of a nuclear weapon or from other means. EMPs can cause voltage and current surges which can severely damage electrical equipment and systems. A high-altitude nuclear explosion could cause an EMP which could severely impair an electric power system not shielded from the effects of an EMP.

However, deliberate, large-scale, man-made attacks are not the only potential threat which could take down a substantial portion of the electric grid. Radiation or charged particles ejected into space weather from solar flare eruptions could cause geomagnetic storms which could interfere with telecommunications networks or damage orbiting satellites. Periodically, these eruptions from the sun are powerful enough to disrupt the operations of electric power systems. Solar flares occur in cycles of almost 11 years. 35 Occasionally, severe space weather results in a huge eruption of particles which can be particularly disruptive to electric power systems, and induce ground currents powerful enough to actually melt the copper windings of electric power transformers. The last major solar flare eruption in 1989 caused blackouts across the Canadian province of Quebec for nine hours. But even greater storms can occur perhaps every 100 or more years. The first major eruption of this size was observed in 1859. It destroyed much of the world's telegraph infrastructure of the time. Another event observed in 1921 demonstrates that although these events are rare, they are likely to occur again and could have tremendous societal and economic impacts for the United States:

… the occurrence today of an event like the 1921 storm would result in large-scale blackouts affecting more than 130 million people and would expose more than 350 transformers to the risk of permanent damage.36

It could take weeks or months to replace most of the damaged transformers. Some of the larger units could take years to replace due to the fact there are no U.S. power transformer manufacturers,37 and a multi-year backlog exists for the larger units.

Current Cybersecurity Policy for the Smart Grid

A smarter grid is increasing reliance on automated systems to manage energy sources, power control devices, system information, and power flows. Automation will allow information from smarter processors and sensors to be processed at much faster rates, giving power system operators more accurate and timely information, and giving customers greater input into their own power use. But, the possibility that such systems could be highjacked in such a way as to bring down the grid regionally or even nationally, and cause long-term damage to critical systems and components, is giving Congress reason to consider the cybersecurity of the electric power infrastructure.

The passage of the Homeland Security Act of 2002 (P.L. 107-296) (HSA) established the Department of Homeland Security. HSA increased penalties for certain computer-based crimes, and in addition to improving on the earlier Computer Fraud and Abuse Act of 1986,38 made critical infrastructure protection a key mission of DHS.

Federal efforts to enhance the cybersecurity of the electrical grid were reemphasized with the recognition of cybersecurity as a critical issue for electric utilities in developing the Smart Grid. The Energy Independence and Security Act (EISA) of 2007 (P.L. 110-140) thus added requirements for "a reliable and secure electricity infrastructure" with regard to Smart Grid development. EISA directed NIST to develop a framework for protocols and standards for the Smart Grid to achieve "interoperability"39 of devices and systems. The American Recovery and Reinvestment Act of 2009 (P.L. 111-5) provided NIST with funds to proceed with this mandate.

Status of Regulatory Implementation

NIST issued a report, "NIST Framework and Roadmap for Smart Grid Interoperability Standards" (NIST SP 1108, January 2010), listing 75 existing standards which are likely to be applicable for an interoperable Smart Grid, and identified 15 high-priority gaps and harmonization issues. NIST also issued a "Smart Grid Cybersecurity Strategy and Requirements" report (NISTIR 7628, September 2010) assessing requirements to ensure the security and reliability of a modernized grid. This report also classified Smart Grid interfaces according to potential impacts that could result from compromise of these systems.

The Federal Energy Regulatory Commission (FERC or the Commission) received primary responsibility for the reliability of the bulk power40 system from the Energy Policy Act of 2005 (EPACT05) (P.L. 109-58). EPACT05 also gave FERC the authority to commission an "Electric Reliability Organization" (ERO) to establish and enforce reliability standards. FERC subsequently designated the North American Electric Reliability Corporation (NERC) as the ERO. Compliance with reliability standards for electric utilities thus changed from a voluntary, peer-driven undertaking to a mandatory function. While NERC is responsible for standards for the bulk power system in the United States, it is also seeking recognition by applicable governmental authorities in Canada and Mexico to establish and coordinate reliability standards for the bulk power systems of these respective countries.41 NERC is also responsible for standards for critical infrastructure protection (CIP) which focus on planning and procedures for the physical security of the grid. NERC has delegated much of the daily process of maintaining reliability of the grid to regional entities via delegation agreements which are subject to FERC approval. Compliance and enforcement with NERC standards is therefore largely a responsibility of these regional entities, which are mostly responsible for imposing penalties for violation of reliability standards.42 NERC's CIP standards essentially approach cybersecurity as an extension of reliability, and address nine areas including Sabotage Reporting, Critical Cyber Asset Identification, and Electronic Security Perimeters, and Recovery Plans for Critical Cyber Assets.43 These standards identify what utilities must do to protect "cyber assets"44 seen as critical to the reliability of the bulk power45 system.

EISA directed FERC to work with NIST in developing Smart Grid interoperability standards, and required FERC to institute a formal rulemaking process to adopt interoperability (including cybersecurity) standards when FERC was satisfied that a consensus on defining the standards had been reached. NIST advised FERC in October 2010 that it had identified five "foundational" sets of standards46 which may allow FERC to go forward with instituting rulemaking proceedings to adopt standards to ensure Smart Grid functionality, interoperability, and cybersecurity. The standards would be updated as Smart Grid requirements and technologies evolve.

FERC held a technical conference in January 2011 to determine if there was "sufficient consensus" that the five sets of standards proposed by NIST were adequate for standards and protocols to be adopted. The comments of conference participants showed that a consensus on the standards had not in fact been reached with several participants stating that they were unsure of what would constitute a consensus, and questioning whether such standards would then automatically become "mandatory and enforceable." FERC issued a supplemental notice in February 2011 (requesting all comments by April 2011) to aid the Commission's determination as to whether a consensus exists on the proposed NIST interoperability standards. Additional questions were asked in the notice to solicit opinions on related topics including the NIST process for determining the readiness of a standard with regards to interoperability and cybersecurity, whether making standards enforceable would achieve interoperability goals, how testing and certification of cybersecurity requirements could be incorporated into the standards process, and whether the Commission should consider different criteria for evaluating interoperability and functionality (and the extent to which cybersecurity is an element of each).47

Assessment of Cybersecurity Progress by Government Accountability Office

Congress asked the U.S. Government Accountability Office (GAO) to assess progress by NIST and FERC on Smart Grid cybersecurity guidelines and standards. GAO issued a report with its findings in January 2011.48 GAO found that NIST has largely addressed "key cybersecurity elements" such as the cybersecurity risks of Smart Grid systems and had identified security controls essential to such systems. GAO also found that NIST had not addressed the risks of attacks on Smart Grid systems using both cyber- and physical means. GAO recommended that NIST finalize its plan and schedule for updating its cybersecurity guidelines to include these elements.

GAO also pointed out that while EISA had given FERC authority to adopt Smart Grid standards, it did not give FERC specific enforcement authority over implementation of standards. GAO recognized that a regulatory divide exists between federal, state, and local entities on various aspects of Smart Grid interoperability and cybersecurity. As such, GAO states that such standards will remain voluntary unless regulators use other authorities to enforce standards compliance. GAO recommended that FERC develop a coordinated approach (with other regulatory jurisdictions) to monitor voluntary standards and address any gaps in compliance.

FERC and NIST agreed with GAO's recommendations.49 However, FERC Chairman Wellinghoff stated that while a coordinated approach would be pursued, FERC may lack the authority to address any gaps in compliance, and that this being the case, Congress may want to consider the matter further. Furthermore, in addressing GAO's comments, the Chairman broached the question of whether other-than-voluntary compliance with Smart Grid standards by "relevant manufacturers and utilities" is what Congress intended in EISA.50

Meanwhile, NIST has communicated to FERC its own concerns that under the existing process, it could take years for the Commission to adopt rules on the many individual standards needed to achieve interoperability of the Smart Grid while recognizing that many "customized" upgrades to the grid continue to be installed. NIST suggested that in the absence of formal standards, FERC could request "interoperability roadmaps" from utilities to determine if they addressed interoperability based on the NIST framework in the utilities' grid modernization efforts.51

Assessment by DOE's Inspector General of FERC's Monitoring of Grid Cybersecurity

The DOE Inspector General released an audit report52 in January 2011 of FERC's monitoring of grid cybersecurity, with regard to the Commission's responsibilities under EPACT05. The report found that CIP cybersecurity standards developed "did not include a number of security controls commonly recommended for government and industry systems," and criticized FERC's oversight of the process for developing these standards, citing a need for FERC to use its existing authority to ensure timely standards development to address emerging security threats. The report also said that FERC's implementation approach and schedule for CIP standards did not adequately consider risks to information systems, since FERC was focusing on documentation of controls rather than implementation of controls. FERC was advised to revise its focus to ensure that controls to address higher threat risks are given priority. The report noted that these problems existed, in part, because the Commission had "only limited authority" to ensure cybersecurity over the bulk electric system, and could not implement its own reliability standards or issue alerts. However, the report went on to conclude that even "when such authority did exist," FERC did not always act "to ensure that cybersecurity standards were adequate."

FERC Chairman Wellinghoff mostly concurred with the report's recommendations53 while noting that "the current statutory framework is inadequate for addressing emerging cybersecurity threats through mandatory standards." The Chairman stated that FERC will make every effort "to approve CIP standards as soon as possible after they are developed by NERC."54

Policy Concerns

Self-determination is a key part of the CIP reliability process. Utilities are allowed to self-identify what they see as "critical assets"55 under NERC regulations. While compliance with CIP standards became mandatory in 2010, FERC mandated modifications to the criteria defining critical assets for reliability purposes. Only "critical cyber-assets" (i.e., as essential to the reliable operation of critical assets) are subject to CIP standards. FERC directed NERC to revise the standards so that some oversight of the identification process for critical cyber-assets was provided, but any revision is again subject to stakeholder approval. Under current law, FERC cannot issue its own reliability standards.

While reliability standards are mandatory, the ERO process for developing regulations is somewhat unusual in that the regulations are essentially being established by the entities who are being regulated.56 This can potentially be an issue when cost of compliance is a concern, and acceptable standards may conceivably result from the option with the lowest costs. While FERC ultimately has approval authority over the regulations NERC submits and can remand such regulations it judges as not satisfying requirements, any such revisions are ultimately subject to NERC stakeholder approval. NERC standards could therefore be seen as a minimum threshold for compliance, as some utilities may choose to go beyond what is minimally required. But since utility systems are interconnected in many ways, the system with the least protected network potentially provides the weakest point of access.

Other Issues in Federal Smart Grid Cybersecurity Policy

Legacy Systems

Legacy devices and systems (such as many SCADA and substation automation systems) may represent as much of a vulnerability to cybersecurity as new Smart Grid components. They were not designed with cybersecurity in mind, and are often interconnected either via the Internet or by other, sometimes "unsecured" avenues. DOE describes the legacy system communications issue as follows:

The legacy communication methods that now support grid operations also provide potential cyber attack paths. Many cyber vulnerabilities have been identified by cyber security assessments of SCADA systems. Power grid substation automation and security have also recently been evaluated. The level of automation in substations is increasing, which can lead to more cyber security issues. The cyber security issues identified during the assessments and evaluations need to be resolved, but the known issues should not be construed as a complete assessment of the current power grid security posture.57

Some legacy grid devices are being retrofitted with communications capabilities to allow them functionality in the smarter grid, or permit easier maintenance, potentially introducing grid vulnerabilities which may not have existed before. NIST has suggested the establishment of "Priority Actions Plans" to resolve interoperability issues between legacy equipment and Smart Grid systems as these are installed.58

FERC specifically rejected proposals by commenters for additional interoperability standards (at this time) addressing existing resources or equipment and cost-effective integration of legacy equipment, and interfaces between utilities.59 Replacement of these systems is recognized by FERC as a possible option for utilities to apply for recovery of the "stranded costs" of legacy systems replaced by Smart Grid investments. 60

Leadership of Federal Authority for Smart Grid Cybersecurity

The issue of which, or whether, a single federal agency should have ultimate authority over Smart Grid cybersecurity remains largely unresolved. DHS, DOE, and FERC have all either stated claims or been mentioned as candidates for overall leadership of the issue based upon implications to national security, energy policy and technology leadership, or industry understanding and organizational mission, but the current missions of these agencies is only the starting point for a discussion. Since Smart Grid devices are being installed beyond the federally regulated power grid, the system could potentially face intrusions from cyberattacks initiated on less-protected distribution systems. Leadership of Smart Grid and cybersecurity issues may require the ability to communicate issues and push solutions in forums beyond federal jurisdictions if the goal is to protect against cyber-threats to the grid for the entire United States.

DHS's mission to protect national security against cyber-threats currently centers on "civilian government systems" and DHS works with industry to "secure critical infrastructure and information systems." DHS is focused on analyzing cyber-threats and reducing vulnerabilities, and distributing information on potential cyberattacks to ensure the safety of cybersystems.61 DHS will distribute warnings of cyber-threats to other federal agencies, state and local governments and to industry.

DOE has the technical and research capabilities of the national laboratories to draw upon with regard to cybersecurity and the Smart Grid, as well as its own internal policy offices which deal with an array of electricity system issues. DOE has worked with electric utilities to understand the cyber-vulnerabilities of the grid, and has tasked the national laboratories with helping to develop technologies and software patches to identify problems and harden legacy control systems against potential cyber-intrusions.

FERC is an independent, self-funded regulatory agency within DOE, with statutory authority over major aspects of the wholesale electric, natural gas, hydroelectric, and oil pipeline industries.62 As such, FERC's responsibility for the reliability of the grid and related ratemaking authority allow the Commission to discover issues and authorize utilities to recover the jurisdictional portion of costs related to grid critical infrastructure protection upgrades. FERC recognizes that EISA does not make Smart Grid standards mandatory, nor does EISA give it authority to make or enforce such standards.63 FERC has jurisdiction over the bulk power system, but this currently excludes authority over the nation's electric distribution systems where much of the smarter grid will be deployed. The Commission appears to view its reliability mandate under EISA as giving it the authority to adopt Smart Grid standards which will be applicable to all electric power facilities and devices with Smart Grid features, including those at the distribution level. FERC further ties cybersecurity to reliability by proposing a "harmonization" of each Smart Grid protocol and reliability standard developed. 64

Cost Challenges of Maintaining a Cyber-Secure Smart Grid

Cybersecurity threats present a constantly moving and growing need for mitigation activities. As new devices and systems are being developed for the Smart Grid, so too is the array of infrastructure elements which must potentially be protected. This is a key concern for utilities, as the resources which may have to be applied to cybersecurity concerns could likewise spiral upward in growth and costs. Utilities may understand how a smarter grid can enhance their efficiency and reliability, and the need for cybersecurity safeguards. Commercial and industrial customers may also see potential benefits in Smart Grid-enabled programs (such as demand response), and it is likely they will fund a significant portion of smarter grid improvements through rates. But at present very few consumers at the residential level seem to understand the potential of the Smart Grid, or have reason to believe it can do anything for them except increase rates.65 One recent study expects cybersecurity spending to represent approximately 15% of total Smart Grid capital investment between 2010 and 2015 (with total investment estimated to be $1.5 billion in North America).66

Smart Grid enhancements across the United States may vary by utility, state, region, and regulatory jurisdiction. Recovery of costs may present a major challenge especially to distribution utilities and state commissions charged with overseeing utility costs. When faced with such decisions, the perception of the potential risks to the utility's local system will likely bear on what costs the utility's ratepayers should pay. EISA requires states only to consider recovery of costs related to Smart Grid systems. FERC has jurisdiction over the bulk power grid, i.e., transmission and wholesale rates in interstate commerce. FERC cannot compel entities involved in distribution to comply with its regulations. Since distribution utilities are regulated by state or local public utility commissions, Smart Grid investments will likely require approval by these jurisdictions. The issue of whether Smart Grid standards for interoperability should be voluntary or mandatory for these jurisdictions remains unresolved.

Privacy and Data Security

The sharing of information in applications used by the smarter grid has raised questions on the safety of that information. Security of customer information in wireless applications, and how personal data characteristics (such as customer usage information) can be protected are issues often mentioned in discussions of the Smart Grid and cybersecurity. Encryption of data (with limited decryption for data checking), and aggregation of data at high levels to mask individual usership have been mentioned as ways to protect the identity of individual customers. Limiting the amount of data to just information needed for billing purposes has been suggested as a remedy to the potential for misuse of data.67 Real-time monitoring of these networks may alert system operators to suspicious activities. But even these methods might not be enough to guard against a sophisticated intruder if data security is taken for granted. The development of Smart Grid standards for electric utilities and their partners governing the collection and use of customer data may be a possible next step.

If customers participate in demand-side management programs, then customer usage data can provide a wealth of information for a variety of programs for interruptible loads or time-of-use rates. But customer-specific data stored in home area networks (HANs), or customer-specific data communicated between the HAN and distribution utility (or load aggregator) must be secure to protect the privacy of information. The advent of electric vehicles may offer another potential payload of data on customer movement and habits, if data collected or stored is not restricted to electricity consumption for billing purposes.

The National Regulatory Research Institute recommended in a recent report68 that public utility commissions should define the information which utilities will collect, determining with whom and for what purpose it should be shared, and assess the need for protecting the data. While allowing states to develop their own policies may be accomplished more quickly, the report also advocates for a national approach to Smart Grid privacy issues.

DOE has worked with electric utilities and the Electric Power Research Institute (EPRI) to develop profiles for Smart Grid products to address concerns about data privacy. These profiles are meant to provide guidance on how to build cybersecurity into Smart Grid applications under development, so that they can be more securely integrated into the Smart Grid.69

Government-Industry Coordination on Threats

In 2010, the Edison Electric Institute (EEI) issued its own "Principles for Cyber Security and Critical Infrastructure Protection"70 to discuss development of a framework for addressing cybersecurity threats. EEI, the trade association of U.S. shareholder-owned electric utilities, suggested a coordinated effort of government, industry, and suppliers of critical grid systems and components was necessary to protect the grid from cyberattacks as a "shared responsibility." EEI believes that the sharing of intelligence on evolving threats and a clear plan of action on imminent threats is key to this arrangement. EEI also expects that such a policy would help protect national security and the public welfare, and aid in the prioritization of assets which need enhanced security. EEI expects that such a partnership could "utilize all stakeholder's expertise," allowing owners and operators of critical infrastructure to propose mitigation strategies that will avoid significant adverse consequences to utility operation or assets.

Other Collaborative Cybersecurity Initiatives

There are a number of collaborative efforts involving private sector, academia, national laboratories, consumer groups, and others looking at cybersecurity and Smart Grid issues. Federal agencies are also working together to ensure communication and share resources on these issues, and helping to fund industry cybersecurity initiatives.71 Two of the major DOE-led initiatives are discussed below.

DOE is home to the Federal Smart Grid Task Force (FSGTF) established under EISA to "ensure awareness, coordination, and integration of the diverse activities of DOE's Office of Electricity Delivery and Energy Reliability (OE) and elsewhere in the federal government related to Smart Grid technologies, practices, and services."72 FERC, the Department of Commerce, the Environmental Protection Agency, the Department of Agriculture, and the Department of Defense are also members of the FSGTF.

DOE also funds (with OE leading DOE's participation) the "Trustworthy Cyber Infrastructure for the Power Grid" (TCIPG) initiative, working with DHS and industry.73 TCIPG is led by the academic sector as a public-private research partnership, supporting the development of resilient and secure Smart Grid systems, leveraging research previously funded by the National Science Foundation:

TCIPG's research plan is focused on securing the low-level devices, communications, and data systems that make up the power grid, to ensure trustworthy operation during normal conditions, cyber-attacks, and/or power emergencies. At the device level, new key functionality is being designed in hardware in order to detect attacks and failures and to restore proper system operation. Likewise, virtual machine technology is being developed and adapted for advanced power meters in order to permit new power use scenarios while preserving privacy. At the protocol level, new techniques are being developed to detect, react to, and recover from cyber attacks that occur while preserving integrity, availability, and real-time requirements.

Participating in TCIPG are the University of Illinois at Urbana-Champaign, Dartmouth College, Cornell University, the University of California at Davis, and Washington State University. Current TCIPG projects are focused on developing "trustworthy cyber infrastructure and technologies" for active demand management and wide-area monitoring and control, response to and managing cyber events, and risk/security assessments.

Current Legislation

Several bills introduced in the 112th Congress addressing the cybersecurity of the Smart Grid are summarized below.

Senate

The Cyber Security and American Cyber Competitiveness Act of 201174 (S. 21) would secure the United States against cyberattack and protect sensitive information and the identities of U.S. citizens and business. The bill focuses on the increasing dependence of the United States on information technology, and highlights a growing need for public awareness and preparedness of cyber-threats.

The Cybersecurity and Internet Freedom Act of 201175 (S. 413) is intended to enhance the "security and resiliency of the cyber and communications infrastructure" of the United States. Among its provisions, the bill would establish within DHS a National Center for Cybersecurity and Communications (NCCC) to protect the federal and national information infrastructure. The duties of the NCCC Director would include the identification and evaluation of cyber-risks to critical infrastructure (covered by the bill) on a continuous, sector-by-sector basis. The NCCC would also issue regulations establishing risk-based security performance requirements to secure covered critical infrastructure against cyber risks. Each owner or operator of covered critical infrastructure would be required to certify to the NCCC Director that approved security and emergency measures had been implemented. Civil penalties for non-compliance would be established by the bill. The President would be authorized by the bill to declare a national cyber-emergency, and would be required to notify owners and operators of critical infrastructure about the nature of a cyber-threat if a national cyber-emergency was declared.

The Cyber Security Public Awareness Act of 201176 (S. 813) is intended to promote the awareness of cybersecurity. Among its provisions, the bill requires a report from be DHS on technical options to enhance the security of information networks of entities which own or manage critical infrastructure. The bill also requires a report from the Secretary of Homeland Security in consultation with the Secretary of Defense and the National Intelligence Director concerning the threat posed by a cyberattack to disrupt the national electrical grid and its implications to national security, the options for quick recovery to provide for national security as well as for restoration of all electrical service in the United States, and the development of a plan to prevent disruption of the U.S. grid by a cyberattack.

House

The National Infrastructure Development Bank Act of 201177 (H.R. 402) aims to facilitate infrastructure development. The bill identifies the nation's energy infrastructure as an area in need of modernization. Eligibility is extended to Smart Grid projects as energy infrastructure development.

The Secure High-voltage Infrastructure for Electricity from Lethal Damage Act78 (H.R. 668) seeks to protect the bulk power system and electric infrastructure critical to the defense and well-being of the United States from EMP threats (such as nuclear weapons), or natural geomagnetic disturbance (GMD) vulnerabilities (such as solar flares). The bill proposes to authorize FERC to order the ERO to take emergency measures to protect the reliability of the bulk power system upon identification of an imminent threat to grid security from an EMP attack or GMD event. FERC would be authorized to allow utilities to recover "substantial costs" incurred from compliance with such an emergency order. The bill would also authorize FERC to issue rules or orders to protect against such grid security vulnerabilities not covered by ERO reliability standards (and would rescind the FERC rule or order when a sufficient ERO reliability standard was in place). FERC would be required to direct the ERO to propose reliability standards to protect against "reasonably foreseeable" EMP or GMD events. The ERO would also be required to propose reliability standards (balancing risks and costs) to address availability of large transformers capable of restoring reliable grid operations after an EMP or GMD event, providing entities (either individually or jointly) which own such transformers to ensure their adequate availability in case such transformers are destroyed or disabled by such an EMP or GMD event. The President would be required to identify up to 100 electric infrastructure facilities critical in supplying power for the defense of the United States which would be subject to FERC rules and orders related to EMP or GMD events. Recovery of full incremental costs incurred in compliance with such FERC rules and orders would be allowed for owners of the identified defense critical electric facilities.

White House Legislative Proposal on Cyberspace

The Obama administration has launched its own comprehensive proposals for legislation on cybersecurity.79 Protection of critical infrastructure (including the electric grid, financial systems, and transportation networks) is among the main proposals. Other initiatives are suggested to better report cyber-breaches so that consumers are aware that their personal data may have been accessed by intruders, and "synchronized" penalties for cyber-crime with mandatory minimum punishments for cyber-intrusions into critical infrastructure.

The Administration wants better preparedness and coordination between federal agencies, state governments, and industry in order to prevent cyberattacks against critical infrastructure. The proposals include development of cybersecurity standards and enhanced information sharing about cyber threats. The Administration also proposes legislative provisions for DHS to help industry, states, and local government to recover from a cyber-intrusion and fix the resulting damage, or provide advice on building a better network. DHS would also review cyber-protection strategies and requirements, making public its findings on readiness (while not revealing the specific nature of any deficiencies).

Additional Comments

Much of the federal efforts related to the cybersecurity of the smarter grid relate to efforts to stay ahead of cyber-threats. But such is the complexity of the cyber-threat universe (with defined threats, perceived weaknesses, and the possibility of continual upgrades of both hardware and software systems) that staying ahead of the threats could quickly evolve into a rapidly growing, never-ending cost center for utilities. While a key to cost control is in assessment of the likely risks, cost recovery for reliability under current federal law is based on mandatory compliance with CIP cybersecurity standards for reliability purposes.

Cost recovery for Smart Grid expenditures or upgrades is voluntary under current law. Such discretionary treatment may possibly result in liability claims if damages result from an attack on Smart Grid systems. While the "Support Anti-Terrorism by Fostering Effective Technologies Act" of 200280 provides "risk management" and "litigation management" protection for qualified anti-terrorism technologies and others in the supply and distribution chain, such protections likely do not apply to electric utilities as adopters of Smart Grid technologies and devices.

Current legislative and Administration proposals largely speak to a prioritization of critical infrastructure facilities, with consideration to how these relate to national security, and national economic recovery. However, recoverability from a cyberattack on the scale of something which might take down a significant portion of the grid will likely be very difficult. Maintaining a ready inventory of critical spare parts in close proximity to key installations would likely prove useful to quickening recovery efforts from some types of attack.

The current Smart Grid cybersecurity discussions largely focuses on the security of central station power plants and transmission systems. However, the future Smart Grid may increasingly depend on renewable energy, fuel cells, and other distributed resources like energy storage as these technologies are increasingly integrated into the nation's energy framework. The development of the Smart Grid with distributed and renewable power generation resources may add a level of security to the grid, since these resources do not have the fuel requirements of fossil generation. Damage to the fossil fuel delivery networks would likely impair operation of central station generating plants, depending on how much of an inventory of fuel is stored on-site. This greater diversity of resource options would likely further enhance the Smart Grid's expected improvement in reliability due a greater diversity of resource options, joining together these newer elements with traditional power stations in the power grid of the future. But the characteristics that these elements bring to the system could be considered in the design of CIP standards and protocols.

Although this report has focused on cybersecurity aspects of a smarter electrical grid, technologies being developed for use by the Smart Grid could also be used by natural gas pipeline, water supply, and telecommunications systems. Consideration could be given to applying similar control system device and system safeguards to these other vital utility systems. Consideration could be given to applying similar control system device and system safeguards to these other vital utility systems. The electricity grid is connected to (and largely dependent on) these other resource and communications providers as the vast majority of power production today needs water for steam generation or natural gas for fuel. Similarly, natural gas pipelines use many electrically powered compressors to maintain pipeline pressure and move gas through the system, and the nation's water systems is a notable consumer of electricity for distribution and supply purposes. These interdependent systems are also vulnerable to natural hazards such as earthquakes and tornadoes. The remote sensing and other technologies expected to be employed by the Smart Grid could also help mitigate the effects of regional natural disasters on critical infrastructure, as these are expected to be capable of detecting outages and optimizing power flows to minimize damage and enable a more complete recovery.
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