

[image: cover image]




  United States v. Jones: GPS Monitoring, Property, and Privacy




United States v. Jones: GPS Monitoring, Property, and Privacy



United States v. Jones: GPS Monitoring, Property, and Privacy


April 30, 2012 (R42511)







Contents


	Introduction

	United States v. Jones: A Property-Based Approach to the Fourth Amendment

	The Implications of Jones and Technology

	Justice Alito's Concurrence: A Katz-Based Approach

	Justice Sotomayor's Concurrence: The Broadest Reading of the Fourth Amendment

	Warrant Requirement after Jones

	Conclusion







Summary

In United States v. Jones, 132 S. Ct. 945 (2012), all nine Supreme Court Justices agreed that Jones was searched when the police attached a Global Positioning System (GPS) device to the undercarriage of his car and tracked his movements for four weeks. The Court, however, splintered on what constituted the search: the attachment of the device or the long-term monitoring. The majority held that the attachment of the GPS device and an attempt to obtain information was the violation; Justice Alito, concurring, argued that the monitoring was a violation of Jones's reasonable expectation of privacy; and Justice Sotomayor, also concurring, agreed with them both, but would provide further Fourth Amendment protections. This report will examine these three decisions in an effort to find their place in the body of existing Fourth Amendment law pertaining to privacy, property, and technology.

In Jones, the police attached a GPS tracking device to the bottom of Jones's car and monitored his movements for 28 days. At trial, the prosecution relied on Jones's movements to a stash house to tie him to a drug conspiracy. Jones was convicted and given a life sentence. The United States Court of Appeals for the District of Columbia Circuit reversed, holding that the evidence was unlawfully obtained under the Fourth Amendment. The Supreme Court agreed. The majority, speaking through Justice Scalia, explained that a physical intrusion into a constitutionally protected area, coupled with an attempt to obtain information, can constitute a violation of the Fourth Amendment. Although the Court's landmark decision in Katz v. United States, 389 U.S. 347 (1967),  supposedly altered the focus of the Fourth Amendment from property to privacy, the majority argued that it left untouched traditional spheres of Fourth Amendment protection—a person and his house, papers, and effects. Because the police had invaded Jones's property—his car, which is an effect—that was all the Court needed to hold that a constitutional search had occurred.

The majority's test, however, provides little guidance in instances where the government need not physically install a device to conduct surveillance, for instance, by using cell phones or preinstalled GPS devices in vehicles. To understand how the Court may rule on these technologies, one must look to the two concurrences, which provide a more global interpretation of the Fourth Amendment. Justice Alito, writing for a four-member concurrence, would have applied the Katz  privacy formulation, asserting that longer-term monitoring constitutes an invasion of privacy, whereas short-term monitoring does not. He left it to future courts to distinguish between the two. Justice Sotomayor's concurrence appears to provide the most protection, finding that both the trespass approach and the privacy-based approach should be utilized. She also questioned the rule that any information provided to a third party, which occurs in many commercial transactions like banking or computing, should lose all privacy protections.

Although all three opinions concluded that the government's action in Jones was a search, none expressly required that police get a warrant in future GPS tracking cases. (The government forfeited the argument.) Further, there is no clear indication of the level of suspicion—probable cause, reasonable suspicion, or something less—that is required to attach a GPS unit and monitor the target's movements. Additionally, there have been several bills filed in the 112th Congress, including Senator Patrick J. Leahy's Electronic Communications Privacy Act Amendment Act of 2011 (S. 1011) and Senator Ron Wyden's and Representative Jason Chaffetz's identical legislation, S. 1212 and H.R. 2168, the Geolocational Privacy and Surveillance Act (GPS bill), that would require a warrant based upon probable cause to access geolocation information.
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Introduction

There is little doubt that technology is fast becoming intertwined with our jobs, our social life, and even our most private interactions with each other. This phenomenon creates friction among many compelling interests. The first is a clash between two contrasting values: the desire for privacy and the longing to be connected through the newest and most advanced technology. To a certain extent, as one advances, the other must necessarily recede. Meanwhile, courts are tasked with determining the balance between government's law enforcement needs and the people's privacy. The Fourth Amendment to the U.S. Constitution provides the measuring stick to determine this balance. The amendment ensures "[t]he right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated."1 Its primary function is to prohibit government intrusion upon the privacy and property rights of the people. When new technology is involved, achieving this balance is not an easy undertaking.

United States v. Jones presented such a challenge to the Supreme Court. The question posed was whether the installation and month-long monitoring of a GPS device attached to Jones's car constituted a violation of the Fourth Amendment's prohibition against "unreasonable searches and seizures."2 This usage of the Global Positioning System (GPS)3 is not unusual in criminal investigations,4 but up to that point longer-term monitoring had not been directly tested by the Court. Thus, many observers awaited the Jones ruling for its potential impact not only on government monitoring programs, but also on general Fourth Amendment cases involving prolonged government surveillance.

In prior government tracking cases,5 the Court applied the test from Katz v. United States, which addresses whether the individual had a reasonable expectation of privacy in the area to be searched.6 Because the police in Jones physically invaded his property to attach the GPS device—whereas in the previous cases they had not—the Court declined to apply Katz, but instead based its decision on a trespass theory.7 The trespass theory asks whether there was a physical intrusion onto a constitutionally protected area coupled with an attempt to obtain information.8 In Jones, there was, so the Court applied this more limited test and held that a search occurred. Though the majority bypassed the Katz approach, Justice Alito, concurring with Justices Breyer, Ginsburg, and Kagan, would have applied Katz.9 Long-term surveillance, Justice Alito wrote, violated Jones's reasonable expectation of privacy under Katz. Justice Sotomayor agreed with both the majority and Alito's concurrence, but called for additional protection by questioning the viability of the third-party doctrine, which holds that any information voluntarily given to a third party loses all privacy protections.10

This report will analyze all three opinions in an attempt to determine how Jones might affect future use of GPS tracking and other government surveillance techniques. First, it will briefly recount the facts that led to Jones's prosecution, his appeal, and the Supreme Court's review. Next, it will analyze the majority's property-based test, evaluating it against similar Fourth Amendment case law. Additionally, this section will raise issues concerning the possible impact of this approach on similar search and seizure cases. Next, the report will examine both Justice Alito's and Justice Sotomayor's concurrences and their potential impact on cases involving technology. Because the Court did not express whether a warrant is required, the report will posit several theories on how this issue may be resolved in the future.


United States v. Jones: A Property-Based Approach to the Fourth Amendment

In 2004, a Joint Task Force of the FBI and the District of Columbia Metropolitan Police Department suspected Antoine Jones was part of a drug distribution ring.11 Based on information obtained from wiretaps, a pen register,12 and video surveillance, the task force obtained a warrant to monitor Jones's Jeep with a GPS tracking device. According to the terms of the warrant, the officers had 10 days to install it and were required to do it in the District of Columbia. The officers installed the device on the 11th day in Maryland while the Jeep was parked in a public parking lot.13 For the next four weeks the device tracked Jones's every movement, creating 2,000 pages of monitoring data.14 During this time, the device tracked Jones's movements to and from a known stash house.

Jones was indicted for conspiracy to distribute and possession with intent to distribute cocaine. At trial, the prosecution relied heavily on Jones's movements derived from the GPS to connect him with a larger drug ring.15 He moved to dismiss this information as a warrantless search under the Fourth Amendment. The United States District Court for the District of Columbia excluded the data derived when his car was parked in his garage but allowed into evidence all of his public movements.16 Jones was ultimately convicted and sentenced to life imprisonment.17 The United States Court of Appeals for the District of Columbia Circuit reversed, holding that the GPS data were derived in violation of Jones's reasonable expectation of privacy under the Fourth Amendment.18 The Supreme Court then granted a writ of certiorari, agreeing to review Jones's case.

Most observers assumed the Supreme Court would, like the D.C. Circuit Court of Appeals, apply the reasonable expectation of privacy test developed in Katz v. United States to determine if the tracking was a Fourth Amendment search. Under the Katz test, a search in the constitutional sense has occurred if the individual had an actual expectation of privacy in the area to be searched that society would deem reasonable.19 Since 1967, when Katz was handed down, the Court had developed a body of case law applying this privacy-based formulation of the Fourth Amendment.20

The Jones majority, led by Justice Scalia, took a different route.21 It held that the attachment of the GPS device, coupled with its use to monitor Jones's movements, was a constitutional search.22 The Fourth Amendment ensures that "[t]he right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated."23 Because Jones's vehicle is an effect—listed in the text of the Fourth Amendment—the police's physical intrusion by attaching the GPS for tracking purposes constituted a search.24 This theory hinges on common law trespass as it was known in 1791 (when the Fourth Amendment was adopted). It does not rely on Katz, nor any subjective conception of privacy. The majority contended that Jones's rights should not strictly depend on whether his reasonably expected zone of privacy was pierced.25 Rather, the majority asserted, property rights also define an individual's right to be free from government intrusion.

Justice Alito, in concurrence, contended that the majority's reliance on "18th-century tort law" which "might have provided grounds in 1791 for a suit based on trespass to chattels," "strains the language of the Fourth Amendment; it has little if any support in current Fourth Amendment case law; and it is highly artificial."26 Justice Alito would have instead applied the Katz formulation.27 This criticism prompts two central questions: (1) Does the majority's property-based approach enjoy textual, historical, or jurisprudential support?; and (2) What effect will this approach have on other areas of government investigations?

The seeds for the property-based approach were planted in England in Entick v. Carrington, a case considered by many as an ancestor of the Fourth Amendment.28 There, the English court forbade government agents from searching through Entick's home, looking for papers intended to prove his seditious writing. The agents had a general warrant to search the home, but the warrant lacked a specific description of the area to be searched and the items to be seized. Lord Camden declared that no government agent nor any other person may enter the property of another without permission, even if no harm is done.29 This theory carried over to the colonies and prompted the framers to include a prohibition against unreasonable searches and seizures when drafting the Bill of Rights.30 Under this common law trespass approach, the key inquiry is not necessarily the content of the information obtained by the police, but rather their method of retrieving it. The Jones Court had no doubts that the attachment of the GPS device (which required a trespass of Jones's car) would have been a search when the Fourth Amendment was adopted—when Entick was fresh in the framers' minds.31

Although property certainly controlled Fourth Amendment thinking during the infancy of the Fourth Amendment, its control waned in later years. Olmstead v. United States provides an example. There, federal agents installed several wiretaps on the telephone wires coming from Olmstead's house.32 In upholding this electronic eavesdropping, the Court ruled that the Fourth Amendment applied only when there was an official search or seizure of a person, his tangible papers and effects, and an "actual physical invasion" of the individual's home.33 Because the installation of the wiretap did not require the agents to trespass onto Olmstead's property, the Court held that it was not a search or seizure under the Fourth Amendment.34

Forty years later, the Court began its shift away from this property-centric approach. In Warden v. Hayden, the Court noted the property-based approach had been discredited over the years, and that privacy should be the focus of the inquiry under the Fourth Amendment.35 Subsequently, the Court decided Katz v. United States, where it held an electronic surveillance of Katz's conversations while he was in a public telephone booth was impermissible, despite the fact that no property rights were involved.36 The "Fourth Amendment protects people, not places," the Court declared, and any search that invaded a person's "reasonable expectation of privacy" should be considered a search in the constitutional sense.37

This seemingly conflicting line of cases left many wondering whether property and privacy could coexist under the Fourth Amendment. The Court attempted to reconcile these two lines in Soldal v. County of Cook.38 There, while under the supervision of local police, a landlord had his tenant's trailer home towed from the rented lot.39 The tenant sued the police under Section 1983, a civil rights statute, for a violation of his Fourth Amendment right to be free from unreasonable seizure. The Seventh Circuit Court of Appeals denied the tenant's claim, holding that any Fourth Amendment violation must be supported by some invasion of privacy.40 The police did not invade the tenant's privacy, but only his possessory interest in the property, enough for the court to hold the Fourth Amendment inapplicable. Instead, the panel noted that the due process clause was the proper avenue of relief for a "pure deprivation of property."41

The Supreme Court disagreed, ruling that the police action was a seizure notwithstanding the lack of a privacy interest at stake.42 The Court took pains to note that privacy-based cases like Katz and Warden had not "snuffed out the previously recognized protection for property under the Fourth Amendment," but instead had "demonstrated that property is not the sole measure of Fourth Amendment violations."43 The Court noted that the amendment does not protect possessory interests in all kinds of property, such as an open field not closely connected with a person's home, but certainly covers things specifically listed in the constitutional text—persons, houses, papers, and effects.44

This idea that the Fourth Amendment protects both privacy and property independently is infused throughout the majority opinion in Jones. As Justice Scalia noted, Katz did not supplant the common law trespass approach, but merely supplemented it.45 But is a simple trespass alone enough to constitute a violation? The Court answered no: in addition to the physical intrusion, there must be "an attempt to find something or to obtain information."46 Also, not every police trespass will be a constitutional search. The government must intrude upon an area enumerated in the text of the amendment (person, houses, papers, and effects).47 This leaves several questions. If a car is an effect, what other personal property may be covered under this approach? Will computer data constitute an effect? Will an e-mail constitute an electronic paper? If a police officer walks onto one's porch, is that an invasion of his house? There are no easy answers to these questions.

Additionally, because the Court focused on the attachment of the device and the property interests involved, there remain questions of whether prolonged tracking with a device is permissible under the Fourth Amendment if there is no trespass. As the majority noted, "[s]ituations involving merely transmission of electronic signals without trespass would remain subject to Katz analysis."48 Justice Alito's and Sotomayor's concurrences in Jones may be scrutinized for how the Court might handle these scenarios under Katz.49


The Implications of Jones and Technology

As more cell phones and cars are outfitted with GPS tracking technologies, police need not physically attach a device to track its movements. Because the Jones majority opinion is based on a physical trespass into a constitutionally protected area, it seemingly will not apply where GPS is preinstalled. Justices Alito, and his four-Justice concurrence, and Sotomayor, concurring separately, provide insight into how a future court may apply the Fourth Amendment to evolving technologies.50 These opinions rely, to a certain extent, on the mosaic theory first discussed in the D.C. Circuit opinion, which says that tracking a person's public movements over a long duration is constitutionally unacceptable even if tracking each of the movements individually may be permitted. Whether this approach will garner a majority on the Court is unclear. However, at a minimum, these concurrences have engendered discussion in the lower courts, with several courts citing the mosaic theory as a viable alternative.51

The question then becomes how much weight should the Alito and Sotomayor concurring opinions be accorded?52 There is no one rule to answer this question.53 Generally, there are two types of concurrences in Supreme Court opinions. The first is the true concurrence, in which the Justice concurs in the judgment, but disagrees with the reasoning.54 Justice Alito's opinion exemplifies that type of concurrence; he agreed that the surveillance constituted a Fourth Amendment search, but would have decided the case under the traditional reasonable expectation of privacy test instead of the trespass test. The second category is the simple concurrence, where the Justice agrees with the judgment and the reasoning of the majority,55 but also poses possible new theories that may not be directly relevant to that particular case, but can be used later to move the law in a particular direction.56 Justice Sotomayor's opinion seems to fit this latter category. Although these two concurrences chart somewhat different courses in their strategy and reasoning, when combined they appear to command five votes on the Court—a potential majority.57


Justice Alito's Concurrence: A Katz-Based Approach

Justice Alito spends most of his concurrence attempting to counter the majority's common law trespass theory.58 He argued that Scalia's reversion to the law as it stood in 1791 was unwise, and a return to the much-criticized property approach.59 The focus of this report, however, is Justice Alito's discussion of long-term GPS tracking under Katz's reasonable expectation of privacy test.

Before coming up on appeal, the D.C. Circuit below examined whether Jones's whereabouts over the month-long period of tracking were exposed to the public.60 A person's movements are not actually exposed, the court answered, because the likelihood that anyone could actually follow someone for a month is highly improbable.61 Further, the movements are not constructively exposed because in many instances the whole is greater than the sum of the parts.62 This last proposition is premised on the mosaic theory. The mosaic theory supposes that tracking the whole of one's movements over an extended period of time reveals significantly more about that person than each individual trip does in isolation.63 For instance, police cannot infer much about a person from one trip to the liquor store. However, a daily trip to the same liquor store would provide greater insight into the person's habits. The government has employed this theory in the national security context for protecting intelligence sources and methods of obtaining information.64 The thrust of the argument is that unless a person has a broad view of the situation in question, he will not understand the importance of a single piece of evidence.65 Thus, with GPS tracking, following someone for one trip may not say much about a person, but following his every movement for an extended period presumably reveals considerably more.

United States v. Knotts created an obstacle to the panel's adoption of the mosaic theory.66 In Knotts, the Supreme Court held that a person has no reasonable expectation of privacy in his movements on public streets.67 The Court, however, did not foreclose the argument that, even if traveling on public roadways, pervasive or intrusive police activity may violate the Fourth Amendment.68 The Court suggested it would revisit the issue if police were to use "dragnet-type law enforcement practices."69 Although the purport of this phrase is somewhat obscure, the D.C. Circuit understood it to mean that 24-hour surveillance of a single individual was sufficient for it to apply.70 As such, the panel ruled that the previous tracking cases were not controlling, allowing it to apply the mosaic theory.71 Based on this application, the court granted Jones's motion to dismiss all location evidence obtained from the GPS device.

As noted earlier, Justice Scalia and the majority did not apply the mosaic theory. Instead they grounded their decision in a common law trespass theory.72 Justice Alito, on the other hand, wanted to confront directly this question of how technology affected a society's expectations of privacy. He first posited that the ubiquity of cell phones, video monitoring, and other technologies in modern life shapes the average person's expectation of privacy—presumably reducing that expectation.73 Based on his understanding of Katz, Alito would have asked whether the use of GPS tracking involved an intrusion a reasonable person would not have expected. Under his approach, "relatively short-term monitoring of a person's movements on public streets accords with expectations of privacy that our society has recognized as reasonable."74 However, the use of "longer term" GPS monitoring will in most instances violate the Fourth Amendment.75 Justice Alito declined to create a rule for determining at what point police tracking crosses this constitutional line. He concluded that four weeks of tracking was a search.76

Because of the limited nature of Justice Alito's discussion, it is difficult to discern precisely which theory he employed. It is arguable that he and the three other Justices implicitly support the mosaic theory. To say that short-term monitoring is permissible, but longer-term monitoring is not, indicates there is something about the aggregation of a person's movements that prompted these Justices to deem it a Fourth Amendment search.77 It could also be argued that Justice Alito's concurrence did not accept the mosaic theory, but instead applied the probabilistic model of Fourth Amendment theory.78 This theory supposes that when government conducts an investigation in a way that would surprise an individual, or "interferes with customs and social expectations," it violates a reasonable expectation of privacy.79 Justice Alito categorizes the Katz test as looking at the "privacy expectations of the hypothetical reasonable person"—a hypothetical person who has "a well-developed and stable set of privacy expectations."80 Justice Alito notes that in precomputer days, the police had the time and resources to track only persons of exceptional interest to the police. He seems to accord much importance in the belief that the hypothetical reasonable person would be surprised to learn that the police would be tracking their every movement for a month-long period—an act beyond society's expectations.


Justice Sotomayor's Concurrence: The Broadest Reading of the Fourth Amendment

As far as Fourth Amendment rights are concerned, Justice Sotomayor provided the broadest interpretation in Jones by joining the majority's trespass approach, openly supporting Justice Alito's privacy-based approach,81 and putting into question the continuing viability of the third-party doctrine—a theory many believe creates the largest gap in privacy protection, especially in the realm of technology.

Whereas it is unclear whether Justices Alito, Breyer, Kagan, and Ginsburg support the mosaic theory, Justice Sotomayor maintained that this theory should directly guide the Court's determination of a person's privacy expectations in their public movements.82 She noted that "GPS monitoring generates a precise, comprehensive record of a person's public movements that reflects a wealth of detail about her familial, political, professional, religious, and sexual associations."83 As part and parcel of the mosaic theory, she contended that an individual's awareness that the government may be constantly watching can chill one's freedom of speech and association under the First Amendment.84 Although the police might obtain the same evidence through traditional surveillance, there is something about the technology that troubled Justice Sotomayor. She seemed concerned that there will no longer be a logistical barrier between the government and the people. Police now have access to a cheap technology that can produce a significant amount of data. The Court must consider this a search—presumably requiring a warrant—to provide adequate oversight over the executive branch.85 This idea seems to coincide with Justice Jackson's well-worn saying that courts prefer that searches be overseen by a "neutral and detached magistrate instead of being judged by the officer engaged in the often competitive enterprise of ferreting out crime."86

Additionally, Justice Sotomayor called for a reexamination of the third-party doctrine. This doctrine supposes that any information a person voluntarily conveys to a third party is no longer entitled to Fourth Amendment protection, as the person cannot have a reasonable expectation that the third party will guard the privacy in that information.87 This rule has been used to justify access to bank records,88 the telephone numbers a person dials,89 electric billing records,90 and cell phone billing records.91 Some argue that when individuals give documents to a third party, usually in a commercial transaction, they consent to the release of such information to the government,92 or at a minimum assume the risk that the person trusted with the information would hand it over.93 Justice Sotomayor suggests that perhaps this theory should not be permitted to reach its logical extent in the digital age, in which people convey a wealth of personal information to third parties.94 She contends that the Fourth Amendment rules should not require a person to keep secret any information the person does not want the government to obtain. In the end, she leaves it to another day to reevaluate the third-party doctrine in an age where most private information is handed over in the course of commercial transactions. In the meantime, Justice Sotomayor believed the physical intrusion theory was enough to resolve the case.95


Warrant Requirement after Jones

All nine Justices agreed that tracking a person for four months is a constitutional search. Where there is little agreement among Court observers, though, is what level of suspicion is required to conduct GPS monitoring or whether a warrant is required.96 Because the government failed to argue that a warrant was not required or that something less than probable cause would be enough to conduct this surveillance, the Court considered the arguments forfeited.97 Thus, to determine if a warrant or something less will be required in future cases, general Fourth Amendment principles must suffice until the courts provide further guidance.

The "ultimate touchstone" of the Fourth Amendment is reasonableness, as required by the history and text of the prohibition against "unreasonable searches and seizures."98 That is to say, once a court determines a search has occurred, it must then inquiry whether it was reasonable. In most instances, the Supreme Court has required the government to obtain a warrant based upon probable cause for a search to be considered reasonable.99 A review of the cases, however, shows that this rule is not ironclad, and that the exceptions are commonplace.100

Some commentators argue that the automobile exception could apply to the use of a GPS tracking device.101 The automobile exception—one of the warrantless search exceptions—evolved from the exigency requirement.102 It was first formulated in the 1925 case of Carroll v. United States, in which the Court permitted the police, who had probable cause to suspect that the defendant's car was carrying bootlegged liquor, to conduct a warrantless vehicle search.103 The Court noted that it was not practicable to obtain a warrant for evidence secreted on a "ship, motor boat, wagon or automobile" because the vehicle can be "quickly moved out of the locality or jurisdiction."104 In later cases, the Court developed a second rationale for the automobile exception, reasoning that drivers have a diminished expectation of privacy when in their vehicles.105 This is based on the notion that cars travel on public thoroughfares where the driver and occupants are in plain view of the public.106 Further, cars and drivers alike are subject to extensive government regulation,107 and vehicles must undergo periodic inspections.108

As noted in Carroll, because a vehicle can be moved quickly from the jurisdiction, requiring a warrant to attach a GPS device may not be feasible.109 Also, tracking someone's public movements may not be as invasive as searching through a person's belongings as is currently permitted under the traditional automobile exception.110 On the reverse side, police will generally know in advance when they intend to use a GPS device, thereby negating the presumed exigency that is linked with cars. A court could hold that warrants are generally required for GPS devices, unless a true exigency existed beyond that presumed in general automobile cases, for example, in a case of kidnapping or a fleeing suspect.

Additionally, some commentators believe that the general reasonableness standard may apply, vitiating a need for a warrant.111 These theories suppose that the intrusion on the individual is minimal and the government interest significant. In line with this reasoning, one observer posited that a Terry-type standard would be sufficient—that is, that the police must have reasonable suspicion to conduct a search, but need neither probable cause nor a warrant.112 A court would review the reasonableness after the fact, unlike warrants, where the review comes before the search.


Conclusion

Nine Justices are seemingly in agreement that, based on the facts of Jones, the attachment of a GPS device to the bottom of Jones's car and tracking him for a month-long period was a constitutional search. Presented with a different set of facts, the Court's unanimity may disintegrate. For instance, if the police need not attach the device, but it is preinstalled, for example, in a cell phone or a navigation system in a car, the outcome may differ. Further, even though this surveillance was considered a search, the Court gave no guidance on whether a warrant is required or what quantum of suspicion is enough to use GPS monitoring.

That said, it is within the power of Congress or state legislatures to propose their own requirements. The federal Constitution sets the minimum constitutional standard. Legislatures (state or federal) may create more protection of privacy and property. Congress has done this on several occasions, most notably in the field of communications with the wiretap statutes.113 When technology is in flux, one may argue that the institutional capabilities of a legislature may be the better venue to develop these rules.114 Justice Alito suggested this approach in his Jones concurrence: "In circumstances involving dramatic technological change, the best solution to privacy concerns may be legislative. A legislative body is well situated to gauge changing public attitudes, to draw detailed lines, and to balance privacy and public safety in a comprehensive way."115

There has been legislative activity in recent Congresses to update privacy laws to cover new technologies such as GPS. Senator Leahy has introduced the Electronic Communications Privacy Act Amendments Act of 2011 (S. 1011), which would prohibit the government from accessing or using a device to acquire geolocation information, unless it obtains a warrant based upon probable cause or a court order under Title I or Title IV of the Foreign Intelligence Surveillance Act (FISA) of 1978.116 Similarly, Senator Ron Wyden and Representative Jason Chaffetz have introduced identical legislation, S. 1212 and H.R. 2168, entitled the Geolocational Privacy and Surveillance Act, or GPS bill, which would make it unlawful for law enforcement to intercept or use a person's location unless they obtained a warrant based upon probable cause or one of the limited exceptions applied.117

With each advance in technology, the courts and Congress are asked to balance a host of competing interests including privacy, property, technology, and the needs of law enforcement. It will take future cases and statutes to better delineate a proper balance.
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