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Summary

The vast U.S. network of natural gas and hazardous liquid pipelines is integral to U.S. energy supply and has vital links to other critical infrastructure. While an efficient and fundamentally safe means of transport, this network is vulnerable to cyber attacks. In particular, cyber infiltration of supervisory control and data acquisition (SCADA) systems could allow successful "hackers" to disrupt pipeline service and cause spills, explosions, or fires—all from remote locations. In March 2012, the Department of Homeland Security (DHS) reported ongoing cyber intrusions among U.S. natural gas pipeline operators. These intrusions have heightened congressional concern about cybersecurity in the U.S. pipelines sector.

The Transportation Security Administration (TSA) is authorized by federal statute to promulgate pipeline physical security and cybersecurity regulations, if necessary, but the agency has not issued such regulations. TSA officials assert that security regulations could be counterproductive because they could establish a general standard below the level of security already in place for many pipelines. An April 2011 White House proposal and the Cybersecurity Act of 2012 (S. 2105) both would mandate cybersecurity regulations for privately owned critical infrastructures sectors like pipelines. A revised version of S. 2105, S. 3414, would permit the issuance of regulations but would focus on voluntary cybersecurity measures.

While the pipelines sector has many cybersecurity issues in common with other critical infrastructure sectors, it is somewhat distinct in several ways:


	Pipelines in the United States have been the target of several confirmed terrorist plots and attempted physical attacks since September 11, 2001.

	Changes to pipeline computer networks over the past 20 years, more sophisticated hackers, and the emergence of specialized malicious software have made pipeline SCADA operations increasingly vulnerable to cyber attacks.

	There recently has been a coordinated series of cyber intrusions specifically targeting U.S. pipeline computer systems.

	TSA already has statutory authority to issue cybersecurity regulations for pipelines if the agency chooses to do so, but it may not have the resources to develop, implement, and enforce such regulations if they are mandated.



TSA maintains that voluntary standards have been effective in protecting U.S. pipelines from cyber attacks. Based on the agency's corporate security reviews, TSA believes cybersecurity among major U.S. pipeline systems is effective. However, without formal cybersecurity plans and reporting requirements, it is difficult for Congress to know for certain. Whether the self-interest of pipeline operators is sufficient to generate the level of cybersecurity appropriate for a critical infrastructure sector is open to debate. If Congress concludes that current voluntary measures are insufficient to ensure pipeline cybersecurity, it may decide to provide specific direction to the TSA to develop regulations and provide additional resources to support them, as such an effort may be beyond the TSA Pipeline Security Division's existing capabilities.
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Introduction

Over 500,000 miles of high-volume pipeline gather and transport natural gas, oil, and other hazardous liquids across the United States. In addition, nearly 900,000 miles of smaller distribution pipeline deliver natural gas to businesses and homes.1 This vast pipeline network is integral to U.S. energy supply and has links to power plants, refineries, airports, and other critical infrastructure. While pipelines are an efficient and fundamentally safe means of transport, many carry volatile, flammable, or toxic materials with the potential to cause public injury and environmental damage. Consequently, pipeline systems have drawn attention as possible targets for terrorism or other malicious activity. Although physical attacks on pipelines have been a focus in North America and elsewhere, the sophisticated computer systems used to operate pipeline systems are also vulnerable to cyber attacks. In particular, cyber infiltration of supervisory control and data acquisition (SCADA) systems could allow "hackers" to disrupt pipeline service and cause spills, explosions, or fires—all from remote locations via the Internet or other communication pathways.

In March 2012, the Department of Homeland Security (DHS) reported ongoing cyber intrusions among U.S. natural gas pipeline operators.2 The incidents drew new attention to an Al Qaeda video obtained in 2011 by the Federal Bureau of Investigation (FBI) reportedly calling for "electronic jihad" against U.S. critical infrastructure.3 These cybersecurity events coupled with serious consequences from recent pipeline accidents have heightened congressional concern about cybersecurity measures in the U.S. pipelines sector.

The Transportation Security Administration (TSA) is authorized by federal statute to promulgate pipeline physical security and cybersecurity regulations, if necessary, but the agency has not found a need to issue such regulations to date. An April 2011 White House proposal4 and the Cybersecurity Act of 2012 (S. 2105) both would mandate the promulgation of cybersecurity regulations for pipelines, among other privately-owned critical infrastructures sectors. A revised version of S. 2105, S. 3414, would permit the issuance of regulations but would focus on voluntary cybersecurity measures. Whether pipelines would be better protected under cybersecurity regulations or under voluntary standards is the subject of ongoing debate.

This report reviews federal programs specifically addressing pipeline cybersecurity, as well as related private sector initiatives and key policy concerns. For a more comprehensive analysis of federal cybersecurity legislative frameworks see, CRS Report R42114, Federal Laws Relating to Cybersecurity: Discussion of Proposed Revisions, by [author name scrubbed]. For more general analysis of federal pipeline safety and security issues, see CRS Report R41536, Keeping America's Pipelines Safe and Secure: Key Issues for Congress, by [author name scrubbed].

Pipeline Security Risks

The pipeline sector has long been considered vulnerable to intentional damage by malicious individuals or organizations—either by physical attacks or by cyber attacks on their computerized SCADA systems.5 Cybersecurity risks reflect both general threats to the pipeline sector as a whole and specific threats to SCADA systems as the focus of attack. These threats are discussed in the following sections.

General Security Threats to U.S. Pipelines

Since September 11, 2001, federal security warnings have identified pipelines as potential terror targets in the United States.6 Until recently, attention was most heavily focused on physical threats to pipelines, especially in light of several actual plots involving physical pipeline attacks on U.S. soil. In 2006, for example, federal authorities acknowledged the discovery of a detailed posting on a website linked to Al Qaeda that reportedly encouraged attacks on U.S. pipelines using weapons or hidden explosives.7 In 2007, the U.S. Department of Justice arrested members of a terrorist group planning to blow up jet fuel pipelines and storage tanks at the John F. Kennedy International Airport in New York.8 Also in 2007, a U.S. citizen was convicted of trying to conspire with Al Qaeda to attack the Trans Alaska Pipeline System as well as a major natural gas pipeline in the eastern United States.9 In 2011, federal agents arrested a U.S. citizen for planting an explosive device (which failed to detonate) under a natural gas pipeline in Oklahoma.10 In June 2012, a man was critically injured attempting to plant an improvised explosive device along a natural gas pipeline in Plano, Texas.11

Notwithstanding the security incidents cited above, a January 2011 federal threat assessment concluded "with high confidence that the terrorist threat to the U.S. pipeline industry is low."12 However, this assertion appears to have taken account of primarily physical threats, because the assessment also stated that "terrorist groups have discussed attacks on unspecified SCADA systems, but it is uncertain whether al-Qa'ida or any other group has the capability to conduct a successful cyber attack on these systems."13 Subsequent events have increased pipeline sector concerns about cyber threats.

SCADA System Security Risks

Supervisory control and data acquisition (SCADA) systems are software-based industrial control systems used to monitor and control many aspects of network operation for railways, utility power grids, water and sewer systems, and pipeline networks. In the pipelines sector, SCADA systems collect data (e.g., line pressure) in real time from sensors throughout a pipeline network, displaying those data to human operators in remote network control rooms. These operators can send computerized commands from SCADA workstations to control geographically dispersed pipeline equipment such as valves, pumps, and compressor stations. The SCADA system provides continuous feedback about conditions all along a pipeline, generating safety alarms when operating conditions fall outside prescribed levels.14 Communications links throughout the pipeline network may employ dedicated telephone landlines, wireless communications (satellite, microwave, and radio), cellular telephone service, Wi-Fi, and the Internet. As SCADA technology has matured, system control has become more intelligent and more automated, requiring less human intervention.15

Historically, pipeline SCADA systems employed highly customized proprietary software and were physically isolated from outside communications and computer networks. Because many of these systems were largely unique to a specific pipeline operator, it would have been difficult for malicious individuals outside the company to access a SCADA system and know what to do with it. However, due to improvements in computer technology and the ongoing development of communications and Internet-based control system applications, SCADA systems have become much more vulnerable to outside intrusion and manipulation.16 Specific SCADA security weaknesses include the adoption of standardized control system technologies with known vulnerabilities, increased connection to external networks, insecure communication connections, and the public availability of sensitive information about control systems and infrastructure.17

Once accessible to a knowledgeable attacker, a SCADA system can be exploited in a number of specific ways to carry out a pipeline cyber attack:


	issuing unauthorized commands to control equipment;

	sending false information to a control-system operator that initiates inappropriate actions;

	disrupting control system operation by delaying or blocking the flow of information through the control network;

	making unauthorized changes to control system software to modify alarm thresholds or other configuration settings; and

	rendering resources unavailable by propagating malicious software (e.g., a virus, worm, Trojan horse) through the control network.18



Depending upon the configuration of a particular pipeline system, such cyber attacks could potentially disrupt pipeline service, damage pipeline equipment (e.g., with excessive pressure), or cause a hazardous release of pipeline commodities into the environment. Even if a hacker did not intend to damage or disrupt the pipeline system, by gaining access to or control of the SCADA system, the intruder could cause serious harm unintentionally.

There have been no major  pipeline commodity releases in the United States that investigators have attributed to malicious cyber activity, but SCADA-related problems were a primary cause or contributing factor in several recent pipeline accidents which had catastrophic consequences.


	San Bruno, CA—A 2010 natural gas pipeline explosion killed 8 people, injured 60 others, and destroyed 37 homes. Erroneous and unavailable SCADA pressure readings and other SCADA deficiencies were partly responsible for excessive line pressure which ruptured the pipeline.19

	Marshall, MI―A 2010 pipeline spill released 819,000 gallons of crude oil into a tributary of the Kalamazoo River. Various SCADA control center deficiencies, including the mishandling of pressure alarms, delayed the spill response and increased the size of the spill.20

	Bellingham, WA―A 1999 gasoline pipeline explosion killed three people and caused $45 million in damage to a city water plant and other property. The SCADA system used to operate the pipeline became unresponsive, making it difficult to analyze pipeline conditions and respond to operational problems that led to the pipeline failure.21



While these incidents were all accidental, they are indicative of physical consequences that could result from a pipeline release initiated by a cyber attacker.

Cyber Threats to U.S. Pipelines

In March 2012, the Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) within the Department of Homeland Security (DHS) identified an ongoing series of cyber intrusions among U.S. natural gas pipeline operators dating back to December 2011. According to the agency, various pipeline companies described targeted spear-phishing22 attempts and intrusions into multiple natural gas pipeline sector organizations "positively identified … as related to a single campaign."23 In 2011, computer security company McAfee reported similar "coordinated covert and targeted" cyber attacks originating primarily in China against global energy companies. The attacks began in 2009 and involved spear-phishing, exploitation of Microsoft software vulnerabilities, and the use of remote administration tools to collect sensitive competitive information about oil and gas fields.24 In 2010, the Stuxnet computer worm was first identified as a threat to industrial control systems. Although the Stuxnet software initially spreads indiscriminately, the software includes a highly specialized industrial process component targeting specific Siemens industrial SCADA systems.25 The Stuxnet program was reportedly developed thorough a joint United States-Israeli effort to target Iranian computer systems, but it may serve as a model for similar types of malicious programs that could be developed by others in the future.26 Computer security specialists claim that malicious software developers have already created new software programs tailored to target the kinds of SCADA system weaknesses revealed by Stuxnet.27

The increased vulnerability of pipeline SCADA systems due to their modernization, taken together with the emergence of SCADA-specific malicious software and the recent cyber attacks suggests that cybersecurity threats to pipelines have been increasing. Federal agencies and pipeline operators are aware of these threats, however, and have programs in place to counter them. These programs are discussed in the following section.

U.S. Pipeline Cybersecurity Initiatives

The federal program for U.S. pipeline security began under the Department of Transportation (DOT) 28 immediately after the terror attacks of September 11, 2001. The Aviation and Transportation Security Act of 2001 (P.L. 107-71), which established the Transportation Security Administration within the DOT, authorized the agency "to issue, rescind, and revise such regulations as are necessary" to carry out its functions (§101). TSA was transferred to the Department of Homeland Security (DHS), newly created under the Homeland Security Act of 2002 (P.L. 107-296). Homeland Security Presidential Directive 7 maintained DHS as the lead agency for pipeline security, and instructed the DOT to "collaborate in regulating the transportation of hazardous materials by all modes (including pipelines)." The Implementing Recommendations of the 9/11 Commission Act of 2007 (P.L. 110-53) directs TSA to promulgate pipeline security regulations and carry out necessary inspection and enforcement if the agency determines that regulations are appropriate (§1557(d)). Thus, TSA has primary responsibility and regulatory authority for the security of natural gas and hazardous liquid (e.g., oil, carbon dioxide) pipelines in the United States. Pipeline security activities at TSA are led by the Pipeline Security Division (PSD) within the agency's Office of Security Policy and Industry Engagement (OSPIE). The PSD is staffed by 13 employees funded out of TSA's general budget.

Although TSA has regulatory authority for pipeline security under P.L. 107-71 and P.L. 110-53, its activities to date have relied upon voluntary industry compliance with the agency's security guidance and best practice recommendations.29 This guidance includes a number of general cybersecurity provisions.30 Under its Corporate Security Review program, TSA visits the largest pipeline and natural gas distribution operators to review their security plans and inspect their facilities to evaluate whether each company is following the intent of its security guidance. Pipelines are also included in DHS's multi-modal cybersecurity initiatives, such as its Control System Security Program (CSSP).31 TSA also has established a public/private partnership-based cybersecurity program supporting the National Infrastructure Protection Plan. The agency's initial focus was on raising cybersecurity awareness and performing outreach to the various transportation modes, including pipelines.32 The Interstate Natural Gas Association of America maintains its own extensive cyber security guidelines for natural gas pipeline control systems.33 The American Petroleum Institute likewise maintains an industry standard for oil pipeline control system security.34 Pipeline operators have scheduled participation in DHS-sponsored control systems cybersecurity training and also participate in the DHS Industrial Control Systems Joint Working Group.35

In addition to these efforts, the Department of Energy operates the National SCADA Test Bed Program, a partnership with Idaho National Laboratory, Sandia National Laboratories, and other national laboratories which addresses control system security challenges in the energy sector. Among its key functions, the program performs control systems testing, research and development; control systems requirements development; and industry outreach.36 Sandia Laboratories also performs authorized, defensive cybersecurity assessments for government, military, and commercial customers through its Information Design Assurance Red Team (IDART) program.37

Adequacy of Voluntary Pipeline Cybersecurity

Although Congress has been concerned about various issues related to U.S. pipeline security in recent years, a key subject of debate is the adequacy of TSA's voluntary approach to pipeline security generally and cybersecurity in particular. For example, provisions in the Pipeline Inspection, Protection, Enforcement, and Safety Act of 2006 (P.L. 109-468) required the DOT Inspector General (IG) to "address the adequacy of security standards for gas and oil pipelines" (§23(b)(4)). The 2008 IG's report stated that

TSA's current security guidance is not mandatory and remains unenforceable unless a regulation is issued to require industry compliance.... [DOT] and TSA will need to conduct covert tests of pipeline systems' vulnerabilities to assess the current guidance as well as the operators' compliance.38

Although the IG report did not elaborate on this recommendation, covert testing of vulnerabilities would likely include testing of cybersecurity measures in place to protect pipeline SCADA systems and sensitive operating information such as digital pipeline maps, system design data, and emergency response plans. Consistent with the IG's recommendation, an April 2011 White House proposal39 and the Cybersecurity Act of 2012 (S. 2105) both would mandate the promulgation of cybersecurity regulations for pipelines, among other provisions. A revised version of S. 2105, S. 3414, would permit the issuance of regulations but would focus on the use of voluntary cybersecurity measures. S. 3414 would not necessarily confer upon TSA any authority it does not already have to regulate pipeline cybersecurity.

In contrast to the IG's conclusions and the legislative proposals above, the pipeline industry has long expressed concern that security regulations, presumably including cybersecurity, could be "redundant" and "may not be necessary to increase pipeline security."40 Echoing this sentiment, a DOT official testified in 2007 that enhancing security "does not necessarily mean that we must impose regulatory requirements."41

TSA officials have similarly questioned the need for new pipeline security regulations, particularly the IG's call for covert testing of pipeline operator security measures. TSA has argued in the past that the agency is complying with the letter of P.L. 110-53 and that its pipeline operator security reviews are more than paper reviews.42 TSA officials assert that security regulations could be counterproductive because they could establish a general standard below the level of security already in place at many pipeline companies based on their company-specific security assessments. Because TSA believes the most critical U.S. pipeline systems generally meet or exceed industry security guidance, the agency believes it achieves better security with voluntary guidelines, and maintains a more cooperative and collaborative relationship with its industry partners as well.43

The Energy Sector Control Systems Working Group makes related assertions in its Roadmap to Achieve Energy Delivery Systems Cybersecurity about the effectiveness of cybersecurity standards alone:

Although standards may elevate cybersecurity across the energy sector, they do so by requiring the implementation of minimum security measures that set a baseline for cybersecurity across an industry. These minimum security levels may not be sufficient to secure the sector against new and quickly evolving risks. Asset owners compliant with standards may still be vulnerable to cyber intrusion.44

Thus, in addition to cybersecurity requirements, pipeline companies may also need appropriate management practices, performance metrics, access to intelligence, and other support measures to maximize the effectiveness of their cybersecurity programs.

Although TSA believes its voluntary approach to pipeline security is adequate, Canadian pipeline regulators have come to a different conclusion. In 2010 the National Energy Board of Canada mandated security regulations for jurisdictional Canadian petroleum and natural gas pipelines, some of which are cross-border pipelines serving export markets in the United States. Many companies operate pipelines in both countries. In announcing these new regulations, the board stated that it had considered adopting the existing cybersecurity standards "as guidance" rather than an enforceable standard, but "taking into consideration the critical importance of energy infrastructure protection," the board decided to adopt the Standard into the regulations.45 Establishing pipeline security regulations in Canada is not completely analogous to doing so in the United States as the Canadian pipeline system is much smaller and operated by far fewer companies than the U.S. system. Nonetheless, Canada's choice to regulate pipeline security may raise questions as to why the United States has not.

TSA Pipeline Cybersecurity Resources

An important consideration in TSA's approach to pipeline security is its staff resources. At its current staffing level of 13 full-time equivalent employees, TSA's Pipeline Security Division (PSD) has limited capabilities. (By comparison, the DOT is authorized for up to 145 federal inspection and enforcement personnel for the U.S. pipeline safety program, and also formally draws upon over 400 state pipeline safety inspectors.) Furthermore, none of the PSD staff have the specialized computer system expertise needed to support more extensive cybersecurity activities, although such expertise is available in other TSA divisions.46

Congress has long been concerned about staff resources available to implement the nation's pipeline security program. For example, as one Senator remarked in 2005, "aviation security has received 90% of TSA's funds and virtually all of its attention. There is simply not enough being done to address ... pipeline security."47 At a congressional field hearing in April 2010, another Member expressed concern that TSA's pipeline division did not have sufficient staff to carry out a federal pipeline security program on a national scale.48 TSA focuses its security inspections on only the 100 largest pipeline and distribution system operators in an effort to make the best use of its limited resources. However, there are questions as to whether the agency as currently structured could develop and implement new security regulations, conduct rigorous security plan verification, and pose a credible threat of enforcement. Developing specific cybersecurity regulations would pose a particular challenge as the PSD has limited existing capability to do so.

Conclusions

While the pipelines sector has many cybersecurity issues in common with other critical infrastructure sectors, it is somewhat distinct in several ways:


	Pipelines in the United States have been the target of several confirmed terrorist plots and attempted physical attacks since September 11, 2001.

	Changes to pipeline computer networks over the past 20 years, more sophisticated hackers, and the emergence of specialized malicious software have made pipeline SCADA operations increasingly vulnerable to cyber attacks.

	There recently has been a coordinated series of cyber intrusions specifically targeting U.S. pipeline computer systems.

	TSA already has statutory authority to issue cybersecurity regulations for pipelines if the agency chooses to do so, but may not have the resources to develop, implement, and enforce such regulations if they are mandated.



TSA maintains that voluntary cybersecurity standards have been effective in protecting U.S. pipelines from cyber attacks. Based on the agency's corporate security reviews, TSA believes cybersecurity among major U.S. pipeline systems is good. However, without formal cybersecurity plans and reporting requirements, it is difficult for Congress to know for certain. To a great extent, the public must therefore rely on the pipeline industry's self-interest to protect itself from cyber threats. Whether this self-interest is sufficient to generate the level of cybersecurity appropriate for a critical infrastructure sector, and whether imposing formal regulations would be counterproductive, is open to debate. Faced with this uncertainty, legislators are forced to rely upon their own best judgment to reach conclusions about the federal pipelines cybersecurity program. If Congress concludes that current voluntary measures are insufficient to ensure pipeline cybersecurity, it may decide to provide specific direction to TSA to develop regulations and provide additional resources to support them, as such an effort may be beyond the TSA Pipeline Security Division's existing capabilities.
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