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Summary

The prospect of drone use inside the United States raises far-reaching issues concerning the extent of government surveillance authority, the value of privacy in the digital age, and the role of Congress in reconciling these issues.

Drones, or unmanned aerial vehicles (UAVs), are aircraft that can fly without an onboard human operator. An unmanned aircraft system (UAS) is the entire system, including the aircraft, digital network, and personnel on the ground. Drones can fly either by remote control or on a predetermined flight path; can be as small as an insect and as large as a traditional jet; can be produced more cheaply than traditional aircraft; and can keep operators out of harm's way. These unmanned aircraft are most commonly known for their operations overseas in tracking down and killing suspected members of Al Qaeda and related organizations. In addition to these missions abroad, drones are being considered for use in domestic surveillance operations to protect the homeland, assist in crime fighting, disaster relief, immigration control, and environmental monitoring.

Although relatively few drones are currently flown over U.S. soil, the Federal Aviation Administration (FAA) predicts that 30,000 drones will fill the nation's skies in less than 20 years. Congress has played a large role in this expansion. In February 2012, Congress enacted the FAA Modernization and Reform Act (P.L. 112-95), which calls for the FAA to accelerate the integration of unmanned aircraft into the national airspace system by 2015. However, some Members of Congress and the public fear there are insufficient safeguards in place to ensure that drones are not used to spy on American citizens and unduly infringe upon their fundamental privacy. These observers caution that the FAA is primarily charged with ensuring air traffic safety, and is not adequately prepared to handle the issues of privacy and civil liberties raised by drone use.

This report assesses the use of drones under the Fourth Amendment right to be free from unreasonable searches and seizures. The touchstone of the Fourth Amendment is reasonableness. A reviewing court's determination of the reasonableness of a drone search would likely be informed by location of the search, the sophistication of the technology used, and society's conception of privacy in an age of rapid technological advancement. While individuals can expect substantial protections against warrantless government intrusions into their homes, the Fourth Amendment offers less robust restrictions upon government surveillance occurring in public places including areas immediately outside the home, such as in driveways or backyards. Concomitantly, as technology advances, the contours of what is reasonable under the Fourth Amendment may adjust as people's expectations of privacy evolve.

In the 113th Congress, several measures have been introduced that would restrict the use of drones at home. Several of the bills would require law enforcement to obtain a warrant before using drones for domestic surveillance, subject to several exceptions. Others would establish a regime under which the drone user must file a data collection statement stating when, where, how the drone will be used and how the user will minimize the collection of information protected by the legislation.









Drones in Domestic Surveillance Operations: Fourth Amendment Implications and Legislative Responses




Introduction








	The tension between security and privacy interests is not new, but has been heightened by the explosion of surveillance technology in recent decades.








The prospect of drone use in domestic surveillance operations has engendered considerable debate among Americans of various political ideologies.1 Opponents of drone surveillance have complained that the use of unmanned aircraft on American soil infringes upon fundamental privacy interests and the ability to freely associate with others.2 Some are specifically concerned about the possibility of turning military technology inward to surveil American citizens.3 Proponents have responded by emphasizing their potential benefits, which may include protecting public safety, patrolling our nation's borders, and investigating and enforcing environmental and criminal law violations.4

The tension between security and privacy interests is not new, but has been heightened by the explosion of surveillance technology in recent decades. Police officers who were once relegated to naked eye observations may soon have, or in some cases already possess, the capability to see through walls or track an individual's movements from the sky.5 One might question, then: What is the proper balance between the necessity of the government to keep people safe and the privacy needs of individuals? As some polls suggest, while the public supports drone usage in certain circumstances, they are less enthusiastic about using them as part of routine law enforcement activity.6

The Fourth Amendment to the United States Constitution safeguards Americans' privacy and prevents excessive government intrusion by prohibiting "unreasonable  searches and seizures."7 Courts have long grappled with how to apply the text of this 18th century provision to 20th century technologies. Although the Supreme Court has the final say in the interpretation of the Fourth Amendment and other constitutional safeguards,8 Congress and, in many cases, the President are free to institute more stringent restrictions upon government surveillance operations.9

This report first explores the potential uses of drones in the domestic sphere by federal, state, and local governments. It then surveys current Fourth Amendment jurisprudence, including cases surrounding privacy in the home, privacy in public spaces, location tracking, manned aerial surveillance, and those involving the national border. Next, it considers how existing jurisprudence may inform current and proposed drone uses. It then describes the various legislative measures introduced in the 113th Congress to address the legal and policy issues surrounding drones. Finally, it briefly identifies several alternative approaches that may constrain the potential scope of drone surveillance.

Background, Uses, and Drone Technology

Drones, also known as unmanned aerial vehicles (UAVs), are aircraft that do not carry a human operator and are capable of flight under remote control or autonomous programming.10 An unmanned aircraft system (UAS) is the entire system, including the aircraft, digital network, and personnel on the ground.11 Drones can range from the size of an insect—sometimes called nano drones or micro UAVs—to the size of a traditional jet.12

Drones are perhaps most commonly recognized from their missions abroad, including to target and kill suspected members of Al Qaeda and related groups, but they might be used for a variety of other purposes, including for both commercial and law enforcement activities within the United States. In fact, the FAA predicted that 30,000 unmanned aircraft could be flying in U.S. skies in less than 20 years.13 One reason for this expansion has been a push by Congress for a faster integration of UAVs into U.S. airspace.14 Most recently, as part of the FAA Modernization and Reform Act of 2012, Congress mandated that the Federal Aviation Administration (FAA) "develop a comprehensive plan to safely accelerate the integration of civil unmanned aircraft systems into the national airspace system."15 This plan shall provide for integration of UAVs by September 2015.

Drones have been employed domestically by federal, state, and local governments in a range of circumstances. The Department of Homeland Security (DHS) uses them to police the nation's borders to deter unlawful border crossings by unauthorized aliens, criminals, and terrorists, and to detect and interdict the smuggling of weapons, drugs, and other contraband into the country.16 Within DHS, Customs and Border Protection's (CBP's) Office of Air and Marine (OAM) has flown missions to support federal and state agencies such as the Federal Bureau of Investigation (FBI), the Department of Defense (DOD), Immigration and Customs Enforcement (ICE), the U.S. Secret Service, and the Texas Rangers.17 According to a recent disclosure by the FAA, several local police departments, state and private colleges, and small cities and towns have also received FAA Certificates of Authorization (COAs) to fly unmanned aircraft domestically.18 Recently, a police force in North Dakota conducted the nation's first drone-assisted arrest.19 DHS, in conjunction with local law enforcement agencies, has been testing drone capabilities in a host of other situations including detecting radiation, monitoring a hostage situation, tracking a gun tossed by a fleeing suspect, firefighting, and finding missing persons.20

Currently, drones can be outfitted with high-powered cameras,21 thermal imaging devices,22 license plate readers,23 and laser radar (LADAR).24 In the near future, law enforcement organizations might seek to outfit drones with facial recognition or soft biometric recognition, which can recognize and track individuals based on attributes such as height, age, gender, and skin color.25 As explained below, the relative sophistication of drones contrasted with traditional surveillance technology may influence a court's decision whether domestic drone use is lawful under the Fourth Amendment.

Fourth Amendment "Search" Jurisprudence

The Fourth Amendment's story is one of continuity and change. Core values such as privacy and protection from excessive and arbitrary government intrusion are always within its sweep. A continuing question, though, is how the demands of its protection apply to an ever-changing society in which new and pervasive forms of technology are increasingly common. Although there are numerous rules and exceptions throughout the Supreme Court's Fourth Amendment jurisprudence, this section will explore those most pertinent to domestic drone use.

In short, the Fourth Amendment regulates when, where, and how the government may conduct searches and seizures. The Amendment provides, in relevant part: "The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated[.]"26 The Fourth Amendment does not apply to all government acts, but only to those that constitute a search. So when does government monitoring constitute a Fourth Amendment "search" for which a warrant is generally required? Initially, courts' assessment focused on the specific area being investigated. Consider the 1928 case Olmstead v. United States.27  There, the Supreme Court held that police wiretaps of the defendant's home telephone did not constitute a Fourth Amendment search because the police did not trespass onto Olmstead's property to intercept his conversation.28 The Court's thinking at the time was that if the person's home, tangible property, or papers were not physically invaded, then no search in the constitutional sense occurred. Almost 40 years later, the Court shifted focus from property to privacy interests.29 In Katz v. United States, decided in 1967, the Court held that an FBI agent's use of a bug to listen to the private conversations of Mr. Katz while in a telephone booth violated his Fourth Amendment rights.30 Although he was in a public telephone booth and there was no physical invasion, the Court noted that what a person "seeks to preserve private, even in an area accessible to the public, may be constitutionally protected."31 One of the modern Fourth Amendment tests relied upon by courts in assessing whether government monitoring constitutes a "search" derives from Justice Harlan's concurrence in Katz. It considers whether the person has a subjective expectation of privacy in the area to be searched and whether society is prepared to deem that expectation reasonable.32

Although the Court said in Katz that the Fourth Amendment "protects people not places,"33 Justice Harlan noted that determining what "protection it affords people ... requires reference to a 'place.'"34 And as Justice Scalia observed when writing for a majority of the Court in United States v. Jones, a Fourth Amendment search occurs, "at a minimum," where "the Government obtains information by physically intruding on a constitutionally protected area."35 The majority in Jones indicated that the reasonable expectation of privacy test was never intended to replace the property-based approach used in earlier cases, but merely augment it.36 So where do individuals enjoy the most Fourth Amendment protection? The least? Why does the location dictate the level of protection? And how does technology affect society's expectation of privacy?

When analyzing domestic drone use under the Fourth Amendment, a reviewing court may be informed by cases surrounding privacy in the home, privacy in public spaces, location tracking, manned aerial surveillance, those involving the national border, and warrantless searches under the special needs doctrine.

Privacy in the Home








	"The right of the people to be secure in their ... houses ... against unreasonable search and seizure, shall not be violated[.]" U.S. Const. amend IV.








The home has always held a central place in American life, and remains the area accorded the greatest Fourth Amendment protection.37 The Fourth Amendment protects this zone of privacy by ensuring that "the right of the people to be secure in their ... houses ... against unreasonable search and seizure, shall not be violated[.]"38 In most instances, the Supreme Court has rigorously adhered to this safeguard.39 For instance, although police officers may make a warrantless arrest of an individual for a felony offense committed in public,40 they may not step inside his home without a warrant, barring any recognized exception.41

In addition to a physical entry and search of the home, police are likewise prohibited from using certain technology to pierce this zone of privacy. In Kyllo v. United States, government agents used a thermal-imaging device to determine heat patterns inside the home of Danny Kyllo.42 The Court began with the presumption that a warrantless search of a home is unreasonable.43 Ultimately, the Court protected this "realm of guaranteed privacy" by holding that obtaining information about the inside of a home that could not otherwise be obtained except by entering the home, through the use of technology not in "general public use," is a "search" covered by the Fourth Amendment.44

The home, however, does not provide an absolute shield against government surveillance. As Justice Harlan emphasized in Katz, "[A] man's home is, for most purposes, a place where he expects privacy, but objects, activities, or statements that he exposes to the plain view of outsiders are not 'protected' because no intention to keep them to himself has been exhibited." Indeed, in certain instances, police may use their natural senses to conduct warrantless searches of the inside of a home.45 To fall under this exception—known as the "plain view" doctrine—the police must be in a lawful vantage point when they conduct the surveillance, and the incriminating nature of the evidence must be readily apparent.46

Curtilage and Open Fields

Once an individual moves from the confines of the home, he is entitled to different Fourth Amendment considerations.  Depending on a host of varying factors, areas outside of the home may be considered "curtilage" or "open fields."47 The curtilage is the area immediately surrounding the home—an area the Court has granted similar protections as the inside of the home.48 To determine if an area is curtilage, a court will look at how close the area is to the home; whether the area is within a fence surrounding the home; how the area is used; and whether the area is protected from observation by passersby.49 Although an area may be deemed curtilage—as with the home—it is not veiled with unconditional constitutional protection. As the Court noted in one aerial surveillance case:

The Fourth Amendment protection of the home has never been extended to require law enforcement officers to shield their eyes when passing by a home on public thoroughfares. Nor does the mere fact that an individual has taken measures to restrict some views of his activities preclude an officer's observations from a public vantage point where he has a right to be and which renders the activities clearly visible.50

On the other hand, the area outside the curtilage is sometimes considered "open fields," which "do not provide the setting for those intimate activities that the Amendment is intended to shelter from governmental interference or surveillance,"51 and thus are not given similar Fourth Amendment protections. Differentiating between the two is no easy task. In one case, for example, the Ninth Circuit Court of Appeals determined that the defendant's driveway was not curtilage as he had taken no affirmative steps to block it from observation by passers-by.52 Furthermore, in the fly-over cases discussed infra, the Supreme Court has permitted similar searches in both open fields and the curtilage, to some extent eliminating any constitutional difference between the two.

Manned Aerial Surveillance

In a series of cases that provide the closest analogy to UAVs, the Supreme Court addressed the use of manned aircraft to conduct domestic surveillance over residential and industrial areas. In each, the Court held that the fly-over at issue was not a search prohibited by the Fourth Amendment, as the areas surveilled were open to public view.








	"What a person knowingly exposes to the public ... is not a subject of Fourth Amendment protection."53








In California v. Ciraolo, police received a tip that an individual was growing marijuana in his backyard next to his suburban home.54 Because two fences blocked their view of the yard, officers flew a fixed-wing aircraft at an altitude of 1,000 feet over the property to conduct a visual inspection. From this vantage point, the officers readily identified with the naked eye marijuana plants growing in the defendant's yard. The Court held that the defendant's expectation of privacy in the area immediately surrounding his home was not reasonable, since "what a person knowingly exposes to the public ... is not a subject of Fourth Amendment protection."55 "Any member of the public flying in this airspace who glanced down could have seen everything these officers observed," the Court remarked.56 Much weight was placed on the fact that the plane was at all times in navigable airspace as defined by federal statute.57

Similarly, in Florida v. Riley, local police received a tip that an individual was growing marijuana in a greenhouse located 10 to 20 feet away from his mobile home.58 The officers could not see the contents of the greenhouse from the ground, so they flew a helicopter over the defendant's backyard at an altitude of 400 feet. While overhead, an officer saw marijuana plants through a crack in the greenhouse roof. Because the helicopter, like the plane in Ciraolo, was in navigable airspace—where any member of the public could have flown—the Court did not consider this a search for which a warrant was required.59

In the final case of the series, Dow Chemical v. United States, the Court was asked whether a theory of "industrial curtilage" would prevent a government agency from conducting aerial surveillance over a 2,000-acre commercial plant.60 There, after Dow Chemical Co. refused access to the Environmental Protection Agency (EPA), the EPA hired a commercial aerial photographer to take photos of the facility using a precision aerial mapping camera. Having ruled out the argument that the areas surrounding an industrial complex are entitled to the same protection as similar areas surrounding a home, the Court concluded that photographing the plant from navigable airspace was not a search.61

Government Tracking

Like the aerial surveillance cases, individuals have reduced—and in some contexts no—Fourth Amendment protection from government tracking of their travel in public places. This has permitted the government to conduct warrantless tracking of a vehicle's movements while traveling on public streets. However, once people enter a private residence, the tracking must cease. Also, using technology to perform pervasive tracking might not meet Fourth Amendment muster.

Consider, for example, these two government tracking cases, United States v. Knotts and United States v. Karo.62 In both cases, the government hid a location monitoring device in an item that was then given to the suspects. In Knotts, the police tracked the suspect's movements solely while traveling on public roadways.63 The Court held that people have no reasonable expectation of privacy in their movements on public streets. As such, no Fourth Amendment search occurred, thus no warrant was required. By contrast, in Karo, the police tracked a beeper device on public streets and while the beeper was in a private residence—a "location not open to visual surveillance."64 "Indiscriminate monitoring of property that has been withdrawn from public view," the Court declared, "would present far too serious a threat to privacy interests in the home to escape entirely some sort of Fourth Amendment oversight."65 The Court held the search unlawful.

Although surveillance in public is generally not considered a search, pervasive tracking may cross the line. Take, for instance, the Supreme Court's recent decision in the GPS tracking case United States v. Jones.66 In that case, the Court held that the attachment and monthlong tracking of a GPS device on an individual's vehicle constituted a trespass, and hence a Fourth Amendment search.67 The Court grounded its decision in the property-based approach to assessing what constitutes a "search" under the Fourth Amendment, which had been more prevalent in the late 19th and early 20th century cases involving relatively unsophisticated technology.

The Court's focus on whether the attachment of a tracking device constitutes a trespass triggering Fourth Amendment protections is not necessarily applicable to drone surveillance. However, in two separate concurring opinions that together made up five members of the Court, an alternative framework was proposed that may have more far-reaching implications for the domestic use of UAVs.








	Tracking an individual for an extended period "reflects a wealth of detail about her familial, political, professional, religious, and sexual associations."68








Justice Alito, concurring in the Court's judgment, and joined by Justices Ginsburg, Breyer, and Kagan, would have held that "the use of longer term GPS monitoring in investigations of most offenses impinges on expectations of privacy. For such offenses, society's expectation has been that law enforcement agents and others would not—and indeed, in the main, simply could not—secretly monitor and catalogue every single movement of an individual's car for a very long period." Justice Sotomayor, joining the controlling opinion in Jones, but also concurring separately, noted that although following people for a short period of time conveys little information about them, tracking an individual for an extended period "reflects a wealth of detail about her familial, political, professional, religious, and sexual associations."69 Thus, the length of time an individual is kept under surveillance and the breadth of data collected through such surveillance may inform a reviewing court whether a particular surveillance practice constitutes a Fourth Amendment search.70

Border Searches

Even more so than surveillance of public places generally, law enforcement agencies are granted significant deference to conduct surveillance at or near American borders. The federal government has a significant interest in protecting American borders from crossings by persons attempting to enter unlawfully, drug trafficking, and, perhaps most importantly, the transit of weapons and persons seeking to do harm to American people and infrastructure.

Congress has granted federal law enforcement agencies significant search powers at the border. Section 287 of the Immigration and Nationality Act (INA), codified at 8 U.S.C. Section 1357, authorizes immigration officers to conduct warrantless searches of any vessel within a reasonable distance from the United States border and any vehicle within 25 miles from a border for the "purpose of patrolling the border to prevent the illegal entry of aliens into the United States."71 Similarly, 19 U.S.C. Section 482 authorizes customs officers to search vehicles and persons on which or whom they have reasonable cause to believe are carrying goods unlawfully into the United States.72

The Supreme Court has likewise acknowledged this federal interest in the borders, observing that "[t]he Government's interest in preventing the entry of unwanted persons and effects is at its zenith at the international border."73 Again, the touchstone in every Fourth Amendment case is whether the search is reasonable.74 The Court observed in United States v. Montoya De Hernandez that "the Fourth Amendment balance of reasonableness is qualitatively different at the international border."75 "Routine searches," the Court continued, "are not subject to any requirement of reasonable suspicion, probable cause, or warrant."76 "Routine" searches have included pat downs for weapons or contraband,77 the use of drug sniffing dogs,78 and the inspection of luggage.79 By contrast, "non-routine" searches are those that go beyond a limited intrusion, and require the government official to have (at a minimum) "reasonable suspicion" of wrongdoing.80 Prolonged detentions,81 strip searches,82 and body cavity searches83 have all been considered non-routine searches.

Unlike searches directly at the border, the Court has shown more reticence in granting law enforcement unfettered discretion to conduct searches near, but not directly at, the border. In Almeida-Sanchez v. United States, the defendant's vehicle was stopped and searched by U.S. Border Patrol agents 25 miles north of the U.S.-Mexico border.84 The agents had neither a warrant nor probable cause, nor even reasonable suspicion, to conduct the search. The government argued that the search was permissible under Section 287 of the Immigration and Nationality Act. A federal statute, the Court noted, cannot trump the Constitution. The Court refused to permit this suspicionless search, as it was conducted neither at the border nor at its "functional equivalent."85

Warrants, Suspicionless Searches, and Special Needs

The baseline rule in Fourth Amendment cases is that police must obtain a warrant to search an individual or their property in all but a few limited instances.86 This rule ensures that an independent judicial officer, rather than a police officer in the field, is determining whether there is probable cause to conduct a search or seizure.87 Over time, however, the Court has loosened this warrant requirement in instances where a strict showing of individualized suspicion of probable cause would hinder the government from addressing health and safety concerns.88 In two lines of overlapping cases—administrative searches and "special needs" cases—the Court has balanced the individual's privacy interest against the government's interest to determine if a warrant or any individualized suspicion is required.89 These two theories permit law enforcement to conduct dragnet searches in certain instances.

Suspicionless general searches are ones "in which the government searches or seizes every person, place, or thing in a specific location or involved in a specific activity based only on a showing of a generalized government interest."90 Suspicionless searches have been conducted at the national border,91 private businesses,92 and police roadblocks.93 In the roadblock cases, the Court has balanced the government's interest against the individual's privacy interest to determine whether police may stop and question drivers without a warrant or any suspicion of criminal wrongdoing. In Michigan Dep't of State Police v. Sitz, the Court upheld the suspicionless stopping and examination of drivers for intoxication at sobriety checkpoints.94 The Court reasoned that the high incidence of drunk driving balanced against the minimal intrusion on drivers permitted suspicionless checkpoints. In City of Indianapolis v. Edmund, however, law enforcement was not permitted to set up a drug interdiction checkpoint.95 The Court held that searches such as this violated the Fourth Amendment when their "primary purpose" is "to uncover evidence of ordinary criminal wrongdoing."96 Justice O'Connor observed that if this type of roadblock were allowed "the Fourth Amendment would do little to prevent such intrusions from becoming a routine part of American life."97

Application of Fourth Amendment to Drone Surveillance

As evidenced by the foregoing, the constitutionality of domestic drone surveillance may depend upon the context in which such surveillance takes place. Whether a targeted individual is at home, in his backyard, in the public square, or near a national border will play a large role in determining whether he is entitled to privacy. Equally important is the sophistication of the technology used by law enforcement and the duration of the surveillance. Both of these factors will likely inform a reviewing court's reasoning as to whether the government's surveillance constitutes an unreasonable search in violation of the Fourth Amendment.

Location of Search

Based on existing case law, it is reasonable to assume that surveillance of an individual while in his home—an area accorded the greatest Fourth Amendment protection—using technology not in general public use would be an unlawful search absent a search warrant. The Supreme Court in Kyllo was particularly concerned about law enforcement's use of powerful equipment to peer inside an individual's home. Currently, UAVs carry high-megapixel cameras and thermal imaging, and will soon have the capacity to see through walls and ceilings.98 These technologies are not generally available to the public, and under current jurisprudence, their use by law enforcement would probably constitute a search covered by the Fourth Amendment. However, the use of low-powered cameras or other unsophisticated technology to view people and objects in plain view while in their home might not trigger Fourth Amendment protections. The rationale for this notion is that officers are not required to avert their eyes when they see illegal activity in plain view, especially when the subject of the search has taken no affirmative efforts to hide their activity from public view.

Moving beyond the home, it is unclear whether circumstances exist in which the area immediately surrounding the home—for instance, a backyard, a swimming pool, a deck, or a porch—would receive similar protections as the interior of the home if surveilled by drones or other aerial vehicles.99 Although the Supreme Court has recited on many occasions that a person located in a home's curtilage is accorded similar privacy protections as when inside the home, the aerial surveillance cases arguably constitute an exception to this general principle. In the two aerial cases, Riley and Ciraolo, the area surveilled was within close proximity of the home, yet the police surveillance at altitudes of 400 and 1,000 feet were not considered a search.

Based on the aerial surveillance cases, it may be reasonable to presume a warrant would not be required (nor, perhaps, any suspicion, for that matter) to conduct drone surveillance of most public places for a relatively short period of time. The Supreme Court remarked in Ciraolo that the "Fourth Amendment simply does not require the police traveling in the public airways at [1,000 feet] to obtain a warrant to observe what is visible to the naked eye."100 However, the rarity of drone flights may distinguish their use from surveillance by the piloted aircraft used in the three aerial cases decided by the Court. All three of these cases were premised on the fact that each aircraft was flying in navigable airspace, and that these flights were not "sufficiently rare" to provide a reasonable expectation of privacy in the area to be searched. To this point, Justice White remarked in Riley that "there is nothing in the record or before us to suggest that helicopters flying at 400 feet are sufficiently rare in this country to lend substance to respondent's claim that he reasonably anticipated that his greenhouse would not be subject to observation from that altitude."101 Presently, use of UAVs in U.S. airspace is considerably less common. The FAA has issued only approximately 300 licenses for drone use in U.S. airspace.102 The general public would likely find it exceedingly unusual for a drone to fly over their homes taking surveillance photographs. This rarity might factor into a reviewing court's determination of whether individuals have a legitimate expectation of privacy from various forms of drone surveillance while in a public place.103

The federal government's authority to use unmanned aircraft is undoubtedly at its maximum near U.S. borders. One of the federal government's only affirmative duties is to protect citizens from external harm.104 This includes securing the borders. The Court has hesitated from interfering with the performance of this duty, and it would in all likelihood demonstrate the same deference when it comes to the use of UAVs. Moreover, the Supreme Court's rulings in border cases have all involved active searches—either a physical search of a vehicle or stopping and questioning a vehicle's passenger. Surveillance by UAVs, on the other hand, may be considered more passive and therefore may be even less likely to run afoul of Fourth Amendment requirements. Drone surveillance does not require any physical manipulation of a person or his things. UAVs also do not require the seizure of a person for any period of time (though drone surveillance may lead to law enforcement physically apprehending a person who is seen engaging in suspected illegal activity). However, the Court has shown some reticence about giving law enforcement carte blanche search power at the border. Roving vehicle patrols and indiscriminate searches in Almeida-Sanchez v. United States  and United States v. Brignoni-Ponce were deemed unconstitutional.105 It is unclear whether this reticence would extend to drone surveillance along the border if it were to become significantly widespread.

Technology Used

Like location, the technology used by UAVs may be a decisive factor considered by courts in determining whether individuals have a legitimate expectation of privacy in the object or area of the challenged drone search. Technological developments make it increasingly easy to share and acquire personal information about others, oftentimes without their direct knowledge or consent. As surveillance technology advances and becomes ever-present in Americans' lives, people's conception of privacy may tend to oscillate. Justice Scalia, writing for the majority in Kyllo v. United States, remarked on this trend:

It would be foolish to contend that the degree of privacy secured to citizens by the Fourth Amendment has been entirely unaffected by the advance of technology. For example, ... the technology enabling human flight has exposed to public view (and hence, we have said, to official observation) uncovered portions of the house and its curtilage that once were private. The question we confront today is what limits there are upon this power of technology to shrink the realm of guaranteed privacy.106

Justice Alito, joined by three other Justices in his United States v. Jones concurrence, likewise observed:

The Katz test rests on the assumption that this hypothetical reasonable person has a well-developed and stable set of privacy expectations. But technology can change those expectations. Dramatic technological change may lead to periods in which popular expectations are in flux and may ultimately produce significant changes in popular attitudes. New technology may provide increased convenience or security at the expense of privacy, and many people may find the tradeoff worthwhile. And even if the public does not welcome the diminution of privacy that new technology entails, they may eventually reconcile themselves to this development as inevitable.107

The crucial question, then, is whether drones have the potential to be significantly more invasive than traditional surveillance technologies such as manned aircraft or low-powered cameras—technologies that have been upheld in previous cases. In this vein, some have asked whether using sophisticated digital platforms on a drone is any different from attaching the same instrument to a lamppost or traditional aircraft.108 Take, for example, the tracking of license plates. Currently, many states and municipalities employ automatic license plate readers (ALPRs), which are usually mounted on police vehicles or stationary objects along the streets, to take a snapshot of a license plate as a car drives by, and store this information in a large database for possible later use by law enforcement.109 It is alleged that these devices can be used to track a person's movements when police aggregate the data from a multitude of ALPR stations.110 A majority of the reviewing federal circuit courts have held that a person has no reasonable expectation of privacy in his license plate number.111

However, it appears that no federal court has addressed the constitutionality of the use of ALPRs (whether attached to a drone, manned vehicle, or a stationary device), as opposed to plate numbers collected by a human observer. Nonetheless, the question remains whether attaching an ALPR—or any similar sophisticated technology—to a drone would alter the constitutionality of its use by law enforcement. Some say yes, arguing that the sophistication of drone technology in and of itself "present[s] a unique threat to privacy."112 Drones are smaller, can fly longer, and can be built more cheaply than traditional aircraft. For instance, defense firm Lockheed Martin's Stalker—a small, electrically powered drone—can be recharged from the ground using a laser.113 It now has a flight time of more than 48 hours. As this technology advances, it is reported that some drones could theoretically "stay in the air forever."114 Unlike a stationary license plate tracker or video camera, drones can lock on a target's every move for days, and possibly weeks and months. This ability to closely monitor an individual's movements with pinpoint accuracy may raise more significant constitutional concerns than some other types of surveillance technology.

Furthermore, the technology and sophistication of drones may mark a considerable departure from the traditional technologies used in the three manned aerial surveillance cases decided by the Supreme Court. First, all three holdings in Ciraolo, Riley, and Dow Chemical were premised on naked-eye searches. Chief Justice Burger remarked in Dow Chemical: "It may well be, as the government concedes, that surveillance of private property using highly sophisticated surveillance equipment not generally available to the public, such as satellite technology, might be constitutionally proscribed absent a warrant."115 As noted above, the sophistication of surveillance technology available to drones, such as facial recognition or laser radar which can "see" through walls, may lead some to question the relevance of prior Fourth Amendment jurisprudence concerning more rudimentary forms of surveillance technology.








	This access to inexpensive technology may significantly reduce budgetary concerns that once checked the government from widespread surveillance.








The sophistication of drones also has the ability to break down any practical privacy safeguard. In the pre-computer age, the greatest privacy protections were neither constitutional nor statutory, but practical. Putting officers everywhere in the community cost too much for local police departments. This acted as a natural barrier to excessive police presence. Drones are not hindered by similar limitations. This is similar to the expansion of GPS technology observed by the five concurring Justices in United States v. Jones. There, Justice Sotomayor, writing for herself, noted that because GPS technology was cheaper and performed in a surreptitious manner, it "evades the ordinary checks that constrain abusive law enforcement practices: limited police resources and community hostility."116 Justice Alito sounded a similar note in Jones: "Traditional surveillance for any extended period of time was difficult and costly and therefore rarely undertaken. [GPS devices] make long-term monitoring relatively easy and cheap."117 Instead of putting more officers in the field, a police force could put drones in the sky for potentially less expense. Already, drones with video capabilities can be purchased from private vendors for a few hundred dollars.118 This access to inexpensive technology may significantly reduce budgetary concerns that once checked the government from widespread surveillance.

The duration and pervasiveness of drone surveillance—two factors closely associated with the technology employed by law enforcement—may also influence a court's Fourth Amendment analysis. Consider the Fifth Circuit Court of Appeals' ruling in United States v. Cuevas-Sanchez.119 In that case, federal law enforcement agents suspected the defendant was using his home as a drop house for drug traffickers. After obtaining a court order, the agents installed a video camera on a utility pole overlooking the defendant's 10-foot high fence surrounding his back yard. The officers observed the removal of drugs from the gas tanks of several cars parked in the defendant's yard. Based on these observations, the defendant was arrested whereupon the police seized a large amount of marijuana. At trial, the defendant moved to suppress the evidence on the basis that the warrant was defective. However, the court first addressed whether the video surveillance was a search under the Fourth Amendment. In determining that the video surveillance was a search, the panel noted that this "was not a one-time overhead flight or a glance over the fence by a passer-by.... It does not follow that Ciraolo authorizes any type of surveillance whatever just because one type of minimally-intrusive aerial observation is possible."120 Drones have the capability to stay in the air for long periods of time and can hover in one location. Similar to the mounted camera in Cuevas-Sanchez, this permits law enforcement to employ drones in prolonged surveillance operations. This capability may sway a court's determination of whether certain types of warrantless drone surveillance are compatible with the Fourth Amendment.

Warrant Requirement and Suspicionless Drone Searches

Applying the Fourth Amendment to drones requires application of the threshold question: was there a search? Again, this will depend on all the factors discussed above—the area of the search, the technology used, and whether society would respect the target's expectation of privacy in the place searched. If a reviewing court concludes that the drone surveillance was not a search, neither a warrant nor any degree of individualized suspicion would be required. If, however, the court concluded there was a search, then a court would ask whether a warrant is required, if one of the exceptions apply, and what level of suspicion, if any, is necessary to uphold the search.

Unless a meaningful distinction can be made between drone surveillance and more traditional forms of government tracking, existing jurisprudence suggests that a reviewing court would likely uphold drone surveillance conducted with no individualized suspicion when conducted for purposes other than strict law enforcement. The Supreme Court has hesitated from interfering in what they see as the executive's function in protecting the health and safety of the American population. As Chief Justice Rehnquist noted in the Sitz, the Court does not want

to transfer from politically accountable officials to the courts the decision as to which among reasonable alternative law enforcement techniques should be employed to deal with serious public danger.... [F]or purposes of Fourth Amendment analysis, the choice among such reasonable alternatives remains with the governmental officials who have a unique understanding of, and a responsibility for, limited public resources, including a finite number of police officers.121

The Court may defer to law enforcement officials in the drone context also. There are countless instances where the government may seek to utilize drones for health and safety purposes that go beyond mere law enforcement. These may include firefighting, search and rescue missions, traffic safety enforcement, or environmental protection. If, on other hand, surveillance is conducted primarily to enforce the law, a warrant may be required, unless one of the exceptions to the warrant requirement applies.

Legislative Proposals in the 113th Congress to Constrain Domestic Use of Drones

Although the Supreme Court is the final arbiter of the Constitution, Congress and the President can provide for greater regulation of drones than the Fourth Amendment requires. Congress has taken such steps over the years to address government surveillance of communications in transit (commonly known as wiretapping),122 communications in storage such as e-mails,123 bank records,124 and health records,125 among a host of other private information. Several measures have been introduced in the 113th Congress that would restrict the domestic use of drones, and establish arguably greater constraints on their usage than the Fourth Amendment requires. Several bills were prompted by a general concern for potential privacy intrusions by federal and state law enforcement and executive agencies.126

Preserving Freedom from Unwarranted Surveillance Act of 2013 (H.R. 972)

In the 113th Congress, Representative Austin Scott has introduced the Preserving Freedom from Unwarranted Surveillance Act of 2013 (H.R. 972).127 This bill would require any entity acting under the authority of the federal government to obtain a warrant based upon probable cause before conducting drone surveillance to investigate violations of criminal law or regulations. There are, however, several exceptions to this warrant requirement: (1) to prevent or deter illegal entry of any persons or illegal substances into the United States; (2) when a law enforcement officer possesses reasonable suspicion that under particular circumstances "swift action to prevent imminent danger to life or serious damage to property, or to forestall the imminent escape of a suspect, or destruction of evidence" is necessary; or (3) when the Secretary of Homeland Security determines credible intelligence indicates a high risk of a terrorist attack by a specific individual or organization. H.R. 972 would create a right to sue for any violation of its prohibitions.

Preserving American Privacy Act of 2013 (H.R. 637)

Representative Ted Poe introduced the Preserving American Privacy Act of 2013 (H.R. 637), which would restrict the domestic use of drones.128 To begin, the bill regulates surveillance of "covered information," which means "information that is reasonably likely to enable identification of an individual" or "information about an individual's property that is not in plain view." H.R. 637 would create a general prohibition on the use of drones to collect covered information or disclose covered information so collected. It does, however, provide the following exceptions:


	Warrant. Law enforcement obtains a court-issued warrant and serves a copy of the warrant on the target of the search within 10 days of the surveillance. However, notice need not be provided if it would jeopardize an ongoing criminal or national security investigation.

	General Order. Law enforcement obtains a court-issued order based upon "specific and articulable facts showing a reasonable suspicion of criminal activity and a reasonable probability" that the operation "will provide evidence of such criminal activity." The order may authorize surveillance in a stipulated public area for no more than 48 hours which may be renewed for a total of 30 days. Notice of the operation must be provided to the target no later than 10 days after the operation. Alternatively, notice may be provided not less than 48 hours before the operation in a major publication, on a government website, or with signs posted in the area of the operation.

	Border searches. Operation is within 25 miles of national border.

	Consent. The targeted individual has provided prior written consent.

	Emergencies. Emergency situation involves danger of death or serious physical injury, conspiratorial activities threatening the national security interest, or conspiratorial activities characteristic of organized crime, where a warrant cannot be obtained with due diligence. Law enforcement must then obtain a warrant within 48 hours of such operation.



Any evidence obtained in violation of this act is not admissible in any trial or adjudicative proceeding. Additionally, H.R. 637 requires any governmental entity applying for a certificate or license to operate a UAS to also file a data collection statement with the Attorney General. The statement must include the following:


	Purpose for which the UAS will be used

	Whether the UAS is capable of collecting covered information

	The length of time the information will be retained

	A point of contact for citizen feedback

	The particular unit of governmental entity responsible for safe and appropriate operation of the UAS

	The rank and title of the individual who may authorize the operation of the UAS

	The applicable data minimization policies barring the collection of covered information unrelated to the investigation of crime and requiring the destruction of covered information that is no longer relevant to the investigation of a crime

	Applicable audit and oversight procedures.



Under H.R. 637, the Attorney General may request that the Secretary of Transportation revoke the license or certificate of any entity that fails to file a data collection statement. Further, H.R. 637 contains a provision permitting administrative discipline against an officer who intentionally violates a provision of this act.

Drone Aircraft Privacy and Transparency Act of 2013 (H.R. 1262)

Representative Ed Markey introduced the Drone Aircraft Privacy and Transparency Act of 2013 (H.R. 1262).129 This bill would amend the FAA Modernization and Reform Act of 2012 to create a comprehensive scheme to regulate government actors' use of drones, including data collection requirements and enforcement mechanisms.

First, this bill would require the Secretary of Transportation, with input from the Secretary of Commerce, the Chairman of the Federal Trade Commission, and the Chief Privacy Officer of the Department of Homeland Security, to study any potential threats to privacy protections posed by the introduction of drones in the national airspace. Next, the bill would prohibit the FAA from issuing a license to operate a drone unless the application for such use included a "data collection statement." This statement would require the following items:


	A list of individuals who would have the authority to operate the drone

	The location in which the drone will be used

	The maximum period it will be used

	Whether the drone would be collecting information about individuals



If the drone will be used to collect personal information, the statement must include the following:


	The circumstances in which such information will be used

	The kinds of information collected and the conclusions drawn from it

	The type of data minimization procedures to be employed

	Whether the information will be sold, and if so, under what circumstances

	How long the information would be stored

	Procedures for destroying irrelevant data.



The statement must also include information about the possible impact on privacy protections posed by the operation under that license and steps to be taken to mitigate this impact. Additionally, the statement must include the contact information of the drone operator; a process for determining what information has been collected about an individual; and a process for challenging the accuracy of such data. Finally, the FAA would be required to post the data collection statement on the Internet.

In addition to the data collection statement, any law enforcement agency which operates a drone must file with the FAA a "data minimization statement." This statement must include policies adopted by the agency that


	minimize the collection of information and data unrelated to the investigation of a crime under a warrant,

	require the destruction of data that is no longer relevant to the investigation of a crime,

	establish procedures for the method of such destruction, and

	establish oversight and audit procedures to ensure the agency operates a UAS in accordance with the data collection statement filed with the FAA.



H.R. 1262 includes several enforcement mechanisms. First, the FAA may revoke a license of a user that does not comply with these requirements. The Federal Trade Commission would have the primary authority to enforce the data collection requirements just stated. Additionally, the Attorney General of each state, or an official or agency of a state, is empowered to file a civil suit if there is reason to believe that the privacy interests of residents of that state have been threatened or adversely affected. H.R. 1262 would also create a private right of action for a person injured by a violation of this legislation.

Conclusion

The introduction of drones into American airspace raises many legal and policy questions. For instance, how far can the government go in its attempts to maintain security and ensure that laws are enforced? What level of privacy should Americans expect in an age where technology facilitating the acquisition of personal information expands at a phenomenal pace? Currently, there is a vast body of Fourth Amendment law that governs the circumstances in which law enforcement must obtain a warrant before conducting surveillance. However, the sheer sophistication of drone technology and the sensors they can carry may remove drones from this traditional Fourth Amendment framework. Beyond the courts and the Constitution, what role should Congress and the President play in regulating the introduction of drones inside the United States? As the integration of drones for domestic surveillance operations quickly accelerates, these questions and others will be posed to the American people and their political leaders.
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