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Summary

Congress has at times expressed concern regarding ballistic missile and nuclear programs in Iran, North Korea, and Syria. This report focuses primarily on unclassified and declassified U.S. Intelligence Community (IC) assessments over the past two decades. These assessments indicate that


	there is no evidence that Iran and North Korea have engaged in nuclear-related trade or cooperation with each other, although ballistic missile technology cooperation between the two is significant and meaningful, and

	Syria has received ballistic missiles and related technology from North Korea and Iran and also engaged in nuclear technology cooperation with North Korea.



All three countries discussed in this report have short-range ballistic missiles. Iran and North Korea also have medium-range ballistic missiles; North Korea has intermediate-range ballistic missiles as well. North Korea has tested nuclear weapons on three occasions; Iran and Syria's nuclear programs have raised suspicions that those countries are pursuing nuclear weapons. However, Iran has, according to the IC, halted its nuclear weapons program, and Syria does not appear to have an active nuclear weapons program.

Congress has held numerous hearings regarding these countries' nuclear and missile programs. It has also passed legislation providing for sanctions on countries whose entities assist Iran, North Korea, and Syria to obtain weapons of mass destruction (WMD) and missile delivery systems. For example, the Iran, North Korea and Syria Nonproliferation Act (INKSNA, P.L. 106-178) imposes penalties on countries whose companies' exports assist the efforts of Iran, North Korea, and Syria to acquire WMD and missile delivery systems.

Congress has also established reporting requirements concerning these countries' missile and nuclear programs. Congress may wish to consider requiring additional reporting from the executive branch on WMD proliferation because the number of unclassified reports to Congress on WMD-related issues has decreased considerably in recent years.

This report describes the key elements of a nuclear weapons program; explains the available information regarding cooperation among Iran, North Korea, and Syria on ballistic missiles and nuclear technology; and discusses some specific issues for Congress.











Introduction

Congress has at times expressed concern regarding ballistic missile and nuclear programs in Iran, North Korea, and Syria. For decades, most in Congress have viewed these three countries with unease because these programs, coupled with the governments' strong anti-U.S. positions and their antagonism toward U.S. regional friends and allies, pose what are widely regarded as threats to U.S. national security interests. Congress has held numerous hearings and passed laws designed to slow and deter Iran, North Korea, and Syria from developing ballistic missiles and nuclear weapons. Congress has also established reporting requirements concerning these countries' missile and nuclear programs.

This report focuses primarily on unclassified and declassified U.S. Intelligence Community (IC) assessments and reports over the past two decades.1 These assessments indicate that


	no public evidence exists that Iran and North Korea have engaged in nuclear-related trade or cooperation with each other, although ballistic missile technology cooperation between the two is significant and meaningful, and

	Syria has received ballistic missiles and related technology from North Korea and Iran and also engaged in nuclear technology cooperation with North Korea.



It should be noted that nonofficial assessments, including journal articles, foreign and domestic media reports, and Internet commentaries, are not always consistent with the official assessments summarized in this report. Although such unofficial sources allege a fairly significant and persistent level of cooperation among these three countries on their ballistic missile and nuclear programs, such reports lack the credibility of official assessments because they are often unsourced or attributed to anonymous government officials, frequently at odds with each other, and unverifiable.

This report begins with a description of the key elements of a nuclear weapons program. It then explains the available information regarding cooperation among Iran, North Korea, and Syria on ballistic missiles and nuclear technology. Last, the report discusses some specific issues for Congress.

Nuclear Weapons Program Elements

An effective nuclear weapons program has three major elements, each of which presents its own unique challenges. Each of these elements must work together to create an operational and effective system.


	1. The program must produce fissile material in sufficient quantity and quality for a nuclear device. Plutonium and weapons-grade highly enriched uranium (HEU) are the two types of fissile material used in nuclear weapons. Plutonium is obtained by separating it from spent nuclear reactor fuel—a procedure called "reprocessing." Weapons-grade HEU is produced by enriching uranium—a process that increases the concentration of uranium-235 (the relevant fissile isotope). Both Iran and North Korea are in various stages of pursuing and producing different kinds of nuclear material. Syria does not appear to be producing fissile material.

	2. The program must produce an effective and reliable means of delivering a nuclear weapon, such as a ballistic missile. Both Iran and North Korea have medium-range ballistic missiles, which have been assessed as capable of delivering a nuclear warhead should such a warhead capability be developed and deployed. Moreover, both countries have demonstrated the capability to launch an object into space orbit, but neither country currently has an intercontinental ballistic missile (ICBM) capability. Syria possesses only short-range ballistic missiles (SRBMs).2

	3. The program must produce a nuclear warhead that can be delivered to its intended target, especially at long range.3 The IC does not assess that any of the three countries discussed in this report has produced such a warhead, although North Korea has conducted several nuclear tests.












	Iran, North Korea, and Syria: Major Nuclear and Missile Programs

Iran4 

Nuclear:

Iran has a gas centrifuge uranium enrichment program and is producing low-enriched uranium. Tehran is also building a heavy-water moderated nuclear reactor but does not have a reprocessing facility; such a facility is required to separate plutonium from spent reactor fuel. Iran has limited and reversed some aspects of these programs' progress since the government began implementing a November 2013 multilateral agreement designed to reduce concerns about Iran's nuclear program. Iran has, according to the U.S. intelligence community, halted its nuclear weapons program.

Ballistic Missiles:

The U.S. intelligence community assesses that Iran has the largest number of ballistic missiles in the Middle East. It also notes that Iran's ballistic missiles are inherently capable of delivering weapons of mass destruction and that Iran's progress on space launch vehicles improves Tehran's ability to develop longer-range missiles, including an intercontinental ballistic missile (ICBM).5 Iran has fewer than 100 short-range ballistic missile (SRBM) launchers that could be reloaded and fewer than 50 silo and mobile medium-range ballistic missile (MRBM) launchers that could reach targets throughout the Middle East and portions of NATO's southern flank.

North Korea6 

Nuclear:

North Korea has produced plutonium in a nuclear reactor and reprocessing plant located at Yongbyon, where it is also building a gas centrifuge uranium enrichment facility. North Korea tested nuclear explosive devices in October 2006, May 2009, and February 2013. The first device contained plutonium; whether the others contained plutonium or highly-enriched uranium is unclear.

Ballistic Missiles:

North Korea has fewer than 100 road-mobile SRBM launchers that could be reloaded, fewer than 50 mobile No Dong MRBM launchers, and fewer than 50 mobile intermediate-range ballistic missile launchers (IRBMs) that could reach targets throughout the Asia Pacific region. The U.S. intelligence community believes North Korea has publicly displayed a road-mobile ICBM that has not been tested or fielded and that the country's space launch program can aid in the development of its ICBM program.

Syria7 

Nuclear:

In 2007, Israel destroyed a Syrian nuclear reactor under construction. Syria does not appear to have an active nuclear weapons program.

Ballistic Missiles:

Syria possesses less than 100 road-mobile SRBM launchers (mostly older SCUD missiles) that could strike U.S. friends and allies in the Middle East and NATO's southern flank.










Ballistic Missile Cooperation

Iran and North Korea

Iran has developed a close working relationship with North Korea on many ballistic missile programs, starting with acquisition of Scud missiles from North Korea in the 1980s. In the mid-1980s, North Korea developed the 300-kilometer range Scud B ballistic missile "from prototypes obtained from Egypt" and subsequently began to export them.8 Pyongyang developed the 500-kilometer range Scud C in 1991.9 North Korea sold both types of missiles, as well as missile production technology, to several countries in the Middle East, including Iran and Syria.10 In 1992 testimony, then-Director of Central Intelligence (DCI) Robert Gates identified Iran and Syria as recipients of North Korean Scud missiles.11 In 1993, then-DCI R. James Woolsey12 provided more detail, stating that North Korea had sold Syria and Iran extended range Scud C missiles and apparently agreed to sell other forms of missile technology. A Russian intelligence report, which the U.S. IC deemed "credible,"13 stated that Iran's missile potential during this period was confined to Scud B SRBMs received from Syria and North Korea.14

During the 1990s, IC annual threat assessments described several recurring trends between Iran and North Korea. First, North Korea's ongoing export of ballistic missiles provided a qualitative increase in capabilities to countries such as Iran. Second, Iran was using North Korean ballistic missile goods and services to achieve its goal of self-sufficiency in the production of medium-range ballistic missiles. Third, Iran's acquisition of missile systems or key missile-related components, including potentially significant inputs of space launch vehicle technology and support, could significantly improve Iran's ability to produce an ICBM. In the latter 2000s, the IC continued to assess that North Korean cooperation with Iran's ballistic missile programs was ongoing and significant. More recently, 2013, 2014, and 2015 Department of Defense reports to Congress on North Korea's military capabilities and proliferation activities identified Iran as a past recipient of North Korean ballistic missiles and associated technology.15 "Of late ... there has not been a great deal of interchange" between Iran and North Korea, Clapper told the Senate Armed Services Committee on February 9, 2016.

In 2006, Iran publicly acknowledged for the first time that it had obtained missiles from North Korea during the Iran-Iraq war in the 1980s, but added that it no longer needed Pyongyang's assistance: "We received these [Scuds] from foreign countries like North Korea but 17 years after the war we were able to design all of these pieces and even their fuel," said the chief commander of the Islamic Revolutionary Guard Corps.16

Iran has likely exceeded North Korea's ability to develop, test, and build ballistic missiles. But Tehran may, to some extent, still rely on Pyongyang for certain materials for producing Iranian ballistic missiles, Iran's claims to the contrary notwithstanding. For example, some observers argue that Iran may not be able to produce even its Scud B and Scud C equivalents (Shahab-1 and Shahab-2, respectively) without some foreign support for key materials or components.17 Nevertheless, Director of National Intelligence (DNI) James Clapper stated during a February 11, 2014, Senate Armed Services Committee hearing that Iran is not currently receiving assistance with its ICBM program.18

Syria: Cooperation with Iran and North Korea

Syria acquired both Scud B and Scud C missiles from North Korea, according to a 1995 CIA assessment.19 Damascus has also produced missiles with North Korean-supplied equipment, according to official U.S. accounts; a 1997 State Department document indicated that Syria had received missile "production technology" from North Korea and was producing "Scuds with North Korean assistance."20 Furthermore, a State Department report to Congress covering 2008 explained that:

Over the past decade, Syria has focused on enhancing the capabilities of this [SRBM] force while also achieving self-sufficiency in indigenous missile production. With North Korean assistance, Syria has made progress toward domestic production of Scud missile variants.21

Syria continues to rely on North Korean and Iranian assistance for its missile programs, according to official U.S. accounts. Defense Intelligence Agency Director Michael Flynn testified on April 18, 2013, that "Syria's liquid-propellant missile program"—apparently a reference to Syria's Scud B, Scud C, and Scud D missiles—"depends on essential foreign equipment and assistance, primarily from North Korean entities."22 Flynn also stated that "Damascus relies on foreign help, mainly from Iran, to advance its solid-propellant rocket and missile development and production capability."23

Nuclear Technology Cooperation

According to official sources, Iran, North Korea, and Syria have engaged in various forms of clandestine nuclear cooperation possibly related to nuclear weapons. North Korea and Iran obtained designs and materials related to uranium enrichment from a clandestine procurement network run by former Pakistani nuclear official Abdul Qadeer Khan.24 The CIA expressed concern in 2004 that the network could also have transferred nuclear "expertise or technology" to Syria,25 but there appears to be no public official evidence that this potential transfer is still a matter of concern.26 Syrian President Bashar al Asad stated in a 2007 newspaper interview that his government had been approached by the Khan network but had conducted no transactions with it.27

North Korea and Syria28

North Korea assisted Syria with building a nuclear reactor that may have been part of a Syrian nuclear weapons program, according to U.S. official accounts.29 Both the United States and the International Atomic Energy Agency (IAEA) assessed that Damascus was building a nuclear reactor; Israel destroyed the facility in a September 2007 air strike.30 According to a May 2011 IAEA report, the agency assessed that the destroyed Syrian structure "was very likely a nuclear reactor," a claim Syria denied.31 The IC assessed that the reactor's purpose was to produce plutonium for nuclear weapons, a senior intelligence official stated during an April 2008 briefing, but added that the IC had "low confidence" in this judgment.32 According to a 2013 State Department report, the United States assessed that "the reactor's intended purpose" was to produce plutonium, rather than to conduct research or produce electricity, "because the reactor was not configured for power production, was isolated from any civilian population, and was ill-suited for research."33

Syria was constructing the reactor with "North Korean assistance," the same 2013 report said.34 A senior U.S. intelligence official stated during the 2008 briefing that "North Korea has assisted Syria with this reactor," citing similarities between the Syrian reactor and the North Korean reactor that has produced plutonium for that country's nuclear weapons program.35 The official also cited the "involvement of nuclear-related North Koreans in a project somewhere in the area," as well as "evidence of cargo being transferred from North Korea, most likely to [the] reactor site, in 2006." More recently, 2014 and 2015 Defense Department reports stated that North Korea "provided Syria with nuclear reactor technology until 2007."36

It is worth noting that an IAEA investigation discovered Syrian uranium conversion activities that the government had failed to declare to the IAEA. Uranium conversion is the process by which uranium hexafluoride (the feedstock for centrifuges) is produced. However, the IAEA has apparently resolved its concerns regarding these activities.37

Iran and North Korea

Secretary of Defense Ashton Carter stated during an April 2015 interview that North Korea and Iran "could be" cooperating to develop a nuclear weapon.38 Moreover, U.S. intelligence officials have expressed concern that North Korea might export its nuclear technology or fissile material. According to testimony from DNI Clapper before Congress in February 2012, North Korea's export of "ballistic missiles and associated materials," as well as its assistance to Syria's nuclear reactor, "illustrate the reach of the North's proliferation activities." The IC "remain[s] alert to the possibility that North Korea might again export nuclear technology," he added.39

North Korea's nuclear weapons program has been based on plutonium produced in a nuclear reactor located at Yongbyon. North Korea also has a gas centrifuge uranium enrichment program. North Korea tested nuclear explosive devices in October 2006, May 2009, February 2013, and January 2016. The first device contained plutonium; whether the others contained plutonium or HEU is still unclear.40

Iran has a gas centrifuge uranium enrichment program and is building a heavy-water moderated nuclear reactor. However, the reactor program is a lesser proliferation concern because Iran does not have a reprocessing facility, which, as noted, is required to produce plutonium for weapons. A November 2007 National Intelligence Estimate assessed that Iran "halted its nuclear weapons program" in 2003. The estimate, however, also assessed that Tehran is "keeping open the option to develop nuclear weapons."41 The intelligence community has reaffirmed this conclusion on several occasions.42

Then-DNI Dennis Blair discussed in 2009 the circumstances under which North Korea might transfer nuclear weapons or fissile material:43

Pyongyang is less likely to risk selling nuclear weapons or weapons-quantities of fissile material than nuclear technology or less sensitive equipment to other countries or non-state actors, in part because it needs its limited fissile material for its own deterrent. Pyongyang probably also perceives that it would risk a regime-ending military confrontation with the United States if the nuclear material was used by another country or group in a nuclear strike or terrorist attacks and the United States could trace the material back to North Korea. It is possible, however, that the North might find a nuclear weapons or fissile material transfer more appealing if its own stockpile grows larger and/or it faces an extreme economic crisis where the potentially huge revenue from such a sale could help the country survive.

Nuclear-related cooperation could also include sharing technology related to nuclear weapons material production, or data from nuclear or explosive testing. Some analysts have argued that both Pyongyang and Tehran could benefit if the former were to provide nuclear test data to the latter in exchange for Iranian information about enrichment, missile, or other nuclear-related expertise.44 Iran could also pay for North Korean nuclear assistance with currency or petroleum.45

Some press reports have pointed to alleged instances of nuclear-related cooperation, such as the possibility of Iranian officials witnessing North Korean nuclear tests.46 However, this information remains speculative and unconfirmed by official sources. Furthermore, U.S. intelligence assessments have not mentioned nuclear cooperation between the two countries, even though such assessments have described cooperation on ballistic missiles. For example, although the 2013, 2014, and 2015 Defense Department reports did, as noted, describe North Korean nuclear assistance to Libya, they did not indicate that North Korea had provided or received nuclear assistance to or from Iran.47

Moreover, U.S. officials have stated publicly that there is no nuclear cooperation between Iran and North Korea. During a February 27, 2007, Senate Armed Services Committee hearing, U.S. officials stated that there is "no evidence" that Iran and North Korea are cooperating to develop nuclear capabilities. Furthermore, senior U.S. intelligence officials stated during an April 24, 2008, background briefing that the two countries are not cooperating on "nuclear issues." More recently, Assistant Secretary of State Thomas Countryman indicated in June 2013 that North Korea and Iran were not engaged in nuclear cooperation, but added that "it's a valid reason to be concerned and we keep an eye on it."48 Similarly, when asked during a February 20, 2014, press briefing about nuclear cooperation between Iran and North Korea, a senior Administration official responded only by noting that the United States "is always concerned about reports of shared technology and proliferation of technology and of nuclear weapons technology."49 Lastly, knowledgeable current and former U.S. officials contacted by CRS said that they were unaware of official unclassified U.S. government evidence of nuclear cooperation between Iran and North Korea.

In a September 2014 interview, Iran's ambassador to South Korea denied that Tehran and Pyongyang had cooperated on nuclear weapons.50 The two countries may not have recently engaged in nuclear cooperation because Iran has, according to the IC, apparently halted its nuclear weapons program. Furthermore, the extent to which Iran and North Korea could benefit from nuclear-related cooperation is uncertain. Although some analysts have argued that Pyongyang could provide nuclear test data to Tehran, the extent to which Iran could benefit from such data is unclear. North Korea's nuclear weapons program to date has apparently been based on plutonium;51 Iran would most likely use weapons-grade HEU, rather than plutonium, as fissile material in nuclear weapons, at least in the short term.52 Although Tehran could provide Pyongyang with access to Iran's enrichment technology, such access would be of limited benefit to North Korea because North Korea's centrifuge appears to differ from the two types of centrifuges that Iran has installed.53 54

It is also possible that, rather than collaborating, the two countries may be competing with each other in their efforts to circumvent international sanctions by obtaining dual-use technologies from the same supply networks, particularly via trading companies in China. Both Tehran and Pyongyang remain dependent on foreign suppliers for their nuclear program, and some components may be in demand by both countries. The Institute for Science and International Security has concluded from examining procurement data that both countries have well-established supply chains in China, but North Korea is able to secure shipments with greater ease than is Iran.55 The two countries may be reluctant to export components to one another that they themselves have difficulty procuring. Moreover, involved Chinese trading companies would have a financial interest in maintaining business with both Iran and North Korea.

Iran, North Korea and Syria Nonproliferation Act

Congress has passed legislation providing for sanctions on countries whose entities assist Iran, North Korea, and Syria to obtain weapons of mass destruction (WMD) and missile delivery systems.56 For example, the Iran, North Korea and Syria Nonproliferation Act (INKSNA, P.L. 106-178) imposes penalties on countries whose companies assist the efforts of Iran, North Korea, and Syria to acquire WMD and missile delivery systems. Congress originally targeted only Iran's proliferation activities, but amended the law in 2005 to address Syria (P.L. 109-112, the Iran Nonproliferation Amendments Act). In 2006, Congress added North Korea (P.L. 109-353). INKSNA requires a biannual report from the President to Congress on any transfers of controlled items from any foreign person to Iran, North Korea, or Syria. INKSNA and other sanctions laws are aimed at discouraging foreign entities from assisting any WMD and missile programs of these three countries. Congress also authorizes U.S. nonproliferation programs, such as export control assistance, that are meant to bolster the ability of other countries to detect and interdict such transfers. In addition, U.N. sanctions on Iran and North Korea prohibit the transfer of nuclear or ballistic missile technology to them.57 It is also worth noting that international export control regimes, such as the Nuclear Suppliers Group and Missile Technology Control Regime, restrict the transfer of nuclear and missile technologies.58

Issues for Congress

Congress may wish to consider requiring additional reporting from the executive branch on WMD proliferation. The number of unclassified reports to Congress on WMD-related issues has decreased considerably in recent years. Most recently, Section 310 of the Intelligence Authorization Act for Fiscal Year 2013 (P.L. 112-277) repealed the requirement for the IC to provide an unclassified annual report to Congress regarding the "Acquisition of Technology Relating to Weapons of Mass Destruction and Advanced Conventional Munitions." The report had been required by Section 721 of the Intelligence Authorization Act for Fiscal Year 1997 (P.L. 104-293). Congress also may wish to consider requesting information from the executive branch, through hearings or reports, regarding the extent to which entities in countries other than Iran, North Korea, and Syria aid those three countries' unconventional weapons programs.
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