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Summary

This report provides an overview of recent trends in the enforcement of the Bank Secrecy Act (BSA), the principal U.S. anti-money laundering law regulating financial institutions.

The report begins by providing general background information on BSA penalties and enforcement. The report concludes by discussing three recent trends that commentators have observed in BSA enforcement: (1) an increase in the frequency with which BSA enforcement actions involve an assessment of money penalties, and an increase in the size of those penalties, (2) an increased emphasis by regulators on the acceptance of responsibility by institutions entering into settlement agreements for BSA violations, and (3) an increased risk of individual liability for BSA violations.














Background

The BSA is "the primary U.S. anti-money laundering (AML) law" regulating financial institutions.1 Among other things, the Act and related regulations impose certain reporting and recordkeeping requirements2 and require certain institutions to establish AML programs that meet specified minimum standards.3 The BSA and related regulations provide for civil and criminal penalties for violations of their provisions, as well as the forfeiture of assets involved in a violation.4 The level of BSA penalties varies based on the type of entity charged with a violation, the type of violation, and the defendant's level of intent.5

The Financial Crimes Enforcement Network (FinCEN), a bureau within the Department of the Treasury primarily charged with administering the BSA, has enforcement authority to bring administrative actions for failure to meet BSA requirements.6 The Office of the Comptroller of the Currency (OCC),7 the Federal Deposit Insurance Corporation,8 the Federal Reserve,9 the Securities and Exchange Commission,10 the Financial Industry Regulatory Authority,11 and the National Credit Union Administration12 also have authority to enforce the BSA's requirements against the institutions they regulate. Moreover, the Department of Justice (DOJ) regularly brings criminal charges for BSA violations.13

BSA Enforcement Trends

Increases in Penalty Frequency and Size

Commentators have noted an increase in the frequency with which BSA enforcement actions have involved an assessment by federal regulators of monetary penalties, and an increase in the size of those penalties.14 According to a June 2016 study conducted by National Economic Research Associates, Inc. (NERA), nearly 90% of BSA/AML enforcement actions from 2012 through 2015 involved an assessment of money penalties, compared to less than half of such enforcement actions from 2002 through 2011.15 NERA also observed that BSA/AML penalties "have grown substantially in both absolute terms and as a proportion of firm capital."16 Specifically, NERA found that more than 80% of the total money penalties imposed for BSA/AML violations since 2002 have been levied after 2012.17 Moreover, according to that same report, since October 2009, nearly one-third of BSA/AML penalties have exceeded 10% of a defendant institution's capital. 18 By contrast, no penalty imposed before 2007 exceeded 9% of a defendant institution's capital.19

Two recent BSA/AML enforcement actions stand out for their size. In 2012, HSBC Holdings plc and HSBC Bank USA N.A. (together, HSBC) were assessed a $665 million civil money penalty, forfeited roughly $1.2 billion, and entered into a deferred prosecution agreement (DPA) based on, among other things, their failure to maintain an effective AML program and conduct appropriate due diligence on foreign correspondent account holders.20 The HSBC enforcement action was pursued concurrently by the DOJ, the OCC, the Federal Reserve, and the Department of the Treasury.21 Pursuant to the DPA, HSBC admitted responsibility for violating the BSA and associated regulations from 2006 to 2010.22 Specifically, HSBC admitted that during the relevant time period, it "ignored the money laundering risks associated with doing business with certain Mexican customers and failed to implement a BSA/AML program that was adequate to monitor suspicious transactions from Mexico."23 According to the DPA, as a result of HSBC's failures, at least $881 million in drug trafficking proceeds were laundered through HSBC Bank USA without being detected.24

In a series of other BSA enforcement actions, a number of federal regulators assessed large penalties against JPMorgan Chase Bank, N.A. (JPMorgan) in January 2014 for its role in the Bernard L. Madoff Ponzi scheme. JPMorgan entered into a DPA with the U.S. Attorney's Office for the Southern District of New York concerning Madoff-related BSA violations.25 Pursuant to the DPA, JPMorgan admitted that it violated the BSA by failing to maintain an effective AML compliance program and failing to file suspicious activity reports (SARs) concerning transactions related to the Madoff scheme.26 JPMorgan further agreed to forfeit $1.7 billion to compensate victims of the Madoff fraud—the largest-ever penalty for a BSA violation.27 Separately, the OCC and FinCEN assessed civil money penalties of $350 million and $461 million, respectively, against JPMorgan for its Madoff-related BSA violations.28

Emphasis on Acceptance of Responsibility

A second recent trend in BSA/AML enforcement is an increased emphasis by regulators on the acceptance of responsibility by institutions charged with BSA violations.29 In 2013, FinCEN Director Jennifer Shasky Calvery indicated that FinCEN had changed its approach of generally allowing financial institutions charged with BSA violations to enter into settlements "without admitting or denying" the facts alleged in a penalty assessment.30 Shasky Calvery noted that in FinCEN's most recent enforcement actions, defendant institutions had been required to stipulate to a statement of facts, reflecting the agency's new position that "[a]cceptance of responsibility and acknowledgment of the facts is a critical component of corporate responsibility."31 Two years later, FinCEN's Director of Enforcement confirmed the agency's changed approach when she indicated that FinCEN operates under a "presumption" that "a settlement of an enforcement action will include an admission to the facts, as well as the violation of law."32 Along these lines, NERA's 2016 study found that four of the six largest BSA/AML violations charged between 2010 and 2015 "required the [defendant] financial institution to admit the accuracy of government claims and accept responsibility for the actions of its officers, agents, and employees who violated BSA/AML regulations."33

Increased Risk of Individual Liability

Finally, commentators have noted an increased risk of individual liability for BSA violations.34 In December 2014, FinCEN assessed a $1 million civil money penalty against Thomas Haider, the former Chief Compliance Officer of MoneyGram International for willful violations of the BSA's program requirements and failure to timely file SARs concerning fraudulent telemarketing operations and other schemes.35 FinCEN's enforcement action led to litigation over the application of the BSA to individuals. In January 2016, a federal district court held in U.S. Department of Treasury v. Haider that individuals can be liable for violations of the BSA's AML program requirements.36 In that case, Haider argued that individuals cannot be liable for violations of the BSA's program requirements because the relevant BSA provision provides that "financial institution[s] shall establish anti-money laundering programs,"37 in contrast to the BSA's provision requiring the filing of SARs, which provides that "any financial institution, and any director, officer, employee, or agent of any financial institution, [may be required] to report suspicious transactions relevant to a possible violation of law or regulation."38 The court rejected this argument, reasoning that because the BSA's general civil penalty provision authorizes the imposition of money penalties against, among other individuals, "officer[s]" of financial institutions,39 Haider could be held liable for violations of the BSA's AML program requirements.40 Regulators have recently pursued a number of other BSA enforcement actions against individual compliance officers.41

This increased emphasis on individual prosecutions is broadly consistent with the approach outlined by the DOJ in the September 2015 "Yates Memo," which emphasized the importance of individual accountability for corporate wrongdoing.42 Current Deputy Attorney General Rod Rosenstein has indicated that while he "generally agree[s] with the critique that motivated" the Yates Memo, the memo is currently under review.43 Accordingly, it remains to be seen whether the DOJ under President Trump will maintain the previous Administration's emphasis on individual responsibility in white-collar enforcement actions and prosecutions.
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