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Summary

The following report describes information security and data breach notification requirements included in the Privacy Act, the Federal Information Security Management Act, Office of Management and Budget Guidance, the Veterans Affairs Information Security Act, the Health Insurance Portability and Accountability Act, the Health Information Technology for Economic and Clinical Health Act, the Gramm-Leach-Bliley Act, the Federal Trade Commission Act, and the Fair Credit Reporting Act. Also included in this report is a brief summary of the Payment Card Industry Data Security Standard (PCI DSS), an industry regulation developed by VISA, MasterCard, and other bank card distributors.

Information security laws are designed to protect personally identifiable information from compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or other situations where unauthorized persons have access or potential access to such information for unauthorized purposes. Data breach notification laws typically require covered entities to implement a breach notification policy, and include requirements for incident reporting and handling and external breach notification.

Expectations of many are that efforts to enact data security legislation will continue in 2010. In the first session of the 111th Congress the House passed H.R. 2221 (Rush and Stearns), the Data Accountability and Trust Act, which would apply only to businesses engaged in interstate commerce, and require data security programs and notification of breaches to affected consumers. The Senate Judiciary Committee approved S. 139 (Feinstein), the Data Breach Notification Act, which would apply to any agency, or business engaged in interstate commerce; and S. 1490 (Leahy), the Personal Data Privacy and Security Act of 2009, which would apply to business entities engaged in interstate commerce and require data security programs and notification to individuals affected by a security breach. S. 1490 also includes data accuracy requirements for data brokers, and requirements concerning government acccess to and use of commercial data.

For related reports, see the Current Legislative Issues Web page for "Privacy and Data Security" available at http://www.crs.gov/Pages/subissue.aspx?cliid=2105&parentid=14. This report will be updated.









Federal Information Security and Data Breach Notification Laws




Background

Because of questions about the security of sensitive personal information, this report provides an overview of federal information security and data breach notification laws that are applicable to certain entities that collect, maintain, own, possess, or license sensitive personal information.1

Information security laws are designed to protect personally identifiable information or sensitive personal information from compromise, and from unauthorized disclosure, acquisition, access, or other situations where unauthorized persons have access or potential access to personally identifiable information for unauthorized purposes. Data breach notification laws typically require covered entities to implement a breach notification policy, and include requirements for incident reporting and handling and external breach notification. A data breach occurs when there is a loss or theft of, or other unauthorized access to, data containing sensitive personal information that results in the potential compromise of the confidentiality or integrity of data. Data breach notification laws typically cover "personally identifiable information" or "individually identifiable information."

No single federal law or regulation governs the security of all types of sensitive personal information. Determining which federal law, regulation, and guidance is applicable depends in part on the entity or sector that collected the information, and the type of information collected and regulated. Under federal law certain sectors are legally obligated to protect certain types of sensitive personal information. These obligations were created, in large part, when federal privacy legislation was enacted in the credit, financial services, health care, government, securities, and Internet sectors. Federal regulations were issued to require certain entities to implement information security programs and provide breach notice to affected persons.2

For example, there are federal information security requirements applicable to all federal government agencies (FISMA) and a federal information security law applicable to a sole federal department (Veterans Affairs). In the private sector, different laws apply to private sector entities engaged in different businesses. This is what is commonly referred to as a sectoral approach to the protection of personal information.

Some critics say that current laws focus too closely on industry-specific uses of information, like credit reports or medical data, rather than on protecting the privacy of individuals.3 Others believe the sectoral approach to the protection of personal information reflects not only variations in the types of information collected (e.g., government, private sector, health, financial, etc.), but also differences in the regulatory framework for particular sectors. Others advocate a national standard for entities that maintain personal information in order to harmonize legal obligations.4 Others distinguish between private data held by the government and private data held by others, and advocate a higher duty of care for governments with respect to sensitive personal information in the U.S. public sector and to data breaches.5

In the absence of a comprehensive federal data breach notification law, the majority of states have passed bills or introduced legislation to require businesses and/or government agencies to notify persons affected by breaches involving their sensitive personal information, and in some cases to implement information security programs to protect the security, confidentiality, and integrity of data.6 As of December 9, 2009, 45 states, the District of Columbia, Puerto Rico, and the Virgin Islands have enacted legislation requiring notification of security breaches involving personal information.7 Several states have reportedly considered legislation to hold retailers liable for third party companies' costs arising from data breaches (California, Connecticut, Illinois, Massachusetts, Minnesota, New Jersey, Texas, and Wisconsin).8 Many states provide a safe harbor for an entity that is regulated by state or federal law and maintains procedures pursuant to such laws, rules, regulations, or guidelines. Reportedly 29 states impose similar duties for the public and private sectors, 14 states do not, and Oklahoma's law applies only to the public sector.9

Numerous data breaches and computer intrusions have been disclosed by the nation's largest data brokers, retailers, educational institutions, government agencies, health care entities, financial institutions, and Internet businesses. The Privacy Rights Clearinghouse chronicles and reports that over 345 million records containing sensitive personal information10 were involved in security breaches in the U.S. since January 2005.11 From February 2005 to December 2006, 100 million personal records were reportedly lost or exposed.12 In 2006 the personal data of 26.5 million veterans was breached when a VA employee's hard drive was stolen from his home. In 2007 the retailer TJX Companies revealed that 46.2 million credit and debit cards may have been compromised during the breach of its computer network by unauthorized individuals.13 In 2008 the Hannaford supermarket chain revealed that approximately 4 million debit and credit card numbers were compromised when Hannaford's computer systems were illegally accessed while the cards were being authorized for purchase. There were 1,800 reported cases of fraud connected to the computer intrusion. In 2009, personal information from Health Net on almost half a million Connecticut residents, and 1.5 million patients nationally (including patients in Arizona, New Jersey, and New York) was breached.14 The information had been compressed, but not encrypted.

Data breaches involving sensitive personal information may result in identity theft and financial crimes (e.g., credit card fraud, phone or utilities fraud, bank fraud, mortgage fraud, employment-related fraud, government documents or benefits fraud, loan fraud, and health-care fraud). Identity theft involves the misuse of any identifying information, which could include name, SSN, account number, password, or other information linked to an individual, to commit a violation of federal or state law.15 According to the Federal Trade Commission, identity theft is the most common complaint from consumers in all 50 states, and accounts for over 35% of the total number of complaints the Identity Theft Data Clearinghouse received for calendar years 2004, 2005, and 2006. In calendar year 2006,16 of the 674,354 complaints received, 246,035 or 36% were identity theft complaints.17 With continued media reports of data security breaches,18 concerns about new cases of identity theft are widespread.19

These public disclosures have heightened interest in the security of sensitive personal information;20 security of computer systems; applicability of federal laws to the protection of sensitive personal information; adequacy of enforcement tools available to law enforcement officials and federal regulators; business and regulation of data brokers;21 liability of retailers, credit card issuers, payment processors, banks, and furnishers of credit reports for costs arising from data breaches; remedies available to individuals whose personal information was accessed without authorization;22 prosecution of identity theft crimes related to data breaches; and criminal liability of persons responsible for unauthorized access to computer systems.23


Federal Information Security and Data Breach Notification Laws

The following report describes information security and data breach notification requirements included in the Privacy Act, the Federal Information Security Management Act, Office of Management and Budget Guidance, the Veterans Affairs Information Security Act, the Health Insurance Portability and Accountability Act, the Health Information Technology for Economic and Clinical Health Act, the Gramm-Leach-Bliley Act, the Federal Trade Commission Act, and the Fair Credit Reporting Act.


Federal Sector

In August 2009, the Department of Health and Human Services (HHS) issued interim final breach notification regulations to implement Section 13402 of the Health Information Technology for Economic and Clinical Health (HITECH) Act (P.L. 111-5), that apply to breaches of protected health information occurring on or after September 23, 2009.24 Also in 2009, the Federal Trade Commission issued a final rule pursuant to Section 13407 of the HITECH Act requiring certain Web-based businesses to notify consumers when the security of their electronic health information is breached. 25 The FTC rule applies to both vendors of personal health records—which provide online repositories that people can use to keep track of their health information—and entities that offer third-party applications for personal health records.


Privacy Act

The Privacy Act is the principal law governing the federal government's information privacy program. Other relevant federal laws include the Computer Matching and Privacy Protection Act of 1988,26 and Section 208 of the E-Government Act of 2002 which requires agencies to conduct privacy impact assessments on new information technology systems and electronic information collections.27 The Privacy Act of 197428 governs the collection, use, and dissemination of a "record"29 about an "individual"30 maintained by federal agencies in a "system of records."31 The act defines a "record" as any item, collection, or grouping of information about an individual that is maintained by an agency and contains his or her name or another personal identifier. In order for an agency record to be protected by the Privacy Act, it must be retrieved by individual name or individual identifier. The Privacy Act also applies to systems of records created by government contractors.32 The Privacy Act does not apply to private databases.

The Privacy Act prohibits the disclosure of any record maintained in a system of records to any person or agency without the written consent of the record subject, unless the disclosure falls within one of twelve statutory exceptions. The act allows most individuals to seek access to records about themselves, and requires that personal information in agency files be accurate, complete, relevant, and timely.33 The subject of a record may challenge the accuracy of information. The Privacy Act requires that when agencies establish or modify a system of records, they publish a "system-of-records notice" in the Federal Register.34

Each agency that maintains a system of records is required to "establish appropriate administrative, technical, and physical safeguards to insure the security and confidentiality of records and to protect against any anticipated threats or hazards to their security or integrity which could result in substantial harm, embarrassment, inconvenience, or unfairness to any individual ... "35

The Privacy Act provides legal remedies that permit an individual to seek enforcement of the rights granted under the act. The individual may bring a civil suit against the agency whenever an agency fails to compy with the act "in such a way as to have an adverse effect on an individual."36 The court may order the agency to amend the individual's record, enjoin the agency from withholding the individual's records, and may award actual damages of $1,000 or more to the individual for intentional or wilful violations.37 Courts may also assess attorneys fees and costs. The act also contains criminal penalties; federal employees who fail to comply with the act's provisions may be subjected to criminal penalties.

The Office of Management and Budget (OMB) is required to prescribe guidelines and regulations for the use by agencies in implementing the act, and provide assistance to and oversight of the implementation of the act.38


Federal Information Security Management Act

FISMA is the principal law governing the federal government's information security program. Title III of the E-Government Act of 2002, the Federal Information Security Management Act of 2002 (FISMA),39 requires federal government agencies to provide information security protections for agency information and information systems.40 Agencies are required to develop, document, and implement an agency wide program "providing information security protections commensurate with the risk and magnitude of the harm resulting from unauthorized access, use, disclosure, disruption, modification, or destruction of (i) information collected or maintained by or on behalf of the agency; and (ii) information systems used or operated by an agency or by a contractor of an agency or other organization on behalf of an agency."41

The agency's information security plan also must include procedures for detecting, reporting, and responding to security incidents; notifying and consulting with the Federal information security incident center and with law enforcement agencies and relevant Offices of Inspector General.42 The National Institute of Standards and Technology (NIST) is responsible for developing standards and guidelines for providing adequate information security for all agency operations and assets, except for national security systems. Agencies are required to comply with the information security standards developed by NIST.43 Agencies must also conduct, annually, an independent evaluation of their security programs. The evaluations are forwarded to the Director of the Office of Management and Budget, for an annual report to Congress.44 The Director's authorities do not include national security systems.45

Agency heads are responsible for compliance with FISMA's requirements and related information security policies, procedures, standards, and guidelines, and for ensuring that senior agency officials provide information security. The authority to ensure compliance is delegated to the agency Chief Information Officer (CIO). FISMA also assigns specific policy and oversight responsibilities to the Office of Management and Budget (OMB).


Office of Management and Budget "Breach Notification Policy"

In response to recommendations from the President's Identity Theft Task Force,46 the Office of Management and Budget issued guidance in May 2007 for federal agencies on "Safeguarding Against and Responding to the Breach of Personally Identifiable Information."47 The OMB Memorandum M-07-16 requires all federal agencies to implement a breach notification policy to safeguard "personally identifiable information" by August 22, 2007 to apply to both electronic systems and paper documents.48 To formulate their policy, agencies are directed to review existing privacy and security requirements, and include requirements for incident reporting and handling and external breach notification. In addition, agencies are required to develop policies concerning the responsibilities of individuals authorized to access personally identifiable information.

Attachment 1 of the OMB memorandum, Safeguarding Against the Breach of Personally Identifiable Information, reemphasizes agencies' responsibilities under existing law (e.g., the Privacy Act and FISMA), executive orders, regulations, and policy to safeguard personally identifiable information and train employees. Two new privacy requirements and five new security requirements are established. To implement the new privacy requirements, agencies are required to review current holdings of all personally identifiable information to ensure that they are accurate, relevant, timely, and complete, and reduced to the minimum necessary amount. Within 120 days, agencies must establish a plan to eliminate the unnecessary collection and use of social security numbers within eighteen months. Agencies must implement the following five new security requirements (applicable to all federal information): encrypt all data on mobile computers/devices carrying agency data; employ two-factor authentication for remote access; use a "time-out" function for remote access and mobile devices; log and verify all computer-readable data extracts from databases holding sensitive information; and ensure that individuals and supervisors with authorized access to personally identifiable information annually sign a document describing their responsibilities.49

Attachment 2 of the OMB Memorandum, Incident Reporting and Handling Requirements, applies to the breach of personally identifiable information in electronic or paper format. Agencies are required to report all incidents involving personally identifiable information within one hour of discovery/detection; and publish a "routine use"50 under the Privacy Act applying to the disclosure of information to appropriate persons in the event of a data breach.51

Attachment 3, External Breach Notification, identifies the factors agencies should consider in determining when notification outside the agency should be given and the nature of the notification. Notification may not be necessary for encrypted information. Each agency is directed to establish an agency response team. Agencies must assess the likely risk of harm caused by the breach and the level of risk. Agencies should provide notification without unreasonable delay following the detection of a breach, but are permitted to delay notification for law enforcement, national security purposes, or agency needs. Attachment 3 also includes specifics as to the content of the notice, criteria for determining the method of notification, and the types of notice that may be used.

Attachment 4, Rules and Consequences Policy, directs each agency to develop and implement a policy outlining rules of behavior and identifying consequences and corrective actions available for failure to follow these rules. Supervisors may be subject to disciplinary action for failure to take appropriate action upon discovering the breach or failure to take required steps to prevent a breach from occurring. Rules of behavior and corrective actions should address the failure to implement and maintain security controls for personally identifiable information; exceeding authorized access to, or disclosure to unauthorized persons of, personally identifiable information; failure to report any known or suspected loss of control or unauthorized disclosure of personally identifiable information; and for managers, failure to adequately instruct, train, or supervise employees in their responsibilities. Consequences may include reprimand, suspension, removal, or other actions in accordance with applicable law and agency policy.


Veterans Affairs Information Security Act

Title IX of P.L. 109-461,52 the Veterans Affairs Information Security Act, requires the Veterans Administration (VA) to implement agency-wide information security procedures to protect the VA's "sensitive personal information" (SPI)53 and VA information systems. P.L. 109-461 was enacted to respond to the May 2006 breach of the personal data of 26.5 million veterans caused by the theft of a VA employee's hard drive from his home.54

Pursuant to P.L. 109-461, the VA's information security program is to provide for the development and maintenance of cost effective security controls to protect VA information, in any medium or format, and VA information systems.55 The information security program is required to include the following elements: periodic assessments of the risk and magnitude of harm that could result from the unauthorized access, use, disclosure, disruption, modification, or destruction of VA information and information systems; policies and procedures based on risk assessments that cost-effectively reduce security risks and ensure information security; implementation of security controls to protect the confidentiality, integrity, and availability of VA information and information systems; plans for security for networks, facilities, systems, or groups of information systems; annual security awareness training for employees and contractors and users of VA information and information systems; periodic testing of security controls; a process for remedial actions; procedures of detecting, reporting, and responding to security incidents; and plans and procedures to ensure continuity of operations. Additionally, the VA Secretary is directed to comply with FISMA, and other security requirements issued by NIST and OMB. The law also establishes specific information security responsibilities for the VA Secretary, information technology and information security officials, VA information owners, other key officials, users of VA information systems, and the VA Inspector General.

P.L. 109-461 requires that in the event of a "data breach"56 of sensitive personal information processed or maintained by the VA Secretary, the Secretary must ensure that as soon as possible after discovery that either a non-VA entity or the VA's Inspector General conduct an independent risk analysis of the data breach to determine the level of risk associated with the data breach for the potential misuse of any sensitive personal information.57 Based upon the risk analysis, if the Secretary determines that a reasonable risk exists of the potential misuse of sensitive personal information, the Secretary must provide credit protection services in accordance with regulations issued by the VA Secretary.58

The VA Secretary is required to report to the Veterans Committees the findings of the independent risk analysis for each data breach, the Secretary's determination regarding the risk for potential misuse of sensitive personal data, and the provision of credit protection services.59 If the breach involved the sensitive data of DOD civilian or enlisted personnel the Secretary must also report to the Armed Services Committees.60 In addition, quarterly reports are to be submitted by the VA Secretary to the Veterans Committees of Congress on any data breach of sensitive personal information processed or maintained by the VA during that quarter.61 With respect to the breach of SPI that the VA Secretary determines to be significant, notice must be provided promptly following the discovery of such data breach to the Veterans Committees, and if the breach involved the SPI of DOD civilian or enlisted personnel also to the Armed Service Committees.62

P.L. 109-461 also requires the VA to include data security requirements in all contracts with private-sector service providers that require access to sensitive personal information.63 All contracts involving access to sensitive personal information must include a prohibition of the disclosure of such information unless the disclosure is lawful and expressly authorized under the contract; and the condition that the contractor or subcontractor notify the Secretary of any data breach of such information. In addition, each contract must provide for liquidated damages to be paid by the contractor to the Secretary in the event of a data breach with respect to any sensitive personal information, and that money shall be made available exclusively for the purpose of providing credit protection services.

P.L. 109-461 requires the Secretary of the VA within 180 days of enactment (by June 22, 2007) to issue interim regulations concerning notification, data mining, fraud alerts, data breach analysis, credit monitoring, identity theft insurance, and credit protection services.64 Interim final regulations were issued by the VA Deputy Secretary on June 22, 2007 to address data breach security regarding sensitive personal information processed or maintained by the VA.65 The final regulations, issued April 2008, adopted the interim rule without change.66 The regulations do not supercede the requirements imposed by other laws such as the Privacy Act, the Health Insurance Portability and Accountability Act, the Fair Credit Reporting Act, and their implementing rules.


Private Sector

Other federal laws, such as the Health Insurance Portability and Accountability Act and the Gramm-Leach-Bliley Act, require private sector covered entities to maintain administrative, technical, and physical safeguards to ensure the confidentiality, integrity, and availability of personal information.


Health Insurance Portability and Accountability Act

Part C of the Health Insurance Portability and Accountability Act of 1996 (HIPAA),67 requires "the development of a health information system through the establishment of standards and requirements for the electronic transmission of certain health information."68 These "Administrative Simplification" provisions require the Secretary of Health and Human Services to adopt national standards to: facilitate the electronic exchange of information for certain financial and administrative transactions; establish code sets for data elements; protect the privacy of individually identifiable health information; maintain administrative, technical, and physical safeguards for the security of health information; provide unique health identifiers; and to adopt procedures for the use of electronic signatures.69

HIPAA covered entities—health plans, health care clearinghouses, and health care providers who transmit financial and administrative transactions electronically—are required to comply with the national standards and regulations promulgated pursuant to Part C.70 Under HIPAA, the Secretary is required to impose a civil monetary penalty on any person failing to comply with the Administrative Simplification provisions in Part C.71 The maximum civil money penalty (i.e., the fine) for a violation of an administrative simplification provision is $100 per violation and up to $25,000 for all violations of an identical requirement or prohibition during a calendar year.72 HIPAA also establishes criminal penalties for any person who knowingly and in violation of the Administrative Simplification provisions of HIPAA uses a unique health identifier, or obtains or discloses individually identifiable health information.73 Enhanced criminal penalties may be imposed if the offense is committed under false pretenses, with intent to sell the information or reap other personal gain. The penalties include (1) a fine of not more than $50,000 and/or imprisonment of not more than one year; (2) if the offense is under false pretenses, a fine of not more than $100,000 and/or imprisonment of not more than five years; and (3) if the offense is with intent to sell, transfer, or use individually identifiable health information for commercial advantage, personal gain, or malicious harm, a fine of not more than $250,000 and/or imprisonment of not more than 10 years.74 These penalties do not affect other penalties imposed by other federal programs.


Privacy Standard

HIPAA also addressed the privacy of individually identifiable health information and required adoption of a national privacy standard.75 HHS issued final Standards for Privacy of Individually Identifiable Health Information, known as the Privacy Rule, on April 14, 2003.76 The HIPAA Privacy Rule is applicable to health plans, health care clearinghouses, and health care providers who transmit financial and administrative transactions electronically. The rule regulates protected health information that is "individually identifiable health information"77 transmitted by or maintained in electronic, paper, or any other medium.78 The definition of PHI excludes individually identifiable health information contained in certain education records and employment records held by a covered entity in its role as employer.

The HIPAA Privacy Rule limits the circumstances under which an individual's protected health information may be used or disclosed by covered entities. A covered entity is permitted to use or disclose protected health information without patient authorization for treatment, payment, or health care operations.79 For other purposes, a covered entity may only use or disclose PHI with patient authorization subject to certain exceptions.80 Exceptions permit the use or disclosure of PHI without patient authorization or prior agreement for public health, judicial, law enforcement, and other specialized purposes.81 In certain situations that would otherwise require authorization, a covered entity may use or disclose PHI without authorization provided that the individual is given the opportunity to object or agree prior to the use or disclosure.82

The HIPAA Privacy Rule also provides for accounting of certain disclosures;83 requires covered entities to make reasonable efforts to disclose only the minimum information necessary; requires most covered entities to provide a notice of their privacy practices;84 establishes individual rights to review and obtain copies of protected health information;85 requires covered entities to safeguard protected health information from inappropriate use or disclosure; and gives individuals the right to request changes to inaccurate or incomplete protected health information.86

The HIPAA Privacy Rule requires a covered entity to maintain reasonable and appropriate administrative, technical, and physical safeguards to prevent use or disclosure of protected health information in violation of the Privacy Rule.87 The Office of Civil Rights (OCR) in HHS enforces the Privacy Rule.88


Security Standard

Regulations governing security standards under HIPAA require health care covered entities to maintain administrative, technical, and physical safeguards to ensure the confidentiality, integrity, and availability of electronic "protected health information"89; to protect against any reasonably anticipated threats or hazards to the security or integrity of such information, as well as protect against any unauthorized uses or disclosures of such information.90 The Centers for Medicare and Medicaid Services (CMS) has been delegated authority to enforce the HIPAA Security Standard.91

The Security Rule applies only to protected health information in electronic form (EPHI), and requires a covered entity to ensure the confidentiality, integrity, and availability of all EPHI the covered entity creates, receives, maintains, or transmits. Covered entities must protect against any reasonably anticipated threats or hazards to the security or integrity of such information, and any reasonably anticipated uses or disclosures of such information that are not permitted or required under the Privacy Rule; and ensure compliance by its workforce.92

The Security Rule allows covered entities to consider such factors as the cost of a particular security measure, the size of the covered entity involved, the complexity of the approach, the technical infrastructure and other security capabilities in place, and the nature and scope of potential security risks. The Security Rule establishes "standards" that covered entities must meet, accompanied by implementation specifications for each standard. The Security Rule identifies three categories of standards: administrative, physical, and technical.

The Security Rule requires covered entities to enter into agreements with business associates who create, receive, maintain or transmit EPHI on their behalf. Under such agreements, the business associate must: implement administrative, physical and technical safeguards that reasonably and appropriately protect the confidentiality, integrity and availability of the covered entity's electronic protected health information; ensure that its agents and subcontractors to whom it provides the information do the same; and report to the covered entity any security incident of which it becomes aware. The contract must also authorize termination if the covered entity determines that the business associate has violated a material term. A covered entity is not liable for violations by the business associate unless the covered entity knew that the business associate was engaged in a practice or pattern of activity that violated HIPAA, and the covered entity failed to take corrective action.


Subtitle D (Privacy) of Title XIII of the ARRA

The Health Information Technology for Economic and Clinical Health Act (HITECH Act) was enacted as Title XIII of Division A (§§ 13001-13424) and Title IV of Division B (§§ 4001-4302) of the American Recovery and Reinvestment Act of 2009 (ARRA) and signed into law on February 17, 2009, by President Obama.93

As part of this new law, sweeping changes to the health information privacy regime were enacted. Most of the provisions in Subtitle D (Privacy) of Title XIII of ARRA are additional requirements supplementing the HIPAA Privacy and Security Rules, but a few provisions deal specifically with EHRs.94 Subtitle D (Privacy) of Title XIII of ARRA extended application of certain provisions of the HIPAA Privacy and Security Rules to the business associates of HIPAA-covered entities making those business associates subject to civil and criminal liability for violations; established new limits on the use of protected health information for marketing and fundraising purposes; provided new enforcement authority for state attorneys general to bring suit in federal district court to enforce HIPAA violations; increased civil and criminal penalties for HIPAA violations; required covered entities and business associates to notify the public or HHS of data breaches (regardless of whether actual harm has occurred); changed certain use and disclosure rules for protected health information; and created additional individual rights.


Application of the HIPAA Security Provisions and Penalties to Business Associates

The HITECH Act extended the application of the HIPAA Security Rule's provisions on administrative, physical, and technical safeguards and documentation requirements to business associates of covered entities, making those business associates subject to civil and criminal liability for violations of the HIPAA Security Rule.95

Under the HIPAA Security Rule, only covered entities can be held civilly or criminally liable for violations. While business associates are still not technically considered covered entities under HIPAA, they will be subject to the same civil and criminal penalties as a covered entity for Security Rule violations after February 17, 2010.96 The HITECH Act also requires existing business associate agreements to incorporate the new security requirements added by the HITECH Act.97 The Secretary is also directed to issue annual guidance on the most effective and appropriate technical safeguards.98 The guidance issued by HHS specifies encryption and destruction as the technologies and methodologies for rendering protected health information unusable, unreadable, or indecipherable to unauthorized individuals.99 Covered entities and business associates, as well as entities covered by the FTC regulations, that secure information as specified by the guidance are relieved from providing notifications following the breach of such information.


Breach Notification

Prior to the enactment of the HITECH Act, neither the HIPAA Privacy nor Security Rule required covered entities or business associates to notify individuals when the security or privacy of their PHI had been compromised. Furthermore, vendors of personal health records (PHRs) were also under no obligation to notify affected individuals or the public after a breach of privacy or security.100 The HITECH Act imposed such notification requirements on covered entities and business associates. A similar requirement was also imposed on vendors of PHR's.

The HITECH Act requires covered entities, business associates, and vendors of PHR's to notify affected individuals in the event of a "breach" of "unsecured protected health information."101 A "breach" is defined as the "unauthorized acquisition, access, use, or disclosure of protected health information which compromises the security or privacy of such information, except where an unauthorized person to whom such information is disclosed would not reasonably have been able to retain such information."102 A vendor of PHR is defined as "an entity, other than a covered entity ... that offers or maintains a personal health record."103 The term "unsecured protected health information" means "protected health information that is not secured through the use of a technology or methodology specified by the Secretary in guidance."104 The HITECH Act required the HHS Secretary to issue guidance by April 17, 2009, and annually thereafter specifying the technologies and methodologies that render protected health information unusable, unreadable, or indecipherable to unauthorized individuals.105 The HITECH Act also provides a default definition if such guidance is not issued. Under the default definition, PHI is unsecured if

it is not secured by a technology standard that renders protected health information unusable, unreadable, or indecipherable to unauthorized individuals and that is developed or endorsed by a standards developing organization that is accredited by the American National Standards Institute.

On April 17, 2009, guidance on the meaning of "unsecured protected health information " was issued by HHS.106 The guidance became effective upon issuance; however, the comment period remained open until May 17, 2009. It identified two methods for rendering PHI unusable, unreadable, or indecipherable to unauthorized individuals: encryption and destruction (paper and electronic form). Pursuant to this guidance, "if PHI is rendered unusable, unreadable, or indecipherable to unauthorized individuals by one or more of the methods identified in this guidance, then such information is not 'unsecured' PHI. Thus, because the breach notification requirements apply only to breaches of unsecured PHI, this guidance provides the means by which covered entities and their business associates are to determine whether a breach has occurred [and the extent] to which the notification obligations under the Act and its implementing regulations apply."107


Notice of Unauthorized Disclosure of Protected Health Information

Section 13402 of the HITECH Act requires a covered entity to notify affected individuals when it discovers that their unsecured PHI has been, or is reasonably believed to have been, breached.108 This requirement applies to covered entities that access, maintain, retain, modify, record, store, destroy, or otherwise hold, use, or disclose unsecured protected health information. The scope of notification is dependant upon the number of individuals whose unsecured PHI was compromised. Generally, only written notice need be provided if less than 500 individuals are involved.109 For larger breaches, notice through prominent media outlets may be required. In all cases, the Secretary of HHS must be notified, although breaches involving less than 500 people may be reported on an annual basis. The Secretary of HHS is directed to display on the department's website a list of covered entities with breaches involving more than 500 individuals.

Generally, notice must be given without unreasonable delay, but no later than 60 days after the breach is discovered. If a delay is not reasonable, a covered entity may still have violated this provision even if notice was given within 60 days. In an enforcement action of this provision, the covered entity has the burden of proving that any delay was reasonable. Delayed notification is permitted for law enforcement purposes if a law enforcement official determines that notice would impede a criminal investigation or cause damage to national security.

To the extent possible, notification of a breach must include a description of what occurred; the types of information involved in the breach; steps individuals should take in response to the breach; what the covered entity is doing to investigate, mitigate, and protect against further harm; and contact information to obtain additional information.

No later than February 17, 2010, and annually thereafter, the Secretary is required to submit a report to Congress containing information on the number and nature of breaches for which notice was provided, and actions taken in response to such breaches.110 The Secretary is also directed to issue interim final regulations, no later than 180 days after enactment, to implement the breach notification requirement.111 This breach notification requirement will apply to breaches that are discovered 30 days after these regulations are promulgated.112 The Breach Notification Interim Final Regulation was issued August 24, 2009, addressing notification to individuals, the media, and the Secretary, by a business associate; law enforcement delay; and administrative requirements and burdens of proof.113


Notice of Unauthorized Disclosure of Personal Health Records

Section 13407 of the HITECH Act includes a breach notification requirement for PHR vendors (such as Google Health or Microsoft Vault), service providers to PHR vendors, and PHR servicers that are not covered entities or business associates that sunsets "if Congress enacts new legislation."114 Under this breach notification requirement, these entities are required to notify citizens and residents of the United States whose unsecured "PHR identifiable health information" has been, or is believed to have been, breached. PHR vendors, service providers to PHR vendors, and PHR servicers are also required to notify the federal government, although in this case the governing agency is the Federal Trade Commission (FTC) and not HHS.115

The HITECH Act defines several terms specific to the PHR breach notification requirement. A "breach of security" is defined as the unauthorized acquisition of an individual's PHR identifiable health information.116 PHR identifiable health information is defined as individually identifiable health information, and includes information provided by or on behalf of the individual, and information that can reasonably be used to identify the individual.117

The requirements regarding the scope, timing, and content of these notifications are identical to the requirements applicable to breaches of PHI under § 13402 of the HITECH Act. Violations of these requirements shall be considered unfair and deceptive trade practices in violation of the Federal Trade Commission Act.118

The HITECH Act also directed the FTC to issue regulations implementing these requirements by August 18, 2009. A Health Breach Notification Rule was promulgated by the FTC on August 25, 2009.119 It would apply to breaches that are discovered after September 18, 2009, by vendors of PHRs, PHR-related entities, and third party service providers—irrespective of any jurisdictional tests in the FTC Act—that maintain information on U.S. citizens or residents.120 The rule contains provisions discussing timeliness, methods of notification, content, and enforcement of the breach notification requirements.


Gramm-Leach-Bliley Act

Title V of the Gramm-Leach-Bliley Act of 1999 (GLBA) requires financial institutions to provide customers with notice of their privacy policies, and requires financial institutions to safeguard the security and confidentiality of customer information, to protect against any anticipated threats or hazards to the security or integrity of such records; and to protect against unauthorized access to or use of such records or information which could result in substantial harm or inconvenience to any customer.121 Financial institutions are defined as businesses that are engaged in certain "financial activities" described in Section 4(k) of the BankHolding Company Act of 1956 and accompanying regulations.122 Such activities include traditional banking, lending, and insurance functions, along with other financial activities. Financial institutions are prohibited from disclosing "nonpublic personal information"123 to non-affiliated third parties without providing customers with a notice of privacy practices and an opportunity to opt-out of the disclosure. A number of statutory exceptions are provided to this disclosure rule, including that financial institutions are permitted to disclose nonpublic personal information to a non-affiliated third party to perform services for or functions on behalf of the financial institution.


Privacy Rule

Regulations implementing GLBA's privacy requirements published by the federal banking regulators govern the treatment of nonpublic personal information about consumers by financial institutions,124 require a financial institution in specified circumstances to provide notice to customers about its privacy policies and practices, describe the conditions under which a financial institution may disclose nonpublic personal information about consumers to nonaffiliated third parties, and provide a method for consumers to prevent a financial institution from disclosing that information to most nonaffiliated third parties by "opting out" of that disclosure, subject to exceptions.125


FTC Safeguards Rule

This rule implements GLBA's requirements for entities under FTC jurisdiction. The Safeguards Rule applies to all businesses, regardless of size, that are "significantly engaged" in providing financial products or services. These include, for example, check-cashing businesses, payday lenders, mortgage brokers, nonbank lenders, real estate appraisers, and professional tax preparers. The Safeguards Rule also applies to companies like credit reporting agencies and ATM operators that receive information about the customers of other financial institutions. The rule requires financial institutions to have an information security plan that "contains administrative, technical, and physical safeguards" to "insure the security and confidentiality of customer information: protect against any anticipated threats or hazards to the security or integrity of such information; and protect against unauthorized access to or use of such information that could result in substantial harm or inconvenience to any customer."126 Using its authority under the Safeguards Rule, the Commission has brought a number of enforcement actions to address the failure to provide reasonable and appropriate security to protect consumer information.127


Information Security Guidelines

Section 501(b) of GLBA requires the banking agencies to establish standards for financial institutions relating to administrative, technical, and physical safeguards to ensure the security, confidentiality, and integrity of customer information, protect against any anticipated threats or hazards to the security or integrity of such information, and protect against unauthorized access to or use of such information that could result in substantial harm or inconvenience to any customer.

Interagency Guidance issued by the federal banking regulators128 applies to customer information which is defined as "any record containing nonpublic personal information ... about a customer, whether in paper, electronic, or other form, that is maintained by or on behalf of" a financial institution."129 The security guidelines direct each financial institution to assess the risks of reasonably foreseeable threats that could result in unauthorized disclosure, misuse, alteration, or destruction of customer information and customer information systems, the likelihood and potential damage of threats, and the sufficiency of policies, procedures, customer information systems, and other controls. Following the assessment of risks, the security guidelines require a financial institution to manage and control the risk through the design of a program to address the identified risks, train staff to implement the program, regularly test the key controls, systems, and procedures of the information security program, and develop and maintain appropriate measures to dispose of customer information. The security guidelines also direct every financial institution to require its service providers by contract to implement appropriate measures designed to protect against unauthorized access to or use of customer information that could result in substantial harm or inconvenience to any customer. Each financial institution is required to monitor, evaluate, and adjust its information security program as necessary. Finally, each financial institution is required to report to its board at least annually on its information security program, compliance with the security guidelines, and issues such as risk assessment, risk management and control decisions, service provider arrangements, results of testing, security breaches or violations and management's responses, and recommendations for changes in the information security program.


Response Programs for Unauthorized Access to Customer Information and Customer Notice

The security guidelines recommend implementation of a risk-based response program, including customer notification procedures, to address unauthorized access to or use of customer information maintained by a financial institution or its service provider that could result in substantial harm or inconvenience to any customer, and require disclosure of a data security breach if the covered entity concludes that "misuse of its information about a customer has occurred or is reasonably possible."130 Pursuant to the guidance, substantial harm or inconvenience is most likely to result from improper access to "sensitive customer information."131

At a minimum, an institution's response program should contain procedures for: assessing the nature and scope of an incident and identifying what customer information systems and types of customer information have been accessed or misused; notifying its primary federal regulator when the institution becomes aware of an incident involving unauthorized access to or use of sensitive customer information; consistent with the Agency's Suspicious Activity Report ("SAR") regulations, notifying appropriate law enforcement authorities; taking appropriate steps to contain and control the incident to prevent further unauthorized access to or use of customer information (e.g., by monitoring, freezing, or closing affected accounts and preserving records and other evidence); and notifying customers when warranted.

The security guidelines note that financial institutions have an affirmative duty to protect their customers' information against unauthorized access or use, and that customer notification of a security breach involving the customer's's information is a key part of that duty. The guidelines prohibit institutions from forgoing or delaying customer notification because of embarrassment or inconvenience.

The guidelines provide that when a financial institution becomes aware of an incident of unauthorized access to sensitive customer information, the institution should conduct a reasonable investigation to promptly determine the likelihood that the information has been or will be misused. If the institution determines that misuse has occurred or is reasonably possible, it should notify the affected customer as soon as possible. Customer notice may be delayed if an appropriate law enforcement agency determines that notification will interfere with a criminal investigation and provides the institution with a written request for the delay. The institution should notify its customers as soon as notification will no longer interfere with the investigation.

If a financial institution can determine which customers' information has been improperly accessed, it may limit notification to those customers whose information it determines has been misused or is reasonably likely to be misused. In situations where the institution determines that a group of files has been accessed improperly, but is unable to identify which specific customers' information has been accessed, and the institution determines that misuse of the information is reasonably possible, it should notify all customers in the group. The guidelines also address what information should be included in the notice sent to the financial institution's customers.


Federal Trade Commission Act

The Federal Trade Commission (FTC), an independent agency of the U.S. government, was established by the Federal Trade Commission Act of 1914 (FTCA).132 Its principal mission is the promotion of consumer protection and the elimination and prevention of anticompetitive business practices. The Commission's jurisdiction extends to a variety of entities and individuals operating in commerce. The FTC has taken a multi-faceted approach to protecting the privacy and security of consumers' personal information. Its enforcement tools include laws and regulations such as the Safeguards Rule issued under the Gramm-Leach-Bliley Act, which requires financial institutions to take reasonable measures to protect customer data, and the Disposal Rule under the FACT Act which requires companies to dispose of credit report data in accord with a set of practices designed to prevent others from using that data without authorization.133

Section 5 of the FTC Act prohibits "unfair or deceptive acts or practices in or affecting commerce."134 Unfair practices are practices that cause or are likely to cause consumers substantial injury that is neither reasonably avoidable by consumers not offset any countervailing benefit to consumers or competition.135 A representation, omission, or practice is deceptive if (1) it is likely to mislead consumers acting reasonably under the circumstances; and (2) it is material—likely to affect consumers' conduct or decisions with respect to the product at issue.136

The Commission has used Section 5 to challenge deceptive claims companies have made about the privacy and security of their customers' personal information. In deceptive security claims cases the FTC alleged that the companies had made promises to take reasonable steps to protect sensitive consumer information, and that they did not implement reasonable and appropriate measures to protect the sensitive personal information obtained from customers against unauthorized access.137 In unfair practices cases, the FTC has alleged that a company's failure to employ reasonable and appropriate security measures to protect consumers' personal information caused or was likely to cause substantial injury to consumers that was not offset by countervailing benefits to consumers or competition and was not reasonably avoidable by consumers.

In cases where the FTC did not have authority to assess civil money penalties, the FTC entered into consent orders requiring the defendants to implement information security programs (e.g., B.J.'s Wholesale Club, DSW, Inc., and Card Systems). In a recent case where violations of the Federal Trade Commission Act and the Fair Credit Reporting Act were alleged, the largest civil money penalty ever by the FTC ($10 million) was assessed.


Fair Credit Reporting Act, as amended by the Fair and Accurate Transactions Act

The Fair Credit Reporting Act of 1970 (FCRA) regulates credit bureaus, entities or individuals who uses credit reports, and businesses that furnish information to credit bureaus.138 "[A] major purpose of the Act is the privacy of a consumer's credit-related data."139 Consumer reporting agencies, also known as credit bureaus, have particular responsibilities with respect to ensuring that a consumer's information is used only for purposes that are permissible under the act,140 for ensuring that "reasonable procedures" are employed (including making reasonable efforts to verify the identity of each new prospective user of consumer report information and the uses certified by each prospective user prior to furnishing such user a consumer report) to ensure that consumer reports are supplied only to those with a permissible purpose,141 and for correcting information in a consumer's report that may be incorrect or the result of fraud.142 Permissible purposes include decisions involving credit, insurance, or employment.143 A consumer reporting agency is also permitted to provide reports to persons having "a legitimate business need" for the information in connection with a consumer-oriented transaction. The Act and its requirements only apply to entities that fall within the definition of a "consumer reporting agency,"144 and only to products that fall within the definition of a "consumer report."145

The Fair and Accurate Transactions Act ("FACT Act") amended FCRA, adding requirements designed to prevent identity theft and assist identity theft victims. The FACT Act also included a provision requiring financial regulatory146 agencies and the FTC to promulgate a coordinated rule designed to prevent unauthorized access to consumer report information by requiring reasonable procedures for the proper disposal of such information.

The Federal Trade Commission enforces the FCRA. A violation under the FCRA is deemed to be an unfair or deceptive act or practice in violation of section 5(a) of the FTC Act. There are various penalties for violating the FCRA, the applicability of a particular provision depends on such factors as who brings the action and the degree of the violator's noncompliance. For example, the Act imposes liability for both willful noncompliance and negligent noncompliance.147 The monetary penalties include actual damages sustained by a consumer, plus costs and attorneys fees. In the case of willful violations, the court may also award punitive damages to a consumer. Any person who procures a consumer report under false pretenses, or knowingly without a permissible purpose, is liable for $1000 or actual damages (whichever is greater) to both the consumer and to the consumer reporting agency.148 Also, the Act governs enforcement actions brought by the Commission, other agencies, and the states, and provides for various monetary and injunctive penalties.149 For those who knowingly violate the FCRA, the monetary penalties include up to $2500 per violation in a civil action brought by the Commission.150


Payment Card Industry Data Security Standard

The payment card industry has also issued security standards and reporting requirements for organizations that handle bank cards.151 The Payment Card Industry Data Security Standard (PCI DSS) is an industry regulation developed by VISA, MasterCard, and other bank card distributors. It requires organizations that handle bank cards to conform to security standards and follow certain leveled requirements for testing and reporting. The core of the PCI DSS is a group of principles and accompanying requirements designed to build and maintain a secure network, protect cardholder data, maintain a vulnerability management program, implement strong access control measures, monitor and test networks, and maintain an information security policy. PCI DSS went into effect December 31, 2006. On October 1, 2008, the PCI Security Standards Council (PCI SSC) announced general availability of version 1.2 of the PCI DSS that does not introduce any new major requirements to the existing standard, but does change some practices. Entities that fail to comply with PCI DSS face fines and increases in the rates that the credit card companies charge for transactions, and potentially can have their authorization to process payment cards revoked. Legislation has been passed in the Texas House mandating compliance with the PCI DSS standard.152
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