

[image: cover image]




  Government Activities to Protect the Electric Grid




Government Activities to Protect the Electric Grid


RS21958 -- Government Activities to Protect the Electric Grid





Updated February 4, 2005


















Summary

The electric utility system is vulnerable to outages caused by a range of activities, including system operator errors, weather-related damage, and terrorist attacks. The main risk from a successful terrorist attack against the electric power industry would be widespread power outages lasting for an extended period of time. While the electric utility industry has the primary responsibility for protecting its assets, federal and state government agencies also have been addressing physical security concerns. This report provides a description of initiatives within the Federal Energy Regulatory Commission and the Departments of Energy, Homeland Security, and Defense to protect the physical transmission infrastructure. This report will be not be updated.
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Summary

“The electic ulty system is vulnrable o outages caused by 4 range of ctivites,
including system operator errors, weather-elated damage. and terorist attacks. The
‘mainsisk from  successful terorist ttack against he lectsi povwer industry would be
widespread powwer outages lastng for an extended period of ime. While the clctric
wilty indusry has th primary responsibility for protecting it assts. federal and state

agencies also have been addressing physical security concerns. This report
provides a deseription of initiatives withinthe Federal Energy Regulutory Commssion
‘andthe Departmentsof Energy. Homeland Securiy, and Defense o protect the physical
ransmission infrastructure. 1 will be updated as events warrant.

1. electric power system has histoically operated at such o high level of
reliability that any major outage. caused by either sabotage, weather, o operational etors,
makes news headlines. The transmission system is extensive, consisting mi
formers, switches, ransmmision towers and lines. control

controls. A spectrumof threats exists o the lectic sysiem,runging from weather-related
incidents Lo terroristatacks — including physical atacks as ell s attacks on computer
systems,orcyber-attacks. The main sk from weather-relted damage ora errorstattack
against the clctric power industey i  widespread power outage tht Lastsforan extended
period of tim.

Ofthe transmissionsysteny’s physialinfrastruct voltage (HY) ransformers
arearguably the mostcritcal componen, Usltesracly experience loss ofan individual
HY transformer, but recovery from such a loss takes months if no spare is availabl.
Conversely, utilites regularly experience dumage to transmission towers due to both
weather and malicious setivites and are sble o recover fron fairy rapidly.
suling from these atacks generally have not been widespread o

Occasional outages
long-lasting.
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